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OCOBJIMBOCTI OIIHKHA BE3NEKH THOOPMAIIMHUX CUCTEM

VY npaniil crarTi npuBeneHi 3aqadi CydacHUX METOJIB pOOOTH 3 aHali3y PU3MKIB iHopMamiiHOI Oe3mnekw,
MPOCKTYBAHHS 1 CYIOPOBOAY CHCTEM OC3IEKH;, pIi3HOBHJA AHATITUYHAX 1 KOHCAJITHHIOBUX pOOIT B o00macti
iHpopManiitHoi Oe3neku o0'exra. PO3rIIsIHYTO eramy XKUTTEBOro LUKIY iHpopMaii 3 no3uuii ninpooi o3Haku IC 3
METOIO BiJJOKPEMIICHHSI BPa3JIMBUX JIAHOK TpaHCpopMallii, KOTpi HOTPEOYIOTh 3aXHCTY.

Po3pobieno momenb iH(poOpMAaIiiiHOT Oe3IeKH, sKa sBISE COOOI CYKYIHICTh OO0'€KTHMBHHUX 3OBHINIHIX 1
BHYTpIlIHIX (hakTopiB Ta iX BIUIMB Ha CTaH iH(pOpMaIiifHOi Oe3nekn Ha 00'eKTi 1 Ha 30epekeHHs] MaTepialbHUX YU
iH(opMarliiiHux pecypci. Ha 6a3i 3anpornoHoBaHOI MOJIeNIi MOXKHA OOIPYHTOBAHO BHOpATH Ta OOTPYHTYBATH CHCTEMY
KOHTP3aXO/iB, 1110 3HIKYE PU3UKHU 10 IPUITYCTUMHX PIBHIB, SIKi MAIOTh HAHOIIBIITY IIIHOBY €()EKTHBHICTB.

KirowoBi croBa: 3axuct iHdopmaiii, Oe3meka IiHPOPMAMIHHMX CHCTEM, MOICIb IOOYIOBH CHCTEMH
iH(pOpMaIiifHOI Oe3MeKH, )KUTTEBUI LMK iH(pOpMaIlii, aHati3 pu3uKiB iHpopManiiHoi Oe3meKu.

Berym.

Temnu po3BUTKY cydacHHMX IH(OPMAIIMHMX TEXHOJOTIM 3HAYHO BHUIEPEKAIOTH TEMIIU
PO3pOOKM peKOMEeHJalllii Ta HOPMATUBHO-IIPaBOBOi 0a3y KEpIBHUX JOKYMEHTIB B YkpaiHi. Tomy
MUTaHHS OLIHKU piBHs Oe3neku iH(opmaliiHOi cucTeMu OO0OB'S3KOBO CHPUYHMHSE BUHUKHEHHS
HACTYIHUX MHUTaHb: BUIMOBIAHO JI0 SIKUX KPUTEPIiB IPOBOJUTHU OILIHKY €()EKTUBHOCTI 3aXUCTY, SIK
OIIIHIOBATH 1 MepeoliHoBaTy iH(opmaliiHi pusuku? BHacaiok 1poro, J0JaTKOBO /10 BHUMOT
peKoMeHAallii 1 HOPMATUBHO-IIPABOBUX JTIOKYMEHTIB, IPUXOJUTHCS aAaNTyBaTH 10 HAIIUX YMOB 1
3aCTOCOBYBAaTM METOJMKH MDKHAapOJHUX CTaHAAPTIB, a TaKoXX BUKOPHUCTOBYBATH METOAU
KUTIBKICHOTO aHaJli3y PU3UKIB y CYKYITHOCTI 3 OIlIHKAMHU €KOHOMIYHOT e(peKTUBHOCTI 3a0e3medeHHs
0e3neKu 13axucTy iHpopmarlii.

CporogHi cydacHi MeToaud poOOTH 3 aHali3y pU3MKIB iHGOpMaLiiiHOT Oe3reKku,
MIPOEKTYBAHHS 1 CYIPOBOJLy CUCTEM O€3MEeKH MOBHHHI JO3BOJIATH!

- BHUKOHATHU KUIbKICHY OIIIHKY IIOTOYHOTO pIBHA Oe€3MeKH, 3aJaTH MPUIIYyCTUMI pIBHI
PU3UKIB, pPO3pOOUTH IJIaH 3aXOJIB II0J0 3a0e3leyeHHs HEeoOX1IHOro piBHA Oe3NeKku Ha
OprasizaliiiHO-yrpaBiIiHCbKOMY 1 TEXHIYHOMY DPIBHSX 3 BHUKOPHUCTAHHSM CYYaCHHUX METOAMK Ta
3ac00iB;

- po3paxyBaTh U EKOHOMIYHO OOIPYHTYBaTH pO3MIp HEOOXIIHUX BKJIAJEHb Y
3a0e3neyeHHs] O€3MeKM Ha OCHOBI TEXHOJIOTIH aHali3y pHU3HKIB, CHIBBIIHECTHM BUTpATH Ha
3a0e3neyeHHs 0e3MeKH 3 MOTEHUIITHIUM 30MTKOM Ta IMOBIPHICTIO HOTO BUHUKHEHHS;

- BUSBUTH 1 [IPOBECTH NEPLIOUEProBe OJIOKyBaHHS HaWOUIbLI HEOE3MEUHUX BPa3IUBOCTEM
710 3/1IMCHEHHS aTaK Ha BPa3JIMBl PECypcH;

- BHM3HAQUUTH (YHKLIOHANbHI BIJHOCHMHM 1 30HM BIJNOBLIAJIBHOCTI MpU B3aEMOJIL
MIpO3AUTIB 1 0ci0 mo 3abe3neueHHI0 1HQOpMariitHOT Oe3nmeKkn, CTBOPUTH HEOOXITHWUU IaKeT
OprasizaliiiHo-po3nopsSAHULIBKOT JOKYMEHTAI11;

- 3a0e3meyuTd MIATPUMKY BIIPOBAKEHOTO KOMIUIEKCY 3aXMCTy BIAMOBITHO O yMOB
poOoTH 00'ekTa, IO 3MIHIOIOTHCS, PETYISIPHUMH JTOpOOKaMH OpraHizaliiHO-pO3NOPSTHUIBLKOT
JNOKyMEHTaIli, MOIuQIKali€l0 TEXHOJOIIYHUX IMpoleciB 1 Moau@ikaliero TEXHIYHHUX 3aco0iB
3aXHCTY.

Pi3HOBHI aHAMITHYHUX 1 KOHCAITHHTOBHX pOOIT B 00JacTi iHGopMaIliitHo1 6e3meku 00'ekTa
MOKe OyTH HaCTYIHUM:

1. Kommnekcunuit anamz iHdopmauniinoi cucremu (IC) nHa o00'exkTi 1 mnigcucreMu
iHpopMaLiiiHOT O€31IEeKH Ha METOA0JIOTTYHOMY, OpraHi3aliiHO-yIpaBIiHCbKOMY, TEXHOJOTTYHOMY 1
TEXHIYHOMY PIBHSX.

1.1 HocnimxenHs i ouiHka crany iHdopmamiiHoi 6e3neku HopmaTuBHOI IC 1 migcucremu
iHpopMaLiiiHOT Oe3neku 00'ekTa.

1.2 Po6oTu Ha OCHOBI aHaI3y PU3UKIB.
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AmnHaini3 pU3MKIB Ha pIBHI KEpyBaHHS PU3MKAMU Ha OCHOBI1 SIKICHUX OLIHOK PHU3UKIB 1 Ha
OCHOBI KUIbKICHUX OILIIHOK PU3HUKIB.

1.3 THcTpyMeHTaNIBbHI TOCTIKCHHS.

[HCTpyMEHTanbHE JOCHIIPKEHHS €JEMEHTIB 1H(QPacTpyKTypu KOMIT'FOTEPHOI Mepexi 1
koprnopaTtuBHOi IC Ha HasIBHICTH Bpa3JIMBOCTEM.

[HCTpyMEHTanbHE TOCTIKEHHSI 3aXUIEHOCT] TOUOK AOCTYyNy B Internet.

1.4 Anani3 10KyMeHTO00Iry 00'ekTa.

2. Po3poOka KOMIUIEKCHMX PEKOMEHAAIi 3  METOAOJOTIYHOTO, OpraHi3aIiiftHo-
YIPaBIIHCHKOI'O, TEXHOJIOTTYHOTO, 3arajlbHO TEXHIYHOTO 1 MPOTrPaMHO-allapaTHOTO 3a0e3MeUYEeHHs
pexumy iHpopMaLiiiHO1 6e3neku 00'ekTa.

2.1 Po3poOka xoHmeniii 3ade3nedennst iHdopmariiitnoi 6e3nexu 00'exTa.

2.2 Po3pobka HOpMaTUBHOI MOJITUKU 3a0e3redeHHs iHdopmaliiiHoi Oe3neku 00'ekTa Ha
oprasizaliiiHo-ynpaBiIiHCbKOMY, IPABOBOMY, TEXHOJIOITYUHOMY Ta TEXHIYHOMY PIBHSX.

2.3 Po3po0Oka mutany 3axucTy 00'eKTa.

2.4 lonatkoBl poOOTH 3 aHalidy W CTBOPEHHS METOJ0JIOTIYHOrO, OpraHi3aliiHo-
YIOPaBIIHCHKOIO, TEXHOJOTIYHOIO, I1H(PACTPYKTYpHOTO 1 TEXHIYHOIO 3a0€3MEUYEHHSI PEXKUMY
iHpopMaLiiiHOT Oe3neku 00'ekTa.

3. OpranzaniitHo-texHosoriunui ananiz [C o6'exra.

OniHka BiIMOBIZATBHOCTI cucTeMu iH(opmalliiftHoi Oe3neku 00'eKTa TUIIOBUM BHMOIam
HOPMAaTUBHUX JIOKYMEHTIB B 00JIaCT1 OpraHi3aliiiHO-TEXHOJIOTTYHUX HOPM.

JloiaTkoB1 poOOTH 3 JOCTIIKEHHS 1 OLIHKY 1H(pOpMaLiiHOT Oe3meku 00'ekTa.

3.1 Po3poOka pexoMeHaIliii 3 opraHi3aiiifHO-yIpaBIIHCHKOTO, TEXHOJOTTYHOTO, 3arajibHO
TEXHIUHOTO 3a0e3MeUeHHs peXUMy IHPopMaliiiHOT Oe3reku 00'ekTa.

Po3poOka eneMeHTIB KOPHMOpPAaTUBHOI TMOJITUKH 3a0e3nedeHHs] 1H()OPMATUBHOI Oe3MeKu
00'eKTa Ha OpraHizaliiHO-yIPaBIIIHCHKOMY, IPABOBOMY, 1 TEXHOJIOTTYHOMY PIiBHI.

4. EkcnepTusa piuieHb 1 IPOEKTIB

4.1 ExcriepTu3a pilieHh 1 TNPOEKTIB aBTOMATH3aIlii Ha BIAMOBIIHICT BHUMOTaM TIO
3a0e3neyeHHI0 HPopMaLiiiHOT 0€3MeKH eKCIIEPTHO-I0KYMEHTAIbHUM METOJIOM.

4.2 ExcriepTr3a IpoeKTiB MiJcucTeM iH(opmaliiiHoi 6e3neky Ha BiAMOBIIHICTE BUMOTaM 10
Oe31nelli eKCIepTHO-T0KYyMEHTaIbHIUM METOIOM.

5. Po6otu 3 aHanizy JOKyMEHTOOOIry i mocTadyaHHIO TUIOBUX KOMILJIEKTIB OpraHi3aiiiHo-
PO3NOPSATHUIIBKOT JOKYMEHTAIlI].

5.1 Anani3 n1okymMeHToo0Iry o0'exTa kaTeropii "KoH}ineH1HHO" Ha BIANOBIIHICTh BUMOIaM
KOHLMNUil 1HpopMaliiiHOi Oe31eKH, MOJI0KEHHIO PO KOMEPIIHHY TAEMHULIO, IHIIUM BHYTPIIIHIM
BUMOTraM 00'ekTa 1o 3abe3nevyeHHI0 KOHPiIeHI[IITHOCTI 1H(pOopMaIii.

5.2 [locTrayaHHs KOMIUIEKTY THUIIOBOI OpraHi3aliiHO-pO3MOPAIHUIIBKOT JOKYMEHTaIli
BIINOBIAHO [0 PEKOMEHJAILIl KOPIOPAaTUBHOI MOJITUKU 1HQopMaliiiHoi Oe3neku o0'ekta Ha
OprasizaliiiHo-yrnpaBiIiHCbKOMY 1 IPaBOBOMY PIBHSX.

6. Po6oTu, m10 miATPUMYIOTh IPAKTHUHY peajlizalliio IJIaHy 3aXHCTY 1 HIATOTOBKY 00'€KTa
no arecrarii. Po3po0ka opranizaniiHo-po3nopsIHUIIBKOT 1 TEXHOJIOTTYHOT JOKYMEHTAITIT.

7. IligBuimienHs kBamigikaumii 1 mnepeniaroroBka (QaxiBuiB. TpeHinrm B oOnacti
oprasizaliiiHo-IpaBoBOi CKJIa/10BOi 3aXUCTy 1H(pOopMallii B 001acTi TEXHOIOT1T 3aXUCTy 1H(OpMALIii.
HaBuanHs ocHOBaM €KOHOMIYHO1 Oe3neku, poOOTI 3 IHIIMMH TEXHIYHUMHU 3ac00aMU 3aXUCTy
1H(popMaIlii, a TaKOXK MM TPH CIIPOoO1 HECAHKIIIOHOBAHOTO OTpUMaHHsI iHopMaIlii abo mpu crpoOi
3510My 1H(POPMAIITHOT CHCTEMH.

OcHOBHA YacTHHA.

Buxonsgum 3 piBHS BTUIEHHA 1H(GOPMALIHHUX TEXHOJOTI CY4acHOCTI Ta PO3IJISIAI0UYN
iH(popMarlito, K 00'€KT AISUTBHOCTI, CIIII BIAMITHTH, IO B 3aJIEKHOCTI BiX 11 BaKJIMBOCTI Ta
3HAQYECHHS 711 KOPUCTYBAaHHS HEI BUTPAYAIOTHCS BIAMOBIAHI pecypcH. Aje BaXXJIUBICTh Ta
3HaueHHs 1HQopmamii i THUX Yd IHIIKUX CyO'ekTiB 1H(GOPMALIHHUX BIIHOCMH B YMOBax
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KOMEPIIIHHOTO, BIJOMYOIO Ta JIEP>KABHOTO IHTEPECY BU3HAYHUTH CKIIATHO. TOMY 3pO3yMisio, IO
3aJI0BOJIEHHS 1H(OpMAaIIMHUX NOTped 3HAXOAUTHCA B IPONOPLINHINA 3aleKHOCT1 Bl yYMOB Ta
MeTo/IB  (3aco0iB) MPaKTUYHOI MAISUIBHOCTI BIANOBIIHUX CYO'€KTIB, a BHCOKHMH pIBEHb
aBTOMaTu3allli, J0 SIKOTO TMparHe JIOACTBO, CTaBUTh WOTO B 3aJICKHICTH Bil PIBHSI O€3meKd
1HGOpMaLIHHUX TEXHOJIOTH, 10 BUKOPUCTOBYIOTbCS HUMH. B 3B'I3ky 3 1mum iHpopMauiiiHi
pecypcu TOTpeOyIOTh PO3MEXKYBAaHHS JOCTYIY, BIAMOBIZHO 10 IHOTO I1H(OpPMAIIIO 32 paHTOM
JOCTYIIYy Ta IPAaBOBUM PEKUMOM.

CyuacHi 1H(}opmaIlliiiHi TeXHOJOr1i cyOlniMylTh y co01 SIKOCTI yciX (GopM, pi3HI MOTOYHI
(dbopMH MOKYTh TpaHCPOPMYBATHUCSI MIXK COOOIO.

YMmoBHO, Bci TpaHchopmanii ganux B IC Bu3HaueHO sk TpaHcdopmarii iHbOpMaLIHHUX
MOTOKIB, MOAUMIKAIIS SIKUX BUKIMKAE MUTAHHS MOPYLIEHHS LUTICHOCTI Ta JOCTOBIPHOCTI JaHHUX
(BmactuBocTi H(popMalii, sgka noysrae B ToMy, 1o iHpopmalid He Moxke Oyru monaudikoBaHa
HEaBTOPU30BAHUM KOPHUCTYBayeM 1/a00 Ipo1iecom).

['omoBHOIO MeTOIO0 OyIb-sKO1 cucTeMu 1HGOpPMAIlHOT Oe3MeKr € 3a0e3MeUYeHHs CTIMKOTO
¢dbyHKIIOHYBaHHS 00'€kTa, 3amoOiraHHs 3arpo3 Horo Oesmerl, 3aXWCT 3aKOHHUX IHTEPECIB
kopuctyBaua IC BiJg ImpoTUIpaBHHUX 3a3iXaHb, HEAOMYIIEHHS PO3KpaJaHHsA (PIHAHCOBUX 3aco0iB,
pPO3rOJIOLIEHHS, BTpPaTH, BUTOKY, NEPEKpy4dyBaHHS 1 3HHUIIEHHS IHQopMalii, 3a0e3nedyeHHs
HOPMaJbHOI BHMpPOOHMYOI JISIBHOCTI BCIX MiApo3ALIiB oO'ekra. [HIIOI METOI CUCTEMH
iHpopMaLiiiHOT Oe3MeKku € MIABUIIEHHS SKOCTI HaJaHUX MOCIYyr 1 rapaHTiii Oe3neku mnpas i
iHTepeciB KiIi€HTIB. JIOCATHEHHS 3aJaHUX LUIeHd MOXJIMBO B XOJ1 PILIEHHS HACTYMHUX OCHOBHUX
3ajau:

- BigHEceHHs 1H(opMallii 10 KaTeropii 0OMeKeHOTo A0CTYIY (CIy)O0BOi TAEMHHILI);

- TIpOrHO3YBaHHS 1 CBO€YAacHE BUSBIEHHS 3arpo3 Oe3neku 1H(OpMaLliHUM pecypcam,
IPUYMH 1 YMOB, 110 CHPUSIOTH HAHECEHHIO MaTepiajbHOTO 1 MOPaJbHOTO 30UTKY, MOPYILEHHIO
L[bOT'O HOPMAJIBHOTO (DYHKIIIOHYBaHHS Ta PO3BUTKY;

- CTBOpEHHS YMOB (YHKIIOHYBaHHA 3 HaWMEHIIOI0 WMOBIPHICTIO peaiizalii 3arpos
6e3nexu iHpopMaLIiHUM pecypcaM 1 HAHECEHHS PI3HUX BHU/IIB 30UTKIB;

- CTBOPEHHS ME€XaHI3MY I YMOB OIEpaTUBHOIO pearyBaHHs Ha 3arpo3u HpopMaliiHii
Oe3nerli 1 MposiBy HEraTUBHUX TEHJEHIIN Y QyHKIIIOHYBaHHI, €p€KTUBHE IPUIMHEHHS 3a31XaHb Ha
pecypcu Ha OCHOBI TPaBOBUX, OpraHi3alliiHUX 1 TEXHIYHUX MIp Ta 3ac001B 3a0e3nedeHHs OC3IeKH;

- CTBOPEHHS YMOB JJIsi MAaKCHMaJbHO MOXJIMBOIO BIJIIIKOAYBAHHS 1 JOKaizauii 30UTKY,
KU MOXe OyTH HaHeCeHUI HEeNpaBOMIPHUMHM JiIMU (I3UYHUX 1 IOPUAMYHUX OCI0, MMOCIa0IeHHS
HEraTMBHOI'O BIUIUBY HacIiKiB nopyuieHHs 6e3nexku IC Ha TOCSITHEHHS CTpaTeriyHuX LUIeH.

CrocoBHo iH(popMarlii IopuauuHi 0co0H, oprasizaiii (BiIOMCTBa, yCTAHOBU) BUCTYNAIOTh ii
JDKEpENIoM, CIOKUBaYeM a00 MOPYIIHUKOM IIPaB IOCTYMY (HECAHKI[IOHOBAHUM KOPHCTYBAuEM).

OpieHTyI04UMCh Ha 3aXUCT BIAOMYUX, KOMEPLUIHHUX, AepKABHUX IHTEPECIB CI1J 3ayBaXKUTH,
o0 Ha Bcix eramax TpaHcdopmanii iHdopmalii BUTpavyaeThCsl JaHUN MPOMDKOK dYacy, TOOTO
1H(pOpMaIlis Ma€e CBii JKUTTEBUM UK (JUB. puc.1).

KutreBuil 1ukn iHpopMauii Ha 00'€KT1 3aJ€KUTh Bi OLIHKMA iI IIHHOCTI, a TaKOX
BIJIIOBIAHO Bl CIPOMOKHOCTI CAaHKIIIOHOBAHMX KOPUCTYBAuiB 3a0€3MEUYUTH ii Ha{IMHUN 3aXHUCT, 1,
TakUM YHHOM, HE€ JONyCTUTH '3HeuiHeHHA" iHQpopMauii. Bin mnepenbavae, mo iHdopmaris
3100yBa€ThCs, OOpPOOIIAEThCS (AaHATIBYETHCS), 30€pIra€ThCsi, OXOPOHSETHCS, BHKOPHUCTOBYETHCH,
TPAHCIIIOETHCS, PO3KPATAEThCA Ta 3HUILYETbCA. TOMY pO3IJVIIHEMO €Talu >KUTTEBOTO LUKIY
iHpopManii 3 mo3uuii 1uboBoi o3Haku IC peranbHimle, MO0 BIJOKPEMUTH BPA3JIMBl JIAHKU
Tpanchopmailii, KOTpi MOTpedyTh po3risay (3axucty). [limkpecnumo, mo mpomec Moaudikarii
1HopMalLlli OXOIUTIOE BC1 €Tany )KUTTEBOTO UK. [1in TepminoM "mMonudikanisa" 6yaemo po3ymitu
OyIb-sIKy 3MIHY NOTIEPEHBOTO 3MICTY BUKJIIOYHO €Taly CTBOPEHHs 00'ekTy (puc.1).
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Puc.1. XKutreBuil uuxi inpopmarii

[Ipomecu cTBOpeHHs Ta 3HUIIEHHS 1H(MOpMallii, TOOTO BimoOpakeHHs a00 CTUpaHHS Ha
NesIKOMy MaTepiaJbHOMY HOcCIii, mnamepi, a00 eJeKTPOHHIA KOIIi HAKONMMYEHUX JaHUX 3
BpaxyBaHHSIM BHU3HAUEHUX 3aBJIaHb [0 PO3pPOOKU JTOKYMEHTIB 3A1MCHIOIOTHCS aBTOPU30BAaHUMHU
KopucTyBauaMH (y BMIIQJIKy 3HUIIEHHS 1Ll€ HE Mae 3HaueHHs). [licisg CTBOpEHHS IOKYMEHTY
MIPU3BOAUTHCS. HOTO OIIHKA Ha MPEAMET BIANOBIIHOCTI aOCTPAKTHUM 1 KOHKPETHUM BUMOTaM JUIs
MOAAJBIIONO CHPSIMYBaHHS Ta BHMKOPHUCTAaHHS y BHU3HAUEHUX Ta J03BOJeHMX Mexax. [Iporec
30epiraHHsl BKIIOYA€E SIK PO3POOKY MOPSAIKY Ta MpaBW MIATOTOBKH A0 30epiraHHs, Tak 1 came
30epiranHs iH(opMalii Ha PI3HUX HOCIIX 3 MOCIIAYIOYOK TEXHOJIOTIE€I0 (0OMEXEHHS) IOCTYILY.
Bubipka o0'ekTy Ta mociiayrooua oliHKa BUOOpY 0OyMOBJI€Ha KOHKPETHICTIO MTOCTAaBJICHOT 3ajaul.
Kputnunicte 1o BIZHONICHHIO 10 JaHWUX HACTYMa€ 3 MOMEHTY BHOIpKM Ta MOJAIBIIOTO iX
OTIpaLIOBaHHS.

OO0poOka Ta BUKOpUCTaHHA iH(OpMaIHHOTO 00'€KTYy CyO'€eKTaMHu PO3MOALUICHOT CHCTEMHU,
K1 0OyMOBIIIOIOTh IIPAKTUYHE BUKOPUCTAHHA 1H(OpMAL] Py NPUIHATTI pILIEHb Ta peanizalii THX
YH HIIUX )KUTTEBUX MPOIIECIB, TO3BOJISE BUAUTUTHA HAMOUTBHI ypa3JIMBY JIAHKY 3aXHIIEHOI CHCTEMH
— eram il mepejaadyi, e Ma€ MICIE MOXJIMBICTh HECAHKI[IOHOBaHMUX Jii 3 OOKYy HEaBTOPH30BaHHUX
KOPHUCTYBaUiB.

[Ipu BukoHaHH1 poOIT Ha 00'€KTI MOKHA BUKOPUCTOBYBATHU Pi3H1 MOJEI1 NOOYI0BU CUCTEMU
iHpopMaLiiiHOT 6e3neku (puc. 2), 3aCHOBaH1 Ha ajanTallii HOPpMaTUBHUX JOKYMEHTIB 1 IPOBEACHHI
aHaJl3y PU3UKY.

Po3po6nena monens iHboOpMaIliiiHOT O€3MEeKH — 1€ CYKYIHICTh 00'€KTMBHUX 30BHINIHIX 1
BHYTpPIIIHIX (aKkTOpiB Ta iX BIUIMB Ha cTaH iH(opmaliiHoi Oe3neku Ha 00'ekTi 1 Ha 30epeKEeHHS
MaTepiaJbHUX Y IHPOpMaLIHHUX PECYPCIB.

Posrisnatorbes HacTyH1 00'€eKTUBHI (PakTOpH:

- 3arpo3u iHopMaliiHii Oe3mernl, U0 XapaKTepu3ylThCs WMOBIPHICTIO BUHUKHEHHS Ta
HMOBIPHICTIO peaizalii;

- BpasznuBocTi IC 4m cucreMu KOHTp3axoniB (cucreMu iH(opmarlliiiHoi Oe3neku), ILIo
BIUIMBAIOTh HA HMOBIPHICTH peanizalii 3arpo3u;

- pu3HK-(aKTOp, 10 BIIOOpaXye MOKIMBUN 30MTOK OpraHizalii B pe3yapTaTi peanizamii
3arpo3u iH@opMaiiiHii 6e3neri: BUTOKY iHpopMalii i il HenpaBOMIPHOTO BUKOPUCTAHHS (PU3UK B
OCTAaTOYHOMY MIACYMKY BifoOpakae HMOBIpHI ()iHAHCOBI BTPATH — MPSAMI UK HENPSIMI).
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Puc.2. Moaens nobynoBu cuctemu iHpopmalliiHoi 6e3meku o0'ekra

Jlst moOymoBU 30a1aHCOBAHOI CUCTEMU 1H(POPMAIIiiTHOT Oe31eKH repeadadaeThCs CoYaTKy
IIPOBECTH aHalll3 pU3MKIB B oOnacti iHpopmamiiiHoi Oe3neku. [1oTIM BU3HAUUTH ONTHMAJIbHUI
pIBeHb PU3UKY JUIS OpraHizailii Ha OCHOBI1 3afaHoTo KpuTepito. CucteMy iH(popMaiiiHOi Oe3mexn
Mae OyTH MoOyJ0BaHO TaKUM YMHOM, 1100 JOCATTH 33JaHOTO PIBHS PU3HKY.

[Ipu uboMy MeTOAMKa MPOBEACHHS aHATITUYHUX POOIT 103BOJISE:

- LUIKOM [poaHaii3yBaTM 1 JOKYMEHTalbHO OG(OpPMHUTH BHMOTHM, TIOB'SI3aHI 3
3a0e3neyeHHsIM IHPopMaliiiHO1 Oe31eKy;

- YHUKHYTU BUTpAT Ha 3aiiBi 3aX01 O€3MeKU, MOKJIUBI IPU CYO'€KTUBHIN OLIHI[I PU3HKIB;

- HaJaBaTH JIONOMOTY B IUIAHYBaHHI 1 3JICHEHHI 3aXMCTy Ha BCIX CTaisIX KUTTEBOTO
IUKITY HGOPMAIIHHUX CUCTEM;

- 3a0e3meynTy IpOBEACHHS pOOIT y CTUCINUN TEPMIH;

- NpeACTaBUTU OOIPYHTYBAHHS JUIsl BUOOPY MIp MPOTUILT;

- OUIHUTH €PEKTUBHICTb KOHTP3AaXO/lI1B, MOPIBHATHU Pi3H1 Bap1aHTU KOHTP3aXOIB.

VY xoxai poOiT moBMHHI OyTH BCTAaHOBJIEHI T'paHUIll MOCTDKEeHHsS. sl 1boro HEOOXITHO
BunuuTU pecypeu IC, nns skux Hagani OyayTh OTpUMaHl OLIHKK pU3UKIB. [Ipu npomy nmoTpioHO
PO3IUTMTH PO3MJISIHYTI PEeCYypCH 1 30BHIMIHI €JEMEHTH, 3 SKAMH 3IHCHIOETHCS B3aEMOJIIS.
Pecypcamu MoxyTh OyTH 3acobm OOYHMCIIIOBAIBLHOI TEXHIKH, MpOrpamMHEe 3a0e3MeUeHHs], JaHi.
[Ipuknanamu 30BHINIHIX €IEMEHTIB € MEPEXkK1 3B'SI3KY 1 T.I1.

[Ipu noOynoBi Mojaeni OyayThb BpaxoBYyBaTHCS B3aemojli MK pecypcamu. Hanpuxian,
BUX1J 3 JaAy SIKOrO-HeOy/lb yCTaTKyBaHHS MOX€ MPHUBECTH 1O BTpaTH iH(opmarlii yu BUXOAY 3
Jagy IHIIOTO KPUTUYHO BAXJIMBOTO ejieMeHTa cuctemu. [lomiOH1 B3a€MO3B’S3KM BH3HAYAIOTh
OCHOBY MOOY/TOBU MOJIEJI1 OpTaHi3allii 3 morjsay iHGpopMaiiiHoi Oe3MeKH.

s Mmoziens, y BIAMOBIIHOCTI 13 IPOTIOHOBAHOIO METOIUKOI0, OYIYETHCS B TaKHi CIIOCIO: /1Ist
BHJIUVICHUX PECYPCIB BU3HAYAETHCS IXHS IIHHICTH, K 3 MOTJISALY aCOLIHOBAHMX 3 HUMH MOJKJIUBUX
HeMaTepiaabHOro 30UTKY BII PO3roJIONIeHHS KoH(iAeHuiiHoi iHpopMmanii Ttompo. Ilotim
OTIUCYIOTHCSI B3AEMO3B’SI3KH PECYPCIB, BU3HAYAIOTHCA 3arpo3H 0€3MEKU i OLIHIOIOTHCS HMOBIPHOCTI
ix peanizanii.

Ha 0a3i 3anponoHoBaHoi Mo/iel MOKHA OOIPYHTOBaHO BUOpATH Ta OOIPYHTYBATH CUCTEMY
KOHTP3axX0/iB, L0 3HUXKYE PU3HKU A0 MPHUIYCTUMHUX PIBHIB, fKI MalOThb HAWOUIbIIY I[IHOBY
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epeKTUBHICTh. YaCTHHOIO CHCTEMU KOHTP3aXodiB OyAyTh pEKOMEHAALlIl 3 TPOBEIEHHS PETYJIIPHUX
nepeBipok ePeKTUBHOCTI cucTeMH 3axucTy. KepyBaHHs pusukamu — 3a0e3neyeHHs MiIBUILEHUX
BUMOT J10 1H(pOpMaIiiiHOT Oe3MeKH NMpuIycKae BIANOBIIHI 3aX0A1 Ha BCIX €Tarax )KUTTEBOTO LIUKITY
iHpopManii Ta i1HGopMauiiHUX TexHojorii. IlmanyBaHHS ©MX 3aXoAiB 3IIHCHIOETHCSA I10
3aBEepUICHH] €Taly aHalli3y PU3UKIB 1 BUOOpY KOHTp3axoaiB. OO0B’I3KOBOIO CKJIaJI0BOIO YACTUHOIO
LUX IJIAHIB € TepioJMYHa MepeBipKa BIAMOBIIHOCTI ICHYIOUOTO PEeXUMY 1HQOpMaLiiiHOI Oe3nekH,
nomituku Oesneku, ceprudikamis IC (TexHosorii) Ha BiANOBIAHICTE BHUMOIaM BH3HAUYEHOTO
cTaHAapTy Oe3meKH.

Ha 3aBepmienHi poOit, Mo)kHa Oyae BM3HAUUTH MIpy rapaHTii Oe3neku iHdopmariiHo-
00YMCIIIOBAJIBHOTO CEpPEOBUILA, 3aCHOBAHY Ha OIIHIIL, 3 SKOIO MOXXHA JOBIPATH 1H(POpMAaILiHHO-
00UYHCITIOBAIBHOMY CEPEIOBHUIILY 00’ €KTa.

BucHnoBkm.

TakuM 4MHOM, )KUTTE€BUN LUKJ 1HQOpMaIii Ha 00'€KTI 3a1€KUTh B1Jl OLIIHKH 11 I[IHHOCTI, a
TaKOX BIJ] CIIPOMO’KHOCTI CaHKIIIOHOBAaHUX KOPHUCTYBayiB 3a0e3neuyuTH 1 HaJlWHUN 3aXucT, 1,
TakUM YHHOM, HE€ JONyCTUTH '"3HeuiHeHHA" iHpopMmauii. Bin mnepenbavae, mo iHdopmaris
3100yBa€ThCs, 0OpPOOIIAEThCS (AaHAIIBYETHCS), 30€pIra€ThCsi, OXOPOHSETHCS, BHUKOPHUCTOBYETHCH,
TPAHCIIIOETHCS, PO3KPAAAEThCA Ta 3HULIYEThCS. Tomy OyJi0o JOLUIBHUM pO3IJISHYTH €Talu
KUTTEBOTO MUKy 1Hopmarii 3 mo3umii mutboBoi o3Haku IC peranpHimne, mo0 BITJOKPEMUTH
Bpa3JIMBI JIAaHKU TpaHcopMallii, KOTpl HOTPEOYIOTh 3aXUCTY.

Po3pobnena monens iHpopmaliiiHOi O€3MeKu MpenCcTaBiIse CYKYHIHICTh OO'€KTUBHUX
30BHIIIHIX 1 BHYTPIIHIX ()akTOpiB Ta iX BIUIMB Ha cTaH 1HQOpMauiiiHOi Oe3neku Ha 00'eKTi 1 Ha
30epexeHHsT MaTeplalbHuX 4u 1H(opManidHux pecypciB. Ha 6a3i 3ampomoHoBaHOT MOIE MOXKHA
OOrpyHTOBaHO BHOpaTH Ta OOIPYHTYBaTH CHUCTEMY KOHTP3aXOJIB, IO 3HWXKYE PHUBUKH [0
MPUITYCTUMHX PIBHIB, SIKI MalOTh HalOUIbIIY 111HOBY eeKkTUBHICTh. Ha 3aBepiieHHi poOiT, MoXHa
OyJe BUSHAYUTH MIpY rapanTii 6e3nexu HdopMaIiiHO-00YHCITIOBAIBHOTO CEPEIOBUIIA, 3AaCHOBAHY
Ha OLIIHIII, 3 KO0 MOHAa JOBIPATH 1H(OPMaLIHHO-00UHCIIOBAILHOMY CEPEIOBUILY 00’ €KTA.

Hapivina: 06.06.2012
Penensenrt: a.1.4H., npod. Jymukesuu B.b.
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