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YAK 004.056.5(045)

HCCAEAOBAHUE BA3 AAHHBIX YA3BUMOCTEN
NH®OPMAILIMMOHHOIM BE3OITACHOCTHU

Asexcauaap Kopuerko, CBetaara Kasmupayx, Aampesa Apax omaaangpapa, Tareama I1aausko

Cyuyecmsywmue obugedocnyntivie 6a3vt 0anHsx YA36UMOCHIEH XPaHant 6 cebe pasauursie daritbie 00 UBCCHIHBIX YAIEUMOCIHIAX
pecypeos ungpopmayuonrsrx cucnzem. Oncanus ya36umocmiets cooepocan Kax npedycaosis, max i 0yeHKu, Xapakmepusywue
pesyavmam peanusayun amar, SKCRAYAMUPYIOUUX 3 YA36uMocr. dacno neped cneyuanucmarmil, 3anuMarduyuMucs uceie-
006ariueM cocmOaNUs Oe30NaACHOCHIN UHGOPMAYUOHIBLX CUCIIEM, BO3HUKAEN! BONPOC 0 66100pe COOMIBENICINEYI0NUX 0a3 0antivix.
Dmu 6asst, 0mHOCUNIEABIO ONPEOCACHIHBIX KDUIMEPUES, MOZYI IPPEKNIUEHO UCNOALIBANIbIA 045 NOCHIPOCHUS PAAULHBLX Cli-
CIeM OYeHUBANUA COCIIOAHUA UHPDOPMAYUOHHO De30NacHOIIY, HANPUMED, cucmeM oyenusarusa puckos. B ceasu ¢ smum ucene-
006at wUPOKULI CHEKIID COOMBEIICINEYOMUX 0a3 Oatblx U ONpedesertisl KDUIMEPUM, 10 KOMOPLIM MONCHO OCYMecrIsunty ux
chasHumensivil anaaus. Imo 0acm 603MONCHOHL NOBHICUN IPPEKIMUEHOTN Petlenisn 3a0ad OyeHUsanus cocmoanus es-

0NACHOCIIY PECYPCOE UNHPOPMAYUOHHBIX CUCIIEM.

KaroueBrre cAOBa: 6asa dannbix YA36UMOCHICH, oyenusarie yaseumMocnel, pecypest unbopmayuonneix cucmem, ungpopma-

YHOHHAA 0e30NaACHOIIb, aHanu3 ba3 danHsLx YA36UMOcHIel.

[Ipu mmocTpOeHMM PA3AHYHBIX CHCTEM 3aIHTEl
nuadopmannn (M) (Hanpumep, CHCTEM MEHEAKMEH-
Ta uaopmarmonHoi OezomacHocTr (MB) [13] man
komrtaekcHbIX cucrem 3M [5]) BosHmkaeT HeOOXOAU-
MOCTB OCYIIIECTBAATH OlleHmBaHue cocrosaud Vb, c
Y9ETOM H3BECTHBIX YASBUMOCTEH pecypcam HH@OP-
marmonHbIX cucteMm (PHIC). ITostomy mepea crenma-
AWICTAMH, 3aHIMAFOIIIMHCH HCCACAOBAHHEM COCTOf-
HuA OesomacHocTH HHMOpMarmoHHbx cucrtem (MC),
BO3HHKACT BOIIPOC O 3(P(PEKTUBHOCTU HCIOAB3OBA-
HOsl COOTBETCTBYFOIUX 0a3 AauHBIX (BA) ysa3BmMoO-
CTEH, YAOBACTBOPAIOIINX OIPEACACHHBIM KPHUTEPHAM
[4, 6-9], Takum, HapuMep, KaK HaAm4dHe HACHTH(DH-
karopos CVE, omenoxk CVSS, CWE xkareropuii,
CVSS-kanbkyasTopa, pHCK-KaAbKyAsTopa U A.p. Mc-
ITOAB30BAHHE YKA3AHHBIX KPHUTEPHEB IO3BOAHT OCY-
IIIECTBUTDH PAIIHOHAABHBIN BBIOOP Takux BA. B cBasu
C 9THUM AKTYaABHOH ABASETCHA 3aAa9a HCCACAOBAHIIA
coorBercTByromux BA  AAf ompeaeaeHua Habopa
KPUTEPUEB, COTAACHO KOTOPBIX MOKHO 3(hpeKTUBHO
HICIIOAB30BATH TAKHE O3Bl

Ha ceroAmfmHnii A€Hb CYIIECTBYET IMIHPOKOE
MHOKeCTBO o0IeaocTynHerx BA yassumocrert PYIC,
KOTOPBIE ITOABEPTaAUCh AHAAH3Y B PA3AHYHBIX FHC-
TOYHHKAX. TaK, B paboTe [7] IPOBOAHAOCH HCCACAO-
BaHHE OTKPBITBIX DA yA3BHMOCTEH, rae aBTOpamMu
OBIAM OIIPEACACHBI OCHOBHBIEC ITOAfA 3AIINCEH yA3BU-
MOCTEH, AOCTOMHCTBO M HEAOCTATKH PACCMATPHBAC-
MBIX 043, HO HE OIIPEACACHHBI OOODIIICHHBIC KpUTE-
PHH, II0 KOTOPBIM MOYKHO OCYIIIECTBASTH TAKOIl aHa-
am3. Taxke B paborax [2, 8, 9] paccmorpensr BA ¢
TOYKH 3PEHHA HAAMYHA CCHIAOK Ha Apyrue Oasbl,
BO3MOKHOCTH ITOAy4YeHHA nHOpMaIun B popmare
XML, a taxxe popmare IIPEACTABACHUA YASBHMO-
creii B BA. Caeayer ormernts, 9T0 B [2, 8] He ompe-
ACACHBI YETKHE KPHUTEPHH, IO KOTOPBIM MOKHO

OCYIIIECTBUTH COOTBETCTBYFOIIIUI aHAAU3. ABTOPAMH
padotsr [9], mpu obocHoBannn BbiOOpa BA, 32 oc-
HOBY 6I)IAI/I HpI/IHHTI)I CACAY}OI_HI/IC KpI/ITCpI/H/I: ITOA-
HOTa (EMKOCTb, KOAHYECTBO VA3BHMOCTEM); AOCTYII-
HOCTh AaHHBIX (OecriaaTHas 0a3a); YAOOCTBO IIOAY-
YeHHA AAHHBIX (MHTEP(EHCEH); OAACP/KKA OLICHKH
yassumoctei o cucrteme CVSS, HO OoabIire Aeaancs
AKIIEHT Ha YA3BUMOCTH, BAUSIOIINE Ha AOCTYITHOCTb.
Takke CAGAYET OTMETHTB, YTO B padoTax [2, 4, 6-9]
He OBIAM YETKO BBIACACHBI KPHTEPHH, IO KOTOPHIM
MOKHO OBIAO CpaBHUTH BA yfA3BHMOCTEH U ocyIIe-
CTBUTH UX BBIOOP AAfl IIOCTPOCHHUSA PA3ANIHBIX CH-
creMm oreHuBanusa B ooaactu Vb, mampumep, Takmx
KAaK CHCTEMBI AHAAN32 U OLICHUBAHIN PUCKOB.

B cBA3u ¢ 91HM, IEABIO AAHHOH PabOTHI ABAACT-
€A HCCAEAOBAHHE IITHPOKOIO CIIEKTPa CYIIECTBYFO-
mux BA yAsBEMOCTEl AAfl OIIPEACACHUSA KPUTEPHUEB,
II0 KOTOPBIM MOJKHO OCYILECTBHTH CPaBHHUTEABHBII
AHAAHU3 TAKHX 043 M HCIOAB30BATh HX IIPU AHAAU3E
" oreHuBaHUN puckoB Vb.

AAfl TIPOBEACHHS TAKOI'O MCCACAOBAHUSA, BOC-
ITOAB3yEMCA HAUOOAEE H3BECTHBIMU U OOILEAOCTYII-
HeME DA yasBumocTeil: HarmonaAbHas bA yasBrmo-
creii — National Vulnerability Database (INVD),
(CILIA) [15]; GamK AaHHBIX yIpO3 O€30IIACHOCTH HH-
dopmanmn (Poccutickas Peaeparus) [1]; orkperras
BA yasBumocreit — Open Sourced Vulnerability
Database (OSVDB), (CIIA) [16]; BA yasBumocreit
IBM X-Force, (CLLIA) [13]; BA 3armcett yasBumocreit
US-CERT — Vulnerability Notes Database US-CERT
(VND), (CIIIA) [19]; BA yassumocrteii SecurityFocus,
(CIIIA) [18]. PaccMoTprM KasKAYIO U3 HUX.

National Vulnerability Database. basa pas-
padorana National Institute of Standards and Tech-
nology (NIST) Computer Security Division, Infor-
mation Technology Laboratory mmpu moaaepikke De-
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partment of Homeland Security’s National Cyber
Security Division. Ona fBAfETCA IOCYAAPCTBEHHBIM
xpanuaniieM AaHHbX CLIIA, KoTOpOe ocHOBaHO Ha
CTAHAAPTAX YIPABACHUA VA3BUMOCTAMH. laKme AaH-
ITO3BOASIFOT ~ ABTOMATHU3HPOBATH  IIPOIIECCHI
VIPABACHUA VA3SBUMOCTAMH, H3MEPATh COCTOSHIE
Wb u ompeaeasts ero coorserctsue. baza NVD
BKAFOYaeT B ceOf BA KOHTpOABHBIX crmckoB Oe3-
omacuocty, #epocratkoB PUC,
koudpuryparuii, PYIC u mokasareaet BO3ACHCTBHA.
PaccmarpuBaemas BA mpeacraBaser coboit pe-
ITO3UTAPUIT OCHOBHBIX CTAHAAPTOB VIIPABACHHA AAH-

HBIC

HCHpaBI/IAI)HI)IX

HBIMH VA3BUMOCTEH, pa3pabOTAHHBI Ha OCHOBE
IIPOTOKOAA ABTOMATH3ALMI KOHTCHTA OE30IIaCHOCTH
— Security Content Automation Protocol (SCAP)
[15]. Cyrmectsyror caeayrorue komrorneHTsr SCAP:
BA yassumocreit 6esomacaoct — Common Vulner-
abilities and Exposures (CVE); BA ya3BuMBIX KOH-
duryparmit PMIC — Common Configuration Enu-
meration (CCE); cranaapTHasd HOMEHKAATypa U Oa3a
nmver PHMC — Common Platform Enumeration
(CPE); BA caabeix mect — Common Weakness
Enumeration (CWE); cramaAapTr OLEHKH BAHAHNA
yassumocter — Common Vulnerability Scoring Sys-
tem (CVSS); cramaapr XML-coermudukanmm KOH-
TpoapHBIX AnctoB —Extensible Configuration Check-
list Description Format (XCCDF); cramaapr XML-
crennHUKAIINN KOHTPOAA COCTOAHHUIL IIPOILIECCOB —
Open  Vulnerability —and  Assessment Lan-
guage (OVAL) [15]. Kpome sTOro mpumensercs cae-
AYIOIINN HAOOP APYTHX IIPOTOKOAOB.

Threat Analysis Automation Protocol (TAAP) —
IIPOTOKOA AOKYMEHTHPOBAHHA K COBMECTHOIO HC-
IIOAB30OBAHUA CTPYKTYpHOIT mHOpMAIII 00 yrpo-
3ax. OH COAEPKHT CACAYIOIIHE KOMIIOHEHTH: DA
aTpHOYTOB BPEAOHOCHOIO IIPOIPAMMHOIO OOECIIe-
gerna (I10) — Malware Attribute Enumeration &
Characterization (MAEC); BA mabaonos arak —
Common Attack Pattern Enumeration & Classifica-
tion (CAPEC); CPE; CWE; OVAL; CCE; CVE.

Event Management Automation Protocol
(EMAP) — mpoTOoKOA AAfl OTYETOB O COOBITHAX Oe3-
omacHOCTH. OH HMEET CACAYFOIIHE COCTABASFOILIHC:
BA sammcett cobsrruii — Common Event Expression
(CEE); MAEC; CAPEC.

Incident Tracking and Assessment Protocol
(ITAP) — mpoTOKOA AASL OTCACHKHBAHUSA, AOKYMEHTH-
POBaHUA, YIIPABACHHA U COBMECTHOIO HCIIOAB30Ba-
HuA uH@OpMauu 00 HHIHACHTaX. OH COACPKUT
caeayrorme  kommonentsr:  OVAL; CPE; CCE;
CVE; CVSS; MAEC; CAPEC; CWE; CEE; dopmar
obOmena ommcannem uHIEAcHTA — Incident Object
Description Exchange Format (IODEF); mnarmo-

HaAbHAfg MOACABb OOMeHa mH(Opmanmeii — National
Information Exchange Model (NIEM); dopmar
obmeHa mHOpPMAITHEH IT0 KHOepOE30ITaCHOCTH —
Cybersecurity  Information  Exchange Format
(CYBEX) [15].

PaccMOTpeHHBIC TIPOTOKOABL, CTAHAAPTHL 1 Oa3bI
AaHEBIX NVD Ha npaxruke, HamprMep, MOKHO HC-
ITOAB30BATh B cAeAyrorux 1eAnx: CPE — ompeaeae-
mne MC mpeanpuarua; CVE — maentudukanma
yassumoctert; CVSS — ompeaeAeHHe KPUTHIHBIX
yassumoctedi; CCE — dopmupoBanue nHamboaee
sarquineHHon  kouduryparmun  MC; XCCDF  —
OIIPEACACHUE IIOAUTHKI 3aINUIICHHON KOH@UIypa-
mm; OVAL — orieHKa COOTBETCTBHSA CACTEMBI IIOAH-
THKE 3aITHIIeHHON koH@uryparnnm;, CWE — ompe-
aeaerne caadbbix mect PMIC; CAPEC — ompeaeacHume
aTak oTHOCHUTeABHO cAabeix Mect PHC; CEE —
OIIPEACACHUE COOBITHI AASl PETHUCTPAIIMH U IIapa-
metpos peructparun; ARF — oObeAnneHne pe3yab-
tatoB orenku; MAEC — ompeaeaeHIEe BpeAOHOCHO-
ro I1O. Caeayer ormernts, wto B NVD Brrancaser-
cA MHACKC paboduer Harpysku Ha uH(OpMarmio |, ,

KOTOPBII ITOKa3BIBACT KOAMYECTBO KPHTHYECKUX
yaspumoctel. UYem BeIIIE umcAO, TeM OOAbIIE
Harpyska Ha cucreMy OeszomacHoctu. Mmaekc
Harpysku NVD  paccunteBaeTca IO CAEAyFOITIE
dopmyae: I, =(N, +(N,, /5)+(N, /20))/30,

N,, N, m N, — KxoAugecTBO yA3BHUMOCTEI C BBHICO-

TAC

KOI, CPEAHEH M HHU3KOW CTEIICHBIO TAKECTH COOT-
BETCTBEHHO, KOTOPBIC OBIAH OIIYOAMKOBAHBI B TEUe-
mun nmocAeAnnx 30 ameit. Kak BuaHO 13 popmyast
OAHA YA3BHUMOCTDH BBICOKOH CTEIIEHU TAKECTU ITPH-
PaBHHBAETCA K IIATH YASBUMOCTAM CO CPEAHEH U
ABAALIATH C HU3KOU cTeneHpro thxecta [15]. Ha caii-
Te NVD AoCTyIleH IOAHBIH CIIMCOK yA3BUMOCTEH
coAeprkammuxcs B 0ase, KOTOPBIA OTCOPTHPOBAH IIO
roAaM H MecAram (cMm. puc. 1).

Kaxaas yasBumocts, BHOCHMas B BA, ornmceiBa-
eTcs CACAYIOIINM HaOOpPOM Imapamerpos (puc. 2):
YHHKAABHBIA CVE—HACHTH(bHKaTop; AATBl BHECEHUS
B BA; Aara mocaeaHEN pEAAKIINM; HCTOYHUK YA3BH-
Moctr (MH(MOPMAIINN); KpaTKOe ommcaHue (0030p);
PE3YABTATHI OLIEHOK 1O KakAoi merpuke CVSS (cm.
puc. 2, 3 u 1a06A. 1) — Gasosoit (Base Score), Bpe-
menHoi (Temporal Score) u xowmrtexkcraoir (Envi-
ronmental Score). B BA CVSS aoctymen B AByX Bep-
cusax — v2.0 [10] m v3.0 [11]; yassumere Bepcrn 110;
CWE xarteropuns; AONOAHUTEABHBIE CCBIAKI; APYTHE
cseaeHud [15]. Ormernm, 9TO yCAOBHE CyIIIECTBOBA-
HUA YA3BUMOCTH XPAHHTCA B BUAE AU3BIOHKTHBHOM
HOpMaAbHOM (popmbl. PaccmoTpum Ooaee A€TaABHO
kaxAyro u3 Bepcuit CVSS n onpeaeAnM ux oTAndus.
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internal NVD vulnerability information.
January 2016
Below is a list of CVEs for the selected month.

235 entries found for January 2016

2015 74585 CVE vu
336 checklists
January February March April 240 ys-ceeT Al
May June July August 4402 M_‘_
US-CERT Vuln Notes
September October November December 10286 ova
108095 CPE Names

2014 Last updated: 1/14/2016
January February March April 10iize A
May June July August EXE (2505

' gceher ovent pecember femaituist |

2013 NVD provides four
January February March "Lﬂ;s%::?ﬂﬁg;:‘;tmn
Mav June July Auaust s

Puc. 1. Crincok yassumocreit Ha catite NVD

National Cyber Awareness System

ulnerability Summary for CVE-2015-4941
Original release date: 01/01/2016
Last revised: 01/05/2016
Source: US-CERT/NIST

Overview

1BM WebSphere MQ Light 1.x before 1.0.2 mishandles abbreviated TLS handshakes, which allows remote attackers to cause a denial of service (MQXR service crash) via unspecified vectors.

Impact

CVSS Severity (version 3.0):
CVSS v3 Base Score: 5.3 AV:N/AC:L/PR:N/ULN/S:U/C:N/T:N/A:L
Impact Score: 1.4
Exploitability Score: 3.9

CVSS Version 3 Metrics:
Attack Vector (AV): Network
Attack Complexity (AC): Low
Privileges Required (PR): None
User Interaction (UI): None
Scope (S): Unchanged
Confidentiality (C): None
Integrity (I): None

Availability (A): Low

References to Advisories, Solutions, and Tools

CVSS Severity (version 2.0):

CVSS v2 Base Score: 5.0 (MEDIUM) (AV:N/AC:L/Au:N/C:N/T:N/A:P) (legend)
Impact Subscore: 2.9

Exploitability Subscore: 10.0
CVSS Version 2 Metrics:

Access Vector: Network exploitable

Access Complex
**NOTE:

Low

plexi

] due to insu information

Authentication: Not required to exploit

Impact Type: Allows disruption of service

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that would be of interest to you. No
inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other web sites that are more appropriate for your purpose. NIST does not
necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on these sites.

Please address comments about this page to nvd@nist.gov.

External Source: CONFIRM

Name: http://w
Type: Advisory

-01.ibm.com/support/docview

s?uid=swg21972019

Hyperlink: http://ww

-01.ibm.com/support/docview.wss?uid=swg21972019

Vulnerable software and versions
+ Configuration 1

ibm:websphere mq light:1.0.0.1
ibm:websphere mq light:1.0

* Denotes Vulnerable Seftware
Changes related to vulnerability configurations

Technical Details

Vulnerability Type (View All)
Code (CWE-17)

CVE Standard Vulnerability Entry http://cve.mitre.org/coi-bin/cvename.cai?name=CVE-2015-4941

Change History 1 change record found - show changes

Puc. 2. IIprmvep mpeacTaBaerns yazsumocta B NVD

CVSS v2.0. Metpuku u HX HapaMeTPsl, BXOAA-
mue B craHaapt CVSS v2.0 [10] mokasansr Ha puc. 3.
B »5T0#l BepcHH OCYIIECTBASETCH CTAHAAPTH3HUPO-
BAHHOC OLICHUBAHUE YA3BUMOCTEIH, CHCTEMA SABASCTCA
OTKPBITOH M OpPHEHTHPOBAHA OHA OIIPEACACHUE
IIPHOPUTETHBIX PUCKOB. KaskAas mMeTpudeckas rpyi-

ma (MI') ompeaeasieT XapaKTepHUCTHKH YA3BUMOCTH.
Ommrrem s1r rpymms (cm. puc. 3).

Base Score Metrics (MeTpuku 0a30BBIX OIle-
HOK) — XapaKTEPUCTUKH YA3BUMOCTEH, ABAAFOIIINECA
IIOCTOSIHHBIMH B TEYEHHE OOABIIIOIO IIEPHOAA Bpe-
MEHH B IIOAB30BATEABCKHX CPEAAX M HE 3aBHCAIINC
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oT HuX. TaKKe OHH OIHCHIBAIOT CAOKHOCTD OKCIIAY-
aTaIMy YA3BIMOCTH M ITOTEHITMAABHBIH YIIEPO AASA
KOH(HUAEHITUAABHOCTH, IIEAOCTHOCTH M AOCTYITHO-
cru. Mcnoapsyembre MIT cocToAT HM3 CAEAYIOIIHX
ITOKa3aTeAei: BekTop Aoctyma (Access Vector (AV));
crokHOCTh  Aoctyma  (Access Complexity (AC));
ayrearucpukarua  (Authentication (Au)); BO3AeH-
creue Ha koHbuAeHHarbHOCT (Confidentiality
Impact (C)); BosaetictBue Ha 1reaoctHOCTD (Integrity

Impact  (I)); BosaefictBHE HAa  AOCTYIIHOCTb
(Availability Impact (A)).
Base Temporal Environmental
Metric Group Metric Group Metric Group

Collateral Damage’) lfc.mrmmialiw
Potential ) | Requirement

Target ) (" Integrity
Distribution PRequinemant )

Availability
Requicement

Access Vector ‘l ler:;:llaiw
Aceess Ceenplexity | 'T::::" (Rcmudlakinn LCM-D
™y 7 Avallability Anport
Authenticatk Y
( uthenidcation JR{ ;o 0t :] Confidence

Puc. 3. MI" CVSS v2.0

( Exploitabifity j

Temporal Score Metrics (MeTpuKH BpemeH-
HEIX OIICHOK) — XapPaKTEPHUCTHKH YA3BUMOCTH, KOTO-
pBle H3MEHAIOTCA C TEYCHHEM BPEMEHM, BHE IIOAB30-
BaTEABCKHX CpeA. OHH BHOCAT B OOIIYIO OILCHKY
ITOIPABKYy Ha ITOAHOTY HMEFOIIEHcA HHQOpPMAITHI
00 yA3BHMOCTH, 3PEAOCTb 3KCIAYATHPYEMOIO KOAQ
(IpH €ro HAAHYHH) M AOCTYIIHOCTH HCIIPABACHHH.
Ee mokasateAm: BO3MOMKHOCTD  HCIIOAB30BAHIA
(Exploitability ~ (E));  ypoBeHb  HCIIPaBACHHSA
(Remediation Level (RL)); AocroBepHOCTH OTUETA
(Report Confidence (RC)).

Tabanma 1
3mavenns noxasateaent onenok CVSS v2.0
oS é ('3 1 é 11
E % E E: % bl % t E‘- §
I~ g E 2% E 9 CRENEES
= £ 3 g & 38228
£ % e LK 8 S22 %
Se| Fé8 "E5§
- AV L; A; N 0,395; 0,646; 1
2 AC H; M; L 0,35; 0,61; 0,71
é Au M; S; N 0,45; 0,56; 0,704
CILA N; P; C 0; 0,275; 0,66
ND; U; POCG; ) Aol )
é . E F.H 1; 0,85; 0,9; 0,95; 1
= ND; OF; TF;
o 5 3 2 . . . .
ng_‘ = RL W: U 1, 0,87, 0,9; 0,95; 1
RC ND; UC; UR; C 1;0,90; 0,95; 1
ND; N; L; LM; AN A A A
§ E CDhP MH: H 0;0;0,1; 0,3; 0,4; 0,5
28| TD | ND;N;L;M;H| 1;0;0,25;0,75; 1
5[ cw
é IR; ND; L; M; H 1;0,5;1; 1,51
AR

Environmental Score Metrics (MeTpuku KOH-
TEKCTHBIX OILICHOK) — XAPAKTEPUCTUKH YA3BHUMOCTH,
KOTOPBIC AKTYAABHBI M YHHKAABHBI AASL CPEABI KOH-
KPETHOIO IOAB30BareAd. [Ipu momormu ostux mert-
PHK 9KCIEPTHI IO OE30IACHOCTH MOIYT BHECTH B
PE3YABTHPYIOIIYIO OLCHKY IIOIPABKH C yYETOM
XapPaKTEPUCTUK HH(OPMALIMOHHON CpPeAbl. ['pyrira
MI" cocrouT 13 IOKasareAei OOIMNX MOAU(HUKATO-
pos (General Modifiers) — BO3MOKHOCTb KOCBEHHO-
ro ymepba (Collateral Damage Potential (CDP)),
neaepacupepeacaue (Target Distribution (TD)) u
MOAU(HUKATOPOB BAHAIOIIHIX HOKazaTeAed (Impact
Subscore Modifiers) — TpeboBaHue KOH(HACHIIH-
aapHOCTH (Confidentiality Requirement (CR)), Tpe-
oosarme 1reaoctHoctu  (Integrity Requirement
(IR)), TpeboBanue (Availability
Requirement (AR)).

B Tmabanme 1 aaa xaxaonr MIT (Merpukam orie-
HOK) IIO Ka)KAOMY MHOJKCCTBY ITOKA3aTEACH IIPHBE-
ACHBI Ha6opb1 CUMBOABHBIX 3HAYEHUU M COOTBET-

AOCTYIIHOCTH

CTBYIOIIIE UM YHCAOBBIC IIOKA3aTEAH. 3AECH, Kaik-
AOMYy CHMBOABHOMY 3HAYEHHIO OIIPEACACHA COOT-
BETCTBYIOIIAS €My AMHIBHCTHYCCKAA MHTEPIPETAIINA
— aaf AV (Access Vector — BekTop Aoctyma): L —
«\oxaApHEIT AOoCTyIDY; A — «ConpsxeHHas cetb»; N
— «Cerp», aast AC (Access Complexity — CAOKHOCTD
asoctyma): H — «Beicokasy; M — «Cpeanssy; L —
«Huskan», aaa Au (Authentication — ayrenTH(UKA-
mA): M — «Muoropasosassy; S — «OanOpasosas»; N —
«Orcyreryem, ard C (Confidentiality Impact — Bos-
actictBue Ha KoHuAeHIMaAbHOCTE), I (Integrity
Impact — BosaedicTBHE Ha IIEAOCTHOCTB), A
(Availability Impact — BozaelicTBrE Ha AOCTYIIHOCTB):
N — «OrcyrerByer; P — «Hacruanoey; C — «lloa-
Hoe», Ars E (Exploitability — Bo3MOKHOCTD HCIIOAB-
soBanuA): ND — «He onpeaesennay; U — «Teopern-
ugeckas (HeT AokazaTeAbcTB)»; POC — «Dkcrepumen-
TaAbHAM; I — «@yHKmmonaspHasy; H — «Beicokany,
st RL (Remediation Level — ypoBenp wncrpasae-
mudA): ND — «He ompeaeaeny; OF — «Odurimass-
Hel maTay; TF — «Bpemennoe perrenne»; W — «Pe-
IIEHHE Ha OCHOBE COBETOB M pekoMeHAarminy; U —
«Orcyrcryem, ard RC (Report Confidence — ao-
crosepHOCTh O0TueTa): ND — «He ompeaesennan; UC
— «Hocur npeanoroxnTeAbHBIN xapakrepy; UR —
«He mpopaborana»; C — «[ToarBep:xacHa», aas CDP
(Collateral Damage Potential — BozaMoOKHOCTB KOC-
BerHoro ymep6a): ND — «He ompeaesennay; N —
«OrcyrerByem; L — «Huskaay; LM — «Husko — cpea-
aamy; MH — «Cpeane — Beicokas»; H — «Bercoxasm,
aast TD (Target Distribution — meaepacripeacAcHue):
ND — «He ompeaeaeno»; N — «OrcyrerByer»; L —
«Huskoen; M — «Cpeanee»; H — «Boicokoe», aaa CR
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(Confidentiality Requirement — TpeGoBanue kondu-
acurmasprocTh), IR (Integrity Requirement — tpe-
OoBaHne IIEAOCTHOCTH), AR (Availability
Requirement — rtpeboBanue AocrtymaocTm): ND —
«He ompeaeaenor; H — «Brrcokoen; M — «Cpeaneey;
L — «Hwuskoe» (taxxe cm. puc. 3 u 4).

10

" ~ 9 ‘ 1 .'fa//’. _‘D én

Score Vector

N o = CVss
{UNEES R RS A\ D flzn 2 z)
\ - —.
; V ¢ Temporal ) (" Environmental ),
I\ e 4 \___ Metrics / I\\ Metrics
A Cptional
Metric Group Vector
Base AV [LANAC: HM.L)Au: [MSNJ/C:[NP.C/L:[N.P.CJ/A:N.P.C|
Temporal E:|U.POC.F HND|/RL:|[OF. TF, W.UND|/RC:|UC,UR,C.ND|
Environmental | CDP:[N,L,.LM MHHND|/TD:[N,L M _HND|/CR:[LM HNDJ/
IR:|L.M.HNDJ/AR:[L M H.ND]|

Puc. 4. CVSS v2.0 — MI" u Bexropa

[Tocae mpUCBOEHMA CHUMBOABHEIM 3HAYCHUAM
KOHKPETHBIX YHCEA, OCYIIECTBAACTCA BBIYHCACHIIC
perrruara (B mpuaesax [0; 10]) u cosaanme Bexkropa
(kak mokaszano Ha puc.2) AV:N/ AC:L/ Au:N/

C:N/ IN/ A:P, KOTOPBLIT OTOOPAKAET COTKPBITOCTH»
crpykTypel. PakTHdaecku, 9TO TEKCTOBAsA CTPOKA, KO-
TOpas COAEP/KUT 3HAYCHUSA, IIPUCBOCHHBIC KaKAOI
METPHKE U HUCIOAB3YETCA AAA B3AHMOACHCTBHA OIlE-
HOK. OTMETHM, 9TO TAKUM OOPa3OM, BEKTOP AOAKEH
oTOOpaxKaThCA ¢ yueTom yazsumoctu [10].

Bpemennrre n xonrTekctabie MI' ormmmonasbHBL
U IPUMEHAIOTCA AAA DOAEE TOYHOH OLIEHKH OITaC-
HOCTH, KOTOPYIO IIPEACTABASIET AAHHAS YA3BUMOCTDH
AASl KOHKpeTHOU mHpacTpykrypsl. 3HadeHne MI
OTOOpaxaeTcAd B BHAE HApBl (CM. puc. 4) U3 BekTOopa
(KOHKpETHBIE 3HAYEHUA OTACABHBIX ITOKa3aTeACH) 1
YHCAOBOIO 3HAYEHUA, PACCUUTAHHOIO HAa OCHOBE
BCEX ITOKAa3aTEACH IIOCPEACTBOM (POPMYA CTAHAAPTA
[10]. McrmoapzoBanne Temporal mosBoaser 0ObeAn-
HUTh BPEMEHHEIC U Oa30BBIC ITOKA3ATEAH, OTOOPAKA-
emble Ha mKaAy ¢ npeaesamu [0; 10]. ITpu sTom Bpe-
MEHHas OILIEHKa OyAeT He BbIIle Oa30BOH, HO He
menbire ee Ha 33% [10]. Ha puc. 5 mokasan Bcrpo-
eHHBIH KaAbKyAaTOp mokasarteAeit CVSS v2.0 B Beo-
nutepderic NVD [15].

~ Base Score Metrics

Exploitability Metrics
Access Vector (AV)*

Impact Metrics
Confidentiality Impact (C)*

[PCE0N Adiacent Network (AV:A) | Network (AV:N) |

| None (c:N) | Partial (C:P) | complete (cic) |

Access Complexity (AC)*

| High (ac:n) | Hedium (ac:m) | Low (aci) |
Authentication (Au)*

| multiple (Au) | single (Auzs) | None (AuN) |

Integrity Impact (I)*

| None (:N) | Partial (1:P) | complete (£:0) |
Availability Impact (A)*

| None (a:n) | Partial (A:P) | complete (a:c) |

* - All base metrics are required to generate a base score.

~ Temporal Score Metrics

Exploitability (E)

‘ Unproven that exploit exists (E:U) | Proof of concept code (E:POC) | Functional exploit exists (E:F) | High (E:H)

Remediation Level (RL)

IEZETEIETCETN| official fix (RL:OF) | Temporary fix (RLTF) |

®RLw) | (RLU) |

Report Confidence (RC)

‘ Unconfirmed (RC:UC) | Uncorroborated (RC:UR) | Confirmed (RC:C) |

~ Environmental Score Metrics

General Modifiers
Collateral Damage Potential (CDP)

IET=IETEEETSN| vone (cop:N) | Low (light loss) (cDP:L) | Low-Medium (CDP:LM) | Medium-High (CDP:MH) | High (catastrophic loss) (CDP:H) |

Target Distribution (TD)

[T TUETS None [0%] (TD:N) | Low [0-25%] (TD:L) | Medium [26-75%) (TD:M) | High [76-100%] (TD:H) |

Impact Subscore Modifiers
Confidentiality Requirement (CR)

[PTTITCETN tow (cR:L) | Medium (CR:M) | High (CR:H) |

Integrity Requirement (IR)
BTN tow i) | Medium (1ratn) | High (1R:H) |
Availability Requirement (AR)

[PTTIETCETSN tow (AR:L) || Medium (AR:M) | High (AR:H) |

B)
Puc. 5. Murepdeiic Berpoennoro kaabkyaaropa CVSS v2.0 B Beb-unrepdeiic NVD
MI'": 2) Bazosas, 6) Bpemennas, B) Cpeast OKpyKeHus

CVSS v3.0. Kaaskyaarop CVSS v3.0 asasercs
passutuem CVSS v2.0. Ha puc. 6 B Buae mpumepa,
CXEMATHYIECKH ITOKA3aHBI M3MEHEHUSA, BHECCHHEIC B
Tperpro Bepcmro. Hampmmep, paccMoTpum  yA3BH-
MOCTb B BHPTYAABHON MaIlIIHE, ITOABEPIAIOIIYIO
yrpose OcCHOBHYIO oreparnuonayio cucremy (OC).
3A€Ch YA3BUMBIM KOMIIOHEHTOM ABAACTCHA BHPTYAAD-
Hafg MaIlnHa, a BAHAIOINM KomroHeHTOM — OC
XOCTa. DTO CBA3AHO C TEM, YTO 9TH ABa KOMIIOHCHTA

HE3aBHCHUMO YIIPABAAIOT IIPABAMH HA BEIYHCAHTCAB-
HbIe pecypchl. Bupryaspnas mammna (kak ITOKasaHO
Ha pHC. () yIpaBAfeTC «AAMIHHCTPATOPOM A», B TO
Bpemsa kak OC xocta yrpaBaserca «AAMIHHCTPATO-
pom By. Koraa ABa aaMuHHCTpaTOpa OAHOBPEMEHHO
SKCIIAYATUPYIOT KOMIIOHEHTBI, TO 3TO MOXKET HHU-
LIMAPOBATh CO3AAHHE VA3BUMOCTH. B sTOM cAydae
CVSS cunraer, 910 HM3MEHEHHUA YiKE IIPOHU3OIIAML
Dto ycaoBue Tereph orpaxaerca B Hopeix MI [11].
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B pamkax cramaapTa BBOAATCA ABa CACAVIOIIIUX
0a30BBIX ~ TOHATHA.  YA3BUMBIA ~ KOMIIOHEHT
(vulnerable component) — xommonenT MC, coaep-
KAIUH YA3BUMOCTh H YYACTBYIOIIHUI B IIPOIIECCE
9KCIAyaTaIlHH. ATAaKyeMblll KOMIIOHEHT (impacted
component) — komronenT VIC, 6asoBbie xapakrepu-
CTUKA OE30IACHOCTH KOTOPOTrO (KOH(PHUACHIINAAD-
HOCTB, ILIEAOCTHOCTB, AOCTYIIHOCTB) MOIYT OBITH
HAPYIILCHBI IIPH YCICIITHON PEAAU3AIINN ATAKM.

Kax mpaBnuao, yA3BHMBIN M aTaKyeMbBIH KOMIIO-
HEHTHI COBITAAQIOT, HO CYIIECTBYIOT KAACCHI YA3BH-
MOCTEH, AAA KOTOPBIX 3TO IIPaBHAO HE PaboOTaerT,
HAIIPUMEP: BBIXOA 32 IIPEACABI «IIECOYHUIIB IIPU-
AOKEHHSA; TIOAYIEHHE AOCTYIIA K TIOAB30BATEABCKIM
AQHHBEIM, COXPaHEHHBIM B Opaysepe, depe3 VA3BH-
MocTb B BeO-puaoskernn (XSS); BBIXOA 3a IIpeACABI
rOCTEBOM BUPTYAABHOM MAIITHHEI U Ap.

ApmMmuHucTpaTtop A

ApamunucTpartop B

Mpou3sownun
N3MeHeHNna?

Lipyroii(ve)
KOMMOHEHT(bI)
BNUSIHUS

YA3BUMbIN
KOMMOHEHT

3noyMmbILNEHHNK

BoamoxHoCTb
1CMOSb30BaHNs
meTpuk: AC, AV,
PR, Ul

BnnsHue meTpuk:
C LA

CVSS napameTpsl = f(BoamoxHOCTb ucnons3oeaHus (exploitability),
napameTpbl (Scope), BnusiHue (impact))

Puc. 6. Usmenenus 8 CVSS v3.0

B 5T0# BepcHH METPHKH 9KCIIAYATHPYEMOCTH
PACCUNTBIBAFOTCA AAA  YVA3BUMOIO KOMITOHEHTA, a
METPHKHA BO3ACHCTBHA AAA  aTakyemoro. Bepcusa
CVSS v2 He 1103BOAfIAA OTOOPAKATH CUTYALIHIO, IIPH
KOTOPOM YA3BUMBIM KOMIIOHEHT H ATAKYEMBIH pPas-
amgarores [3, 11].

B CVSS v3.0 Bexrop aoctyma (Access Vector B
v2.0) OBIA HEPEHMEHOBAH B BEKTOP ATAKH, HO KAK U
paHee, OTPAKAECT «YAAACHHOCTB» 3AOYMBIIIACHHIKA
IT0 OTHOIIIEHUIO K YA3BUMBIM KOMIIOHEHTaM. Apyru-
MH CAOBAMH, YeM 0OAEE OTAAACHHBIM 3AOYMBIIITACH-
HUK fBASETCA OTHOCHTEABHO YA3BUMOIO KOMIIOHCH-
Ta (C TOYKM 3pEHUA AOTHYIECCKON U (DU3HYECKOI yAa-
ACHHOCTH CETH), TEM OOABIIIE OYAET Oa30Basd OLICHKA.
Kpowme Toro, sT0T HOKa3aTEAb PA3AMIAET AOKAABHEIC
aTaKkd, KOTOPBIE TPEOYIOT AOKAABHOIO AOCTyIA K
cucreMe (HAIIPHMEp, aTaKa HA IIPUKAAAHOE IIPHAO-
aKeHne) u pusmdeckne, KoTopble TPeOyIoT prsmde-
CKOTO AOCTyIIa K ITAAT(DOPME AAfl HMCHOAB3OBAHUA
yasumoctu  (Harpumep, ¢ FireWire, USB  wman
jailbreaking araxa) [10]. M3MeHEeHHA KOCHYANCH TOHA-

THA 3HadeHHA IokaszateAt «Localy, koTopoe panee
OIIHCBIBAAO AIOOBIE ACHCTBHA HE 3aTPArHBArOIIIME
cetb. B HOBOM cTaHAapTE BBOAHTCA CACAYIOIIEE AC-
ACHIE 3HAYCHUIT 3TOTrO IokasateAs. Local — AAs akc-
IIAyaTaIllN aTAKyIOIIEMY TPEOyeTCA AOKAABHAS CECCHA
HAH OIIPEACACHHBIE ACHCTBUA CO CTOPOHBI ACTHTHM-
HOro noan3osaread. Physical — arakyroremy tpeOyer-
¢ (PUBMYIECKHII AOCTYII K YA3BUMOI IoAcucTeMe [3].

Taroke H3MEHEHHUA KOCHYAUCH U IToKazaTeas AC
T.e. CAOMKHOCTh O9KCIIAVATAIINN VA3SBHMOCTH, IIPEA-
CTABAAIOIIETO COOOHM KAYECTBEHHYIO OIICHKY CAOMK-
HOCTU IIPOBEACHUA araku. JeM OOABIIE YCAOBHIL
AOAJKHO OBITH COOAIOAGHO AASl SKCIIAVATAITHH YA3-
BIMOCTH — TEM BBIIIIE CAOKHOCTH [3]. 3Aece OblAm
OOBEAMHEHBI ABa 3HadeHHsA Iokasatead «Low» u
«Mediumy». Taxum 00pa3oOM, CAOMKHOCTB AOCTYIIA
ObIAd IIPEACTABACHA B ABYX IIAPAMETPAX — CAOK-
HOCTb aTaKH H B3aHMOAEHCTBHE ITOoAB3OBareAs [11].
[TonsATHE «CAOKHOCTBY CAMO II0 cebe CYOBEKTUBHOE,
II03TOMY AAHHBIA IIAPAMETP, BCETAA TPAKTOBAACA
AKCIIEpTaMH I10-pasHoMy. Hampumep, Aaf yasBumo-
CTEH, IO3BOASIOIINX PEAAM30BaTh aTaky «YeaoBek
rocepeansey (akrupHasg artaka [10]) B 0aze NVD
MOKHO BCTPETUTh PA3AUYHBIC BAPUAHTHI OLICHKH
AC. Temepp, AAT OOAETIEHUA TOAKOBAHUA AAHHOTIO
ImapaMeTpa IIPEAAATAIOTCA TOABKO ABE CTYIICHH
croxuocta «High» u «lLow», a Tarkxe Ooaee dUeTKO
IIPOIHCAHBl KPUTEPUU OTHECCHUA K HHUM YA3BHMO-
crefi. B wactHOCTH, yA3BHMOCTB, ITO3BOAAIOIIYIO
peaAn30OBaTh AKTUBHYIO aTaKy, IIPEAIIHMCAHO OTHO-
cuTh K 3HadeHwmro mokasarteas «High». ®Paxropsr,
yaureBaembie B CVSS v2 mapamerpom AC, B HOBOM
CTAaHAAPTE PACKPBIBACTCHA ABYMSA ITOKA3ATEASMH —
Attack Complexity u User Interaction [3].

B CVSS v3.0 mosBHACSH HOBBII IIOKA32TEAD «HE-
obxoanmeie npuBuaernnm» (Privileges Required) 3a-
MEHAIOIIHUH IIOKA3aTEAb «ayTeHTH(duKanum B v2.0
(ayrerrndpukanys/ TpebyeMblil  YPOBEHD IIPUBHAE-
Uil — Tpedyerca AH ayTeHTH(HUKAIIA AASl IIPOBEAE-
HUOA ATAKH, U €CAU TpeOyercd, TO Kakad HMeHHO [3]).
HeobOxoAnMBIE HPUBHAEIHH, OTPAKAIOT YPOBEHb
AOCTYIIA, TPEOYEMBIN AAfl YCIIEITHOMN aTaku. B wact-
HocTH, 3HadeHus nokasarteaer «High», «Low» u
«None» OTpaKaroT IPUBUACTHH, HEOOXOAUMEIE 3A0-
VMBIIIIACHHUKY AAfl TOIO, YTOOBI BOCIIOAB30BATBHCA
yA3BUMOCTBIO. [TOAXOA K pacuery mokasaTeas, OCHO-
BaH HA KOAMYECTBE HE3aBHCHMBIX IIPOIIECCOB ayTEH-
TH(PUKAITHH, KOTOPBIE HYXKHO IIPOHTH ATAKYIOILEMY
[3]. Bce apyrue mamenenus B CVSS v3.0 orpaxeHs B
tabane 2 [10].

3Aech, 110 aHaAroruu ¢ Ta0A. 1, aad kaxaon MI
II0 KQKAOMY MHOJKECTBY ITOKA3aTEACH IIPHBEACHBI
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Ha6opr CUMBOABHBIX 3HAYCHHU H COOTBCTCTBYIO-

IIIIE UM YUCAOBBIE ITOKA3ATEAM.
Tabaunma 2
3maadenus okazateAell omeHok CVSS v3.0

o N X X
B < 7 8 = UucaoBnie
= 3 g g2 g 3HAYCHUA
p= 5 2 € 8 £ 2| coorsercrByrormmux
§ % e § :": é IIOKA3ATEAEH
= 3 =
AV N; A;L; P 0,85; 0,62; 0,55; 0,2
AC H; L 0,77; 0,44
w
< T 0,85; 0,62 (maum 0,68%);
S PR H; LN 0,27 (sramr 0,50%)
LE Ul N; R 0,85; 0,62
S U; C -
G I; A; N; L; H; 0; 0,22; 0,56
8 E UsB B 691,004,097, 13 1
E X
= RL | OBV U 095096097 15 1
g X
= RC U;R; G X 0,92; 0,96; 1; 1
2 £ 5| CRIR;
&%5 A’R > LM H; X 0,5 1;1,5; 1
O° K
L % MAYV; | VMeroT Te )Ke CUMBOABHBIE U YHC-
2. g MAC; | AOBBIE 3HAYECHUSA ITOKA3ATEACH, UTO
g a MPR; | u coorBercIByrOIIMEe He MOAU(H-
_5_"‘0 MUI; LIUPOBAHHBIC IIOKA3ATEAN B 0a30BOI
2 § MS; MT, a rake «Not Defined» (1o
§ Z | MC; MI; | ymoAuanuo)
R MA

* EAacT . E xncr .
ecan 06aacTb AciictBust (S)/MoAudUIIIpPOBaHHAK 06AACTD ACHCTBISA
(MS) usmenserca

Kpome 3TOro KamAOMY CHMBOABHOMY 3HAUC-
HUIO OIIPEACACHA COOTBETCTBYIOINAS M AHHIBH-
crudeckad uaTeprperanud — Aad AV (Attack Vector
— Bexkrop araku): N — «Cerpy; A — «ComnpskeHHas
cerb»; L — «\okaapHbI AOCTYIDY, P — «Pusmaeckuit
asoctym», aat AC (Attack Complexity — cAOKHOCTD
arakn): H — «Boicokasy; L — «Cpeanam, aaa PR
(Privileges Required — HeOOXOAUMBIE ITOAHOMOYHSA):
H — «Bsicokue»; L. — «Cpeanne»; N — «OtcyrcTBy-
10w, and C (Confidentiality Impact — BosaeticTBre
Ha KoH(puacHnmaAbHOCTE), I (Integrity Impact —
BO3AcHcTBHE HA IeAOCTHOCTh) 1 A (Availability Im-
pact — Bo3AelicTBHE Ha AOCTYIHOCTB): H — «Brico-
koey; L — «Cpeaneen; N — «OrcyrerBye, aaa Ul
(User Interaction — B3aMMOAEHCTBHE C IIOAB30OBaTE-
arem): N — «OrcyrerByem; R — «Tpebyerca», aaa S
(Scope — obaacte Aetictus): U — «bes uzmeneHui,
C — «amenena», aaa E (Exploitability — Bosmo:x-
HOCTh McnoAb3oBaHusA): U — «Teopermueckas (Her
AOKa3aTEABCTB)»; P — «OkcrepumenTaspHasmy; F —

«PynxruonasbHam; H — «Brercokan»; X — «He ompe-
aeaeHan, Aad RL (Remediation Level — yposens nc-
npasAeHns): O — «Odurmaspueii matay; T — «Bpe-
MeHHOEe perenuey; W — «PelreHne Ha OCHOBE COBe-
TOB U pekomeHAanmiy; U — «Orcyreryem; X — «He
ompeaeaer», arl RC (Report Confidence — aocro-
BepHOCTh OoTdera): U — «OTtcyrerByem; R — «Oboc-
HoBaHay; C — «[ToatBepixaena»; X — «He ompeaeae-
Ha», AAf (Security Requirements — TpeGosamma k
oesomacuocta) CR (Confidentiality Requirement —
TpeboBanue koHpuaeHumarpHoctn), IR (Integrity
Requirement — TpeboBanme meaocraocTn), AR
(Availability Requirement — TpeboBaHIE AOCTYIIHO-
crn): L — «Huskoe»; M — «Cpeanee»; H — «Brercokoey;
X — «He ompeaereno». Moandunuposannas 0aso-
Bafg IPyIIAa METPHUK OIMCBIBACTCA ITOKA3ATEAAMH
MAYV (Modified Attack Vector — moandumposaH-
werii Bekrop arakn), MAC (Modified Attack Com-
plexity — mMoauduUIEPOBAHHAA CAOKHOCTD ATAKH),
MPR (Modified Privileges Required — moaudpumn-
poBaHHBIE HeOOXOoAuMbIE —moAHOMOunsdA), MUI
(Modified User Interaction — moAudpunmpoBaHHOE
B3aMMOAcHCTBHE ¢ moAb3oBateAaeM), MS (Modified
Scope — moauduimposanHas 00AACTh ACHCTBHA),
MC (Modified Confidentiality — moAundummpopan-
Has koHduaeHnmasbHoCTh), MI (Modified Integrity
— MoaudurmposanHas neaoctHocts) 1 MA (Modi-
fied Availability — wmoauduIIIpOBaHHAS AOCTYII-
HOCTB) (Tarke cm. puc. 6 m 7). Ha puc. 7 mokazan
BCTPOCHHEBIN KaAbKyAATOp ITokasareaeir CVSS v3.0 B
Beb-nurepdeiic.

PaCCMOTpHM HpI/IMCpI)I IIOAYYICHHS 3HAYCHHUI
mo yaumoctu CVE-2015-1098 (Apple m Work
Denial of Service Vulnerability) ¢ momormpro CVSS
v2.0 1 CVSS v3.0 (cm. tabA. 3) [11].

TabAuma 3
ITpumep Beraucaenus CVSS
3naueHue Yucaosoe
ITokazarean
IOKa3aTeAd 3HAYECHHE
v2.0 | v3.0 v2.0 v3.0 v2.0 v3.0
AV N L 1 0,55
AC M L 0,61 0,44
Au PR N N 0,704 0,27
- Ul - R - 0,62
- S - U - -
C P H 0,275 0,56
1 H 0,275 0,56
A P H 0,275 0,56
Pesyabrarer CVSS aas 6azosoit MI' 6,8 7,8

CoraacHO yCTAaHOBACHHBIM IIPABHAAM KAKAOK
yassumoctu npucsansaetca CWE kareropus, B co-
OTBETCTBHE C KOTOPBIM OCYIIECTBASACTCA IPYIIIHPO-
BaHHE UX IO OIPEACACHHBIM KATETOPUAM, OTOOpa-
JKAFOIIIMM TAaK HasbBacMble cAabbie mecta PHIC.
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Hampumep, kak mokazaHO Ha pucC. 2, pacCMaTpHUBae- TAACHO IpeAcraBAcHHOMY Ha caite CWE™ orgery
MO yasBuMocTa npucsoeHa kateropua CWE-17, 2 ma 07.12.2015 r. sacdukcuposano 1004 CWE xate-
Ha puc. 8 oTOOpaKeHO ormcaHue 31oro Koaa. Co-  ropmii caadwix mect [12].

QSS

Common Vulnerability Scoring System Version 3.0 Calculator

Hover over metric group names, metric names and metric values for a summary of the information in the official CVSS v3.0 Specification Document. The
Specification is available in the list of links on the left, along with a User Guide providing additional scoring guidance, an Examples document of scored
wulnerabilities, and notes on using this calculator (including its design and an XML representation for CVSS v3.0).

Base Score (Medium)
Attack Vector (AV) Scope (S)
|Aliacs|t(h}4| \anal(L}J \Pmsi:u(P)J |Uru:h-nwﬂ(u}4|
Attack Complexity (AC) Confidentiality (C)
o) ) ()
Privileges Required (PR) Integrity (1)
==y - JE = -
User Interaction (Ul) Availability (A)

=0 feor] (D) )

Veclor String - CVSS:3.0/AV:N/AC:L/PR:LIUL:R/S:C/C:NM:LIA:L/E:H/RL:O/RC:CICR:H/IR:WAR:H

Temporal Score

Exploit Code Maturity (E)
[ Mot Defined (x) | | Unproven (U) | | Prookof-Concept (P) | | Functional (F) |

High (H)

Remediation Level (RL)

\'Nmmmm‘\ |'Tmuxxxyrix :T]‘l |'wm:umm(w1

\' Unavailable (U) |

Report Confidence (RC)

"NotDe‘ﬁned(X)“ \'ummcuﬂ \'W(R)]

Environmental Score

Confidentiality Requirement (CR) Modified Attack Vector (MAV)

]| [on) e ==l
Integrity Requirement (IR) Modified Attack Complexity (MAC)

o] st D o ] 1

Availability Regquirement (AR) Modified Privileges Required (MPR)

om0 125 s (e ]

Modified User Interaction (MUI)

==

Modified Scope (MS)

| [

Modified Confidentiality (MC)

] ] (o

Modified Integrity (M1)

] ]

Modified Availability (MA)

) ] s

B)
Puc. 7. MuTepdetic Berpoertoro kaapkyasropa CVSS v3.0
MI': a) basosas; 6) Bpemenmras; B) Cpeabl OKpykeHMA
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Common Weakness Enumeration

A Comm:

Cuv

-Developed Dictionary of Software Weakness Tipes

presentation Fiter: [-Nene- v

[ | CWE-17: Code

Research View

:?::; & Navigation Category ID: 17 (Category) Status: Draft
¥ Description

o Description Summary

::;msm Weaknesses in this category are typically introduced during code development, including specification, design, and implementation.

¥ Relationships

Use & Citaticns Nature Type ID Name
Childof 1 Location 699
ParentOf 18  Source Code 699
ParentOf 18  Source Code 1003

- ParentOf 503 Byte/Object Code 699

Priertizasien ParentOf @ 657 Violation of Secure Design Principles 699

CWRAF MemberOf 1003 Weaknesses for Simplified Mapping of Published Vulnerabilities 1003

CWE/SANS Top 25

(nmpalihili ¥ Content History

Requirements e

gi;ﬁ:ﬁﬁzgi?s Modification Date Modifier Organization Source

(e Lt 2008-09-08 CWE Content Team MITRE Internal

Make a Declaration updated Relationships
2015-12-07 CWE Content Team MITRE Internal

Puc. 8. Ommcarne CWE-17 kareroprm

[Ipumep omnmcaHuA YA3BUMOCTEH AOCTYITHBIX
AAd ckaumBaaud B BA NVD moxasan B Tabaune 4.
3AECh OTOOPAKEHBI YA3BUMOCTH C HACHTH(HKATO-
pamu CVE-2015-0001 — «Windows Error Reporting
Security Feature Bypass Vulnerability» 1 CVE-2015-
0032 — «VBScript Memory Corruption Vulnerabil-
ity». B mmpeacTaBA€HHOIT TaOAHIIE KAKAOMY CTOAOITY
IIPUCBOCH HOMEP, KOTOPBIA OTPAKACT, HAIIPHMED,
cAaeAyroryio nadopmanuio oo yasBumoctax B BA: 1
— BepcusA 0a3bl AAHHBIX; 2 — AdTa IyOAHKArum; 3 —

nAeHTH(UKATOp yrpossr; 11 — HasBaHme IIPOAYKTa;
12 — CVE-naertudukarop yrpossr; 14 — aara mo-
cAeaAHero  maMeHenwms; 15 —  omemxka  CVSS
(em. puc. 9); 16 — Bekrop Aoctyma; 17 — CAOKHOCTD
aoctyma; 18 — ayrerruduxarus; 19, 20, 21 — coot-
BETCTBEHHO BO3ACHCTBHE HA KOH(DUACHIIMAABHOCTB,
IIEAOCTHOCTb M AOCTYITHOCTB; 22 — UCTOYHHK; 23 —
Bpemsda noasaenuns; 24 — CWE kareropus; 25 — A3bIK;
26 — Tun cceiaky; 30 — A3BIK (OIMCaHUE ITO 3aAAH-
HOMYy aApecy); 31 — pestome u Ap. (cMm. TaOA. 4).

Tabawnma 4
ITpumep onmcaHusA yA3BUMOCTEHN
@ — @
£ & £
@ ) oS — = c
E| 2 2 E g 2 S
= (35} = — b= o (1] =1}
ol © x ! e ° o
2 5 3| | > ®| € 7 D
c o | T s &l 8 = al .= c =
§ 3| 2 S 2| 5| E| 3 5 o
D ! = 5] 1S S| = = 2 Eo] @ o
5 - el T gl 8| 2| €| 3| = 5] s 3 Fal I
[«5) - b
: s| | E| 8| | 352 523 .2 | o & gl 2
|l o ™ ol 2 1S ) 171 17 o = > < 5] &= @ o o ~ £ =
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]
) s ©|
E 2 g s g x &5
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& 3 3 £2€ ° oS — w w w 2 < < L)
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(5]
AEIERE . £
w w > S9)
Bl B a3 = z 52
o 5| B e | o © o S
e 3 3 (=} <] S| ® 2] 3l
8 o < < | R v o = > 53|
< o] & & ®| L =) 29 [a) ==
& 3 3| © — Pl =1 =
2 gl ¢| 3|5 |5 X plogl el €15 < 55
g2l 3 sl & &l 7|7 x| = L| o| w| 5|9 2 o o | 22
S o £ £ S| @ = o 3 | | ] 2 g S (o] S| g
S 3 al @ g| 2| 2| & ag a&s | 3| 2| £| 5| g| 5| &g u S 8|S
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*1) Komnonent otuera 06 ommbokax Windows (WER) B Microsoft Windows 8, Windows 8.1, Windows Server 2012 Gold, R2 u Windows RT Gold mozsoss-
€T JIOKaJIbHBIM MOJIb30BATENSIM O0OWTH MEXaHW3M 3aIlUThl U MPOYMTATH COAEPKUMOE B MPOU3BOJBHBIX MECTAX IPOLECCAa-TIAMSITH 3a CYET UCIOJb30BaHMUSI

AAMUHUCTPATUBHBIX npuBnnemﬁ.

*2) vbscript.dll 8 Microsoft VBScript 5.6 + 5.8, ucnons3yemstit ¢ Internet Explorer 8 + 11 u apyrux mpoayKToB, MO3BOJSET YAATCHHOMY 3JI0YMBIILIICHHUKY
BBINOJIHUTB [IPOM3BOJIGHBIN KO MIIH BBI3BATh OTKa3 B 00CIIY)KUBAaHHH (IIOBPEKICHHE NIAMSTH) TOCPEACTBOM CO3/1aHHOr0 BeG-caiita.
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C' | 8 httpsy/,

nvd.nist.gov/cvss.cfm?

Sponsored by

¥ DHS/NCCIC/US-CERT 4 ;i ‘1(‘\ *
National Vulnenability ﬁ:abase

automating vulnerability managerf ity measurement, and compliance checking

Q% gy =

Vulnerabilities Checklists 800-53/800-53A Product Dictionary

Impact Metrics Data Feeds

|Vendor Comments

Statistics FAQs

| visualizations

Home SCAP | ScaP validated Tools | SCAP Events |About | contact
Mission and Overview . ) .

NVD is the U.S. Common Vulnerability Scoring System Version 2 Calculator - CVE-2015-0032
gtoav:gm:rgarsee%oswtnw of This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please read the

vulnerability management

data. This data enables Base Scores Tempula\ o Environmental Overall
automation of 10,0 100 10 3
vulnerability 100

53 93

management, security
measurement, and
compliance (e.g. FISMA). ¢

Resource Status 40

NVD contains:
75033 CVE Vylnerabilities
336 checklisty
249 YS-CERT Alems
4402 US-CERT vuln Notes
10286 QvAL Queries
109915 CPE Names

luhlpdamd 2/4/2016
10:17:16

8.0 8.0

6.0

=l
|
|Bﬂ
..
I

0.0

Base Impact Exploitabilit

Exploitability Metrics

ACCESS Vector (AV)*
AT e 00 |

CVE Publication rate: 10.37

NVD provides four mailing
lists to the public. For
information and
subscription instructions
please visit NVD Mailing
liete

l.ocd(.\v:L)
Integrity I
None (I:N)

Access Complexit AC
o o | MI—IM

Authentication (Au
Single (Au:S)

Multiple (Au:M)
- All base metrics are required to generate a base score.

o fully understand how to score CVSS vulnerabilities

e CVSS standards quide to
and to interpret CVSS scores. The scores are computed in sequence such that the Base Score is used to calculate the Temporal Score and the Temporal Score is used to calculate the Environmental Score.

CVSS Base Score 9.3

Impact Subscore 10
Exploitability Subscore 8.6

CVSS Temporal Score Not Defined
CVSS Environmental Score Not Defined
Modified Impact Subscore 0

Overall CVSS Score 9.3

show Equations

mpact Overa!
CVSS v2 Vector [AV:N/AC:M/Au:N/C:iC/T:C/AC

Impact Metrics

Confidentiality Impact (C}*
| Nonetcin | partial (c:p)

mpact (I)*

Availability Impact (A)*

Puc. 9. Onenxa CVSS aaa CVE-2015-0032

B xoae umccaepoBanusa 6assr NVD 6b1a0 yera-
HOBAEHO, 49TO 82,77% yA3BUMOCTEI ITPUHAAAEKAT
npuaoxkenuam, 12,28% — OC, a 3,59% — ammapart-
HOMy ObecrieueHuro [7].

Bbank AaHHBIX yrpo3 G6e3onacHocTH HHQPOP-
marmuu (BAYBH). baux BAVBU paspaboran Pe-
ACPAABHON CAYKOOH IO TEXHHYIECKOMY H IKCIIOPT-
HOMY KOHTpOoArO Poccmm m  T'ocyaapcrBeHHBIM
HAYYHO-UCCACAOBATEABCKHM HCIIBITATEABHBIM —KH-
crutyroM pobaem Texuamdaeckoit 31 Poccun. bBank
COACPIKHT CBEACHHA OO OCHOBHBIX yrposax Kb u
VASBUMOCTAX, B IIEPBYFO OYEPEAD, XaPAKTEPHBIX AAA
FOCYAapCTBCHHI)IX I/IC " aBTOMaTHSI/IpOBaHHbIX CH-
CTEM YIIPaBACHUA IIPOU3BOACTBEHHBIMH H TEXHOAO-
TMYECKUMH  ITPOIIECCAMH  OOBEKTOB KPHUTHYECKHIX
nudpactpykryp. CBeaenns o6 yrposax Vb u yassu-
moctax 10, coaeprkamuxcs B BAYBU, e saBAArOT-
cA I/IC‘ICPHI)IBQ.I'OI_L[I/IMI/I 1 MOTIyT 6I)ITI) AOIIOAHEHBI ITO

€« c

bdu.fstec.ru/threat

pe3yAbTaTaM aHAAM3a COOTBETCTBYIOIIUX YIPO3 U
yasBumocTteli B koukperaoi MC ¢ ygerom ocoben-
HOCTEH ee aKcrAyaTannn. AaHHBIE, COACPKAIITIECHA B
BAVDBMH He ABAATOTCA 9AEMEHTAMH HEPAPXUYUECKON
KAACCU(DUKAIIMOHHON CHUCTEMBI M IIPEACTABASIOT
CODOH OOOOIIEHHBIN IIEPEYEHh OCHOBHEIX YIPO3 U
yassumoctern Vb  (em. pme. 10) morenmmaspHO
omacHBIX AA MIC. TTocaeanee obroBAenne BAYBU
ot 11.07.16 r. coaepxano 186 yrpos u 14395 yassu-
mocrett [1].

Kaxpaas yrposa, Buocumas B BAYB, onnceiBa-
ercs CAeAyromuMm Habopom mapamerpos (puc. 10.):
VHUKAABHBIN uAeHTH(uKaTOp YDBU (yrposa 6e3-
omacHOCTH HH(OPMALINN); HAUMECHOBAHUE YIPO3BI;
OIIMICAHUE YIPO3BL; UCTOYHUK YIPO3BI (THII HAPYIIH-
TEA M €r0 MHHHUMAABHO HEOOXOAMMBIN (DYHKITHO-
HaA (morteHmmaa)) (cm. puc. 11); oObexT BO3ACH-
CTBHUA; IIOCACACTBHSA PEAAU3AIINH YyIpo3Hl [1].

depepantHan cnykGa No TeXHU4ECckoMy 1
IKCMOPTHOMY KOHTPOMIO

OCT3K Poccumn

Yrposbl | YaseumocTh  [okymenTs  OGpaTHas cBasb  HopocTucaidta  ®CT3K Poccuu

naeHas ' CRUCOK yrpo3

DUNLTPALUMA BeiBoguMTh No: 10, 20, 50, 100

KOHTEKCTHBII NOMCK NO HA3BaHMIO YrPO3bi

WcTouHKK yrpossl ©

Yrposa aHanusa kpuntorpauyeckux
TocneCTBUS PEean3aLyM Yrpossl:

Hapywenne konpuaeHymansHocTn B

Yrpo3a annapaTtHoro c6poca napons

Hapywenue yenoctrocTn B

Hapywenue poctynioctd @

[

Yrpo3a BHEAPEHWA KOAa MNK AaHHBIX

FocyAapcTBeHHbI HayyHo-UCCNe[oBaTeNbCKUA
UcnbITaTebHbIA UHCTUTYT NpoBnem TeXHUYecKon
3aLWNThI MHGOpMaLMK

OAY «THAWK NT31 ©CT3K Poccun»

Yrpo3a aBTOMaTMHECKOro PacnpocTpaHeHUA BPeACHOCHOMO Koaa B FpHA-cHcTeMe

Yrpo3a arperpoBaHMA AaHHbIX, NepeAaBaeMbix B rpHa-CUCTEME

Yrpo3a BHEAPEHUA BPEAOHOCHOTO KoAa B BIOS

3nemenTsI ¢ 110 10 u3 182
‘ A Yrpossl

) YsazeumocTn

A Tepmmtbl
-

anropuTMOB W MX peanuiauun =
. . . N Cnncok kananos (RSS, Atom)

BIOS “# WHdborpacpuka

B Kanbrynatop CVSS

W3MEHEHUWA

Puc. 10. Oxro crpanuis! onucanus yrpos 8 bAYbIM
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« C | [3 bdu.fstec.ru/threat/ubi.001
W @CT3K Poccun
Yrposbi | YassuMocTH  [okyMeHTs  OGpaTHas cBAsb
rnaeHas = Cnucok yrpo3 | YBK.001

¥BW.001: ¥rposa aBToMaT4yeCcKOro pacnpocTpaHeHWs BpeJoHOCHOTO Kofa B rpua-cucTeme

Onucauue
yrpossl

HosocTu caitta

3aLLUTBl MHCPOpMaLUK
@AY «[HWIAW NT3N @CT3K Poccums

©CT3K PocChH

Bua ~

Yrpo3a 3aKkni4aeTca B BO3MOXKHOCTH BHEAPEHMA M 3anycKka BpeAoHOCHOrO KoAa OT MMEeHW AoBepeHHoro npouecca Ha nioGom u3
PeCcypCHBIX UEHTPOB rPUA-CHCTEMB] M €70 ABTOMATUYECKOrD PacNpoCTPAHEHWA Ha BCE Yankbl rPHA-CUCTEMBI.

[aHHag yrpo3a ofycnosneHa cnaGocTAMK TEXHOMOTUM MPUL-BLIMMCNIEHMH — BLICOKMM YPOBHEM ABTOMATW3aLMK NP Manoi

aAMHHUCTPHUPYEMOCTH rPHA-CHCTEMBI

Peanu3auus AaHHOW Yrpo3bl BO3MOXHA NPW YCNOBMM HANMYKA Y HAPYLLMTENA NPMBHUNErHA NEranbHOro Nonb30BaTENs rPUA-CUCTEMBI

MCTO4HMKM
yrpoabi

BHYTPEHHUI HAPYWHTENb CO CPEAHMM MOTEHLMANOM
BHELHUIA HApyWWKTENb CO CPEAHNM NOTEHLMANOM

O6bekT
BO3AEHCTBHA

PecypcHble LeHTPb! MPHA-CHCTEMBI

NocneacTeuAa
peanuzaymmn
yrpoasl

HapyieHne KoHMAEHYHANbHOCTH
HapyieHue UenocTHoCTH
HapyiweHue AoCTYNHOCTH

Hasag k cnncky

Cnepyiowan ¥

Puc. 11. ITpumep ommcanusa VBI: 001

B nponecce Buecenns 8 BAYBU undopmariuan
00 yA3BUMOCTAX HCIIOAB3YETCA CACAYIOIIHEH HaOOp
mapameTpos (cM. puc. 12): maerTuduraTop (cocront
13 TOAQ ¥ HOMEpPA II0 ITOPAAKY); HAMMEHOBAHHE YA3-
BHUMOCTH; OITHCAHHE YA3BIMOCTH; BEHAOP (KOMITAHUA
— npounsBoauteab [10O B kOTOpOM OOHApyKEHA yA3-
BumocTh); Hazanue [10; sepcus 110; tan 110; OC
1 AIlIIapaTHbIe TAAT(OPMBL; THII OIIHOKH; MACHTH-
duxatop THna OmHOKKN (MACHTH(PHUKATOP, YCTAHOB-
ACHHBII B COOTBETCTBHH C OOIIMM IIEPEIHEM OIIN-
6ok CWE); kaacc ysA3BHMOCTH; AATa BBIABACHUSA; BEK-

Top yasBumoctu 0asosorr MI' (mo CVSS v2.0); ypo-

BeHb omacHoctu yassumoctu (o CVSS v2.0); Bos-
MOZKHBIE MEPEI ITO YCTPAaHEHHIO YA3BHUMOCTH; CTATYC
VASBHMOCTH; HAAUYHE 9KCIAOHTA; HHMOpMAIH 00
YCTPAHEHUH; CCHIAKM Ha HCTOYHUKH; MACHTH(UKA-
TOPHI APYTHUX CHCTEM OIIMCAHHI  YA3BHUMOCTEN
(manpumep, CVE); mpowas mudopmarma [1] (cm.
TabAmmy 5). Tawxe Ha caiite BAYBU coaepxunres
kaApkyAsTop CVSS v2.0 (em. puc. 13), apasrormmiics
PYCCKOASBIYHON BEPCHEN aHAAOTUYHOIO KAABKYAfA-
topa NVD. 3aecy mpeacraBacHa u nuadorpaduka,
Ha KOTOPOH OTOOPayKEHBI CBOAHBIE AAHHBIE ITO Pa3-
HBIM mapamerpam (puc. 14).
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ramas | Comcox yamMwocTeR | 2015-00227

2016-0022T: PHP, HapY Ko Beg =
ONMCaNIE  YRIAAOCTH GYNILMI 260 _IDW_Of_EITOr MOZyNS Zendizend_ewecuti AR C
DOPMATHOR ¢ Ty OIBCTIATY, HAPYEMTENN, QEAC TIYEELY VAN
tpame yu p o oumion

Benaop 0 PHP Group

Hanmewcmakee  FHP

Bepcun o D 20701
TenNO @  Npsenagoe N0 HIGOPMALMOHHED CHCTEM

gty LP. HP-LC wid

CHCTOMG M Fewhell-Packard Develogenent Compery L P HP-LX xif
86
L] =04

Apple 2. Mac OF X b6

Apple e Mac OF X w64

OpenBSD Project OpenBSD _ xfa

OpenBSD Project OpenBSD  xb6

Oracle Coip. Sokars . x54

Oracle Coip. Sokarss . x

Mros Corp. Windows . x4

Mirosa Corp. Windows . x
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HasHTpueaTope  CVE CVE-2015.8617

Puc. 12. ®parmenT IpuMepa OIUCAHUSA YASBIMOCTH
2016-00227 B BAYBI

Prasnas - Kanseymsrop CVES

Crpascunne CVSS

Basogmse meTpw ©

BHAMaHA! [175 YRR PERYTBTATA HECOROMMG BRalpaTh HAHEHNE KLRGND KUTEPHA]

Cnocol NomyYeHHA SocTyna (AV): ENMAHNE HA KOHDMIEHUNANBHOCTE (C):
Nokamwead (L) | Casexsean cem (A} Cerence (M) He oramnaet (N} | acTiemoe (F) Tonmoe (€}
CNOWHOCTE MOMYYEHUA JocTyna (AC): BNHAHKE HA LENoCTHOCTE (1)
Brscoeas () Cpeapan (M) Fna (L) He oramisaet (N) | ascTiemoe () Morwoe (C)
AyTentudukagma (Au): BAMAHKE HA AOCTYNHOCTE (A):
MrsmecThennan (M) EquecThennan (5) | He Tpedyenca (M) e R RBBeT (M) ancTemoe (F) Miormoe (C)

Bpemeisei weTpum ©
il (118 RO DENTHINTS HEOHIIUO BLEDATS MFatHse EAION HATEgual

BoamawocTe HCNaNsIosakn (E):

FOC) Ecr cyenapuil {F) Beacokan (4)
VpobaHE MNpaRIeHUA (RL):
He onpegenens (MO} Opuupanshoe |0F ) Bpeasennoe (T} Pesasenzaum (W) HegocTynno (U)
CTeneHs QOCTOREPHOCTH MCTouHMEE (RC):
H IND L e e (UR) Mogmeegisaend (C)
Keemen THise et ©
Bt (309 RO A PENTWTITD wEOAOMNAD BLOFITL JMPHEHnE KIRYO KPNTEDHA,  TAOK BLORITL KHTEEHM BOENIEINGA Werpm!
o8 (COP):
He onpesenenn (ND) OrcyTemmyer (N) Haman (L) Cpeara (LM) Mosenran (WH) Bucoms (H)
MnotHocTe wenein (TO):
e erpeaeeng (NO) Gy () s (L) s (M) Bcomas {H)
TPefaRakIR K KOHBUEHIANRHOCT:
Hironpezmei (NDy e L) CpeaEs (M) Buscoas (H)
TpetoBanin K UENICTHOCTH:
He onpegenen (NDY s L) Cpegpnn (M) Bucoasn (H)
Tpefosamia k QOCTYNHICTH:
HironpezERe (MDY e L) CpEs (M) Buscons (H)

Puc. 13. MuTepdetic kaspkyaaTopa CVSS v2.0
ua carite BAYBI
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PacnpeaeneH1e yA3BMMOCTER no Tunam Mo

[ [aseeees—r—— 1)
W Nengros N0 irdbopmasicreni St e [2177)
B[N0 cevasans nporpase-snapeTHong cpegc... (199)

N0 =g /T ey ... [I94)
I Ceresos rporpassene cpeacTsa (I70)
WCYEA [220)

B Mporpasseros cpegorea Jasprs [55)

10 mporpasse- somaparsors cpageres A0V T, (48]
B Mporpassaros cpegorea ALY TN (17)

I N0 rporpassesc-snnapaT e CpeacTs Jaspes (5]

PacnpefeneHWe YAIBHMMOCTEH N0 YPOBHAM ONACHOCTH

I Bscomn (6154)

B Cpesrast (3343

B Kpmeons: (1379)
M Hamsi (508)

Puc. 14. Madorpadpuxa BAYBM

Open Sourced Vulnerability Database
(OSVDB). baza cozaana OSVDB B 2002 roay, kax
He3aBHCHMasA U OTKpbITad BA yA3BUMOCTEH AAS CIIe-
nmaanctoB B obaactu VB, Leap mpoekra cocrosfaa
B TOM, YTOOBI OOECIIEYHTH TOUYHYIO, ACTAAM3HUPO-
BAHHYIO W aKTYaAbHYIO HH(MOPMAIINIO 00 yA3BHMO-
crax AAf cucrem obecriewenus Vb [7]. Ha 5 mas
2014 ropa pamHas 6asa coaepixana 105413 yasBumo-
creit. Beb-unrepdeiic OSVDB  (cm. puc. 15) wHe
cuAbHO otAamdaerca ot 6a3sl NVD. Kakaaa yasu-
Mocth, 3aHocnMad B OSVDB, ommceBaerca caeay-
foruMy 3amucamm: uaeaTudurkarop OSVDB; aara
OOHAPYIKECHUS; UMA ITPOU3BOAHTEAS; UM IIPOAYKTA;
BEpCUA IPOAYKTA (CHMBOABHOE 3HAYCHHE), HMEIO-
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IIETO AAHHYIO YA3BUMOCTB; CCBHIAKA, YKA3bIBAFOIIIAs
Ha IPAMOM aApeC HMHTEPHET-PEcypca APYyroH Oasel
HAH O3Bl IIPOU3BOANTEAS, B KOTOPOH OITHCBEIBACTCA
AAHHAS YA3BHMOCTD; PEIIEHUE, NMEIOIIee OIIMCAHIE
«HICITIPABAECHHUA» YA3BUMOCTH; METPHUKH YA3BHMOCTH,
COAEpZKAIIIE KPHTEPUHU OIICHKH yA3BUMOCTEH B
dopmare CVSS v2.0 (me ABAArOTCA 00A32TEABHEIME
BBHAY TOI'O, YTO IIOA€ IIPUCYTCTBYET IIPHU HAAUYIUU

C' | [ osvdb.org/show,

ceoiakn Ha 6a3y NVD) [7]. Crour ortmernTs, 9TO
OSVDB ¢ 2016 roaa craaa ycAoBHO OTKpBITON BA 1
TEIeph IIPEAOCTABAAIOTCA ITAATHBIC YCAYTH IO HH-
dopmarun 06 yassumoctax. [Ipu stom, ee paspa-
OOTYHKH 3AKATOYUAH COTPYAHHYECTBO C KOMITAHUEH
Risk Based Security, xoropas mpoaaeT KAHEHTaM
AMIICH3UH HA TIOAYICHUE AOCTYIIA K AAHHBIM.

122046 : HP SDN VAN Controller Unspecified Remote DDoS
http://osvdb.org/122046 | Email This | Edit Vulnerability

Views This Week Views All Time Added to OSVDB

Last Modified

Modified (since 2008)

Percent Complete

1 | 12 | 9 months ago

| 9 months ago | 2 times | 100%

)
2015-05-11

Descriptinn HP SDN VAN Controller contains an unspecified flaw that may allow a remote attacker to cause a Distributed Denial of Service (DDoS). No further details have been provided by the vendor.

Currently, there are no known upgrades or patches ta correct this vulnerability. It is possible to temporarily mitigate the flaw by implementing the workaround in the references.

« CVEID: 2015212 (see also: HYD)

References « Vendor URL: hetp:/ /wwy.hp.com/

Credit

» Hot Available

CVSSv2 Score

CVsSSv2 Base Score =7.8
ce: nvd nist gov | Generated: 2015-05-28

sgcee? | There are 1 more: View Al
Availability

Comments
No Comments.
Add Comment

Puc. 15 Marepdetic OSVDB

baza aamsbpix yassumocrein IBM X-Force.
baza IBM ISS (Internet Security Services) X-Force,
CO3AAHHASA CIEIHAANCTAMU II0ApasAeacHus [BM
Internet Security Systems X-Force, aBasiercs oAHOT
13 CaMBIX OOABIINX 1 aBTOPUTETHBIX DA B oTpacan.
Omna coaepxnt coire 30000 sammcerm u moApoO-
HBII aHAAHM3 KAKAOH M3BECTHOM VI3BUMOCTH, OOHA-
pyxennont ¢ 1994 roaa. boaee Toro, cuermasucTs
rmoapasAeacHud X-Force COTPyAHHYIAIOT C TBICAIAME

€« C | 8 https//exchange xforce.ibmcloud.com/vulnerabilities/109429

— IBM X-Force Exchange Microsoft Excel Remote Code Execution

cvss OTuet X-Force 05 yaIBHMOCTAX

g Microsoft Office Excel code execution

CVE-2016-0035

Ceefenua

. | 7.8

Microsoft Office could allow a remote attacker to execute arbitrary code on the system, caused by

KPYIHCHIIIX B MHPE KOMIIAHUI 1 TOCYAAPCTBECHHBIX
VIPEKACHHUI, IEHTPAMU aHAAN3a U BEPTHKAABHOTO
oomena uadopmarnneir (ISAC), raobaspHBEIME KO-
OPAMHAIIMOHHBIMU IICHTPAMH U APYIHMH IIOCTaB-
mmkamu perrenuit [20]. Aas aoctyma k BA ysassumvo-
CTell HEOOXOAMMO HIPONUTH PETHCTPALHIO HA CaiTe
IBM X-Force Exchange. Ilocae perucrpammm B
CTPOKE ITOMCKA HEOOXOAMMO 33aAATh HYKHYIO HH-
dopmaruro 06 yassumoctu (cm. puc. 16).

Qf%hir & =

Q Create IBMID  Login

i Habopu

[3 Kowmertapn

BasoBan oleHka CVSS 3.0

OcTaBsTe KouMeHTSpUl nepBLM

improper handiing of objects in memory by Excel. By persuading a victim to open specially-crafied e s Local

content, an attacker coukd exploit this vulnerability to corrupt memory and execute arbitrary code.

on the system with privileges of the victim R Lo
TpeGyemsie npasa AocTyna None

B33HMOJEHCTEME C NONBIOBaTENEM  Required

MocneacTua Obnacts Unchanged
BNHAHHE Ha KOH(DKABHUMAaNEHOCTS  High

Gain Access BrnaHWe Ha UENOCTHOCTS High
Bnnanne na gocTynnocte High

Wcnpaenexne

BpemMeHHan oleHka CVSS 3.0

Apply the appropriate patch for your system, as listed in the latest Microsoft Security Bulletin. See
References

—OR—

Use Microsoft Automatic Updste if it is supported by your operating system. The original bulletin
issued by Microsoft has been superseded

YPOBEHb HCMPABNEHHA

llocTosepHocTs oTeta

6.8

BOSMOKHOCTL MCNONL30BAKHA  Unproven

Official Fix
Confirmed
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Jaupa cetw
18M

Hiniero ve vaiigeno

1 2 BaTpoHYT® NPORYKTE!
3aTporyTeie
BOAATEL Microsaft Excel Viewer

NOKa3aTE BLE

Microsaft Excel 2007 SP3

Microsoft Offive Compatibiity Pack SP3

Microsoft Excel 2010 SP2 x04

Joovcimme | TUNERO K Kaigeno
npOAYKTLI
4 Buewmss coeinka
Ceainkm

A Microsoft Security Bulletin MS16-004

Ne3, AUTIEHB-BEPECEHD 2016

C KommenTapun

OcTagsTe KowmeNTapHH nepasiM.

Puc. 16. [Ipumep omucanus yassumoctu Microsoft Excel Remote Code Execution

Kax BuAHO ¢ ommcanus ysa3Bumoctu Ha puc. 16
HICIOAB3YIOTCA, IO AaHAAOTHH C IIPEABIAYIIHMHU Oa-
samu, oneHkun CVSS (a0 2016 roaa mcroanzosasach
v2.0, mocae — v3.0), maentudpukarop CVE, kpatkoe
OIIMICAaHHE, AATa CO3AAHHA OT4YeTa OO YA3BHMOCTH,
32TPOHYTBEIE IIPOAYKTBI B KOTOPBIX €CTh 3Ta YA3BU-
MOCTh 1 BHemTHHEe cchiAKH. Ho B otAamdme ot Apyrux
BA 3aecy mpucyrcrsyer moae «I[locaeacTBrs», BEI-
paxarornee B POPMAAN3OBAHHOM BHAE BO3MOKHBIH
PE3YABTAT 3KCIIAYATAITUH YA3BUMOCTH, HAIIPHMED,
«Gain Access» (moaydenue aoctyma) u «klcmpasae-
HHE», TAC IIPUBEACHEI BapHaHTHI KOHTpMED |7, 13].

C' @ https://www.kb.cert.org/vuls/#

@ | &= Sohware Engineering Institute | Carnegic Mellon University

Vulnerability Notes Database
Advisory and mitigation information about software vulnerabilities
DATABASE HOME SEARCH

REPORT A VULNERABILITY HELP

Overview

Basza aaHHBIX 3anmceii yasBumocreir US-
CERT. bazsa VND (cm. pumc. 17) mpummassexur
United States Computer Emergency Readiness Team
— US-CERT wu paspaborana comectao ¢ Office of
Cybersecurity and Communications (YopaBaeHue
KuOepOe30ImacHOCTH U KOMMyHUKarwmi), Department
of Homeland Security (AemaprameHT BHyTpEHHEH
6esomacuocTn), Software Engineering Institute
(Umxenepreii nuctutyr [10) n Carnegie Mellon
University (Mucturyr Kapaern-Meaoyna).

z
B
n

Homeland
“%7 Security

Sponsored by the DHS Office of
Cybersecurity and Communications

The Vulnerability Notes Database provides information about software vulnerabilities. Vulnerability Notes include
summaries, technical details, remediation infermation, and lists of affected vendors. Most Vulnerability Notes are the Ge
result of private coordination and disclosure efforts. For more comprehensive coverage of public vulnerability reports

consider the National Vulnerability Database (NVD). + Read More

Recent Vulnerability Notes

Advanced Search »

View Notes By

VU#938151 Forwarding Loop Attacks in Content Delivery Networks may resu... Unknown * Dote Publshed = Dot Publkc
« Date Updated = CVSS Score

VU#419128  IKE/IKEv2 protocel implementations may allow network amplific.. Unknown
VU#444472 QNAP Signage Station and iArtist Lite contain multiple vulnerabil Multiple CVEs
VU#981271  Multiple wireless keyboard/mouse devices use an unsafe proprie Unknown Report a Vulnerability
VU#485744 Flexera Software FlexNet Publisher Imgrd contains a buffer overf CVE-2015-8277

Please use the \ulnerability
VU#899080 Zhuhai Raysharp firmware for DVRs from multiple vendors contai... CVE-2015-8286 Reporting Form to report a

VU#923388

Swann SRNVW-470 allows unauthorized access to video stream

vuinersbilty, Aternatively, you can send us

Multiple CVEs

email. Be sure to read our vuinerability

Puc. 17. Ocnosnas crpannna VND

Kaxpoit yassumocta B BA mprcsamBaercst cBoit
naeaTHUKaTOp «VU#H», Kak ImokasaHo Ha puc. 18
(VU#485744). Tlo amasormm € pPacCMOTPCHHBIMI
seirie bA B VND mpucyrcrsyror caeayromme oc-
HOBHBIC IIYHKTBI OIIUCAHUSA VA3BIMOCTH: 0030p; KpaT-
KOE€ OITHMCAHHC; BAUAHIE; PEKOMEHAALIIMH OO yCTpaHe-
aum;, oneHkn CVSS; Takke B AOIIOAHHUTEABHOM HH-
dopmarny ykaseBaeTcs (€CAH €CTh) HACHTH(MHKATOP

CVE; aara mepBo#l myOAMKaINU 1 OOHOBACHHA (CM.
puc. 19). B oramune or ocraapueix BA 3aech yassu-
MoOCTH (PUKCHPYIOTCA C YKa3aHUEM IIOCTPAaAaBIIICH
CTOpOHBI U HMHAPOPMALIUKA O IIPOAaBIle. Tak ke Ha
caiite BA VND npucyrcrByer BO3MOMKHOCTD IOAY-
YeHUA CBOAHBIX AaHHBIX oneHOK CVSS yasBumocrent

(em. puc. 19) [19].
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mw.kb.cert.org/vuls/id/485744

G | oo

Instituts | G Mellon Universits

Vulnerability Notes Database

Advisory and mitigation information about software vulnerabilities

SEARCH

BASE

EPORT A VULNERABILITY HELP

Vulnerability Note VU#485744

Flexera Software FlexNet Publisher Imgrd contains a buffer overflow
vulnerability

& Print » Tweet Send Share

Overview

Flexera Software FlexNet Publisher, version 11.13.1.0 and earlier, Imgrd and custom vendor daemon servers contain a
buffer overflow vulnerability that may be Iy d to gain code i

Description

Flexera Software FlexNet Publisher is a software license manager that provides licensing models and solutions for
software vendors. A buffer overflow vulnerability in a string copying function of Imgrd and custom vendor daemon
servers may enable a remote attacker to execute arbitrary code in affected server hosts.

For more information, refer to the researchers’ blog post and advisory.

Impact
A remote, unauthenticated attacker may be able to execute arbitrary code in affected server hosts.

Solution

Apply an update

Software vendors that distribute vulnerable Imgrd or vendor daemon components should obtain FlexNet Publisher 2015
(11.13.1.2) Security Update 1 or later from Flexera Software’s Product and License Center. Users of affected software
should contact product vendors for update information

Vendor Information (Learn More)

Note that any vendor that distributes Imgrd or a customized version with their products may be affected. As the
CERT/CC becomes aware of specific vendors and products, we will add them to the list below.

Vendor Status

Date Notified Date Updated

Flexera Software Affected - 22 Feb 2016

If you are a vendor and your product is affected, let us
know

CVSS Metrics (Learn More)

Group Score Vector

Base 10,0 AVNAC:UAUNC:CNI-CIA:C

Temporal 78 E:POC/RL.OF/RC:C

Environmental 59 (CDP:ND/TD:M/CR:ND/IR:ND/AR:ND
References

« http:/fleam flexerasoftware com/content/ECM-EVAL-FlexNet-Publisher

+ https:lf com/control/
= hitp://securitymumblings.blogspot.com/2016/02/cve-2015-8277 html
«  hitps:/iwww securifera com/advisories/cve-2015-8277

Credit

Thanks to Matthew Benten, Ryan Wincey, and Richard Kelley for reporting this vulnerability

This document was written by Joel Land

Other Information

CVE IDs: CVE-2015-8277

Date Public: 22 pes 2016

Date First Published: 22 cpes 2016

Date Last Updated: 23 cpes 2016

Document Revision: 22

Feedback

If you have feedback or ional inf about this vulnerability, please send us email

Puc. 18. Ilpumep orrcanus yA3BEMOCTH

Ba3za aamHBIX yasBumocred SecurityFocus.
basa SecurityFocus paspaborana B 1999 u mpumaa-
AexuT KommaHmm Symantec (puc. 20) [18]. B
SecurityFocus mpu A0OaBACHHH YASBHMOCTH ITOCACA-
Helt npucpamBaercsa Bugtraq ID m onpeaeasercs kaacc
(puc. 21). ITo amasormm ¢ APYTHMH OTKPBITHIME DA
YA3BUMOCTD TaiKe uMeeT: cBoit uaeHTuurkarop CVE;
AATy OIIYOAMKOBaHHA M OOHOBACHUS; MH(DOPMALIHIO
00 YAAACHHOCTH HAW AOKAABHOCTH; VA3BHUMBIX ITPO-
Aykrax. Ha caiite AAfT KasKAOH YA3BUMOCTH AOIIOAHI-

TEABHO pa3MerricHa HH(OPMAIUA, B BHAC OTACABHBIX
BKAGAOK, OOCykAeHHE (ormcanue), nHdopmarms 00
HCIIOAB3OBAHUM, PEILICHHE O KOHTPMEPAX U PEKOMEH-
Aaraa (cm. puc. 21).

wkb.cert.org/vuls/byCVss

Notes by CVSS Environmental Score

Cvss Public D Title
96 2014-09-24 VU#252743  GNU Bash shell executes commands in exported functions in enviro.
9.5 2014-04-26 VU#222929  Micresoft Intemet Explorer CMarkup use-after-free vulnerability
9.5 2014-02-13 VU#T32479  Internet Explorer CMarkup use-after-free vulnerability
95 2013-01-10 VU#625617  Java 7 fails to restrict access to privileged code
9.5 2012-08-26 VU#636312  Oracle Java JRE 1.7 Expression.execute() and SunToolkit.getField(
9.5 2010-08-02 VU#362332  Wind River Systems VxWorks debug service enabled by default
9.5 2010-08-02 VU#B840249  Wind River Systems VxWorks weak default hashing algorithm in sta.
94 2013-03-04 VU#688246 Oracle Java contains multiple vulnerabilities
9.3 2011-12-27 VU#T23755  WIFi Protected Setup (WPS) PIN brute force vulnerability
9.2 2014-08-07 VU#578598  Iridium Pilot and OpenPort contain multiple vulnerabilities
9.0 20141111 VU#505120  Microsoft Secure Channel (Schannel) vulnerable to remote code exe.
9.0 2012-12-28 VU#154201  Microsoft Intemet Explorer CButton use-after-free vulnerability
9.0 2012-05-16 VU#859230  HP Business Service Management 9.12 remote code execution vuln
87 2014-09-24 VU#772676  Mozilla Network Security Services (NSS) fails to properly verify RS..

87 2013-02-01 VU#858729  Oracle Java contains multiple vulnerabilities

Puc. 19. Ceoannle aAagabIe o1teHOK CVSS

Q[ www.securinyfocus.com

< scounrons L ey

Symantec Connect
A techaical community for Symante: customers, snd-users, d

Vulnerabilities

U glibe ‘getadd
v Overflow Vi

Toolkit CVE-2015-5654 Unspecified Cross Site Scripting
Vailnerability

. 77026

-2015-4893 Remote Security

‘55l /53 _sevr.c’ Dendal of Service Vulnerability

ittz: fwrwe o ]
AT 7207

Todd Miller Sude CVE-2014-9680 Local Sucurity Bypass

Oracle Java SE CVE-2015-4872 Remote Security vulnerability
Vuilnerability 4

4 549

p——

Oracle Java SE CVE-2015-4842 Remote Security
Vulnerabi

ULL Pointer D

co CVE-2014-5139
| of Service ¥

= Search all vulnerabilities

Puc. 20. Ocrosnas crpannma BA SecurityFocus

<« C' [ www.securityfocus.com/bid/77207

info | discussion H exploit H solution H references ‘

Oracle Java SE CVE-2015-4893 Remote Security Vulnerability

Bugtraq ID: 77207
Class: Unknown

CVE: CVE-2015-4893

Remaote: Yes

Local: No

Published: Oct 20 2015 12:00AM

Updated: Feb 24 2016 12:37PM

Credit: Oracle

Vulnerable: Ubuntu Ubuntu Linux 12.04 LTS i386

Ubuntu Ubuntu Linux 12.04 LTS amd64

Red Hat Enterprise Linux Workstation Supplementary 6
Red Hat Enterprise Linux Supplementary 5 server

Red Hat Enterprise Linux Server Supplementary 6

Red Hat Enterprise Linux HPC Node Supplementary 6
Red Hat Enterprise Linux Desktop Supplementary 6
Red Hat Enterprise Linux Desktop Supplementary 5 client
Red Hat Enterprise Linux Desktop 5 client

Red Hat Enterprise Linux 5 Server

Oracle Linux 0

Oracle Enterprise Linux 6.2

Oracle Enterprise Linux 6

Oracle Enterprise Linux S

IBM Tivoli Directory Server 6.3

IBM Tivoli Directory Server 6.2

IBM Tivoli Directory Server 6.1

IBM Tivoli Access Manager for e-business 6.1.1

Puc. 21. ®parmenT okHA € IPUMEPOM OIHCAHIA
yassumocTn Bugtraq 77270

189



3AXVICT IHOOPMALIIL, TOM 18, Ne3, AMTIEHBb-BEPECEHD 2016

B pesyabraTe IpOBEACHHOIO HCCACAOBAHUA ITPEA-
CTABACHHBIX B paboTe BA MOMKHO cAcAQTH BBIBOABI,
9TO IMPAKTUIECKH KAKAOH YA3BUMOCTA BHOCHMOM B TY
AN nHyIO 6a3y npucsauBactcs nAcHTHpuKaTOp CVE
n omnpeaeaserca onenka CVSS. Tawxe BO Bpems mc-
CACAOBAHUA OBIAM OIIPEACACHBI KPUTEPHH (CM. TAOAH-
1y 6), IO KOTOPBIM MOKHO PEAAU3OBBIBATH CPABHEHIE
moA0OHBIX BA, K Takum kpurepusAM OTHOCATCA HAAH-
upe: orerku CVSS 1o v2.0 n/mau v3.0; kaabkyasTOpa
CVSS; maerruduraropa CVE; CWE kareropum; Bo3-

KPUTEPUU MOIYT OBITH IIOAE3HBI Pa3pabOTIHKAM CH-
crem orteHnBanus Vb,

Tax e CTOMT OTMETHTh, YTO IPOIEAYpaA OIle-
HUBAHHUA PHUCKA HE IIPEAYCMOTPEHA HU B OAHON H3
IIPEACTaBACHHBIX BA.

Takum oOpaszom, B paboTe OIpeAeACH HAOOP
kpurepues Aaf BA yassumocrteit PYIC o xotopsim
MOYKHO OCYIIIECTBUTh CPABHUTCABHBIN aHAAU3 TAKHX
0a3 1 BBIOpPaTh HAHOOACE ITOAXOAAIIHE AAA IIOCTPO-
€HHUA PA3AHYIHBIX CPEACTB OIICHHBAHHA COCTOAHUA

MOKHOCTH  PACIIMPCHUA;  BBIBOAA  KPUTHYCCKHX  []b, mampmMep, CHCTEM OIIEHHBAHHA PHCKOB HAH
yIPO3/yA3BUMOCTEH;  BO3MOMHOCTH — HMHTCIPALIIL, PHICK-KAABKYASTOPOB.
OLICHKH  PUCKa/PUCK-KAABKyASTOpA. [ IpuBeAcHHBIE
Tabauma 6
CBOAHBIE AAHHBIE HCCAEAOBaHMA DA ysasBuMocTei
Kpurepun
Ormenxa | Bepcuum | Kaabkyas- Bosmon Bosmon
MOK- MOK-
pucka/ CVSS top CVSS CVE CWE BriBoA kpuruue-
BA HOCTh HOCTH
PpHCK- HACHTH(HU- | KaTero- CKHX yrpo3s/
pacrupe- . HHTETpa-
kaAbky- | v2.0 [ v3.0| v2.0 | v3.0 KaTop pus VASBUMOCTEIH
Hus nuu
AATOD
NVD - + [+ + 1+ -+ + + - +
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AOCAIAKKEHHA BA3 AAHUX
YPA3AMBOCTEU IH®OPMALIIITHOI
BE3ITEKUA
Icayroui 3araapHOAOCTYIIHI Oa3u AQHHX YPa3AHBOCTEH
30epiraroTe B cobi pisHI AaHI IIPO BiAOMI BPasAHBOCTI
pecypci irdopmanitinux cucrem. Onucu ypasAnBOCTEH
MICTATP fIK IIEPEAYMOBH, TaK 1 OIIHKH, IO XapPAKICPH3Y-
FOTb PE3YABTAT PEaAisamii aTak, fKi EKCIIAYaTyIOTh I ypa-
samBocti. Yacro mepea dpaxiBrAmu, fAKi 3aHMAIOTBCA AOC-
AAKEHHSM CTaHy Oe3reku iH(OPMAIiiHUX CHCTEM, BH-
HOKA€ INTAHHA PO BHOIP BIAIIOBIAHEX 0a3 aaHumx. Lli
6asu, BIAIIOBIAHO BH3HAYCHUX KPHTEPIiB, MOXKYTH edek-
THBHO BUKOPHCTOBYBATHCA AASl IIOOYAOBH PI3HHX CHCTEM
OIIHIOBAHHA CTaHy IH(OPMALIIHOI Oe3IIeKH, HAIPHKAAA,
CHCTEM OLUHIOBAHHS PH3HKIB. Y 3B'M3KY 3 LM AOCAiAXKeE-
HO IIIMPOKHUI CIEKTP BIAIOBIAHHX 023 AAHUX 1 BU3HAYCHI
KpHuTepil, 32 AKAMHI MOXKHA 3AIHCHHTH IX ITOPIBHAABHUN
aHaAl3. Lle AacTb MOMKAMBICTD IIABHINUTH €(DEKTHBHICTD
BUPIIIIEHHA 3aBAAHb OLIIHIOBAHHA CTaHy OE3IIEKH pecypciB

iH(OpPMALIITHIX CHCTEM.

Karouosi caoBa: 6a3a AAHUX yPa3AUBOCTEH, OLIIHFOBAHHS
YPasAHBOCTEH, pecypcH iHMOpMAIIHHAIX cucTeM, iHDOpP-
MariifiHa Oe3lreKa, aHaAl3 6a3 AAHHX yPa3AUBOCTEI.

RESEARCH of INFORMATION SECURITY
DATABASE VULNERABILITIES
Existing public database vulnerabilities store a variety of
data about known vulnerabilities of information systems
resources. Descriptions of vulnerabilities contain both
precondition and assessment, describing the result of the
realization of attacks that exploit these vulnerabilities.
Often experts involved in research for the condition of
information systems security, think of a choice of relevant
databases. These bases, on certain criteria, can effectively
be used to build a variety of assessment systems of the
information security state, such as risk assessment sys-

[17].

[18].

tems. In this connection, it was examined a wide range of
relevant databases and defined the criteria what enables to
carry out a comparative analysis. This will provide an
opportunity to enhance the effectiveness of rating the
security state of information systems resources.
Keywords: database vulnerabilities, vulnerabilities as-
sessment, information system, information security, anal-
ysis of database vulnerabilities.
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