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WH®OPMAIIMOHHOE NPOTUBOJIEMCTBUE B KOMITBIOTEPHBIX CETAX

I'onyoenko A.JL., Iletpos A.C., Xopomko B.A.

INFORMATION OPPOSITION IN COMPUTER NETWORKS

Golubenko A., Petrov A., Khoroshko V.

B cmamve oceewyeno akmyanvnoe cocmosnue oei 8
obnacmu 3auumol UHGOPMAYUL 8 KOMNLIOMEPHBIX CEMSIX.

Knwouesvie cnosa: ungopmayuonnas cucmema,
KOMNbIOMEPHAsL cemb, UHMeEPHem, 3auuma uHgopmayuu.

WudpopManroHHBIE CHCTEMBI, B CHIY CBOETO
HCTOPHYCCKOTO PAa3BUTHA, NPEACTABISIIOT  COOOM
pacrnpenieneHHbIe, CIIO’KHBIE CTPYKTYpHBIE
00pa30BaHus, KOTOPBIC COCTABJIAIOT 0Oasy uis
yIpaBJIeHUYECKOH UH(PaCTPyKTypHI peruoHa
(MEeCTHOCTH, MPOU3BOJICTBEHHOTO KOMIUIEKCA); OT UX
COCTOSIHHSI M KauecTBa (PYHKIMOHUPOBaHHS 3aBHCUT
HE TOJIBKO CYILLECTBYIOILMH YPOBEHb
SKOHOMHYECKKOTO Pa3BUTHA, HO U BOBMOXKHOCTH €TO
nmanpHeimero pocra. Ilo cytu oT ypoBHS pa3BHTHS
WHPOPMALMOHHBIX CHCTEM 3aBHCUT YKOHOMHYECKAS
CaMOCTOSATENFHOCTh TOCYIAPCTBA.

[osromy mpobnema 3amuTel HHGOPMAIMH B
COBPEMEHHOM OOIIECTBE HIPaeT KIFOYEBYIO POJb U
OXBaTWjia JUHAMHUYCCKH COLMUAIIbHYIO TTOJIMTHUYCCKYIO
U BOEHHYIO cdepy nesrenbHocTH moaed. [Ipuuem,
3ammra WHPOPMAIMU HE SBISICTCS OJHOCTOPOHHEH
mpo6eMoii, a MpeACTaBIsIeT CIAKEHHBIM KOMITIEKC
OpPraHM3alMOHHBIX W TEXHUYCCKUX MepOHpI/IHTI/Iﬁ,

IIPOBOANUMBIX B Oesax COXpaHCHUA oT
HECAHKIIMOHUPOBAHHOTO A0CTyna K
HHTGHHGKTyaHLGOﬁ COOCTBEHHOCTHU KaxXaoro
II0JIB30BaTECJIA.

Taxum 06pa30M, BMECCTC C HOBBIM
TBICAYCIICTUEM IIOABUIIOCH SBJICHUEM

uHpopMannonHoro upotuBoxaeicteus (MII). Oto
MOHITHE BMEIIAaeT B celsl Mpolecc BO3JEHCTBUS Ha
KOMIBIOTEPHYI0 ~ CHCTEMY C  HCIOJb30BaHUEM
MIPOTPAMMHO-TEXHUYECKUX CPEICTB M HMEIONIUil
CIIEJICTBHEM AKTUBHU3AIMIO HEKOTOPOTO
MPOTPaMMHOTO  CpeiCcTBA B JAaHHOH CHCTEMe,
MIPUBOAALIYIO K JIFOOOMY HETaTHBHOMY OTHOIICHMIO
OT TPEANHCAHHBIX alTOPUTMOB pPabOTHl CHCTEMEI.
CospmaBiiasics  cutyauusi  o0ycioBWia  pasHoOe
MIOBBIIIIEHUE CTENECHH YSI3BUMOCTH HMH(OPMAIMHU I10
OTHOLIEHUIO K  BHYTPEHHUM U BHEIIHUM
HEKOHTPOJIMPYEMBIM  BO3AEHUCTBUAM. PesymbTatom
TaKUX BO3JAEHCTBUI MOXeT OBbITh HapyIlIeHue

¢bu3mgeckoi LIEJIOCTHOCTH nHpOpMaIUN
(YHMYTOXXCHHME YACTHYHOE WM I[OJHOE WM ee
MoaupuKaIus).

B ITUX YCIOBHUAX BO3HHUKACT ocTpas
HeOGXO}II/IMOCTL HOBBIX CIICMAJIbHBIX MEp
JIOKaJIbHOI'o, a 3aTéM Hu ri100aapHOr0 XapakrTepa,

HalpaBJICHHBIX Ha 3aInTy nHpopManum.
CymecTBoBaHHE TIIO0ANTBHBIX KOMITBIOTEPHBIX CETeH
eme Ooixee obocTpser nmaHHYIO0 mpobimemy. B
HACTOAIIEE BPEMsI OTPOMHBIM XPAaHWIHUIIEM CaMOH
pa3sHOOOpa3HOH, a TJaBHOE OMNEpPaTUBHOM U
JIOCTOBEPHOH WH(OPMAIIUK SABJISIETCS TI00AbHAS
ceTb MHTEpHET.

Ilonynspuocts  WMHTEpHET — B €ro
obenoctynHoctH. Celvac MNPaKTUUECKH KaXKAbIH
HUMEIOLINH IoMa KOMITBIOTEP U TeJIe()OH, MOKET CTaTh
ee momp3oBareneM. OpHaKo BMeCTeé C  ITH
MHOTOKpPAaTHO BO3pacTaeT BEPOSITHOCTD
HECaHKIIMOHUPOBAHHOTO JIOCTYNa K KOMIBIOTEPY
noip3oBarend. [lommmo chema HMHGpOpPMAIMH  C
TIOMOIIBIO CHENNAIBHBIX TEXHHYECKUX YCTPOHUCTB C
TeneOHHBIX JHWHUA M CETH IUTaHHUs, Telepb
BO3MO’KEH HECAaHKIIMOHUPOBAHHBIN ChEM C IOMOIIBIO
OOBIYHON Tmepekauku (ailyioB M0 KOMITBIOTEPHOM
CeTH.

HecomHeHHO, 4TO NMPOTHB TaKUX BTOPKEHUM
cyliecTByeT 3amuTa. HeCOMHEHHO Takke M TO, UTO
CYIIECTBYeT MHOXECTBO CIIOCOOOB MPEOIOJICHUS
MOJOOHBIX 3aIUT, B pPE3YJIbTaTe Yero BO3ZHHUKAET
BO3MOXXHOCTh ~ HECAaHKIIMOHHUPOBAHHOTO  JIOCTyIa
(TOXMIIEeHNs) OYeHb Ba)KHOH, BO3MOXHO CEKPETHOM
WHpOpPMALIUH.

OCHOBHOM  MPUYMHOM, OCTaHaBJIMBaOLIEH
MOJJOOHBIX B3JIOMIIHMKOB, SIBJISIETCS 3JIEMEHTAPHOCTD
ux  3aceukd. KommbioTep, uepe3  KOTOPBIHA
OCYIIECTBIISICTCS JOCTYI, 00s3aTeIbHO XOTsI Obl Ha
KaKoe-TO BpeMsl CTaTUYHO IPUBS3BIBACTCS K
ompejieNieHHOW  reorpaduueckord  Touke.  Emy
HEOOXOIMMO OCYILECTBUThH CBsI3b Yepe3 TeJae(OoHHYIO
nuHA0. Vcnonp3oBaHME JTOM JIMHHM — OCHOBa
MPAaKTHYECKH  JIIOOBIX ~ KOMITBIOTEPHBIX  CeTeH.
[Ipumenenne u nanpHeWIIEe COBEPUICHCTBOBAHUE
MOOMJIBHOW TeneOoHNM T03BOJMIO TOBOPUTH O
MobminbHOM MHTepHere, T.e. 00 ycimyre moctymna K
CEeTH TIPSMO C MOOWIBHBIX TenedoHOB. MOOMIBHBIH
TenedoH CTaHOBUTCS MH()OPMAIMOHHBIM TEPMUHOM
U MHCTPYMEHTOM JUIsl 3JIEKTPOHHBIX KPaXK.

Takum oOpasom, B Omkaiimem Oymymiem
repe]] HaMU CTaHOBHTCS poOeMa MpOTHBOACHCTBHS
yTedkn uHpopManuu yepe3 VHTEpHET.

Brenpenne texnonoruii Bluetooth mo3Bosmno
CB3aTh MOOWIBHBIH TelepoH C  Pa3NUIHBIMH
JIEKTPOHHBIMH YCTPOHCTBAMH MO PajHOKaHaIy. JTO
CII0COOCTBOBAJIO MHTETPAIMH B MOOMIILHOM Tenedone
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(GYHKIMM TEepCOHAJIBHOrO KoMmmbloTepa. Tenedon
CTaHOBUTCA YHHUBEPCAJIbHBIM KOMMYHHKAIIMUOHHBIM
YCTPOHCTBOM. On obmanaer BCTPOEHHBIM
pETpOKaHAIOM ISl TIOAKIIOYCHUS 3JIEKTPOHHBIX
nepruepUHHBIX YTPOUCTB.

Ilo MHEHHWIO OSKCIIEPTOB B3JIOMIIHMKA YXKE
cefiyac TPyOHO OTCIEOUTh, €CIH OH HCIIOIb3yeT
caMmble 3JIEMEHTApHbIE MeEpbI IPEJOCTOPOKHOCTH.
B3nom u HECaHKIIMOHUPOBAHHBIN JIOCTYTI
nHpopManuy cTal BO3MOXKEH U3 JIIOOOH TOYKH
3eMHOro mapa.

TakuM 00pa3oM, CTAaHOBHUTCS SICHO, HYTO
MOJKIIOUYEHHE KOMIIBIOTEPA, COAEPIKAILEro CKOJBKO-
HUOynp BaxkHylo uHMopmanuio Kk UHTepHery,
PaBHOCWJIBHO BBICTABICHUIO BCETO €r0 COAEPKaHUS
Ha II0Ka3 BCEM 3aMHTEPECOBAHHBIM IHIAM. B cBere
TaKOW HE3alMIIEHHOCTH W IPO3pPavyHOCTH CETH
CTaHOBUTCS E€CTECTBEHHBIM BONPOC 00 OTrpaHHMYCHUH
JOCTYyHa B HEEe KOMIIBIOTEPOB,  SIBIISIOIINXCS
MOTCHUIMAIbHBIMA ~ OOBEKTAMH  BTOPXKCHHS, U
CO3/1aHUH CHENHATbHBIX 3aKPBITHIX KOPHOPATUBHBIX
BBIYHCINTENbHO-nH(popMannonHbix cerei (KBUC).

Bo3MorkHBIE KaHaJBl HECAHKIIMOHHPOBAHHOIO
nmoctyna k uHpopmanun KBUC Ttakue ke, Kak U B
BBIUHCIIUTEIBHBIX CeTSIX. ENMHCTBEHHBIM OTIHYHEM,
YUUTHIBAasE €€ OTHOCHTEIIBHO Malyl0 TEpPUTOPHUIO
pa3MelIeHNs, SBISETCS BO3MOXKHOCTD PACIIOJIOKECHUS
kaHanoB cBsi3u KBUC Ha KoHTponupyeMon 30He, 4To
3HAYUTEIBHO COKpaIIaeT KOJIMYECTBO
MOTEHIMATIBHBIX HAPYIIUTENIEH U B HEKOTOPHIX MEHEe
OTBETCTBCHHBIX ~CHCTEMax IIO3BOJIIET B  LEJAX
SKOHOMHM  yMEHBIIUTh  INPOYHOCTH  3ALIUTHI
nHdopmanmu B KaOeNbHBIX JMHHUAX CBs3U. [l
CBOEBPEMEHHOTO 0oOHapy>KeHUs (axra
HECAHKIIMOHMPOBAHHOTO  JIOCTyNa  OOJBIIMHCTBO
KBUC ncnons3yoT Npoueaypbl CaMOTECTHPOBAHUS
HU3KOTO YPOBHS, KOTOpBIE OJKHBI 3aITyCKAThCS MPH
TecTHpOBaHUU ceTH. B cocraBe Oompmmx KBUC
MIPEAYCMOTPEHBI CIIOKHBIE CHCTEMBI € JIBOWHBIM
Ha3HaYeHHEM - MOHHTOPHHIOM M JHarHOCTHKOM.

MoXHO  Ha3BaThb  HECKOJBKO  KaHaJlOB
MIpeIHaMEPEHHOT0 HECaHKIIMOHUPOBAHHOTO JIOCTYIIa
k napopmanuu st KBUC:

noctyn k KBHC co CTOpOHBI IITaTHOTO
MIEPCOHATBHOTO KOMIIBIOTEPA;

noctyn k KBUC co cropoHbl KaOenbHBIX
JIUHUN CBSI3U MUTaHUA U 3a3EMJICHHUS,

JIOCTYII k  KBUC pu MOOOYHBIX
3MEeKTPOMArHUTHBIX M3JIyUYEHHUSIX U HaBOJKaX.

Has MIPEAOTBPALICHUS
HecaHKUMOHHpoBaHHOro pgoctyna k KBUC co
CTOpOHBI KaOE€JbHBIX JIMHUH MPOBOAUTCS psn
TEXHUYECKHX MEpOIpUATUIl NPOTUBOACIHCTBUSA C
UCIIONIb30BAHMEM AaKTHUBHBIX CPEACTB (3alIyMIICHHUE
muHUi). Mcnonp3yeTcest Takke Crnocod YHHYTOKEHUS
3aKJIaJHBIX YCTPOMCTB, MOAKIIOYEHHBIX K JIMHUSIM
CBS3M C TIOMOINBIO CIENHAIbHBIX T'€HEPaTOpPOB

HMITYJIBCOB. YcranoBko# CIIEUAJIbHBIX
JUDJICKTPUYECKUX  BCTABOK B TPYOBl  CHCTEM
OTOILJICHUS u BOJIOCHA0KEHU, a  TaKxke

HCIIOJIb30BAHUEM Tr€HEPaToOpPOB mryma MOJXHO
,HO6I/ITI>C$I YCTpaHCHU A MOOOYHBIX QJICKTPOMAruuTHBIX

W3JIyYeHHH W HAaBOJIOK ONAacHOro MH(OPMaIUOHHOTO
CHUTHasa.

Takum oOpaszom, MoxkHO obe3omacute KBUC
OT KaKHX-MHOO MOIBITOK HECAaHKIMOHHNPOBAHHOTO
MIPOHNKHOBEHHS M CheéMa WH(OPMAIMN C BHEIIHEH
cTopoHbl. OIHAKO BMECTE C TeM Kak OBl oTpe3aercs
KBUC ot Bcero OKpyXamIIerro MHpa, JHIIas ee
BO3MOXKHOCTH CBOOOIHOTO HCTIONB30BaHMSA
nHpopmanuei, KoTopas MoXeT ObITh HeoOxoanma
npu pabore. OgHMM M3 TyTeH pEUIeHUs IaHHOTO
BOIpOCa SBISETCA MCIOIb30BAHUE KOMIIBIOTE-Pa-
Oydepa, mpuueM Kak OJHOTO, TaK M HECKOJIBKHX,
paboTa KOTOPBIX MPOUCXOIUT COTNIACHO CIEAYIOIIEro
aJIrOpUTMa.

Kommnsrotep-0ydep HAXOJUTCS B
KOHTPOJIUPYEMOH 30HE, U K HEMY HMPHUMEHSIOTCS BCE
Te K€ CPEACTBA 3aIIUTHI, KOTOPBIC UCIIONB3YIOTCS Ha
oobexkre. OH He sBisgerca 4vactbio KBUC, oxnako
HUMEET JOCTYIN B JPYTHE CETH, KaK JOKAJIbHbIC, TaK 1
rinobanbHEle, B TOM uncine W VHtepHer. Bydep nHe
COACP)KUT B cebe HUKakod wHHpOpPMaNUu H
HCTONB3YeTCs] UCKIIOYUTENIBHO JUI1 CKauMBaHU
HEOOXOMMMBIX JaHHBIX €O CTOpOHBL. [Ipuuem B
MOMEHT COEJUHEHUS C IPYTUMH CETIMHU OH HE UMeeT
Hukakux cBszeit ¢ KBUC, Bce oTHU 3a0JI0KUPOBAHEI.

IMocne 3aBepreHns ceanca KOMITBIOTEP-Oydep
OTKIIIOYAeTCS OT BHEIIHMX CBSI3€H M TNIPOXOIUT
MIOJTHOE TECTUPOBAHHE Ha IPEAMET OOHAPYKEHHS B
HEM KaKHX-TH00 BUPYCOB, IPOTPAMMHBIX 3aKJIQJI0K U
nporpamm paspymmrenei. Ciemyer OTMETHTh, UTO
WCTIONB30BAaHNE  [EMOYKH  HECKOJIBbKHX  TaKHX
MIOCPETHUKOB CYIIIECTBEHHO YCIIOKHSIET
nponukHoBeHne B KBUC.

Ui mepenaun pe3yibTaTOB, MONYYEHHBIX B
XO0Jle HayudHbIX HcchenoBaHuid, Ha apyryro KBUC,

JKeIATENBHO HCITO/Ib30BaTh OOBIYHYIO
(haKCUMHIIBHYIO U TEJICKCHYIO CBs3b. [IpuuemM 00beM
WHpOpMALUN 00s13aTENBHO JIOJDKEH OBITH
3ammppoBaH C TMOMOIIBI0  COOTBETCTBYIOIIUX

KPHITITOrpaUuIecKux mporpamm.

Ha ocHOBe WU310)KEHHOIO MOXHO CJIeNaTh
BBIBOJ, O  pealbHOM  OMNAaCHOCTH  XUILIEHUS,
Mou(UKAIMN, YHHUYTOXECHUS Ba)KHOM MH(popmannu
IpU  HCHOJB30BAHUU TIJI0OANBHOM KOMITBIOTEPHOU
cetu  VIHTepHeT  UI1  BOEHHO-HAy4YHBIX W
CHELHANBHBIX LIeell He TOJIBKO B HACTOSIIEM BpeMs,
HO H B TporHo3upyeMoMm Oyaymem. IMeHHO
HEBO3MOXXHOCTh JIaTh €My aJIeKBaTHYIO OIIGHKY B
HACTOsSIIIIee  BpeMs  ABISETCS  Nperpagod s
pa3paboTkn COCTBETCTBYIOIIHX CpEICTB
nH(pOpPMaMOHHOTO MIPOTUBOJEHCTBUS. E4\0)
KOMIUIEKCHasl 1po0iemMa, KOTOPYI0 MOKHO pEIINTb
TOJIbKO COBMECTHBIMHU YCHIIUSI CHEI[UATIUCTOB Pa3HBIX
HaTpaleHui - COLIUOJIOT OB, IICHXOJIOTOB,
NIPaBOBEJOBH M CIEIMAIMCTOB B OOJIACTH 3aIUTHI
nHpOpPMAanNH.

Uro KIeT CeKTOp 3amuThl HH(pOpPMAaIUH B
2013 roxy? [Ipoanammsupyem KITIOYEBEIC
HampasieHus. [IpeacraBieHHBIH HWKE I[POTHO3
OCHOBBIBACTCA Ha JaHHBIX O PAa3BUTUH BBICOKUX
TEXHOJIOTHH, COCTOSTHUM KHOEpHPEeCTYHHOCTH W
curyauuu Ha peiake Vb B nponutom rogy. Koneuno,
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MBI HE MOXEM IIpeACKa3aTh KOHKPETHBIX COOBITHH,
HO oOlee pa3BUTHE PHIHKOB BIIOJHE YKJIAJBIBACTCS B
MIPUYNHHO-CIICACTBEHHBIE CBSI3H, [T0ITOMY OCHOBHBIC
HamnpaBICHUSI M CHOCOOBI XaKEPCKHX aTaK BIIOJIHE
MOTyT OBITH 00O3HaueHBl 3apaHee. B cratbe MEI
MOCTapaeMcsl IPOaHAIM3UPOBATh HanOoJee BaskKHbBIC
TEHIEHIUM B TpexX HampasieHusx: camu UT, pelHOK
KHOepIpecTyTHOCTH u cpencTBa 3aIINTHI.
PaccMoTpuM Kakayr0 M3 AITUX TPYyNI TEHACHLUN
noapooHee.

OO0mee pa3BuTHE nH(pOpPMaMOHHBIX
TEXHOJIOTMH  TNPHUBOIUT K  TIOSBIICHHUIO  HOBBIX
yIOOHBIX B HCIIOJNIB30BAaHUM M  OKOHOMHYECKH
3¢ PEeKTUBHBIX NPOIYKTOB. OHAKO MX Pa3padOTUUKH
HE BCETJa MOTYT NPEAyTrafaTh TO, KaK UX PEIICHUAMH
CMOTyT BOCIIOIb30BaTHCS 370yMBIIIICHHUKH.
IlosToMy mnepBas rpymnma TEHACHLUH CBs3aHa C
o0muM  pasBUTHEM  TakKMX  TEXHOJIOTHH,  Kak
MOOWIIbHBIE YCTPOWCTBA, OOJIaUHBIC BBIYUCICHUS |
CEPBUCHI, MOOWIIbHBIE TUTATEXA "
reono3uiuoHnpoBanue. K 3Toi rpymnme MOXKHO
OTHECTH YeThIpe HIXKECICTYIONIe TCHACHIINH.

1.0mubku B HOBBIX TexHogorusx. [llupokoe
pacnpocTpaHeHHE  IUIAHLIETHBIX  KOMIIBIOTEPOB,
"mMoOunuzanusa"  moib3oBaTeNell M MCUYepIaHue
pecypcoB mporokosia IPv4 penmaroT nmomynspHbIMU
HOBBIE  TEXHOJIOTHH, KOTOpBIE Ha  IIOBEPKY
OKa3bIBAIOTCS HE OYECHb  3alllMIICHHBIMH. B
YaCTHOCTH, aKTHBHOE HCIIONb30BaHHME Java B
MOOWIBHBIX TeleoHaX H IUaTGopMax oOKas3aiach
BakHOH mpobOnemoit OezomacHoctH B 2012 Tomy.
Ckopee Bcero, ¥ B 2013 OyayT BBISBIATHCS OLIHOKY B
TEXHOJIOTUSX, KOTOPhIE MPUMEHSIOTCA B IUTAHIIETaX U
JIPYTUX MOOHJIBHBIX YCTPOWCTBAaX, — MX Jeall B
criemke, ©0e3 MOApoOHOro  aHamm3za  TpodiemM
0€301acHOCTH.

2. Ilepexoa Ha MOOMIBHBIE MIATGOPMBI.
MobunbHble TIATGOPMBI CTAIN yXe JOCTATOYHO
MOIIHBIMH, W XaKepbl HAdald OCBaWBaTh MX I
MIPOBEJICHUS TE€X K€ aTak, YTO M JUI HEePCOHAIBHBIX
KoMIbIOTEepoB. B wactHOCTH, ke B 2012 romy ObuH
MIOCTPOEHBI 30MON-CETH U3 MOOMIIBHBIX YCTPOHCTB Ha
Android u i0S. Drta TeHACHIH TPOJOIDKHUTCI H B
CcllefyoLeM rofy. ITockonbky KOMIIaHUU
mocreneHHo BHeApsioT BYOD wu  Bce wame
MTO3BOJISTIOT COTPYAHUKAM HCTIOb30BaTh
COOCTBEHHBIE raJKETHI IS JocTyma K
KOpHopaTHBHOW HWH(OpMannyu, Takue ycTpoiicTBa
MIPEJCTABIIOT Bce OONBIINN HHTEpEC AJIS XaKepOoB.

3. Ataku Ha BeO-cepBHCHI. Beb-TexHOMOTHI
CTaHOBSATCS BCE Goutee CIJIOKHBIM "
MHOTOQYHKIMOHAJIBHBIMHA.  Pa3BuTHE  KOHLETIUH
AJAX B co3maHMM BEO-IPUIOKEHWH paclIupseT
UCTIONIb30BaHKUE CIIeHapHeB Ha s3bike JavaScript, B
paboTy KOTOPBIX MOXKHO BMEIIAThCs CO CTOPOHBI. B
TO K€ BpeMs HE Bceraa  pa3paboTUHKH
KOPIIOPAaTHBHBIX NPHJIOKEHUH COOMIONAIOT IpaBHiIa
6€30IacHOr0 CO3AaHUS TOZOOHBIX CIIOKHBIX CHCTEM,
MIO3TOMY B OOJNBIIMHCTBE W3 HHUX €CTh JOCTATOYHO
cephe3Hbie TpobseMbl ¢ Oe3omacHocThio. B 2012
oAy AaTak Ha O3TH HOBBIE NPWIOKEHUS ObBLIO

JOCTaTOYHO MHOTO, U 3TOT MPOLECC HE OCTAHOBUTCA
U B CIEYIOIEM TOfy.

4. TIpodaembl wuHTerpamuu. MOoOMIBHBIE
ycTpoiicTBAa W IIEpCOHANbHBIE  KOMIIBIOTEPHI
CTaHOBATCA Bce Oonee CIOXKHBIMA — B HHX
HAYMHAIOT UHTETPHUPOBATH MOIYNIN IUISI COBEPIICHUS
omratel mo TexHoormn NFC w ompeneneHus
Mectononoxennss mo GPS. B pesymprate u y
3MIOYMBIIIJICHHUKOB ~ TOSABISIETCA  BO3MOXHOCTb
MOJTyIHUTh JIOCTYI K (YHKIIOHAJIBHBIM
BO3MOXKHOCTSIM  3TuUX TexHojoruil. Iloxa oHH
MIPAKTUYECKH HE HUCIOJB30BAIUCh "BO 370", OJHAKO
XaKeppl AaKTUBHO M3y4aloT uX. IloaToMy BHosHe
BO3MOHO, 4TO B 2013 rogy mosiBSITCA HOBbIE THIIBI
aTaKk C HCIIOJIb30BAHHEM 3THX MOMYJIEH MOOMIBHBIX
YCTpPOMCTB.

Bce  octpee  mposBusercs — mpoOmema
knbeprpectynHoctd. Ceromss KuOEpIpecTYIHUKH
HUMEIOT JOCTaTOYHO (PMHAHCOBBIX PECYPCOB, KOTOPBIC
MOTYT OBITH BIJIOKGHBI UMM B COBEPIICHCTBOBaHHC
TEXHOJNIOTMH  HamajeHus W oOmaHa. Mexnay
37I0YMBIIIJICHHUKaMHU TaKxKe CyILIECTBYET
KOHKYpEeHIIUs, KOTopasi  TOpPOXKIAeT  pa3BUTHE
TEXHOJIOTHH M3TOTOBJICHHUS BPEJOHOCHBIX IPOTPaMM,
yOpaBieHUs  3apaXCHHBIMH  KOMIIBIOTEpaMH |
3amuToil  OT OOHapyxkeHus. C STHUM CBSA3aHBI
HIDKECIIEIYIOIINe TCHICHIIIH.

5. PasBurue aBTOMATHU3UPOBAHHBIX
HHCTPYMEHTOB HamageHus. B ordere Sophos
"UccrnenoBanne yrpo3 B cdepe HHPOPMAMOHHON
6esomacHoct — 2013"  ymoMsHYTHI TpOOIEMBL,
nposiBuBimuecs B 2012 romy W CBA3aHHBIE C
wiathopMamMy ISl HamaJeHusT WM [aKeTaMu
9KCIJIONTOB, HauOoyee 3aMETHBIM M3 KOTOPBIX
ssisercs Blackhole. CyTp 3Toi TeXHOJOTHH B TOM,
YTO Iepel] COBEpIICHHEM HaIaJeHUs CcepBep
NOJTy4aeT Kak MOXXHO Ooibplle CBEAGHHH O
MIPOTPaMMHOM OKPY>KEHUH JKEPTBBHI, @ TIOTOM aTaKyeT
€e TOYHO NOAOOPaHHBIM O3KCIUIOWTOM, 3allUTBl OT
KOTOpOTo y *xepTBbl TouHO HeT. B 2013 roay, ckopee
BCETO, pa3BUTHE 3THX IUIATGOPM IPOMOIDKUTCS H,
BO3MOXKHO,  MEXJIy HUMH  JaXe  HauyHeTCs
KOHKypeHTHast Oopbba, YTO MOXET NPHUBECTH K
CO3/IaHHMIO HOBBIX 00Jiee COBEPIIEHHBIX TEXHOJOTHH
HaraJeHHs.

6. TecrupoBanue BpeaonocHoro IIO.
Pa3paboTumky BPEIOHOCHBIX HPOrpaMM  ceifuac
3aMHTEPECOBAaHBl B TOM, YTOOBI KaK MOKHO JOJNbIIE
CKpPBIBATh OT XKEPTBHI (akT B3IoMa. {1 3TOro HyKHO
crenatb  I[10  MakcUMaJbHO  HE3aMETHBIM  JUIA
aHTUBHPYCOB M Oe3ommOounbIM. [losTOMy mpexne
4YeM 3alycKaTb HporpamMMmy, pa3paOOT4MKaM Haao
MPOTECTUPOBATh €€ B PA3IHUHBIX OKPYKCHHSAX.
Ioxoxe, 4TO B 2013 rolly  CEPBHCHI
IIpeJBapUTENHLHOrO TECTUPOBaHUs BpenoHocHoro 110
Ha HE3aMETHOCTh BHEApPEHHS H paboTHl CTaHYT
JOCTaTOYHO TOMYJIIPHBIMH y pa3pabOTYMKOB TaKHX
MIPOIYKTOB.

7. 3axBart gaHHbIX. B Poccun 3axBaT maHHBIX
C MIOMOIIBIO MU(PPOBAHUS MPAKTUKYETCS JOCTATOYHO
JaBHO, XOTd B MHpEe 3Ta TEXHOJOTHI Hadaja
pacrpocTpaHsThcsl ToNbKo ceddac. CyTh ee B TOM,
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YTO BpEIOHOCHAs NporpamMma MIM(pPyeT IEHHbIC
JIlaHHBIE TOJb30BaTeliell ¥ TpeOyeT BBIKYN 3a HX
pacum¢poBky. Ecim  paHplle  NpUMEHSAINCH
JIOCTaTOYHO TIPOCTBIE ANTOPUTMBI  IIH(pOBaHMS,
KOTOpBIE TIO3BOJISUIM JEKOAWPOBATh JaHHBIE 0€3
obOpamennss K aBTopy, To B 2013 romy MOXHO
OKHIATh TIOSIBIICHUS BPEIOHOCHOTO 110,
pacmudpoBaTh JaHHBIE TIOCIIE aTaKd KOTOPOTo OyaeT
OueHb Hempocto. B wacTHocTH, TOAOOHBIE
NporpaMMbl  CTaJM  MCIHOJB30BaTh  JOCTATOYHO
CTOMKHE METOJbl aCHMMETPUYHOro MH(poBaHUS U
3alUThI CBOETO KOJa OT aHaJIH3a.

8. 3amuTa oT aHTUBHPYCOB. XaKepbl HAYaIU
aKTHMBHO  HCIIOJB30BaTh  METOABI  3aITyTHIBAHUS
HccieloBaTeNIe aHTUBUPYCHBIX KOMITAHUMN, KOTOPBIE
MBITAIOTCS] HAWTH ¥ IPOAHATM3UPOBATh BPEIOHOCHBIE
KOZIBl. B YacTHOCTH, OHM TOCTEHNEHHO MPUMEHSIOT
MeTOnbl OOMaHa pEIMyTalHOHHBIX (QUIBTPOB |
CHUTHATYPHBIX aHaM3aToOpoB. B pesynpraTe BmONHE
BO3MOXKHO YBEIMYICHHUE qucna JIOXKHBIX
cpabaThIBaHUH HSTHX MEXaHM3MOB WM IPOIyCKa
LIEJICHANPABICHHBIX  aTak. Paspabotunku  u
AHTUBUPYCHBIC UCCICAOBATCIN OOJIXKHBL OBITH OYE€Hb
OCTOPOKHBl IPU aHaIu3e KOJOB BPEIOHOCHBIX
IporpaMM M IOHUCKE MX B HMHTEpHETEe. JTO MOXKET
MIPUBECTH K COKPAICHUIO YMCIIa MCCIIEI0BATENbCKUX
nmabopaTopHil.

9. XaxkrtuBu3Mm. Halbmpaer mnomyIspHOCTH
IBIDKCHHE AHOHMMOB 3a IU(poBy0 cBoOOLY,
KOTOpBIE TPHU3BIBAIOT K OTKPBITOCTH JAESTEIHHOCTH
TOCYAapCTB M TPAaBUTEIBCTBCHHBIX OpraHusanuii. B
YaCTHOCTH, HUACT OUCKYCCHUA O IIPAaBOMEPHOCTHU
DDoS-arak kak (opMBbI IIpoTecTa NPOTUB JCUCTBHUI
Brnacteil. [loaTtomy BmomHe BO3MOXHO, uTo B 2013
rooy KOJIMYCCTBO HO[[O6HI)IX aTak Ha
MPaBUTEIILCTBEHHLIC PECYPChI TOJBKO YBECIUYUTCA.
Bo3moxkHO, mnox yzaap nonaayT U KpYIHBIE

KOMITaHUWH. Bnpoqu, KOMIIaHHWH, KOTOpbIC
3aHUMAKOTCA CPEACTBAMHU 3AlIUTBI, TAKIKC 06naz[a}0T
OIpPEACIICHHBIMU q)HHaHCOBbIMI/I u
HWHTCJUICKTYaJIbHBIMU pecypcamu, HO3TOMY

pa3pabaThIBalOT M TpEJIaraloT HOBBIE MPOJYKTHI,
NIPU3BaHHBIE TTOMOYb KJIMEHTaM HE TOTEPSATh ICHBI'H
W JIaHHble B pe3yJibTaTe arak BPEIOHOCHBIX
IIporpamMm u nercTBuit XaKepoB. C
COBEpILICHCTBOBAHUEM  3allIMTHBIX  MEXaHM3MOB
CBsI3aHbI 4 HIDKECIIEAYIOIINE TeHICHIHH.

10. MoaepHu3ausi ONEPAIMOHHBIX CHCTEM.
B 2013 romy oxpumaercssi 3aMeHa OIEPALMOHHBIX
cucteM cemeiictBa Windows Ha Ooyiee COBpeMEHHYIO
Windows 8. B Helf mpemycMOTpPEHBI HOBEIC
MEXaHM3MbI 3amuThl, Takue kak DEP, ASLR,
pasBUTHE TEXHOJIOTMM MECOYHHMI M Oe30IacHOMN
3arpy3kn OC. OHu pa3paboTraHbl [uisi OJIOKHPOBaHUS
YK€ CYHIECTBYIOIIMX TEeXHOJOrMi HamajeHus. Camo
9TO OOCTOSITEIBCTBO CENaeT HOBBIE TEXHOJOTHH Ha
HEKOTOpoe BpeMst Oosiee Oe30macHBIMU — Kak pa3 B
2013 roxy. [lanpHeiiniee 3aBUCHT OT TOTO, HACKOJIBKO
OBICTPO  BTH  MEXaHW3MBI  3aMWUTHl  OynoyT
MPOAaHATU3UPOBAHBI U 000IEHbI XaKepaMHu.

11. MmHuoroypoBHeBasi 0e3omacHocTh. Kax
yKe OBIIO CKa3aHo, pa3pabOTYMKH BPETOHOCHBIX

IIPOrpaMM CTpPEMSITCA CHAENaTh CBOU MPOIYKTHI Kak
MOXKHO OoJiee HE3aMETHBIMH, IMOITOMY CO34aTeIsIM
cpencts  mHPOpPManUOHHOW  Oe30macHOCTH  HE
OCTaeTcs HHYEro MApPYroro, KpoMe Kak CTPOHTh
MHOTOypoBHEBEIe MB-crucTeMbl, KOTOpBIe MOTIH OBI
HE TOJIKO 3allUTHTh OT IPOHUKHOBEHHS, HO H
OOHapY)XUThb JESATENBHOCTh BPEHOHOCHBIX KOJIOB
BHyTpu mpeampusitusa. K coxaneHmto, Takue
MPOXYKTHl ~ OOjee  CIOXHBI B  YCTAaHOBKE U
9KCIUTyaTallld, OJHAaKo 0e3 HHUX YXe JOCTaTOYHO
TPYAHO TOBOPUTH O  TIOJHOLIGHHOW  3aIuTe
KOPIIOPaTUBHOM CpeJIbl.

12. Orka3 oT cTapbIX TeXHOJOIHIi.
HekoTopble KOMIaHUU BCE €Ile UCHOJIb3YIOT CHUIIBHO
ycTapeBInue BBIYMCIIUTENBHbIC u CETEBBIC
TEXHOJOTHH, KOTOpHIE YyXe HE IOAICPKUBAIOTCS
pa3paboTYNKaMU U B HUX HE MCIIPABIISIOTCS OLTHOKH.
[TosTOMy 3ammImaTh WX CTaHOBHUTCS BCE TpYIHEC.
Busnec cTpemMuTcs OTKa3aThes OT HUX W MEPEHTH Ha
pemeHus, 0oee COBEPUICHHBIC KaK TEXHOJIOTHUYECKH,
TaK ¥ 1O YPOBHIO 3aIlMIIEHHOCTH. B wacTHOCTH,
OJHHUM M3 TaKUX HaNpaBICHUN MOJepHHU3AIUU
spiaserca  nportokon  IPv6,  koTopelii  mmeer
BCTPOCHHBIE MEXaHU3Mbl LIM(POBAHUS M KOHTPOJIS
LeJIOCTHOCTU. HekoTopble KOMIAHHM — CTpEeMSATCS
TIEPeHTH ¢ yCTapeBIINX yxe MeitH(peiiMoB Ha Ooree
COBpEMEHHBIE cHcTeMbl Ha ©Oase Linux. 3ammry
COBPEMCHHBIX CHCTEM MOKHO CHeNlaTh IOCTATOYHO
HAJe)KHOM Y KOHTPOJIUPYEMOH.

13. 3amura Bboabmux gaHHbIX. OnHONM U3
BaXHEIX TeM 2012 roga OBUIO MOSBIIEHAE CUCTEM IS
00paboTKK OOJIBIIMX MAacCHUBOB AaHHBIX. WX yxe
Hayalld CO3/1aBaTh, U BO3HMKJIA 3aJada 00ecredeHus
OezomacHocTu. [IpuHIMIUANBHEIX —TpoOJeM Ui
CO3/IaHMsI MHCTPYMEHTOB 3alIUThl BONBIINX TaHHBIX
HeT, modToMy B 2013 romy oHHM, CKOpee BCero,
HOSABATCS Ha PBIHKE W OyIyT aKTHBHO INpejiaraTbCs
pa3paboTynKamu.

MBI IepednCITI JIUIIb OCHOBHBIE TCHICHIINH
2013 roma, KOTOpBIE XapaKTEepHBI M I peiHKa |T.
Ecte m npyrume Qakropsl pa3BuUTHS, CBS3aHHbBIC
UCKJIIOYNTENBHO C JIOKAIBHBIMH OCOOCHHOCTSMHU:
YEepPHBIM CIHCKOM 3aIpEeIIeHHBIX CaliToB,
pacmpocTpaHeHHEM TEXHOJIOTHH NIEKTPOHHOMN
NOJIUCY U BbIAAUEN YHUBEPCAIBHOU 3JIEKTPOHHOM
KapThl (YOK). Onu TaKkKe JIOTIOJIHSAIOT
NEepeYnCIeHHble TEHACHIMH B  YacTH  HOBBIX
TEXHOJIOTHH U CPE/ICTB 3aIUTHI.
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In the article the actual state of businesses is lighted
up in area of priv in computer networks
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