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SOME PROBLEM ASPECTS OF THE LEGAL NATURE
OF DOMAIN NAMES

In the modern information age, innovations and the latest technologies, in
particular, telecommunications, play an increasingly important role in the world
economy. A few decades ago, the main problem of communication was the
speed of information transfer. So, to transfer data from one part of the world to
another, it was necessary to spend several days, or even months. In today’s
conditions, such a problem does not exist. Using the Internet, the information
transfer operation takes a fraction of a second. Instead, against the background
of the absence of communication borders, one of the problems of the modern
world of information technologies is orientation in the Internet space, because
sometimes finding the necessary information on the Internet is not such a
simple matter.

TCP/IP (Transmission Control Protocol/Internet Protocol) technology is
one of the technologies on the basis of which data is transmitted on the Internet.
Network addresses (IP addresses) and symbolic (domain) names are used to
identify network interfaces in the TCP/IP stack. An IP address is the address of
a computer or other node on the network that uniquely identifies it.

Currently, the main percentage of IP addresses exist in the IPv4 format and
are a 32-bit number written as four decimal numbers with a value between 0
and 255. A computer’s IP address in IPv4 format might look like this:
«185.13.5.43». It is clear that there can be quite a lot of variations of IP
addresses, but not more than 4 billion 294 million 967 thousand 296 (2 to the
32nd power).

With the increase in the number of Internet users, there was a need to
expand the address space, in connection with which IP addresses in the IPv6
format are introduced, which, unlike IP addresses in the IPv4 format, are
represented in the form of a 128-bit number (3,4x10°® addresses), which written
as eight groups of four hexadecimal digits, for example
«2001:0db8:11a3:09d7:1{34:8a2e:07a0:765d».

In the eighties, inventors developed the Domain Name System (DNS),
which automatically resolves difficult-to-perceive I[P addresses into
understandable verbal (symbolic) designations - domain names - to simplify
remembering addresses and finding the necessary resources on the Internet. So,
for example, the IP address «185.13.5.43» corresponds to the domain name
«www.ndiiv.org.uay.
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At the legislative level in Ukraine, a domain name is defined as a name
used to address computers and resources on the Internet [1]. At the same time,
the legal regulation of the domain name is almost limited to the definition of the
latter and separate mentions in the legislation regarding the objects of other
legal relations. Such a situation contributes to the emergence of conflicts
between owners of domain names and objects of intellectual property rights that
may be contained in domain names and requires regulation at the legislative
level.

In modern society, there are legal relations regarding the acquisition,
ownership, and termination of rights to domain names. Due to the absence in
most countries of the world, in particular in Ukraine, of special legal norms that
would regulate these legal relations, in order to resolve the issue of the
application of certain legal norms regarding domain names, the study of the
legal nature of the latter acquires great importance. In turn, in order to clarify
the legal nature of domain names, it is necessary to identify their main, essential
features and to establish the connection of the latter with the relevant legal
norms.

In legal doctrine, it is customary to attribute domain names to objects of
civil rights. However, the opinion of scientists regarding the legal nature of
domain names is not unanimous. Some scientists believe that domain names do
not contain the properties inherent in objects of intellectual property rights and
equate them with ordinary details used in document circulation. Others insist on
classifying the domain name as an object of intellectual property rights, while
operating, in particular, on the properties of the domain name to transform into
means of individualization and perform their separate functions.

Depending on the content load of the domain name and the use of
intellectual property rights in it, it can perform both the function of identifying
information resources (as specified in the legislation), and the function of
identifying legal entities and individuals, goods or services on the Internet. In
the latter case, in our opinion, it is not excluded that domain names are objects
of intellectual property rights, in particular, means of individualization.

Since in Ukraine the domain name does not have stable legal protection and
legislative regulation, in order to highlight certain aspects of the legal nature of
domain names, it is necessary to turn to countries with European experience.
Thus, in December 2017, the Supreme Court of Sweden established that a
domain name is property, the right to which can be lost [2].

The case concerned the seizure under the Swedish Copyright Act of the
domain names “thepiratebay.se” and “piratebay.se” from their owners, who, as
a result of a high-profile trial in 2009-2010, were sentenced to prison and pay
huge fines for infringement copyright.

Since the sites continued to operate despite the conviction, the prosecutor
filed a lawsuit to confiscate the domain names. On appeal, the Swedish

563



Supreme Court, referring to legal doctrine and international case law, decided
that domain names are covered by the property regime, as the ownership of a
domain name can be an economically valuable asset, has the same functions as
trademarks and can be alienated.

Summarizing the above, the following conclusions can be reached.

A domain name can perform separate functions of objects of intellectual
property rights on the Internet, in particular, means of individualization.

The list of objects of intellectual property rights in the Civil Code of
Ukraine is not exhaustive, therefore, under certain conditions, domain names
cannot be excluded as objects of intellectual property rights.

There is no unanimous opinion regarding the definition of the place of
domain names among objects of civil rights, and therefore the legal nature of
domain names requires further research, and the legislation of Ukraine —
systemic changes regarding the definition of the legal regime of domain names.
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ITPO BE3IIIACTABHICTb CKACYBAHHSA TBOPYUX BIAIIYCTOK

27 rpynus 2022 poky Oysio 3apeectpoBaHO 3aKOHOPOeKT Ne 8313 «Ilpo
BHECEHHS 3MIH JI0 JICSIKMX 3aKOHOJABUYMX AKTIB YKpaiHU 1010 BIOPSIKYBaHHS
HAJIJaHHS Ta BUKOPUCTAHHS BIAMYCTOK, a TAKOX I1HIIUX muTaHb» [1] (mam —
[TpoexT 8313), moyIOXKEHHS $KOTO, HAa HAIly OYMKY, MalTh JUCKYCIHHUN
xapaktep. Anaii3 IIpoekty 8313 m03BoJIIE aBTOPY CTBEPAUTHCS Y JYMIIi, IO
BKOTpE 3iiHCHEHa crhpoOa BHUPIMIMTH MUTAHHS CHIBBIIHOIIEHHS (TIepeBaru)
PUHKOBHUX 1 COLIaJbHUX 3acajJ y peryJioBaHHI TPYJIOBUX BIJHOCHUH HE Ha
KOPUCTh OCTaHHIX. Tak, OJHIEI0 3 HOBAIllil 3a3HAYEHOTO 3aKOHOIPOEKTY €
BUKJIIOUCHHS HOPM IIOJO0 TBOPYHUX BIAMYCTOK. BapTo 3ayBakuTu, 110 aBTOpU
[Tpoexty 8313 He 3HANNUIM 3a HEOOXIIHE OKpPEMO OOIPYHTYBATH JOIIIBHICTD
Ta HEOOX1AHICTh MPOMOHOBAHUX BHUKIIOYEHb. 3 IMOSICHIOBAIBHOI 3alUCKH JI0
3aKOHOMPOEKTY, YV K1 HOPMOTBOPII JTOBOASATH HEOOX1AHICTh MOTO TIPUIHSATTS,
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