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UNIT 1. SOFTWARE CONSTRUCTION
Exercise 1. Study the basic vocabulary.

a) terms

software — nporpamue 3abe3nedeHns (I13)

software construction — kouctpyroBanus [13

software engineering — irmxenepis I13

software design — npoexryBanus I13

software life cycle — sxutreBuit mukn 113

software system — cucrema I13, mporpaMHmii KOMILJIEKC

software project — mpoexr I13

hardware — amapaTtHe, TexHiuHe 3a0e3redeHHss ab0 OCHAICHHS (Ha

BIOMIHY 8I0 NpPOSPAMHO20), €IEMEHTH KOMII'IOTEpIB;
cn."3ani3o0"

coding - mporpamMyBaHHS, KOJyBaHHs

verification — Bepudikarris

verify — koaTpomoBaTH, IEpEBIpATH

unit testing — TecTyBaHHS KOMIIOHEHTIB CHCTEMH

integration testing — recryBarHs B3a€MOIii KOMITOHEHTIB CHCTEMHU

debugging — mamaromkenus

routine — migmporpama

variable — 3minHa

formatting - monauus (inghopmayii) y popmari

named constant — imeHOBaHa KOHCTaHTa

control structure — kepiBHa KOHCTPYKITist

statement — oriepaTop (mosu npoepamysarnms)

low(high)-level design — Hr3bKO(BHUCOKO)piBHEBHIA TPOSKT

source file — Buxiguuii paiin

software configuration — koHdirypartist mporpaMHux 3aco0iB

configuration item — enemenT KoH}piryparrii

content — 3wmicr, iHpopMalliiiHe HaOBHEHHS

test case — Halip TECTOBMX [JaHUX, KOHTPOJBHUH TPHUKIA]T
(OoxkymenmanvHo ogopmienuti NOCIOHUK, AKUL GUSHAYAE, K
Mae abo Mmodce Oymu npomecmosana (QyuKyia abo
KomOIHayis @yHkyiti)



b) nouns

creation — cTBopeHHs

combination — moegHanus

activity — mis, onepartist, podora, 3axin
activities - gistpHICTD

boundary — mexa

integration — inTerpariis, moeHAHHS
groundwork — ocHoBa, 6a3a, pyHIaMeHT
management — ynpasJiiHHs, KepyBaHHS

c) verbs

refer (to) — 1) crocyBarucs 2) Ha3UBaTH

involve — Bxmmrouaty B cebe, iependayaTu

link — 3’ennyBaTH, 3B’ 13yBaTH, CIIOJIyYaTH

provide — 3abe3meuyBaTH, HaJaBaTH

vary — miasaTu(cst), 3MiHIOBaTH(Cs), BIAPI3HITHCS

depend (on) — 3anexatu (Bix)

integrate — 06’eaHyBaTH, IHTErPYBATH

lay (p., pp. laid) — xmactu

proceed — 1) BinOyBaTucs 2) npoaoBKyBaTH(Cs)

determine — Bu3HavaTH

create — cteoproBatu

select — BubOupartu, OOUpPATH; KOMILICKTYBATH

organize — opraHi3oByBaTH, CTBOPIOBATH, BIIOPSAKOBYBATH
review — repeBipsITH; OTJIAAaTH; PEICH3YBATH

polish — nwridhyBaTH; neraabHO OMPaIbOBYBATH; BJOCKOHATIOBATH
tune — perysroBaTH, HaJIArOKYBATH

produce — cTBOprOBaTH, BUPOOIIATH

d) adjectives

detailed — neranpHuil, KOCKOHAIUI

meaningful — sHauymwmii, 3HAYUMHI

significant — 3Ha4yHMi, BaKIHBHMA, ICTOTHHIA
particular — xoHkpeTHuit, TaHuI

specific — konkpeTHuii; cnerudivamit; 0coOIMBUI
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e) adverbs

separately — okpemo

successfully — ycmimao

carefully — yBaskHo, 0b6epexHO
typically — 3a3Buyaii, 3Buuaitno
closely — 1) 6au3bK0; TicHO 2) IyXe
thus — Tax, TakuM YHHOM

Exercise 2. Choose verbs among the following words. Put the first let-
ters of the verbs into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Vary, routine, enter, boundary, refer, particular, involve, subsys-
tem, facilitate, separately, integrate, few, create, significant, access, spe-
cific, tell, instruct, success, operate, meaningful, navigate.

Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:
a)

refer (to), detailed, combination, meaningful, link, involve, vary, com-
ponent, need, integrate, specific, verify, proceed, create, select, polish,
carefully, tune, manage, strongly, typical;

b)
meaningful, integration, strongly, output, carefully, separately, fast, few,
closely.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: construct — construction — constructor — constructive - construc-
tively

Construct, mean, combine, verify, integrate, act, strong, system, sepa-
rate, success, add, select, care, close, detail, create, engine.
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Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

The term software construction refers to; the detailed creation of work-
ing, meaningful software; a combination of coding, verification, unit
testing, integration testing, and debugging; software engineering; de-
tailed boundaries between design, construction, and testing; to depend
upon the software life cycle processes; the integration of separately con-
structed routines; to lay the groundwork; to proceed successfully; to cre-
ate the named constants; to select control structures; to organize blocks
of statements; to integrate software components; to make the code faster
and use fewer resources; to produce such configuration items as source
files, content and test cases; software configuration management.

Exercise 6. Read and translate text 1.

Text 1. Software Construction Activities

The term software construction refers to the detailed creation of
working, meaningful software through a combination of coding, verifi-
cation, unit testing, integration testing, and debugging.

The software construction is linked to all the other software engi-
neering activities, most strongly to software design and software testing.
This is because the software construction process itself involves signifi-
cant software design and test activity. It also uses the output of design
and provides one of the inputs to testing. Detailed boundaries between
design, construction, and testing (if any) will vary depending upon the
software life cycle processes that are used in a project.

One of the key activities during construction is the integration of
separately constructed routines, classes, components, and subsystems. In
addition, a particular software system may need to be integrated with
other software or hardware systems.

The following specific tasks are involved in software construc-
tion:

— verifying that the groundwork has been laid so that construction
can proceed successfully;

— determining how your code will be tested;

— determining and writing classes and routines;

— creating and naming variables and named constants;
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— selecting control structures and organizing blocks of statements;

— unit testing, integration testing, and debugging your own code;

—reviewing other team members’ low-level designs and code and
having them review yours;

— polishing the code by carefully formatting and commenting it;

— integrating the software components that were created separately;

— tuning the code to make it faster and use fewer resources.

Software construction typically produces configuration items that
need to be managed in a software project (source files, content, test cas-
es, and so on). Thus, the software construction is also closely linked to
the software configuration management.

Exercise 7. Find in text 1 the English for:

KOHCTPYIOBaHHSI TIPOTPaMHOTO 3a0e3leueHHs; JieTajbHe CTBOPEHHS
poOOYOro, 3MICTOBHOTO TPOTPAaMHOTO 3a0e3MECUCHHS;, TO€IHAHHS
KOOyBaHHH, HepeBipKI/I, TECTYBAaHHA KOMHOHCHTiB CUCTEMU, TCCTYBAHHA
B3a€MOIii KOMIIOHEHTIB CUCTEMH Ta HaJaroKEHHS;, OyTH TIOB’I3aHUM 3
PO3pPOOKOI0 TPOrPaMHOTO 3a0€3IEUSHHS; TPOCKTYBAHHS Ta TECTYBAHHS
MporpamMHOro 3a0e3MeUeHHs; YiTKI MEXKI; 3aJeKaTh Bi MPOIECIB
XKHUTTEBOTO  IMKIY  MPOrPaMHOr0  3a0e3le4eHHS;  TOE€THAHHS
MigmporpaM, KiaciB, KOMIIOHEHTIB Ta TMiACHCTEM; 3aKJIacTH OCHOBY;
MPOXOAWTH YCHINIHO, CTBOPEHHS IMEHOBAHMX KOHCTaHT; BHOIp
KepiBHUX KOHCTPYKIIil; CTBOpPEHHS OJIOKIB ONEpaTopiB; HATATOMKEHHS
KOIly, TiepeBipka HU3BKOPIBHEBHX MPOTPAMHUX CTPYKTYp Ta KOIY;
BiIperyaoBaT KOJA TaK, Mo0W BiH OyB MIBUAIINI Ta BHKOPHUCTOBYBAB
MEHIIIE pecypciB; KepyBaTH TaKMMH eJIeMeHTaMH KOH]irypartii, 5K
BUXiHI (¢aimm, 3MIiCT Ta Ha0OPH TECTOBUX JIaHWX; KepyBaHHS
KOH(}ITypaIieto mporpaMHoOro 3a0e3nedeHHsl.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. The term software construction refers to the detailed creation of
working, meaningful software through a combination of coding, verifi-
cation, unit testing, integration testing, and debugging. 2. The software
construction process itself involves significant software design and test
activity. 3. The software construction is linked to all the other software
engineering activities, most strongly to software design and software
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modelling. 4. Detailed boundaries between design, construction, and
testing (if any) will vary depending upon the hardware life cycle pro-
cesses that are used in a project. 5. The software construction also uses
the output of testing and provides one of the inputs to design. 6. One of
the key activities during construction is the integration of separately
constructed routines, classes, components, and subsystems. 7. Besides
other things, software construction involves testing control structures
and routines. 8. In addition, a particular software system may need to be
integrated with other software or hardware systems. 9. The code can be
polished by carefully formatting and commenting it. 10. Software con-
struction typically produces configuration items that need to be man-
aged in a software project (source files, content, test cases, and so on).
11. The code needs tuning to make it faster and use fewer resources.
12. The software construction is also closely linked to the project man-
agement.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to refer to a) successfully

2. to depend on b) tasks

3. to review c) the creation of software

4. to be linked to d) configuration items

5. to create e) software engineering activities
6. to be integrated with f) the software life cycle process
7. to test g) low-level designs

8. to involve h) software or hardware systems
9. to produce i) named constants

10. to proceed j) the code

Exercise 10. Fill in the blanks with prepositions in,(up)on, with, of, to,
through, between where necessary.

1. The term software construction refers ... the detailed creation ...
working, meaningful software ... a combination ... coding, verification,
unit testing, integration testing, and debugging. 2. The software con-
struction is linked ... all the other software engineering activities, most
strongly ... software design and software testing. 3. It also uses the out-
put ... design and provides one ... the inputs ... testing. 4. Detailed
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boundaries ... design, construction, and testing (if any) will vary de-
pending ... the software life cycle processes that are used ... a project.
5. ... addition, a particular software system may need to be integrated ...
other software or hardware systems. 6. Some configuration items that
need to be managed ... a software project (source files, content, test cas-
es, and so on).

Exercise 11. Fill in the blanks with proper terms(software engineering,
debugging, source file, routine, verification, coding, software, soft-
ware construction) to complete the sentences.

1. is establishment of the correctness of a theory, fact, activity,
etc. 2. is the detailed creation of working, meaningful software
through a combination of coding, verification, unit testing, integration
testing, and debugging. 3. is locating and removing defects in a
device, system, plan, program, etc. 4. is a set of instructions,
called a program, which tells a computer what to do. 5. is
writing texts of programs. 6. is a part of a program perform-
ing a specific function. 7. is the original form of a program
before it is converted into a machine-readable form. 8. is a
systematic and disciplined approach to developing software which ap-
plies both computer science and engineering principles to the creation,
operation and maintenance of the computer systems.

Exercise 12. Answer the questions on text 1.

1. What does the term software construction refer to? 2. What software
engineering activities is the software construction linked to? 3. What do
the detailed boundaries between design, construction, and testing de-
pend on? 4. What is one of the key activities during construction?
5. What may a particular software system need to be integrated with?
6. What specific tasks are involved in construction? 7. How can the
code be polished? 8. What is the purpose of code tuning? 9. What does
software construction typically produce? 10. What is software construc-
tion also closely linked to?

Exercise 13. Put all possible questions to the sentences below.

1. The term software construction refers to the detailed creation of
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working, meaningful software. 2. The software construction is linked to
all the other software engineering activities. 3. The software construc-
tion process itself involves significant software design and test activity.
4. Detailed boundaries between design, construction, and testing depend
upon the software life cycle processes. 5. Software construction typical-
ly produces configuration items that need to be managed in a software
project. 6. The software construction is also closely linked to the soft-
ware configuration management.

Exercise 14. Translate into English.

1. TepmiHOM  “KOHCTpPYIOBaHHSI  IpOTpaMHOro  3a0e3redeHHs”
HA3UBAIOTh JIETAbEHE CTBOPEHHSI poOOYOro, 3MiCTOBHOI'O MPOrPaMHOrO
3a0e3redyeHHs UIIXOM MOEJHAHHS KOJYBaHHS, TIEPEBIpPKU, TECTYBaHHS
KOMIIOHEHTIB CUCTEMH, TECTYBaHHS B3a€EMO/Iii KOMIIOHEHTIB CHCTEMH Ta
HanaromkeHHs. 2. KoHCTpytoBaHHS TPOrpaMHoro 3ade3rnedeHHs! MoB’ -
3aHe 3 yciMa IHIIUMH BUAaMH POOOTH 3 PO3POOKH MPOrpamMHOro
3a0e3reueHHs, HalOUIbIIe 3 HOro MPOEKTYBAHHIM Ta TECTYBaHHSIM. 3.
Cam mporiec KOHCTPYIOBAaHHS TPOrPAMHOTO 3a0e3leueHHsT BKITIOYAE
Oarato mpoekTyBaHHS Ta TecTyBaHHsA. 4. Takox B mporeci
KOHCTPYIOBaHHsI IIPOrPaMHOr0  3a0€3ME€YCHHS BUKOPUCTOBYIOTHCS
BHUXIZHI JIaHI TPOEKTYBaHHS, $Ki 3a0e3MedyroTh OJIWH 13 BXITHHX
mapaMmeTpiB Ui TecTyBaHHS. 5. UYiTki MeXi MDK po3poOKoro,
KOHCTPYIOBaHHSIM Ta TECTYBaHHSIM 3aJI€KaTh BiJ NPOLECIB >KUTTEBOTO
LUKITy IPOrpaMHOrO 3a0e3MeUYeHHs, 110 BUKOPUCTOBYIOTECS B IIPOEKTI.
6. OgHUM 3 KITFOYOBHX ITPOIECIB KOHCTPYIOBAHHS € MOETHAHHS OKPEMO
CTBOPEHHX IMIAIpPOrpaM, KJIACiB, KOMIIOHEHTIB Ta mimcucteMm. 7. Kpim
OTO OKpeMi CHCTEMH TMpOrpaMHOro 3a0e3leueHHS  MOXYTh
norpedyBaTH IMOEAHAHHS 3 IHIIMMU NPOTPAMHUMH UM alapaTHUMH
cucreMamu. 8. CriodyaTky HEOOXiTHO TEPEBIPUTH, UM 3aKIIaJIeHI OCHOBH
JUIA  YCITIITHOTO TpOBeAeHHA KoHcTpyioBaHHA. 9. IlotiMm motpibHO
BHU3HAYMTH CHOCIO TeCTyBaHHS KOIY, HAIMCATU KJIACH Ta MiANpOrpamu,
CTBOPHUTH ¥ Ha3BaTW 3MiHHI Ta iMeHoBaHi koHcTaHTH. 10. Ilicnms mporo
moTpibHO BUOpaTH KepiBHI KOHCTPYKIIil Ta CTBOPUTH OJIOKH OIEpaTopiB.
11. Bci wieHn KOMaH/IY MOBUHHI TIEPEBIPUTH HU3LKOPIBHEBI MPOrpaMHi
CTpYKTYypu Ta Kox oauH omHoro.12.Komg mae OyTu HamaromkeHHi,
“BiguutipoBaHUi” Ta BiIperyibOBaHWUM Uil HOro MPULIBHJICHHS Ta
BUKOPUCTaHHS ~ MeHIIOi  KimbkocTi  pecypciB. 13,  Ilig  wac
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KOHCTPYIOBaHHsI MPOrpaMHOro 3a0e3ledyeHHs] 3a3BUYail CTBOPIOIOTHCS
eNeMeHTH KoHQirypamii, mo morpe0yloTh KepyBaHHS B MPOrPaMHOMY
npoekTi. 14. Takumu enemMeHTaMu KOHGIrypaii € Buxigui ¢ainm, 3mict
Ta Habopu TectoBHX MaHux. 15. OTke, KOHCTPYIOBaHHS MPOrPaMHOTO
3a0e3MeueHHs] TAKOK TICHO TMOB’si3aHe 3 KepyBaHHSIM KOH(irypariero
MPOrpaMHUX 3aCO0iB.

Exercise 15. Write a summary of the text “Sofiware Construction” using
the phrases:

The text deals with the problem of ...
is devoted to ...
describes ...
focuses on ...
gives detailed information on ...
informs the readers of ...
The key note of the text is ...

Exercise 16. Study the vocabulary to text 2.

Identify - BcraHOBMIOBAaTH, BUABJIATH, BU3HAYATH

NUMErous — YucaIeHHUN

software architecture — apxiTekTypa nporpamMHOro 3a0e3redeHHs

distinct — sicumii, BUpa3HMii; TiTKHI

definition — Busnavenss, nediHiiis; TIyMadCHHs

maintenance — cCympoBia, MATPUMKA, EKCIUTyaTallis, TEeXHIYHE

00CITyTOBYBaHHS
preexisting — sikuii iCHyBaB paHiliie; iCHYHOUYHIA
substantial — 1) icrorHuii, BaXXIHBHIA, 3HAYHNI; BETUKHA 2) OCHOBHUM,
TOJIOBHHI

creativity — 1) TBopwi 3mi0HOCTI, 3aTHICTH 10 CTBOPEHHS 2)
KpeaTUBHICTbh, TOTEHITial iHdopMarlii

judgement - cy/KeHHS, TyMKa, OIiHKa

interface — intepeiic, B3aeMoIisi, B3a€MO3B’ 130K

user-interface — kopucryBalbKHii iHTEpdEIC

affect — BmBaTH

ultimate — ocraroununii, KiHEeBUI

call for — BumaraTu, morpedyBaru

Exercise 17. Read and translate text 2.
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Text 2. Software Development

Developing computer software can be a complicated process, and
in the last 25 years researchers have identified numerous distinct activi-
ties that go into software development. They include:

- problem definition;

- requirement development;
- construction planning;

- software architecture or high-level design;
- detailed design;

- coding and debugging;

- unit testing;

- integration testing;

- integration;

- system testing;

- corrective maintenance.

These activities may be grouped together as “programming” or
“creating a software product”. If you create software on informal pro-
jects you deal with the activity the researchers refer to as “construction”.

Construction focuses on coding and debugging but also includes
detailed design, unit testing, integration testing, and other activities.
Construction is also sometimes referred to as “coding” or “program-
ming”. But “coding” isn’t really the best word because it implies the
mechanical translation of preexisting design into a computer language.
Construction is not at all mechanical and involves substantial creativity
and judgement.

But what activities are not part of construction? Important non-
constructional activities include management, requirements develop-
ment, software architecture, user-interface design, system testing, and
maintenance. Each of these activities affects the ultimate success of a
project as much as construction — at least the success of any project that
calls for more than one or two people and lasts longer than a few weeks.

Exercise 18. Find in the text 2 the English for:

13



CKJIaJIHUH TPOIEC, BHU3HAYATH 0araTo OKPEMHUX IPOIIECiB; PO3podKa
BHMOI;, BH3HQYCHHS 3aBJIaHHS; BHCOKOPIBHEBE IIPOCKTYBaHHS;
KOJYBaHHS Ta HAJAaro/UKCHHS; TECTYBaHHS KOMIIOHCHTIB CHUCTEMHU Ta
TECTYBaHHsS  B3a€MOJii KOMIIOHGHTIB CHUCTEMH; KOPHUTYBaJIbHUUN
CYIIPOBiJ; MaTH CHpaBy 3 pPOOOTON, SKY JOCTIIHMKM Ha3UBaIOTh
KOHCTPYIOBaHHSIM; nepeadavyaTu barato KPEaTUBHOCTI Ta
PO3CY/UIMBOCTI; TPOEKTyBaHHs iHTepdelicy KopucTyBaya; KiHIIEBHIM
YCIIIX TMPOEKTY; MOTpedyBaTH OUIbIIE IBOX JIIOJCH, MPOIOBKYBATUCS
OLIbIIE IEKIIBKOX TUKHIB.

Exercise 19. Answer the questions on text 2.

1. What activities does software development include? 2. What may
these activities be named as? 3. What does software construction focus
on? 4. What is construction sometimes referred to as? 5. Is construc-
tion just a mechanical process? 6. What activities are not a part of con-
struction? 7. How do these activities affect the ultimate success of a
project?

Exercise 20. Use the proper tense form of the verbs in brackets. (Pre-
sent, Past or Future Indefinite).

1. Software (be) just instructions which (tell) the computer what to do.
2. The IBM 360 (be) the first commercially successful computer family.
3. The Internet (be) the biggest network in the world. 4. Computer
professionals (decide) which hardware, software, and networks endure.
5. The PC (start) a revolution which affects nearly everything we do
today. 6. Some common operating systems still in use (be) Windows
2000, Windows XP and Windows Vista. 7. Most software (change) over
time and the anticipation of change (drive) many aspects of software
construction. 8. Our former network administrator (relate) with routing
technology such as Cisco. 9. Distance learning and videoconferencing
(be) concepts made possible with the use of an electronic classroom.
10. As computers (evolve) throughout the late 20th century, they (be-
come) more interactive. 11. The objective functions (depend) on the
perspective of the model's user. 12. The international company (store)
their customer information in a central database in Brussels. 13. Today,
computers in security systems (result) in safer environments. 14. Our
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homes and even objects on the street probably (interact) with our
smartphones seamlessly. 15. Computer languages that (require) an in-
terpreter often (run) slower than languages that (require) a compiler. 16.
The system administrator (need) to upgrade the machine hardware. 17.
The iPhone (have) all the features of a PDA, mobile phone, and an MP3
player in one package. 18. The evolution of nanocomputer technology
(enable) us to build microscopic machines. 19. Operating system soft-
ware (run) on laptop computers, cell phones and other so-called embed-
ded devices. 20. During next ten years the size and shape of the comput-
er (become) a major design issue. 21. Steve Jobs (be) famous for mak-
ing high quality computers. 22. Computers can (help) people work more
creatively. 23. The continued success of mainframes likely (depend) on
the functionality. 24. Programs written in Java can (run) on many dif-
ferent computer architectures and operating systems. 25. The popularity
of computer networks sharply (increase) with the creation of the World
Wide Web (WWW) in the 1990s. 26. The Internet’s technical changes
(have) an increasing effect on our social and political structures. 27. The
early versions of Microsoft Windows (not provide) any computer net-
working support. 28. With small computing devices people (be) able to
spend more time doing what they often do best. 29. The specialist (use)
Bluetooth technology to create a personal area network (PAN). 30.
Without innovations in the areas of microprocessor and software relia-
bility future systems (face) continuous failure.

Exercise 21. Choose the right form of the verbs in brackets and trans-
late the sentences. Mind the sequence of tenses.

1. The IT support technician asked the end user how often he (update/is
updating/updated) his device drivers. 2. The programmers know that PC
servers (cost/will cost/costs) in the range of a few thousand dollars.
3. Analysts predict that our homes, cars and even objects on the street
(interact/interacts/will interact) with our smart phones and with each
other. 4. Teachers say that educational interaction (includes/was includ-
ed/will include) many factors, among them are students, curriculum,
parents, teachers, administrators and more. 5. The woman said she al-
ways (is searching/searches/searched) for freeware versions of an appli-
cation before buying one. 6. I'm sure the company (releases, will re-
lease, released) a new software next year. 7. The IT manager said the
new information about architect’s project (was/were/will be) unaccepta-
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ble. 8. We know that online applications and services (will transform/
are transforming/transform) the consumer technology market. 9. The
student asked his professor if the course books (was/were/are being)
available as hypertext. 10. | suppose that the specialist (is knowing,
knew, knows) several foreign languages.

Exercise 22. Change the sentences into indirect speech.

1. The lecturer told his students, “Microsoft Windows has a significant
majority of market share in the notebook computer markets.” 2. The
professor warned our group, “Don’t forget to review the material of
the previous lecture on software engineering”. 3. “You have computer
problems that involve your operating system or an application”, the IT
specialist said to his client. 4. “Did you study any programming com-
puter codes yesterday?” he asked his groupmates. 5. “Our analysts
didn’t establish computer security programs to prevent attacks”, she
complained. 6. My friend told me, “Tablets will take over from
smartphones as the technology of choice for shopping”. 7. “Last week
we developed specialized databases for company needs,” replied the
programmer. 8. “What Internet provider will you choose?” asked him
his colleague. 9. “Our technicians will help users deal with hardware
and software problems”, explained the support engineer. 10. | asked
the networking specialist, “What kind of networks do you maintain?”

Exercise 23. Use Present or Future Simple of the verbs in brackets.
Mind that in subordinate clauses of time and condition, Present Simple
is used instead of Future Simple. Such clauses begin with conjunctions:
if, when, while, since, before, after, unless.

1. After | (finish) school, I (enter) the University. 2. Since nobody (like)
to wait for a computer, high-quality computers (have) fast processors
and lots of quick memory. 3. Before she (get) to the theatre, she (go)
past the computer centre. 4. If you (not have) previous experience, good
contacts, or a good degree from a well-known university, you (be) more
successful in getting a lower-level job. 5. If students (keep) learning
something new every day, they eventually (be) competent enough to get
a high-skill job. 6. Hundreds of books (come) in the future as technolo-
gies (mature) and (evolve). 7. If you (work) on networks for a living and
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you (be) a network engineer, you probably (take) certification exams by
networking companies such as Cisco. 8. Unless nanotechnology or some
other technology actually (become) operational, this trend (end) accord-
ing to some predictions around 2022. 9. While both mainframe and oth-
er platforms (evolve), there (be) some cost advantages to retaining the
old technology. 10. When software (have) a bug the program (crash)
and (terminate) with a confusing message.

Exercise 24. Study the vocabulary to text 3.

Fundamentals — ocroBu

minimize — MiHiMi3yBaTH, 3MEHIIIyBaTH

complexity — ckmaaHicTh

anticipate - nmepexbauatu

change — 1) 3mina 2) 3miHroBaTH(CsI)

concept — MoOHSTTS, KOHIICHIIS

apply (to) — 1) crocyBatucs, BigHOCHTHCS 2) 3aCTOCOBYBaTH(CS)
Major — OCHOBHU, TOIOBHUI

CONVeY — nepeaaBaTH, BUCIOBIIOBATH

intent — mamip

severely — nyxe, 3HAYHO, TOCHTh

ability — MoXHBiCTB, 3MaTHICT

driver — npaiiBep, mym: pyuiiiiHa cuia

essentially — o cyri, icToTHO, HaA3BUYAKHO

particularly — my»e, Haa3BHYaHO, OCOOIUBO

critical — BaxuBHii; HEOOXigHUI

achieve - nocsratu

emphasize — najaBaTi 0COOJIMBE 3HAYCHHS, AKI[CHTYBATH yBary
drive — mym: 3amyckatu, KepyBaTH

unavoidably — Hemuny4e

environment — oTOYEHHs, CepEeIOBHUIIIE

in diverse ways — pisHUMH CIIOCOOaMH, TIO-PI3HOMY
support — maTpuMyBaTH, TiATPHAMKA

technique — Texnika, merox

communication method — merox nmepenadi inpopmarrii
operating system call — BuksHk orepariiiHoi CHCTEMH
tool — 3aci0, iHCTpyMeHT, cepBicHa mporpama

notation — crcrema YKCIICHHS, CHCTEMa MMO3HAYCHb, 3aITHC
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Unified Modelling Language (UML)- yHidikoBana MOBa MOACIIOBAaHHS

fault — mommkomkenns, nedexr, 30ii

ferret out — posiykyBaTH, 3HAXOIUTH

as well as — tak camo, s1K; a TaKoXK

software engineer — crertiamicT 3 po3poOKH MPOrPaMHOrO 3a0e3MeYCHHS

operational — onepariiinuii, onepaTuBHUIA

restricted — oomexenuit

issue — muTaHHs, mpodemMa

interaction — B3zaemois

software interface specification — cmenudikartis, aeTagbHUI OIMKC

mporpamMHoro inTepgeicy

Object Management Group (OMG) — rpyma kepyBaHHS 00’ €KTaMu

International Organization for Standardization (ISO) — Mixuapoana
oprasizarfisi 31 cranapTH3aiii

Exercise 25. Translate the word combinations below into Ukrainian.

Fundamentals of software construction; minimizing complexity; antici-
pating change; constructing for verification; to define the concepts; re-
duced complexity; to emphasize the creation of code; to be particularly
critical to the process of verification and testing of software construc-
tion; to be a part of changing external environments; to affect software
in diverse ways; to be supported by many specific techniques; commu-
nication method; programmer interface standards; operating system
calls; to ferret out the faults; software engineers; to support code re-
views; hard-to-understand language structures; standards that directly
affect construction issues; numerous sources.

Exercise 26. Read and translate text 3.
Text 3. Software Construction Fundamentals

The fundamentals of software construction include:
Minimizing complexity
Anticipating change
Constructing for verification
Standards in construction
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The first three concepts apply to design as well as to construction.
We will define these concepts and describe how they apply to construc-
tion.

Minimizing Complexity

A major factor in how people convey intent to computers is the
severely limited ability of people to hold complex structures and infor-
mation in their working memories, especially over long periods of time.
This leads to one of the strongest drivers in software construction: min-
imizing complexity. The need to reduce complexity applies to essential-
ly every aspect of software construction, and is particularly critical to
the process of verification and testing of software construction.

In software construction, reduced complexity is achieved through
emphasizing the creation of the code that is simple and readable rather
than clever.

Anticipating Change

Most software will change over time, and the anticipation of
change drives many aspects of software construction. Software is una-
voidably part of changing external environments, and changes in those
outside environments affect software in diverse ways.

Anticipating change is supported by many specific techniques:

e Communication methods (for example, standards for document
formats and contents)

e Programming languages (for example, language standards for
languages like Java and C++)

e Platforms (for example, programmer interface standards for op-
erating system calls)

e Tools (for example, diagrammatic standards for notations like
UML (Unified Modelling Language))

Constructing for Verification

Constructing for verification means building software in such a
way that faults can be ferreted out readily by the software engineers
writing the software, as well as during independent testing and opera-
tional activities. Specific techniques that support constructing for verifi-
cation include coding standards to support code reviews, unit testing,
organizing code to support automated testing, and restricted use of com-
plex or hard-to-understand language structures.
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Standards in Construction

Standards that directly affect construction issues include the use
of external standards. Construction depends on the use of external
standards for construction languages, construction tools, technical inter-
faces, and interaction between software construction and other software
engineering. Standards come from numerous sources, including hard-
ware and software interface specifications such as the Object Manage-
ment Group (OMG) and international organizations such as the 1SO.

The Use of Internal Standards

Standards may also be created on an organizational basis at the
corporate level or for use on specific projects. These standards support
coordination of group activities, minimizing complexity, anticipating
change, and constructing for verification.

Exercise 27. Answer the questions on text 3.

1. What do the fundamentals of software construction include? 2. What
does the need to reduce complexity apply to? 3. What is reduced com-
plexity achieved through? 4. What specific technigues is anticipating
change supported by? 5. What does constructing for verification mean?
6. What do specific techniques that support constructing for verification
include? 7. What does construction depend on? 8. What do standards
in construction come from? 9. May standards also be created on an or-
ganizational basis?

Exercise 28. Make up questions to the italicized parts of the sentences.

1. The first three concepts apply to design as well as to construction.
2. This leads to one of the strongest drivers in software construction.
3. Reduced complexity is achieved through emphasizing the creation
of code. 4. Most software will change over time. 5. Anticipating change
is supported by many specific techniques. 6. Standards that directly af-
fect construction issues include the use of external standards. 7. Con-
struction depends on the use of external standards. 8. Standards come
from numerous sources. 9. These standards support coordination of
group activities, minimizing complexity, anticipating change, and con-
structing for verification.
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Exercise 29. Give nouns corresponding to the following verbs. Translate
them.

Construct, verify, apply, define, reduce, achieve, create, anticipate,
communicate, program, operate, automate, restrict, direct, manage, in-
teract, organize, specify, coordinate, act.

Exercise 30. Study the vocabulary to text 4.

Linear — mimiiiamii

waterfall model — Bogocniagna mozens

staged-delivery model — xackaana momens

treat — posrnsgaTi, TpaKTyBaTH, IHTEPIPETYBATH

OCCUr — TparuisiTies, BiOyBaTucs

prerequisite — 1) mepenxymoBa 2) HEOOXiTHUI SIK TIEpeyMOBa
complete — 3akinuayBatu

requirement — Bumora

tend to — MaTu TeHEHII0, CXMIIBHICTD 10

precede — nepemyBatu

emphasis — akiieHT, Harooc

iterative — irepaTHBHHMIA; TOH, 10 IIOBTOPIOETHCS
prototyping - MakeTyBaHHs, po3po0Ka MPOTOTHITY
extreme programming — ekcTpeMaabHe NPOrpaMyBaHHs
concurrently — ogHog9acHo, aparensHo

overlap — mepekpuBaTtu(cs), 9aCTKOBO 30iraTucs
approach — minxizn

consequently — romy, B pe3yabrati

choice — Bubip

extent — crymiab, Mipa, 00cAT, BeTHYWHA

objective — mera

define — BusHavatu

allocation — Buminenns (pecypcy), po3rantyBaHHs, PO3MOILT
assignment — npu3HaYCHHSI, IPHUCBOEHHS, PO3IIOJILT

Exercise 31. Translate the word combinations below into Ukrainian.

Waterfall and staged-delivery life cycle models; to treat construction as
an activity; significant prerequisite work has been completed; extensive
design work; to emphasize the activities that precede construction (re-
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quirements and design); to create more distinct separations between the
activities; to be more iterative, such as evolutionary prototyping and
extreme programming; to occur concurrently with other software devel-
opment activities; the approaches, which tend to mix design, coding,
and testing activities; the choice of construction method; to affect the
extent to which construction prerequisites are performed; to affect the
project’s ability to reduce complexity, anticipate change, and construct
for verification; to be addressed at the process, requirements, and design
levels; to be influenced by the choice of construction method; to define
the order in which components are created and integrated; the software
quality management processes; the allocation of task assignments to
specific software engineers.

Exercise 32. Read and translate text 4.
Text 4. Construction Models and Construction Planning

Numerous models have been created to develop software, some
of which emphasize construction more than others.

Some models are more linear from the construction point of view,
such as the waterfall and staged-delivery life cycle models. These mod-
els treat construction as an activity which occurs only after significant
prerequisite work has been completed — including detailed requirements
work, extensive design work, and detailed planning. The more linear
approaches tend to emphasize the activities that precede construction
(requirements and design), and tend to create more distinct separations
between the activities. In these models, the main emphasis of construc-
tion may be coding.

Other models are more iterative, such as evolutionary prototyping
and extreme programming. These approaches tend to treat construction
as an activity that occurs concurrently with other software development
activities, including requirements, design, and planning, or overlaps
them. These approaches tend to mix design, coding, and testing activi-
ties, and they often treat the combination of activities as construction.

Consequently, what is considered to be “construction” depends to
some degree on the life cycle model used.

The choice of construction method is a key aspect of the construc-
tion planning activity. The choice of construction method affects the
extent to which construction prerequisites are performed, the order in
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which they are performed, and the degree to which they are expected to
be completed before construction work begins.

The approach to construction affects the project’s ability to re-
duce complexity, anticipate change, and construct for verification. Each
of these objectives may also be addressed at the process, requirements,
and design levels — but they will also be influenced by the choice of
construction method.

Construction planning also defines the order in which compo-
nents are created and integrated, the software gquality management pro-
cesses, the allocation of task assignments to specific software engineers,
and the other tasks, according to the chosen method.

Exercise 33. Find in text 4 the English for:

YUCIICHHI MOJENI; pO3pOoOJIATH MporpamMHe 3a0e3NeUeHHs; MPHALIATH
0CO0JIMBE 3HAYCHHS KOHCTPYIOBAHHIO; BOJOCHAIHI Ta KACKaaHI MOJEIi
JKUTTEBOI'O0 IUKITY; PO3TIIAAATH KOHCTPYIOBAHHSA AK ITPOLEC; BaXXJIMBa
monepenHs po0oTa; JHIWHMKA IMAXiM; omepariii, 1Mo THepeayroTh
KOHCTPYIOBaHHIO; YiTKE PO3MEKYBaHHS; CBONIONIHHE MOJIEIIOBAHHS;
eKCTpeMalbHEe MPOrpaMyBaHHS;, IOEHYBATH BUMOTH, MPOSKTYBAaHHS Ta
IUTAHYBaHHS;  BIUIMBATH HA  CTYNiHb  BHKOHAHHS  IEPEIyMOB
KOHCTPYIOBaHHS; MiAXi A0 KOHCTPYIOBaHHS; BHOIp MeTomy
KOHCTPYIOBAHHSI, TIOPSJIOK CTBOPEHHS Ta TIOEIHAHHS KOMIIOHEHTIB,;
MpoIeC KEepPyBaHHA SKICTIO TMPOTPAMHOTO 3a0e3MedeHHs; pPO3MOJLT
3aBJIaHb.

Exercise 34. Make five key questions to the text “Construction Models
and Construction Planning .

Exercise 35. Study the vocabulary to text 5.

Artifact — apredakT, IpoayKT po3poOKH, pobOUHii MPOLYKT
measure — 1) mipa 2) BUMIpIOBaTH, OI[IHIOBATH, BU3HAYATH

rate — 1) temmn, mBUAKICT, 4acToTa 2) KoedimieHT 3) IHTEHCUBHICTh
effort — sycumist; o6csr poGir, pobora

schedule — 1) rpadik, poskian; mian pooiT 2) riaHyBaTH

fix — 1) Bu3Havartu 2) 3apikcoByBaTH, 3aKpIILTIOBATH

ensure — 3abe3nevyBaTu

come to terms (with) — momMoBnsTHCS; IPUIIMATH YMICH YMOBHU
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arbitrary — noBinbHuUi

chaotic — HeBIOpSIKOBaHMIA, XaOTUIHHIA

constraint — ooMexeHHs

proximity — 6JIM3bKICTh; CXOXKICTh

drive (p. drove, pp. driven) — pymati, IpUBOIUTH B PyX

consideration — MipkyBaHHs

craft-like — mpodeciiinmii, maiicrepanit

explicitly — siBHo

regardless of — He 3BepTatoun yBary Ha

immovable — Hepyxomuii, He3MiHHHI

impose (a constraint) — naxnamatu (0bmesicenns)

address — 1) cnpsimoByBatu (3ycunist) 2) 3Bepratucs (0o xoeocw - 10);
azpecyBaTu

scale — mkana, Mmacirad

small-scale — HeBenmkwmit

account for — BpaxoByBaTH

unanticipated — menepenbauyBaHmit

gap - mporaiauHa

flesh out — korkpeTu3yBaTn

Exercise 36. Read and translate text 5.

Text 5. Construction Measurement and Design

Numerous construction activities and artifacts can be measured,
including code development, code modification, code reuse, code de-
struction, code complexity, code inspection statistics, fault-fix and fault-
find rates, effort, and scheduling. These measurements can be useful for
purposes of managing construction, ensuring quality during construc-
tion, improving the construction process, as well as for other reasons.

Construction is an activity in which the software has to come to
terms with arbitrary and chaotic real-world constraints. Due to its prox-
imity to these constraints, construction is more driven by practical con-
siderations and software engineering is perhaps most craft-like in the
construction area.

Some projects allocate more design activity to construction; oth-
ers to a phase explicitly focused on design. Regardless of the exact allo-
cation, some detailed design work will occur at the construction level,
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and that design work tends to be dictated by immovable constraints im-
posed by the real-world problem that is being addressed by the software.
Just as construction workers building a physical structure must make
small-scale modifications to account for unanticipated gaps in the build-
er’s plans, software construction workers must make modifications on a
smaller or larger scale to flesh out details of the software design during
construction.

Exercise 37. Find in text 5 the English for:

OI[IHIOBAaTH YHWCIICHHI TIpoliecH Ta apTedakTH KOHCTPYIOBAHHS,
BKJIFOUaTH  po3poOKy, Moau(ikalliro, TIOBTOPHE BHKOPHCTaHHS,
pYHHYBaHHS Ta CKJIAJHICTh KOJAY; BKJIIOYATH CTATHCTHKY MEPETIsLy
KOy, Koe(illieHT BU3HAYCHHS Ta 3HAXOJDKCHHS MOMMUIIKH, 00CAT poOiT
Ta IUIAHYBaHHSA; 3 MCTOIO0 KE€pPYBaHHA KOHCTPYIOBAHHAM, 3a0e3reyeHHs
SIKOCTi B TIPOIIECi KOHCTPYIOBaHHS Ta BIOCKOHAJICHHS KOHCTPYIOBAHHS;
IIPUCTOCOBYBATHUCA 10 ,ZIOBiJ'IBHI/IX Ta XaOTHYHUX OOMEKEHD pc€ajibHOr o
CBIiTY; 4Yepe3 MOAiIOHICTh 10 0OMEKEHb PeallbHOTO CBITY; pO3POOJICHHS
MIpOrpamMHOro 3a0e3rMedcHHs; OyTH HaWOUThIT MaiicTepHUM y cdepi
KOHCTPYIOBaHHS, HE 3BEPTAIOYM yBary Ha YiTKHH pPO3MOILT poOOTH,
MIPOXOUTH HA PiBHI KOHCTPYIOBAHHS, 3yMOBJIOBATHCS HE3MIHHUMH
OOMEXEHHSMU 3aBIaHb PEAIbHOTO CBITY; BHOCHUTH HEBEIMKI 3MiHU;
KOHKPETHU3YBaTH JETali po3pOoOKH POrpaMHOro 3ade3nedeHHsl.

Exercise 38. Write derivatives of the verbs below and explain their
meanings.

Measure, develop, use, modify, destruct, act, improve, consider, move,
anticipate, allocate, require, restrict, specify, design.

Exercise 39. Find in the text words that can function both as nouns and
verbs. Translate them.
Model: work — 1) nparns

2) mparroBaTH

Exercise 40. Answer the questions on text 5.
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1. What construction activities and artifacts can be measured? 2. What
can these measurements be useful for? 3. What constraints does the
software have to come to terms with? 4. What is construction driven
by? 5. Why must software construction workers make modifications on
a smaller or larger scale design?

Exercise 41. Find some additional information and speak on:

1. Software design.
2. Software testing.
3. Coding and debugging.

UNIT 2. SOFTWARE MODELLING
Exercise 1. Study the basic vocabulary.

a) terms

software model — mozmens mporpamMuoro 3abe3neueHHs

software modelling — MmozmemtoBaHHs MPOrpaMHOTO 3a0€3IeUEeHHS

Unified Modelling Language (UML) — moBa UML, yridikoBana moBa

MOJIETIOBAHHS)

diagram — miarpama, cxema

object-oriented design — 06’€KTHO-OpiEHTOBAHE IPOCKTYBAHHS

legacy system — ycmaakoBaHa CHCTEMa (cucmemd, wo He 3a0080bHAE
BUMO2U, ale BUKOPUCIIOBYEMBCS Yepe3 CKAAOHICMb II 3aMiHu)

fix a bug — BunpaBuTH OMHIIKY (306iit)

dependent quantity — 3amexxHa BenuurHA

process model — mozens mporecy

external perspective — 30BHIiIIHINi acmekT

behavioural perspective — moBeniHKoBuit aceKT

structural perspective — ctpykTypHHU# acriekt

data architecture — apxitekTypa (CTpyKTypa) TaHUX

b) nouns

practice — 1) TexHoOris, IPaKTUKa 2) METOJ, CIIOCiO
feature — BnacTHBICTB, XapaKTEPUCTUKA, OCOOIHUBICTD
image — 300pakeHHs
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Set — CyKkymHiCTb, Ha0Ip

rule — mpaBus0

OWNer — BJI1aCHUK

ownership — nmpaBo Bi1acHOCTI

dependency — 3anexHICTh

dependent — mym: 3anexHa BeTU4YNHA

identity — izeHTUYHICT

violation — mopymenHs

cause — 1) npuynHa 2) CIpUYMHSITH, BUKIUKATH
destruction — pyiiHyBaHHS, 3HUIIICHHS

precedent — mperteneHT; mym: MONEPEAHE 3HAUCHHS
behaviour — moBexiHka, pexxuM podOTH
communication — criKkyBaHHsI, 3B’ 30K
stakeholder — ygacuuk

perspective — ctopoHa, pakypc, TO4Ka 30py, aCreKT

c) verbs

conjure Up — BUKJIMKATH B ysABi

print - npykyBaTH

start from scratch — posmounHaTy 3 HyJIs (3 YHCTOrO JIACTA)
permeate — mpoOXOIUTH KPi3b, IPOHUKATH

evaluate — oLiHIOBaTH, BUSHAYATU

reference — 1) naBaTu ocuaHHs 2) MOJABATH y BUIIISI TAOIHUIb
implement — peanizoByBatH, 3ailiCHIOBAaTH, 3a0€311€4yBaTH

allow — no3BossiTi

interchange — 1) o6mirroBaTH(cst) 2) IIEPECTABIIATH, MIHITH MiCIIAIMH
access — MaTu (OTpUMATH) TOCTYII

expect — ouikyBatu

support — maTpuMyBaTH

d) adjectives

wall-sized — po3mipom 3i cTiny

internal — BHyTpirIHii

out of date — 3acrapinuit

unwieldy — rpomizakuii

available — icHyrounii, HasTBHHHN, ITi X OJISIIITHIA
entire — 1iniA, MOBHUM, BECH

responsible — BimmoBigansHuA
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transferable — sixkuii Moxxe mepenaBatucs

up to date — cyuacHuit, OHOBIICHU I

unique — yHikaapHUMN, He3BUYAHHHIHA

identical — ogHakoBuUiA, TOTOXKHMIA, 11EHTHYHHIMA
uniform — cranuii, piBHUIi, OIHAKOBUIA

e) adverbs

fortunately — na macrs

probably — iimoBipHO

briefly — xopotko, ctucio

exactly — Touro

whenever — koXHOro pa3sy, KoJu; opasy, Koiu 0 He
inherently — 3a cBo€to cyTTIO, Y CBOT OCHOBI; Bil IPUPOIN

f) prepositions

unlike — Ha BigMiHYy Bix

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Permeate, however, modification, responsible, fortunately, object, in-
herently, conjure up, diagram, dependent, environment, unlike, proba-
bly, language, unwieldy, legacy, identify, inherently, interface, briefly,
network, evaluate, whenever, generation.

Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:
a)

diagram, apply to, bug, architecture, create, permeate, implement, allow,
support, feature, cause, perspective, environment, activity, wall-sized,
unwieldy, identical, unique, uniform, quickly, fortunately, briefly, prob-

ably, apply;
28



b)

dependent, destruction, out of date, internal, unwieldy, unique, respon-
sible, quickly, fortunately, unlike.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: create — creation — creator — creativity — creature — creative

Create, internal, fortune, simple, dependence, identify, violate, proba-
ble, brief, responsible, change, behaviour, differ, develop, architect,
structure, apply, quick, cause, active.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

To conjure up images of wall-sized UML diagrams; diagrams are usual-
ly out of date by the time they are printed; large-scale and often un-
wieldy methods; to be not the only kind available for modelling soft-
ware; to start from scratch; to permeate the entire system; to apply to
all software models; ownership, dependency, interface and identity; to
apply to legacy systems as well as to new projects; to think back to the
last serious bug that you fixed; to identify a violation of one of these
rules as the cause; responsible for creation and destruction; to be not
transferable; to be up to date whenever referenced; to implement some
set of interfaces; to inherently identify an object; to access an identical
object; to expect uniform behaviour; communication among stakehold-
ers; to present the system from different perspectives; to show the sys-
tem's context or environment; to show the system development process
as well as activities supported by the system.

Exercise 6. Read and translate text 1.

Text 1. Basics of Software Modelling
Modelling is simply the practice of creating a small system that has
some of the same features of a larger system. When applied to software,
the word modelling usually conjures up images of wall-sized UML dia-
grams. Internal software, however, changes so quickly that such dia-
grams are usually out of date by the time they are printed. Fortunately,
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such large-scale and unwieldy methods are not the only kind available
for modelling software.

A software model does not have to start from scratch. It does not
have to permeate the entire system. The only thing that a software mod-
el needs is a set of rules. The same four rules apply to all software mod-
els.

The four rules of software modelling are:

1) ownership

2) dependency

3) interface

4) identity

Unlike the rules of object-oriented design, these four apply to leg-
acy systems as well as to new projects. Think back to the last serious
bug that you fixed. You can probably identify a violation of these rules
as the cause.

Briefly, ownership means that every object has exactly one owner
responsible for its creation and destruction, and that ownership is not
transferable. Dependency means that any bit of data used to evaluate a
dependent quantity is a precedent, and that dependents must be up to
date whenever referenced. Interface means that every object implements
some set of interfaces, and that these interfaces allow objects to be in-
terchanged. Identity means that all objects have unique identity, that an
interface inherently identifies an object, and that all clients accessing an
identical object can expect uniform behaviour.

Software modelling helps the engineer to understand the function-
ality of the system. Models are used for communication among stake-
holders. Different models present the system from different perspec-
tives:

» external perspective showing the system's context or environment;

» process models showing the system development process as well as
activities supported by the system;

» behavioural perspective showing the behaviour of the system;

 structural perspective showing the system or data architecture.

Exercise 7. Find in text 1 the English for:

CTOCOBHO IIPOTPaMHOTrO 3a0e3MeUeHHs; BUKIMKATH B ysBI 300paskeHHS
BenmmyesHnx UML  giarpam; 3acrapinumii; BenukoMaciiTaOHi —Ta
TPOMI3JKI METOIH; PO3MOYMHATUCS 3 HYJSl; MPOXOTUTH dYepe3 BCIO
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cUCTeMy; Ha0ip MpaBWI;, MPaBO BIACHOCTI, 3aJISKHICTh, B3aEMO3B’I30K
Ta iJEHTHUYHICT, HA BIOAMIHY BiJ TpPaBWI 00 €KTHO-OPIEHTOBAHOTO
MPOEKTYBaHHS;, 3aCTOCOBYBATUCS JIO YCIAJIKOBAHUX CHCTEM TaK Camo,
SIK 1 0 HOBHX TPOEKTIB; BUIPABISITA CEPHO3HY MOMUJIKY; TOPYILICHHS
MpaBUJ; CTBOPEHHSI Ta 3HUILCHHS; MPaBO BJIACHOCTI HE IMEPEAaeThCs;
BHU3HAYATH 3AJIGKHY BEMMUYMHY; OyTH HAWHOBIIIMMH BCSAKHH pa3, KOJH
70 HHUX 3BEPTaIOThCS; 3a0e3leuyBaTu JesKy CYKYIHICTh iHTepdeiciB;
JIO3BOJISITH TIEPECTABJIATH OO0 €KTH; MAaTH JOCTYI JO 1JEHTHYHOrO
00’€KTy; O4YIKyBaTH OJJHAKOBOI MOBEAIHKH; OOMiH iH(oOpMaIliiclo cepen
YUYaCHUKIB;, TIPEICTABISATH CHCTEMY 3 PpI3HUX CTOpiH; ITOBEIiHKA
CHCTEMH.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. When applied to software, the word modelling usually conjures up
images of matchbox-sized circuit diagrams. 2. Modelling is simply the
practice of creating a large system that has some of the same features of
a smaller system. 3. Unfortunately, large-scale and unwieldy methods
are the only kind available for modelling software. 4. Internal software
does not change quickly and diagrams are usually up to date by the time
they are printed. 5. A software model has to permeate the entire sys-
tem. 6. A software model does not have to start from scratch. 7. The
four rules of software modelling are: significance, availability, simplici-
ty and minimization. 8. Unlike the rules of object-oriented design, these
four do not apply to legacy systems as they do to new projects. 9. De-
pendency means that any bit of data used to evaluate a dependent quan-
tity is a precedent, and that dependents must be up to date whenever
referenced. 10. Briefly, ownership means that every object has exactly
one owner responsible for its creation and destruction. 11. Interface
means that every object implements some set of interfaces, and that
these interfaces do not allow objects to be complementary to one anoth-
er. 12. Software modelling helps the engineer to understand the func-
tionality of the system. 13. Identity means that all objects have unigue
identity, that an interface inherently identifies an object, and that all
clients accessing an identical object can expect uniform behaviour.
14. Different models present the system from different perspectives:
external perspective, system development perspective, behavioural per-
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spective and structural perspective.
Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to change a) uniform behaviour

2. to be b) the system from different perspectives
3. to start from c) the last serious bug

4. to apply to d) communication among stakeholders
5. to think back to e) legacy systems

6. to evaluate ) some set of interfaces

7. to implement g) scratch

8. to expect h) a dependent quantity

9. to be used for i) quickly

10. to present j) out of date

Exercise 10. Fill in the blanks with prepositions to, of, by, from, unlike,
with, among, up, for where necessary.
1. Modelling is simply the practice ... creating a small system that has
some ... the same features ... a larger system. 2. When applied ...
software, the word modelling usually conjures ... images ... wall-sized
UML diagrams. 3. Internal software, however, changes so quickly that
such diagrams are usually ... ... date ... the time they are printed.
4. A software model does not have to start ... scratch. 5. ... the rules
.. object-oriented design, these four apply ... legacy systems as well as
.. new projects. 6. Briefly, ownership means that every object has ex-
actly one owner responsible ... its creation and destruction. 7. Software
modelling helps the engineer to understand the functionality ... the Sys-
tem. 8. Models are used ... communication ... stakeholders. 9. A soft-
ware model has to permeate ... the entire system. 10. Different models
present the system ... different perspectives.

Exercise 11. Fill in the blanks with proper terms (structural perspective,

behavioural perspective, process models, external perspective, model-

ling, identity, interface, dependency, ownership) to complete the sen-

tences.

1. means that every object implements some set of interfac-

es, and that these interfaces allow objects to be interchanged. 2.
is simply the practice of creating a small system that has
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some of the same features of a larger system. 3. shows the
system's context or environment. 4. means that any bit of
data used to evaluate a dependent quantity is a precedent, and that de-
pendents must be up to date whenever referenced. 5. show
the system development process as well as activities supported by the
system. 6. means that every object has exactly one owner
responsible for its creation and destruction, and that ownership is not
transferable. 7. shows the system or data architecture.
8. shows the behaviour of the system. 9. means
that all objects have unique identity, that an interface inherently identi-
fies an object, and that all clients accessing an identical object can ex-
pect uniform behaviour.

Exercise 12. Answer the questions on text 1.

1. What is modelling? 2. What does the word modelling usually conjure
up when applied to software? 3. Why are such diagrams usually out of
date by the time they are printed? 4. Does a software model have to
start from scratch or permeate the entire system? 5. What four rules
apply to all software models? 6. What projects do these four rules apply to?
7. What can violation of these rules lead to? 8. What does ownership mean?
9. What does dependency mean? 10. What does interface mean? 11. What
does identity mean? 12. What does software modelling help the engineer
in? 13. What perspectives do different models present the system from?
14. What do these perspectives show?

Exercise 13. Put all possible guestions to the sentences below.

1. The word modelling usually conjures up images of wall-sized UML
diagrams. 2. Internal software changes quickly. 3. Such diagrams are
usually out of date by the time they are printed. 4. The only thing that a
software model needs is a set of rules. 5. The same four rules apply to
all software models.

Exercise 14. Translate into English.

1. MozentoBaHHS — 11€ METOJ CTBOPEHHSI MaJICHBKOI CHCTEMH, IO Ma€
JedKi XapakTepUCTHKH Oinbmoi cucteMu. 2. CTOCOBHO IMPOrPamMHOrO
3a0e3MeYeHHs] CIIOBO MOJECIIOBAHHA 3a3BHYail BUKIMKAE B  YsBI
300paxkerns UML piarpam posmipom 3i ctiny. 3. Ilpore Bwmict
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MPOrpaMHOro 3a0e3MEUCHHS 3MIHIOEThCS TaK INBUJKO, IO JliarpaMu
3a3BHYAil CTAlOTh 3acTapiUlMMH A0 TOro, SIK iX po3apykytoors. 4. Ha
macTs, U MOJETIOBaHHS MPOrpaMHOro 3a0e3MeUeHHs] ICHYIOTh He
JIUIIe Taki BeIWKOMAcIITaOHI Ta TpoMi3nki Meromu. 5. Mogens
MPOrpaMHOro 3a0e3rmedeHHs] HEOOOB SI3KOBO Ma€ PO3IMIOYMHATHUCS 3 HYJIS
i TPOXOAWTH Yepe3 yClo cucremy. 6. €amHe, 4oro morpedye MoJenb
MpOrpaMHOro 3abe3neueHHss — e HaOip mpaBwi. 7. YoTupu mpaBuiia
MOJICJTFOBAHHS IPOrPAMHOI0 3a0€3MEeUYeHHsT — II¢ NPaBO BJIACHOCTI,
3aJIeKHICTh, B3a€EMO3B 30K Ta iIEHTUYHICTh. 8. Ha BigMmiHy Bim mpaBui
00’€KTHO-OpPIEHTOBAHOTO  TPOEKTYBaHHs, 1[I  YOTHPU  TpaBWia
3aCTOCOBYIOTBCSl JI0 YCHaJKOBaHMX CHCTEM TaK caMo, SIK 1 J0 HOBHUX
mpoekTiB. 9. 3rajaiiTe OCTaHHIO CEPIiO3HY IOMUIIKY, SIKY BH BHIIPABUJIH.
10. TlpuunHOIO 1HOTO, WMOBIPHO, MOXKHA BH3HAYMTH TOPYIICHHS ITUX
npasui. 11. [IpaBo BiacHOCTI O03HaYae, M0 KOKHHUN 00’€KT Ma€ JIHIIe
OJIHOTO BJIACHHKA, 1 MIPAaBO BIACHOCTI He rmepenaeTbes. 12. 3anexHicTh
o3HaYae, MO Oyab-sKa KUTHKICTh JaHUX, SKI BUKOPUCTOBYIOTBCS IS
BHU3HAYCHHS 3aJIeKHOI BEIMYUHH, € TMONepeJHiM 3HavyeHHsM. 13.
B3aeM03B’s30k O3HaYae, MO0 KOKHUH OO0’€KT 3a0e3neduye IesKy
CYKYIIHICTh 1HTEp(EHCIB, SKi JTO3BOJSAIOTH MEPECTABIATH 00 €kTH. 14.
IneHTHYHICTH O3HAYaE, MO BCi 00’ €KTH MAaOTh YHIKAJIBHY 1CHTHYHICTb,
1 iHTepdeiic, mo cyrti, BuU3Hayae o00’ekr. 15. MogemoBaHHS
MpOrpaMHOr0  3a0€3MedYeHHs  JOoIoMarae  imKeHepy  3pO3yMiTh
(byHKIIOHATIBHICTh crcTeMH. 16. Pi3Hi Mozeni npencTaBisioTh CUCTEMY
3 piBHEX crTopiH. 17. 30BHImHIN acmekT MoKa3ye KOHTEKCT abo
oroyeHHs cuctemu. 18. Mogeni mporecy MOKa3ylOTh MpPOIEC
pO3pOOIEHHST CUCTeMH, a TaKoX (DYHKIIII, SKi MIATPUMYE IS CHCTEMA.
19. TIloBeminkoBwii acmekT TMOKa3zye moBemiHKy cuctemu. 20.
CTpyKTYpHUH acIeKT MOKa3ye apXiTeKTypy CUCTEMH a0 TaHUX.

Exercise 15. Write a summary of the text ““Software Modelling”.
Exercise 16. Study the vocabulary to text 2.

Natural science - mnpupomO3HABCTBO, OJHA 3 TMPHUPOTHUYMX HAYK
(gpizuxa, ximis)

engineering discipline — imxenepHa (TexHIUHA) JUCIUILTIHA

meteorology — mereopostoris

electrical engineering — enexTporexHika
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social sciences — cycrminbHi HayKH

political science — mositosoris

usable — mpuaaTHuMit U1 BUKOPUCTAHHS, IPAKTUYHUMA, 3pyIHUI
static model — cratuyna monenn

differential equation — nudepenuiiine piBHIHHS
game theory — teopist irop

overlap — mepexpuBatu(cs), 9aCTKOBO 30iraTrcs
optimize — ontumizyBatu

hypothesis — rinmoresa

estimate — oriHIOBaTH, MiZPaxOByBaTH

unforeseeable event — HeniepenbauyBaHa momist

affect — pmBaTH

similarly — moai6HuM unHOM

simulation — MoxenroBanHs

equation — piBHSHHS

relation(ship) — (B3aeM0)3B’5130K, 3aJI€XKHICTh, CIIBBIIHOIIEHHS
real number — nificae 4ncio

integer number — 1ime grcao

boolean - 6yniscekuit, OymiB

string — psimox

property — BIacTUBICTh

timing data — gacoBi mokasHuKK (XapaKTEPUCTHKH)
counters — miaubHI QyHKIIT

event occurrence — HacTaHHs oIil

decision variable — 3minHa pimrenus

input variable — Bxigaa 3minHa

state variable — 3minHa crany

exogenous variable — ex3orenna (30BHIIIHS) 3MiHHA
random variable — BunaikoBa 3MiHHa

output variable — Buxigna 3sminna

constant — rrocriifiHa BeJIM4YMHA, KOHCTAHTA
furthermore — 10 Toro s, KpimM TOro, OiIbIIE TOrO
objective — miie

constraint — oOMexeHHst

objective function — insoBa dyHkItis

perspective — mym: GaueHHs, KOHLEIILisl, TOYKa 30py
index of performance — noka3Huk epeKTUBHOCTI (ITPOYKTHBHOCTI)
measure — 1) nmoka3HHK, KpUTepii 2) BUMIpIOBaTH
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involved — ckmaauwit, 3artytanuii (mexarizm)

Exercise 17. Read and translate text 2.
Text 2. Mathematical Models

A mathematical model uses mathematical language to describe a
system. Mathematical models are used not only in the natural sciences
and engineering disciplines (such as physics, biology, meteorology, and
electrical engineering) but also in the social sciences (such as econom-
ics, psychology, sociology and political science); physicists, engineers,
computer scientists, and economists use mathematical models most ex-
tensively.

Eykhoft (1974) defined a mathematical model as “a representa-
tion of the essential aspects of an existing system (or a system to be con-
structed) which presents knowledge of that system in usable form”.

Mathematical models can take many forms, including but not lim-
ited to dynamic systems, static models, differential equations, or game
theoretic models. These and other types of models can overlap, with a
given model involving a variety of abstract structures.

Often when engineers analyze a system to be controlled or opti-
mized, they use a mathematical model. In analysis, engineers can build a
descriptive model of the system as a hypothesis of how the system could
work, or try to estimate how an unforeseeable event could affect the sys-
tem. Similarly, in control of a system, engineers can try out different
control approaches in simulations.

A mathematical model usually describes a system by a set of var-
iables and a set of equations that establish relationships between the var-
iables. The values of the variables can be practically anything; real or
integer numbers, boolean values or strings, for example. The variables
represent some properties of the system, for example, measured system
outputs often in the form of signals, timing data, counters, and event
occurrence (yes/no). The actual model is the set of functions that de-
scribe the relations between the different variables.

There are six basic groups of variables: decision variables, input
variables, state variables, exogenous variables, random variables, and
output variables. Since there can be many variables of each type, the
variables are generally represented by vectors.
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Decision variables are sometimes known as independent varia-
bles. Exogenous variables are sometimes known as parameters or con-
stants. The variables are not independent of each other as the state vari-
ables are dependent on the decision, input, random, and exogenous vari-
ables. Furthermore, the output variables are dependent on the state of
the system (represented by the state variables).

Obijectives and constraints of the system and its users can be rep-
resented as functions of the output variables or state variables. The ob-
jective functions will depend on the perspective of the model's user. De-
pending on the context, an objective function is also known as an index
of performance, as it is some measure of interest to the user. Although
there is no limit to the number of objective functions and constraints a
model can have, using or optimizing the model becomes more involved
(computationally).

Exercise 18. Make up 10 key questions on the text.
Exercise 19. Find in text 2 the English for:

MIPUPOTHUTI HAYKH Ta TEXHIYHI JUCITUIUTIHY; COITIONOTIS Ta IOITOIOTIS;
METEOPOJIOTIS Ta eJIEKTPOTEXHIKA; HAMOLIBII IMUPOKO BUKOPHUCTOBYBATH
MaTeMaTU4YHI MOJENi; TPEACTaBICHHS BaXKJIUBHUX acCIEKTIiB ICHYIOYOi
CHCTEMH; TIPEIICTABIISATH 3HAHHS TPO CHUCTEMY B MPaKTHYHIA (opmi;
npuitmMati (Matu) Oarato ¢opM; BKIIIOYAIOYH, alle HE OOMEXYIOUYHCh
TUHAMIYHAMH CHCTEMaMHM, CTAaTHYHUMH MOJIEISAMH, AW(EpeHIIHHIMA
pIBHSHHAMU ab0 MOAENSMHU Teopii irop; Momeni MOXYTh HaKJIaIaTHUCS
OJHa Ha OJIHY; BKJIFOUATH PI3HOMAaHITHI aOCTpaKTHI CTPYKTYpH; OMHCOBa
MOJIIeNb CHCTEMH; OIlIHIOBAaTH, SK HemepenOadyBaHa TIOHIsI MOXe
BIUTMHYTH Ha CHUCTEMY, BUIIPOOOBYBATH Di3HI KOHIIEMIIii KEpyBaHHS B
MOJICIOBaHHI; OMMMCYBAaTH CUCTEMY CYKYITHICTIO 3MIHHUX Ta CYKYITHICTIO
PIBHSIHB; BCTAHOBIIOBATH 3B’ 30K MK 3MIHHUMHU; AIMCHI a00 MiJi 4ncna;
OyneBi BenmnuuHM 200 PSIIKH; 9ACOBI XapaKTEPUCTHKH, TIYMIbHI (QyHKITIT
Ta HACTaHHS TMOMii; 3MiHHI pilleHHs, BXigHI 3MiHHI, 3MiHHI CTaHY,
€K30reHHI (30BHIIIHI) 3MiHHI, BUIIAKOBI 3MiHHI Ta BUXITHI 3MiHHI; ITiUTi
Ta OOMEXKEHHS CHCTEeMH, IIUJIboBa (YHKIIS, BifioMa SIK ITOKa3HUK
e eKTUBHOCTI; TIOKa3HUK, IO IIKABUTh KOPUCTYBAaua; BUKOPUCTAHHS Ta
OITTUMI3Aallis MOJEN CTArOTh OUIBII CKIaTHUMHU.
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Exercise 20. Study the vocabulary to text 3.

Vs — mpotu, BiTHOCHO

guantity — BennumHa, mapaMerp

otherwise — B iHIIOMY BHIAJKY, iHAKIIE

linearity — niniitHicTh

linearization — mineapm3artis

assume — npuIyCcKaTu, BBaXKaTu

predictor variable — npenukTopHa 3MiHHA, TPOrHOCTUYHHIA TTAPAMETP
fairly — mocurs, noBomi

associate — moB’si3yBaTu

irreversibility — He3BOpOTHICTH

deterministic — nerepminyBaIbpHMIA; BU3HAYATBHHH
probabilistic (stochastic) model — iimoBipHicHa (cTOXacTH4Ha) MO
state — cran

be uniquely determined — onHo3HaYHO BU3HAYATHCS
conversely — naBmaku

randomness — BUIIaaKOBiCTh, HMOBIPHICTE

unique value — exuHe 3HaYEHHS

probability distribution — posmozin fiMoBipHOCTE#H
lumped parameter — 3ocepemkenuii mapaMerp
distributed parameter — posnoxinenuii mapamerp
homogeneous — oxHopimHHM#, TOMOTreHHMIA
consistent — mym: oJHaKOBUH, €TUHU#, CTAOLTBEHUIA
heterogeneous — rereporeHHuii, HEOTHOPIAHU

Exercise 21. Translate the word combinations below into Ukrainian.

Linear vs nonlinear; predictor variables, differential equation, objective

functions and constraints; in fairly simple systems; to be often associat-
ed with phenomena such as chaos and irreversibility; a common ap-
proach to nonlinear problems; aspects such as irreversibility, which are
strongly tied to nonlinearity; deterministic vs probabilistic (stochastic)
model; every set of variable states; to be uniquely determined by param-

eters; unique value; probability distribution; lumped vs distributed pa-
rameters; consistent state throughout the entire system; varying state
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within the system.

Exercise 22. Read and translate text 3.
Text 3. Classification of Mathematical Models

Many mathematical models can be classified in the following
ways:

Linear vs nonlinear. Mathematical models are usually composed
of variables, which are abstractions of quantities of interest in the de-
scribed systems, and operators that act on these variables, which can be
algebraic operators, functions, differential operators, etc. If all the op-
erators in a mathematical model present linearity, the resulting mathe-
matical model is defined as linear. A model is considered to be nonline-
ar otherwise.

The question of linearity and nonlinearity is dependent on the
context, and linear models may have nonlinear expressions in them. For
example, in a static linear model, it is assumed that a relationship is lin-
ear in the parameters, but it may be nonlinear in the predictor variables.
Similarly, a differential equation is said to be linear if it can be written
with linear differential operators, but it can still have nonlinear expres-
sions in it. In a mathematical programming model, if the objective func-
tions and constraints are represented entirely by linear equations, then
the model is regarded as a linear one. If one or more of the objective
functions or constraints are represented with a nonlinear equation, then
the model is known as a nonlinear one.

Nonlinearity, even in fairly simple systems, is often associated
with phenomena such as chaos and irreversibility. Although there are
exceptions, nonlinear systems and models tend to be more difficult to
study than linear ones. A common approach to nonlinear problems is
linearization, but this can be problematic if one is trying to study aspects
such as irreversibility, which are strongly tied to nonlinearity.

Deterministic vs probabilistic (stochastic). A deterministic
model is one in which every set of variable states is uniquely determined
by parameters in the model and by sets of previous states of these varia-
bles. Therefore, deterministic models perform the same way for a given
set of initial conditions. Conversely, in a stochastic model, randomness
is present, and variable states are not described by unique values, but
rather by probability distributions.
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Static vs dynamic. A static model does not account for the ele-
ment of time, while a dynamic model does. Dynamic models typically
are represented with differential equations.

Lumped vs distributed parameters. If the model is homogene-
ous (consistent state throughout the entire system) the parameters are
distributed. If the model is heterogeneous (varying state within the sys-
tem), then the parameters are lumped. Distributed parameters are typi-
cally represented with partial differential equations.

Exercise 23. Find in text 3 the English for:

BEJIMYHHH, IO HAC IIKABJISATh; OINEpaTOPH, IO JIIOTh Ha IIi 3MiHHI; OyTH
JIHIMHUM, MUTaHHS JIHIHHOCTI Ta HEMHIKHOCTI; OyTH 3aJe)KHUM Bij
KOHTEKCTY; MPUITYCKATH,  1II0; NPOTHOCTHYHHHA  TapamMerp;
midepeHIiiiHne pIBHSAHHS; UILOBI (YHKIIT Ta OOMeXeHHs; OyTH
MPEACTABICHUM BUKIIOYHO JIHIHHMUMU DPIBHSHHSMH, JIOCHTH IPOCTI
cucreMu; OyTH TIIOB’S3aHUM 3 TaKHUMH SIBHIIAMH, SK XaoC Ta
HE3BOPOTHICTh, 3aralbHUN Mmiaxim; Ha0ip (CyKymHICTh) 3MIHHHX;
OTHO3HAYHO BU3HAYATHCS IapaMeTpaMU; 30CEPEDKEHI Ta PO3IMOAUICHI
rmapaMeTpH; OTHOPiAHA MOJENb, HEOAHOPITHA MOACTh; CTaOLTbHUI
CTaH; MIHJIMBMI CTaH.

Exercise 24. Translate into English.

1. MaremaTu4Hi MOJEN CKJIANAIOThCS 31 3MIHHHX Ta ONEpPaTopiB, IO
JIOTh Ha Il 3MiHHI. 2. 3MiHHI BEIUYMHU € aOCTPaKIiIMH BEIUYMH, SIKi
Hac I[IKaBJISTh B CHCTEMaX, 0 MU onucyemo. 3. OmnepatopaMu MOXYTh
Oytu anreOpaiuni omepatopw, (QYHKII Ta audepeHIiiiHI onepaTopH.
4. Slkmo BCi omepaTopw B MaTeMaTHYHIA MOJAEN € JiHIHHUMH, TO
KiHIIEBa MaTeMaTHYHa MOJIENIb BU3HAYAETHCA SIK JiHIKHA. 5. B iHImOMY
BHITAJIKy MOJETh BBAXKAIOTh HeNiHiHOW0. 6. IlutaHHs miHidHOCTI Ta
HENNiHIHHOCTI 3aJISKHUTD BiJl KOHTEKCTY, 1 JIIHIMHI MOAETi MOXYTh MaTH B
co0i HemiHiltHI Bupa3u. 7. HemiHilHICTh YacTO TOB’S3yIOTh 3 TaKUMHU
SIBUIIAMHU, SK Xa0C Ta HE3BOPOTHICTh. §. 3arajpbHUM MiIXOAOM O
HeNiHIWHUX 3a7a4 € JiHeapu3amis. 9. JlerepMiHOBaHa MOJIENb — II€ TaKa,
B sIKiii KOXXHa CYKYIHICTH CTaHIB 3MiHHHUX OJHO3HAYHO BU3HAYAETHCS
rnmapaMeTpaMu B MOJENI Ta CYKYITHOCTSMH IIONEPEIHIX CTaHIB IHX
sminauX. 10. ToMy nerepmiHOBaHiI MOJIENi AIFOTh OJHAKOBO JJISI JAHOTO
HaOopy mouyaTkoBuX ymoB. 11. B croxacTuuHiii Mojeni, HaBIaKH,
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MPHUCYTHS BUIAAKOBICTh, 1 CTaHW 3MIHHUX ONHCYIOTHCS HE €IUHUMH
3HAYCHHSIMH, a Po3MoAiioM HMoBipHocTi. 12. CratnuHa Mojenb He
BpPaxoOBYy€e €IEMEHT 4Yacy, TOMI SK JUHaMidHa BpaxoBye. 13. JluHamiuHi
MOJIeNTi 3a3BUYal MPEACTaBISIFOTECS TU(EpeHIIHHUME piBHAHHAMU. 14.
Aximo wMozaens ofHopigHA (CTaOUIBHMN CTaH y BCiM cucTemi), TO
napaMeTpu € po3noAiIeHuMHU. 15. SKmo Mopenb € HEeoAHOPiIHO
(MiHITMBHI CTAH B CHCTEMI), TO TAPAMETPH € 30CEPEIKECHUMHU.

Exercise 25. Use the proper tense form of the verbs in brackets (Present,
Past or Future Continuous).

1. New types of computers constantly (come) out. 2. I (learn) new soft-
ware packages at five o’clock yesterday. 3. This time next week, the
technicians (troubleshoot) computer problems within a company.
4. Creating new pages for the Web (get) easier all the time. 5. Hardware
engineer (design) communications devices for corporate use at the time.
6. This time tomorrow my colleague (work) for a famous hardware
manufacturer such as Apple. 7. Computers (get) more powerful over
previous generations. 8. When PC specialists (install) computers, they
(give) some useful recommendations. 9. | wonder what my friend (do)
this time next month. 10. Right now you most likely (use) a GUI inter-
face. 11. The engineer (develop) software for the insurance company all
morning yesterday. 12. | expect | still (work) with the same team of
specialists. 13. Trends in computer storage constantly (change).
14. Touch screens rapidly (replace) keypads on mobile phones.
15. What you (do) next weekend? - | will (write) users manuals and
training materials as usual. 16. Your network administrators (maintain)
company’s Internet connections while we (install) security services in
our main office? 17. Computing equipment (get) smaller and more
sophisticated. 18. | (demonstrate) multimedia products for our new cus-
tomers at 9 o’clock tonight. 19. Our database analyst (train) our em-
ployees on the systems all day yesterday. 20. Diskettes (get) rare these
days and they are replaced by USB flash memory drives. 21. | (take)
part in the conference for network professionals tomorrow morning.
22. What network security analyst (do) when hackers attacked and dam-
aged the computer system? 23. | (discuss) a new Web project with pro-
grammers when you see me next. 24. As the specialist (design) for Uni-
versity’s website he (use) different sets of programming languages.
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25. Look at the time. Your client (come) in a minute and you haven’t
even started testing a new computer equipment. 26. Digital distribution
over a network rapidly (replace) removable storage media such as CD-
ROM's and DVD-ROM's. 27. This time next week he (buy) new hard-
ware. 28. When | first met IT professional he (replace) hardware sys-
tems. 29. | am afraid our professor (not deliver) lectures on network de-
sign this time next term. 30. Where he (create) multimedia products
when you saw him last?

Exercise 26. Complete the sentences below using the appropriate tense
forms of the verbs in brackets (Present /Past Indefinite or Present/Past
Continuous).

1. My computer exam (take place) next week. 2. When | (arrive) the
professor (explain) the multi-leveled architecture of a large software
system. 3. Dean (conduct) a survey at the moment investigating how
students use free educational content on our University website. 4. He
(download) e-mail files when malicious computer viruses (attack) and
(disable) the antivirus application. 5. I (wonder) what these program-
mers (talk) about. — They (discuss) common computer problems and
their solutions. 6. Network administrator (maintain) a computer net-
work while other specialist (monitor) its security. 7. Software engi-
neers (not take part) in program design today because the project is not
approved. 8. | (read) my electronic course-book when suddenly the
power (switch off). 9. What the student (do) to his computer system
now? — | (think) he (install) an application program. 10. My colleague
still (use) Windows XP when Microsoft (release) a new version with
advanced features. 11. The programmer (design) new applications for
business operations yesterday morning. 12. My friend usually (learn)
foreign languages very quickly and now he (learn) German. 13. | just
(update) the database at the time when | suddenly (note) unauthorized
access. 14. Using different search engines (become) increasingly
popular. 15. Why you (lend) him this book? I still (read) it.

Exercise 27. Choose the right form of the verbs in brackets and trans-
late the sentences. Mind the sequence of tenses.

1. The programming editor said, “I (am writing, was writing, will be
writing, write) the source code of an application”. 2. The student asked
the lecturer what questions he (consider, would consider, was consid-
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ering) in this lecture. 3. The clerk asked if she (typed, types, is typing,
was typing) data into a database. 4. He wondered if employees (was
using, use, will use, were using) packaged software. 5. Ann said with
regret that she (can’t, is able to, couldn’t, will be able) install security
programs. 6. He told us that he (is going, was going, will go) to take
an English exam the following year. 7. They informed that participants
of the conference (discussed, will discuss, were discussing) the latest
scientific discoveries at that moment.

Exercise 28. Change the sentences into indirect speech.

1. The lecturer said, “Current chip technology is approaching the lim-
its of physics.” 2. The teacher asked his students, “Are recent advances
in computing communications and software transforming the way
people live?” 3. “A number of changes are affecting mainframe tech-
nology,” he said. 4. “What security programs were you testing when I
saw you yesterday morning?” the programmer asked his colleagues.
5. “Are data analytics going to prevent new research opportunities to
the computer graphics?” I asked the web designer. 6.“The programmer
was not using presentation software for his report yesterday morning”,
the lecturer said. 7. “Is the Internet of Things moving to the main-
stream activity at the moment?” his friend asked him. 8. “The re-
searchers were doing quantum computing experiments when | saw
them last”, the scientist claimed. 9. “In-memory computing is rapidly
growing because of its power, versatility and incorporation into sever-
al software and hardware products,” explained the hardware specialist.
10. The information manager told me, “Our company is planning to
address big data in our integration infrastructure.”

Exercise 29. Study the vocabulary to text 4.

Collage — xomasx, KOMOIHAIiSI Pi3HUX CTIEMEHTIB

general-purpose — yHiBepcasbHUiA, 3aralbHOTO MPU3HAYCHHSI

specify — BuzHauaTH, 3a1aBaTH

visualize — HarJIIIHO NIPECTABIIATH, Bi3yali30ByBaTH

software intensive system — cucrema 3 rpomizakum 113

blueprint — ecki3, KpecieHHsI, IPOEKT

actor — akrop (6 mosi UML — moouna abo npucmpiil, wo 63aemoodic 3
CUCMEMOT0; 300paxcyemovcs y eueisiol icypku aH00uHU)
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database schema — cxema JgaHuX, JIOTiUHA CTPYKTypa JaHUX (3068HIULHIL
onuc abo Odiacpama 3adanoi 6 CKBJ[ cmpyxmypu
sanucy; mepmin 0yno zanposaodsiceno y 1971 p. ona
080pi6HEB8020 NiIOX00Y 00 onucy cmpykmypu BJ])

entity relationship diagram — miarpama BigHOIIIEHB JIOTIYHHUX 00’€KTIB-

cytHocrel, ER-miarpama

business modelling — 6i3Hec-MoaeTIOBAHHS

workflow — mocmi1oBHICTh omepartiit

throughout — BripooBx

software development life cycle — sxurTeBHii 1K po3podku 113

synthesize — cunTe3zyBaTu

notation — cucrema mo3Ha4eHb

Object-modellingtechnique (OMT) — mMeTo1 06’ €KTHOTO MOIETIOBAHHS

Obiject-oriented software engineering (OOSE) — 006’ exTHO-0Opi€HTOBaHA

MPOrpaMoOTEXHIKa

fuse — koMOiHyBaTH, IOETHYBATH

aim — 1) mera, Hamip, MparHeHHs 2) MParHyTH

distributed system — posmoninena cucrema

de facto — dakruuno, ge-paxro

evolve — po3BuBarucs

auspice — CripusTHHS

customization — mpuCcTOCYBaHH IiJi BAMOTH 3aMOBHHKA

profile — mpodisb, CyKynHiCTh MapaMeTpiB KOPUCTyBa4Ya

transformation — nmeperBopenns, Tpanchopmaris

stereotype — crepeorun (6 mosi UML — cmeopenns noeux enemenmis

MOOei WIAXOM PO3UWUPEHHS (DYHKYIOHANbHOCMI 6A308UX
enemMenmia)

compatible — cymicuuit

recast — 3MiHIOBaTH, IIepPepOOIIATH

take advantage of — ckopucratics, BAKOPUCTOBYBATH

Rational Unified Process (RUP) — partioHanbHuit yHiiKOBaHHIA poIec

(po3pobku)

Exercise 30. Translate the word combinations below into Ukrainian.

Standardized general-purpose modelling language; to specify, visualize,
modify, construct and document the artifacts; object-oriented software
intensive system under development; to visualize a system's architec-
tural blueprints; actors, business processes, (logical) components, activi-
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ties, programming language statements, database schemas and reusable
software components; best techniques of data modelling (entity rela-
tionship diagrams); business modelling (workflows); object modelling
and component modelling; throughout the software development life
cycle; to synthesize the notations of the Object-modelling technique
(OMT) and Object-oriented software engineering (OOSE); common and
widely usable modelling language; to model concurrent and distributed
systems; a de facto industry standard; to evolve under the auspices of
the Object Management Group (OMG); to be extensible; mechanisms
for customization; to be compatible (with); to recast the methods; to
take advantage of the new notations; Rational Unified Process (RUP);
Abstraction Method; Dynamic Systems Development Method; to
achieve different objectives.

Exercise 31. Read and translate text 4.

Text 4. Unified Modelling Language

Unified Modelling Language (UML) is a standardized general-
purpose modelling language in the field of software engineering. It is
used to specify, visualize, modify, construct and document the artifacts
of an object-oriented software intensive system under development. It
offers a standard way to visualize a system's architectural blueprints,
including elements such as actors, business processes, (logical) compo-
nents, activities, programming language statements, database schemas
and reusable software components.

UML combines best techniques of data modelling (entity relationship
diagrams), business modelling (workflows), object modelling, and com-
ponent modelling. It can be used with all processes, throughout the
software development life cycle, and across different implementation
technologies. UML has synthesized the notations of the Object-
modelling technique (OMT) and Object-oriented software engineering
(OOSE) by fusing them into a single, common and widely usable mod-
elling language. It aims to be a standard modelling language which
can model concurrent and distributed systems. It is a de facto industry
standard, and is evolving under the auspices of the Object Management
Group (OMG). UML models may be automatically transformed to other
representations (e.g. Java) by means of transformation languages, sup-
ported by the OMG. UML is extensible, offering such mechanisms for
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customization as profiles and stereotypes.

UML is not a development method by itself, however, it was designed
to be compatible with the leading object-oriented software development
methods. Since UML has evolved, some of these methods have been

Fig. 1. A collage of UML diagrams.

recast to take advantage of the new notations, and new methods have
been created based on UML. The best known is IBM Rational Unified
Process (RUP). There are many other UML-based methods like Ab-
straction Method, Dynamic Systems Development Method, and others,
designed to provide more specific solutions, or achieve different objec-
tives.

Exercise 32. Answer the questions on text 4.

1. What is UML? 2. What is UML used for? 3. In what way does UML
visualize a system’s architectural blueprints? 4. What kinds of model-
ling techniques does UML combine? 5. What notations has UML syn-
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thesized? 6. What kinds of systems can UML model? 7. What mecha-
nisms does UML offer for customization? 8. Is UML a development
method by itself? 9. What are the best known object-oriented software
development methods?

Exercise 33. Decipher the abbreviations below.

UML, OMT, OOSE, OMG, RUP, ISO.

Exercise 34. Study the vocabulary to text 5.
Distinguish — BinpizusTH
partial — vactkoBuit
semantic backplane — cemantnunwmii 3aamiii wian (¢ UML 06 'conye
MOOenb i HANOBHIOE i 3Micmom)
use case — mpeneneHt (6 mosi UML — 3a donomoeorw npeyedenmis
Mooeniooms  0ianoe Midc aKmopom 1 CUCmemoro,
Haoip yCix npeyeoenmis BU3HAYAE ir
@yHKyionanbricms,  Ha  Oiazpamax — npeyeoeHm
300pasicyroms y 6usioi 06ay)
view — 1) Buz 2) morisiz, aciekT, TOUKa 30py
system mode — cucTeMHHI peXxIM
emphasize - wamaBaTm O0COOIMBE 3HAYEHHS, HATOJOIIYBATH,
ITIKPECITIOBATH, POOUTH aKIICHT, aKIIEHTyBaTH yBary
attribute — arpu6yr
composite structure diagram — mgiarpamMa KOMITIO3UTHHX CTPYKTYP
collaboration — coiBmparsi, cymicHa mparst
sequence diagram — miarpama HOCIIiTIOBHOCTEH
activity diagram — miarpama misutbrocTi (6 UML — diaepama, na sxii
npeocmasgneni nepexoou NOmoKy KepyeawHs 6i0
o0wuiel OisnbHocmi 00 IHWLOL)
state machine diagram — miarpama KiHIICBOI'O aBTOMATy
hierarchically — iepapxiuro
structure diagram — crpykrypHa Jiarpama
behaviour diagram — miarpama moBeiHKH
class diagram — gmiarpama kiacie  (diacpama UML, na sxiu
npeocmasneno CMAmuyHuilL No2s0 HA CUcmemy 3
MOYKU 30pY KNACI8 T BIOHOCUH MIdHC HUMU)
component diagram — giarpamMa KOMIIOHEHTIB
object diagram — giarpama 00’€kTiB
profile diagram — npoginorpama
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deployment diagram — nmiarpama posroptanus (diacpama UML, ska
oxpecnoe Qizuyny Kowugicypayio cucmemu 6
mepmiHax 8y3ni6 [ 3 ’€OHAHbL  MIdC HUMU,
Hanpuxiao, 3a O00NOMO2010 O0OYUCTIOBATLHOT
Mmepednct)
package diagram — giarpama makeris
use case diagram — miarpama mpereneHtis (¢ mosi UML — zpaghiune
300padcennss  akmopie, npeyedenmie ma  ix
63a€MOOill Yy cucmemi, pPO3PI3HAIOMb  20N08HY
diazpamy npeyedenmis i 000amro8i diazpamu)
interaction diagram — miarpama B3aemomii (3aeanvha Hazéa Oiazpam
UML, na sxux npedcmasieno OunamivHuil noaiso
Ha cucmemy 3 MOYKU 30py 00 ’eckmie i
NOBIOOMIIEHb, AKUMU BOHU OOMIHIOIOMbCA, HA
NPakmuyi - 8UKOpUCmosyemuvcsi  abo  diacpama
Koonepayii abo diazpama nocrioo8HOCmi)

communication diagram - miarpama KoMyHIKamii (nouumnarouu 3
UML 2.0, ¢ UML 1x — ye oiacpama
Koonepayii)

interaction overview diagram — miarpama orisiay B3a€MOIii
timing diagram — gacosa miarpama

restrict — oomMexxyBaTH

flexibility — rayukicts

extend — po3mmproBaTH, 301IbIITYBATH, HAPOIILYBATH
engineering drawing — TexHidHe KpeCIeHHS

intent — mamip, mera

Exercise 35. Translate the word combinations below into Ukrainian.

To distinguish between the UML model and the set of diagrams of a
system; a partial graphical representation of a system's model; to contain
a “semantic backplane”; written use cases that drive the model elements
and diagrams; different views of a system mode; static (or structural)
view and dynamic (or behavioural) view; class diagrams and composite
structure diagrams; to emphasize the dynamic behaviour of the system;
to show collaboration among objects; sequence diagrams, activity dia-
grams and state machine diagrams; partially restricted flexibility; struc-
ture diagram and behaviour diagram; component diagram and object
diagram; profile diagram, deployment diagram and package diagram;
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use case diagram and interaction diagram; communication diagram and
timing diagram; interaction overview diagram.

Exercise 36. Read and translate text 5.
Text 5. UML Modelling

It is very important to distinguish between the UML model and
the set of diagrams of a system. A diagram is a partial graphical repre-
sentation of a system's model. The model also contains a ‘“semantic
backplane” — documentation such as written use cases that drive the
model elements and diagrams.

UML diagrams represent two different views of a system mode.

Static (or structural) view emphasizes the static structure of the
system using objects, attributes, operations and relationships. The struc-
tural view includes class diagrams and composite structure diagrams.

Dynamic (or behavioural) view emphasizes the dynamic behav-
iour of the system by showing collaborations among objects and chang-
es to the internal states of objects. This view includes sequence dia-
grams, activity diagrams and state machine diagrams.

UML 2.2 has 14 types of diagrams divided into two categories.
Seven diagram types represent structural information, and the other
seven represent general types of behaviour, including four that represent
different aspects of interactions. These diagrams can be categorized hi-
erarchically as shown in the class diagram (Fig.2).

UML does not restrict UML element types to a certain diagram
type. In general, every UML element may appear on almost all types of
diagrams; this flexibility has been partially restricted in UML 2.0. UML
profiles may define additional diagram types or extend existing dia-
grams with additional notations.

In keeping with the tradition of engineering drawings, a comment
or note explaining usage, constraint, or intent are allowed in a UML di-
agram.
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Fig.2. UML class diagram

Exercise 37. Do the assignments below.

1. Explain the difference between a model and a diagram.
2. Compare two different views of a system mode.

3. Name the categories of UML 2.2 diagrams.

4. Name the diagrams which represent each category.

Exercise 38. Study the vocabulary to text 6.

Depict — omucyBatu, 300paxyBaTH

split up — posmomisaTH(cst)

system implementation — peasnisarist cucremu

execution environment — 1) cepemoBuIlle BHKOHAHHS 2) €IEMEHTH
nporecopa

deploy — posropratu, po3ramoByBaTiu
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logical grouping — soriuna rpymna

extension — po3IupeHHs

extensively — 3Ha4yHO, AyKe, ITHPOKO

relation — mamenm. BimHOIIECHHS

metamodel — meTamoenb, MOENh BUCOKOTO PiBHS
Since — ocKiuTbKU

step-by-step — mocTymoBuiA, cTymiHYaCTHI, TTOCTATTHIIHA
business workflow — notik 6i3Hec-omnepartii
operational workflow — notik ¢pyHKIliOHaTBHUX OMIEpalliit
overall — moBuuii, Beck, 3araabHUi

flow of control — nmorix kepyBanHs

subset — migMHOXKMHA

sequenced — 1) mociIoBHU# 2) BIOPSAKOBAHUI

node — By3o0m

life-span — noBroBiuHiCTH

Exercise 39. Translate the word combinations below into Ukrainian.

Relationship among the classes; to be split up into components; compo-
site structure diagram; collaboration; deployment diagram; execution
environment; package diagram; step-by-step workflows of components
in a system; to show the overall flow of control; state machine diagram;
use case diagram; in terms of actors; to be used extensively; a subset of
behaviour diagrams; sequenced messages; interaction overview dia-
gram; life-spans of objects; timing diagram.

Exercise 40. Read and translate text 6.
Text 6. UML Diagrams

Structure diagrams

Structure diagrams emphasize what things must be in the system
being modeled:

Class diagram describes the structure of a system by showing the
system's classes, their attributes, and the relationships among the clas-
Ses.

Component diagram depicts how a software system is split up in-
to components and shows the dependencies among these components.

Composite structure diagram describes the internal structure of a
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class and the collaborations that this structure makes possible.

Deployment diagram serves to model the hardware used in sys-
tem implementations, and the execution environments and artifacts de-
ployed on the hardware.

Object diagram shows a complete or partial view of the structure
of a modeled system at a specific time.

Package diagram depicts how a system is split up into logical
groupings by showing the dependencies among these groupings.

Profile diagram operates at the metamodel level to show stereo-
types and profiles. The extension relation indicates what metamodel
element a given stereotype is extending.

Since structure diagrams represent the structure they are used ex-
tensively in documenting the architecture of software systems.

Behaviour diagrams

Behaviour diagrams emphasize what must happen in the system
being modeled:

Activity diagram represents the business and operational step-by-
step workflows of components in a system. An activity diagram shows
the overall flow of control.

State machine diagram standardized notation to describe many
systems, from computer programs to business processes.

Use case diagram shows the functionality provided by a system
in terms of actors, their goals represented as use cases, and any depend-
encies among those use cases.

Since behaviour diagrams illustrate the behaviour of a system,
they are used extensively to describe the functionality of software sys-
tems.

Interaction diagrams

Interaction diagrams, a subset of behaviour diagrams, emphasize
the flow of control and data among the things in the system being mod-
eled.

Communication diagram shows the interactions between objects
or parts in terms of sequenced messages. They represent a combination
of information taken from class, sequence, and use case diagrams de-
scribing both the static structure and dynamic behaviour of a system.

Interaction overview diagram is a type of activity diagram in
which the nodes represent interaction diagrams.
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Sequence diagram shows how objects communicate with each
other in terms of a sequence of messages. Also indicates the life-spans
of objects relative to those messages.

Timing diagram is a specific type of interaction diagram, where
the focus is on timing constraints.

Exercise 41. Find in text 6 the English for:

CTPYKTYpPHa JiarpaMa; 3B’SI3KM MDK KJacaMu; PO3MOAUIATHCS Ha
KOMIIOHEHTH;  JliarpaMa  KOMIIO3UTHHX  CTPYKTyp;  Jliarpama
po3ropTaHHs; peaiizallisi CHCTEMH; IOBHAa ab0 YacTKOBa KapTHHA
CHCTEMH; Jliarpama MakerTiB; JOriyHa rpyma; npodiiorpaMa; moeTanHui
MmoTiK Oi3Hec-omnepalii Ta QyHKIIOHAIBHUX OIepaiii KOMIOHEHTIB Y
CHCTeMi; BeCh TIOTIK KepyBaHHs; JiarpaMa KiHIIEBOTO aBTOMATY;
Jiarpama mpereaeHTIB; MiAMHOKWHA JiarpaM MOBEIIHKH; aKI[CHTYBAaTH
yBary Ha IOTOLI KEepyBaHHS 1 JaHUX MK O0’€KTaMH y CUCTEMi, IO
MOJICNIIOETBCS; JiarpaMa KOMYHIKallii; y BHIJISII MOCIJOBHOCTI
TIOBIOMJICHB; JliarpaMa OrJIAIy B3a€MOMIi; Miarpama ITOCHiTOBHOCTEH;
JIOBTOBIYHICTh; YaCOBA CHHXPOHI3AITis; 4aCOBI OOMEKCHHS.

Exercise 42. Match the names of the diagrams with their functions.

a) depicts how a software system is split up into

components and shows the dependencies among

these components.

2. Object diagram b) serves to model the hardware used in system
implementations, and the execution environ-
ments and artifacts deployed on the hardware.

1. Class diagram

3. Component dia- c) describes the structure of a system by show-

gram ing the system's classes, their attributes, and the
relationships among the classes.

4. Package diagram  d) shows the functionality provided by a system
in terms of actors.

5. Activity diagram  €) shows a complete or partial view of the struc-
ture of a modeled system at a specific time.

6. Composite struc-  f) depicts how a system is split up into logical

ture diagram groupings by showing the dependencies among
these groupings.
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7. Deployment dia- @) represents the business and operational step-

gram by-step workflows of components in a system
and the overall flow of control.

8. Use case diagram  h) is standardized notation to describe many sys-
tems, from computer programs to business pro-

Ccesses.

9. State machine i) describes the internal structure of a class and

diagram the collaborations that this structure makes pos-
sible.

Exercise 43. Use the class diagram of exercise 36 to speak on:

1. Structure diagrams.
2. Behaviour diagrams.
3. Interaction diagrams.

UNIT 3. COMPUTER HARDWARE

Exercise 1. Study the basic vocabulary.
a) terms

terminal device — Tepminas, TepMiHaIBHMI IPUCTPIii

storage medium — Hociit maHMX

monitor — MomiTop

motherboard — marepuHCEKa 1maTa

central processing unit (CPU) — uenrpanbuuii nporecop (L{IT)

Random Access Memory (RAM) — onepaTrBHa 11aM’sITh, OIIEpaTHBHUI
3amam’ siToByBanbHHUN TipucTpii (O311)

expansion card (maxooxc expansion board, PC card) — kapra (miara)

PO3IIUPEHHS
power supply — 610K KMBIICHHS
Compact Disk Read-Only Memory (CD-ROM) - CD-ROM ma
KOMITAKT-TUCKY
Digital Versatile [Video] Disk Read-Only Memory (DVD-ROM) —
DVD-ROM Ha KoMITaKkT-AHCKY
CD/DVD-ROM drive — muckoBox mis komnaxkt(DVD)-auckis
hard disk — »opcTkuit tuck, BiHdecTep
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keyboard — knaBiatypa

mouse — muia

chipset — mikponporecopuuii Habip, wircer

Basic Input / Output System (BIOS) — 6a3oBa cucrema BBeieHHs / BHU-

BEJICHHS

internal bus — BHyTpilIHS mIKHA

main memory — orepaTuBHa (TOJIOBHA) 1aM’SITh

application — npukaHa mporpama

operating system — orepartiiina cucrema

heat sink — TemnoBigBimHUET pamiaTop  (3acmocosyembcs  Ons
3anobieants nepespiey NOMYNHCHUX IHMESPATbHUX CXeM)

fan — BentusTOp

boot — mowatkoBe 3aBaHTaxeHHs (Komn tomepa), caMO3aBaHTAKCHHS

firmware — BmonToBane 113, mporpamMHo-anapaTHi 3aco0u

boot firmware — mikpomporpama mo4aTKOBOTO 3aBaHTAXKEHHS

power management — KepyBaHHS €IIEKTPOKUBICHHIM

power cord — mIHyp KUBICHHS

switch — mepemukau

voltage — mampyra

disk drive — muckoBozx

alternating current (AC) — 3MiuHwMit cTpyM

direct current (DC) — mocriiinuii cTpym

socket — poserka, po3’em

automation — aBromartuka

b) nouns

machinery — ycratkyBaHHs (MexaHiure), 00Ia THAHHS
electronics — enexTpoHiKa, eICKTPOHHI CXEMH
typewriter — qpykapchka MarinHKa

brain — Mo30k, po3ym

improvement — TOJTIMIIIEHHS, YIOCKOHAICHHS
entertainment — posBara, 3a6aBa

education — BUXOBaHHs, OCBiTa, HABYAHHS

field — ramyss, chepa mispHOCTI
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c) verbs

perform — BUKOHYBaTH

store — 3amam’siToByBaTH, 30epiratu

COVEr — oxonJjoBaTu

attach — npueaHyBaTH, MIPUKPITUIATH

enable — poOuTH MOXKITMBUM, YMOKIIUBIIIOBATH, TO3BONISITH
cool — oxoomKyBaTH

mediate — OyTH mocepeTHUKOM, OyTH CITOYIHOIO JIAHKOIO
handle — 1) kepyBatu 2) Matu cripaBy, 3aiimMaTucs (npobiemoro)
supply — mocrayartu, momaBaTH

provide — 3abe3neuyBatu

convert — mepersoproBaTu

undergo (p. underwent, pp. undergone) — 3a3HaBaTH
evolve — po3BuBaTHCS, EBOIOIIIOHYBATH

d) adjectives

appropriate — BiAmoBimTHMIT; JOpEUHMI; TIPUIATHIH

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Combine, simple, mouse, convert, opportunity, modern, via, and, net-
work, require, item, manipulate, terminal, personal, operator, occur, re-
quirement.

| | | | | |

Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:
a)

expansion card, require, machinery, basic, operation, complex, item,
easy, particular, combine, user, firmware, modern;
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b)

different, advantage, outside, necessary, easily, wide, often, usually,
input, progress, modern.

Exercise 4. Give derivatives of the words below and explain their
meanings.

Model: automate — automation — automatic — automatically

Automate, compute, combine, machine, store, communicate, refer, di-
rect, process, calculate, apply, access, cool, manage, operate, differ,
connect, expand, improve, educate, entertain, electron, significant, histo-
ry, use.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

A functioning computer system; to combine hardware elements with
software elements; mechanical devices, machinery and electronics; to
perform physical functions; to require three basic hardware items; to
perform all data processing; a terminal device, used like a typewriter;
two-way communication between the user and the system; a storage
medium; to store programs and data; to cover such parts of the personal
computer as the monitor, the motherboard, the CPU, the RAM memory,
the expansion card, the power supply, the CD-ROM drive, the hard disk,
the keyboard and the mouse; to be the “body” of the computer; to be
directly attached to the motherboard; to include the central processing
unit (CPU), the chipset, the Random Access Memory (RAM), the Basic
Input Output System (BIOS) and internal buses; to enable a computer to
function; to be cooled by a heat sink and fan; to mediate communication
between the CPU and the other components of the system; main
memory; boot firmware and power management; to handle tasks; oper-
ating system drivers; expansion cards; to convert alternating current to
direct current; to provide appropriate voltages to different components;
to undergo significant improvements; computation, automation, com-
munication, control, entertainment and education.
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Exercise 6. Read and translate text 1.

Text 1. Basic Hardware Elements

A functioning computer system combines hardware elements with
software elements. The hardware elements are mechanical devices in the
system, machinery and electronics that perform physical functions. Usu-
ally, a computer system requires three basic hardware items:

1) a personal computer, which performs all data processing;

2) aterminal device, used like a typewriter for two-way communica-
tion between the user and the system;

3) a storage medium for storing programs or data.

The term hardware covers such parts of the personal computer as
the monitor, the motherboard, the CPU, the RAM memory, the expan-
sion card, the power supply, the CD-ROM drive, the hard disk, the key-
board, and the mouse.

The motherboard is the “body” of the computer. Components are
directly attached to the motherboard and include such elements as: the
central processing unit (CPU), the chipset, the Random Access Memory
(RAM), the Basic Input Output System (BIOS) and internal buses.

The central processing unit (CPU) performs most of the calcula-
tions which enable a computer to function, and is sometimes referred to
as the “brain” of the computer. It is usually cooled by a heat sink and
fan.

The chipset mediates communication between the CPU and the
other components of the system, including main memory.

The Random Access Memory (RAM) stores all running processes
(applications) and the operating system.

The Basic Input Output System (BIOS) includes boot firmware
and power management. The BIOS tasks are handled by the operating
system drivers.

Internal buses connect the CPU to various internal components
and to expansion cards for graphics and sound.

As for power supply, it includes a power cord, a switch, and a
cooling fan and supplies power to the motherboard and internal disk
drives. It converts alternating current to direct current and provides ap-
propriate voltages to different components such as the hard disk, the
CD-ROM, the motherboard, the CPU socket, etc.
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Computer hardware has undergone significant improvements over
its history. That is why it has become a platform for uses other than
computation, such as automation, communication, control, entertain-
ment, and education. Each field in turn has imposed its own require-
ments on the hardware, which has evolved in response to the computer
uses requirements.

Exercise 7. Find in text 1 the English for:

MOEHYBATH EIIEMEHTH amapaTHOro Ta MPOTPaMHOrO 3a0e3MeYeHHS;
MEXaHIYHI TPUCTPOI, MeXaHiuHe O0OJaJHAaHHS Ta EJICKTPOHIKA;
norpeOyBaTH TPU OCHOBHI  amapaTHi  €JIEMEHTH; BHKOHYBAaTH
00poOJIeHHSI JaHWX; JBOCTOPOHHIN 3B’SI30K MK KOPHUCTYyBadeM Ta
CHCTEMOIO; HOCIH JaHux; 30epiraTH mporpamMu Ta [[aHi; KapTa
PO3LIMPEHHS, MaTepHUHCHKA IUIaTa Ta ONEepaTHBHA IaM’SITh; JDKEPENo
KUBJICHHS Ta JMCKOBOJ JUIS KOMITAKT-JUCKIB; JKOPCTKHH JIVICK,
KlaBiaTypa Ta MHIIA; LEHTPAIbHUN MPOIECcOp, MiKpPOIPOIECOPHUIA
Hablp Ta Oa30Ba CHCTEMa BBEICHHS/BUBCICHHS; OXOIOIKYBATHCS
TEIUIOBIABIAHUM paiaTOPOM Ta BEHTHIIATOPOM; 30epiraTH MPHUKIaIHi
IporpaMu  Ta OIEpaIriiiHy CHCTEMY; BKIIOYATH MIKPOIPOrpamy
MMOYAaTKOBOTO 3aBAHTAXEHHS Ta KEPYBAHHS EIEKTPOKUBIICHHSM;
MIEpEeTBOPIOBATH 3MIHHHM CTPyM Ha TOCTIHHWN; 3abe3medyBaTH

MOTpiOHY HATIPyTYy.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. The software elements are mechanical devices in the system, ma-
chinery and electronics that perform physical functions. 2. As a rule,
computer system needs two basic hardware items to work perfectly.
3. The term hardware covers such parts of the personal computer as the
monitor, the motherboard, the CPU, the RAM memory, the expansion
card, the power supply, the CD-ROM drive, the hard disk, the keyboard,
and the mouse. 4. Hardware elements are directly attached to the moni-
tor. 5. The Basic Input Output System tasks are handled by the operat-
ing system drivers. 6. Internal buses connect the CPU to various inter-
nal components and to expansion cards for graphics and sound. 7. Com-
puter hardware has undergone significant improvements over its history.
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Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to combine a) two-way communication

2. to require b) the motherboard

3. to be used for c) significant improvements

4. to be directly attached to d) three basic hardware items

5. to be handled by e) hardware elements with
software elements

6. to include f) calculations

7. to undergo g) the operating system drivers

8. to perform h) “the brain” of the computer

9. to be referred to as i) alternating current to direct
current

10. to convert j) boot firmware and power
management

Exercise 10. Fill in the blanks with prepositions on, of, in, to, with,
over, by where necessary.

1. A functioning computer system combines hardware elements ...
software elements. 2. The hardware elements are mechanical devices ...
the system, machinery and electronics that perform ... physical func-
tions. 3. Power supply supplies power ... the motherboard and internal
disk drives. 4. The motherboard is the “body” ... the computer.
5. Components are directly attached ... the motherboard. 6. The BIOS
tasks are handled ... operating system drivers. 7. Computer hardware
has undergone significant improvements ... its history. 8. Each field has
imposed its requirements ... the hardware. 9. Components are attached
.. the motherboard.

Exercise 11. Fill in the blanks with proper terms (the hardware ele-
ments, a power supply, the central processing unit, the BIOS, the
motherboard, a personal computer, a terminal device) to complete the
sentences.

1. are the mechanical devices in the system, the machinery
and the electronics that perform physical functions. 2. per-
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forms all data processing. 3. is used like a typewriter for two-
way communication between the user and the system. 4. is
the “body” of the computer. 5. performs most of the calcula-
tions which enable a computer to function. 6. includes boot
firmware and power management. 7. includes power cord,
switch, and cooling fan and supplies power at appropriate voltages to
the motherboard and internal disk drives.

Exercise 12. Answer the questions on text 1.

1. What combines different elements of the PC? 2. What are the hard-
ware elements? 3. How many basic hardware items does a computer
system usually require? 4. What does the term hardware cover? 5. What
is the “body” of the PC? 6. What components are directly attached to
the motherboard? 7. What function does the central processing unit per-
form? 8. What is the “brain” of the PC? 9. What is the CPU usually
cooled by? 10. What kind of communication does a chipset mediate?
11. What does the RAM store? 12. What does the BIOS include?
13. What are the BIOS tasks handled by? 14. What connects the CPU to
various internal components? 15. What does the power supply include?
16. What is the power supply designed for? 17. Why has computer
hardware become a platform for different uses? 18. What kinds of uses
has hardware become a platform for?

Exercise 13. Make up questions to the italicized parts of the sentences.

1. Computer hardware has undergone significant improvements over its
history. 2. Computer hardware has become a platform for different
uses. 3. Usually, a computer system requires three basic hardware
items. 4. Components are directly attached to the motherboard. 5. The
CPU is usually cooled by a heat sink and fan. 6. The hardware ele-
ments perform physical functions. 7. The CPU performs most of the
calculations. 8. The CPU is sometimes referred to as the “brain” of
the computer.

Exercise 14. Translate into English.

1. dyHKmioHadbHA  KOMIT'IOTEpHA  CHCTEMa  IIOEAHYE  EIEMEHTH
amapaTHOro Ta mporpaMmHoro 3a0e3medyeHHs. 2. Sk npaBumio,
KOMIT'IOTEpHa  cUCTeMa  [OoTpedye TpPH  OCHOBHI  €IEMEHTH:
MEepCOHANBHUI ~ KOMI'IOTEp, TEpMiHam Ta HOCIH  JaHUX. 3.
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[lepconanbHuii KOMIT'IOTEp BUKOHYE 00poOsieHHs Aanux. 4. Tepminan
BUKOPUCTOBYETBCS SIK APYKAapCbKa MaIlMHKA JUIi ABOCTOPOHHBOT'O
3B’SI3Ky MDK KOpPUCTyBaueM Ta cucteMoro. 5. Hocili aaHmx
BUKOPUCTOBYETBCS Uil 30epiraHHs mporpaMm i JaHuX. 6. Tepmin
“amapatHe 3a0e3TeYeHHs” OXOIUIIOE TaKi EIEMEHTH IePCOHAIBHOTO
KOMIT 10Tepa, SIK MaTEePUHCHKa IUIaTa, MOHITOP, HEHTPaJIbHUI TpoLecop,
olepaTHBHA TIaM’sITh, KapTa PO3IIUPEHHS, >KXOPCTKUH IHCK, OI0K
JKUBJICHHS, JUCKOBOJ JUIS  KOMIIAKT-JMCKIB, KJaBiaTypa Ta
KOMIT'IOTepHa MuIIa. /. MaTepuHChKa IjlaTa € TOJIOBHOIO YaCTHHOIO
komi’orepa. 8. KoMIOHEHTH, IO KpIMIAThCS O€3M0CePEIHBO 10
MaTepUHCBKOI  IUIaTH,  BKIIOYAIOTh  LEHTPaNbHUN  TpOILEecop,
MIKpONpOLIECOPHUN HAa0Ip, ONepaTHBHY INaM’siTh, 0a30By CHUCTEMY
BBEJICHHS/BUBENIEHHS Ta BHYTpimHI mmHU. 9. LleHTpansHuii mporecop
BHUKOHYE OUIbIIY YacTHHY OOYMCIIEHB, SIKI JIO3BOJISIOTH KOMIT IOTEPY
(yHKI[IOHYBaTH. 10. IlentpanbpHuli TpoIECOp 3a3BUYAM
OXOJIO/KYETBCST 32 JIONIOMOTOK  TEIUIONPOBIIHOTO  pajiiatopa Ta
BeHTHIIATOpa. 11. MiKpomnporiecopHuii Habip € CIIONYYHOO JIAHKOK MK
LEHTPAJIbHUM IIPOLECOPOM Ta IHIIMMU KOMIIOHEHTaMHM CHCTEMU,
BKJIIOYAIOYM OICpAaTUBHY Mam’saTh. 12. B omepartuBHiM mam’sTi
30epiraroThCs BCI NMPHKIAIHI MpOrpaMy Ta omepalliiHa cucrema. 13.
bazoBa cucrema BBEICHHS/BHBENEHHS BKIIOYAE  MIKPOIPOTrpaMy
[IOYaTKOBOI'O 3aBAaHTAXKEHHS Ta KEPYBaHHS CNEKTPOKUBIECHHSIM. 14,
3aBmaHHsMH 0a30BOI CHUCTEMH BBEICHHS/BHUBENEHHS 3aiMAOThCS
npaiiBepu ormepamniiHoi cucremMu. 15. BHyTpimmHI mWHW 3’€IHYIOTH
LEHTPATbHUNA TPOIECOP 3 PI3HUMHU BHYTPIMIHIMH KOMIIOHEHTaMH Ta
KapTaMu PO3MIMPEHHS s rpadiyHOro Ta 3ByKOBOTO BimoOpakeHHs. 16.
brnok kuBNEHHs BKIIOYA€ INHYp OKUBJICHHSA, IIepeMUKad Ta
OXONO/DKYBaJbHUM BeHTHIATOpP. 17. bBIOK JKMBNEHHS 3a0e3meuye
eNEeKTPOXXKUBJICHHS MATEPHHCHKOI TUIATH Ta BHYTPINIHIX JHCKOBO/IIB.
18. Bin meperBoOproe 3MIHHWUH CTPyM Ha TOCTIMHHI, a TakoX IOAA€E
NOTPiOHY Hampyry 0 TaKUX KOMIIOHEHTIB, SIK OpCTKUM auck, CD-
ROM, wmarepuHChKa IUIaTa, PO3’€M LEHTpPaJbHOro Impomecopa. 19.
AmnapaTHe 3a0e3reueHHs] KOMII'I0Tepa 3a3Hall0 3HAYHUX BJIOCKOHAJICHb
3a cBoro ictopito. 20. Kommn’roTep € OCHOBOIO 3aCTOCYBAaHHS HE JIHIIIE
Ui o0YHCIieHb, alle W y cdepi aBTOMaTH3allii, 3B’S3Ky, KepyBaHH,
pO3Bar Ta OCBITH.

Exercise 15. Retell the text “Computer Hardware”.
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Exercise 16. Study the ways of constructing Indefinite, Perfect and Con-
tinuous Passive verb forms.
You use the Passive Voice when you want to focus on the person or
thing affected by the action, rather than on the “doer” of the action (or
agent).

Our house was built a hundred years ago.

My notebook has been stolen.

We use appropriate form of the verb to be + Past Participle of the main
verb.

Present Indefinite More and more cars are sold every year.

Past Indefinite The Internet was developed in the 1960s.

Future Indefinite Everyone who applies will be given an inter-
view.

Present Continuous ~ The conference is being held next weekend.

Past Continuous Every car which left the ferry was being
stopped and searched.

Present Perfect We have been invited to Paul’s presentation.

Past Perfect He had been promoted three times before be-
coming a director.

Future Perfect The article will have been written by two

o’clock tomorrow.
Be going + Passive The new company is going to be opened by the
Infinitive President.
Modal verbs + Pas- Books must be returned within three weeks.
sive Infinitive
Modal verbs + Per- The office may have been left open deliberate-
fect Passive Infini- ly.
tive

Exercise 17. Change the following sentences into the Passive Voice.

Model: | We bought this netbook two years ago. — This netbook
was bought two years ago by us.

1. Smart cards store vital information such as health records, drivers'
licenses, bank balances, and so on. 2. Browsers may search, view, and
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even add and edit data on the World Wide Web. 3. The firm hired an
enterprise architect to oversee the development of the new software plat-
form. 4. A malicious program will crash and terminate software with a
confusing message. 5. Almost all computers, including hand-held com-
puters, desktop computers, supercomputers, and even video game con-
soles, use an operating system. 6. The university used encryption on its
web site to protect information from unauthorized access. 7. In the fu-
ture, digital distribution on the Internet will replace all other forms of
media distribution including CDs, DVDs, and even radio and television
broadcasts. 8. Users of the Internet can send mail messages with vast
databases of information to each other. 9. Maobile devices normally pro-
vide the programs needed to enable Wi-Fi, Bluetooth, or other wireless
connectivity. 10. Years ago, people commonly set up their home net-
works just to connect a few PCs, share some documents and perhaps a
printer. 11. A scanner can take a photograph or magazine article and
digitize it. 12. The central processing unit (CPU) performs most of the
calculations which enable a computer to function. 13. Windows 8 is
now available, but most organizations are still deploying Windows 7.

Exercise 18. Change the following sentences into the Passive Voice and
ask questions on them.

1. Small electronic device can control every move of your robotic per-
sonal assistant. 2. In the 2000s smartphones, cloud computing, and other
innovations revolutionized the way we live and work. 3. In the near fu-
ture, computers will use nanotechnology to shrink the size of silicon
chips, increasing speed and power with parallel processing. 4. The mili-
tary is currently working on the next generation of future computers. 5.
The system analyst was analyzing and interpreting company’s needs at
that time. 6. Practical computer systems divide software systems into
three major classes: system software, programming software, and appli-
cation software. 7. Cellular phones are now also dialing up the Internet
to provide e-mail and answering machine services. 8. School innovators
will require some patience as computer skills develop. 9. Our new pro-
grammer was developing software for the operating system of a com-
puter yesterday evening. 10. The ARPANET computer network made a
large contribution to the evolution of e-mail. 11. The Operating System
manages and controls the computer through the use of an interface.
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12. Past architecture research often focused on chip microprocessors or
stand-alone computers with performance as main optimization goal.
13. Information and communication technology (ICT) is transforming
our world, including healthcare, education, science, commerce, govern-
ment, defense, and entertainment. 14. In the future, PDA will store the
entire human knowledge base. 15. Various computer professionals were
writing programs in the computer department.

Exercise 19. Change the following sentences into the Active Voice. Add
the doer/agent of the action where necessary.

1. Bill Gates was known in computer circles as a founder of Microsoft
Corporation and developer of Windows. 2. Mathematical models can be
used not only in engineering disciplines but also in the social sciences.
3. Solaris was developed by Sun Microsystems as a more open option of
SunOS for its SPARC-based servers and workstations. 4. For hand-held
and desktop computers, the user interface is generally considered a part
of the operating system. 5. Software programs are normally written and
compiled for certain hardware platforms. 6. Mainframes will be com-
pletely replaced by the lesser categories of mid-range computers, work-
stations, and powerful PCs. 7. Multimedia systems are known for their
educational and entertainment value. 8. Modern technologies are being
researched and developed including biocomputers and quantum com-
puters. 9. Networks with speeds of 100 gigabits and higher are being
planned using fiber optics for the Internet 2 system. 10. An alliance be-
tween IBM, Motorola, and Apple was formed several years ago to de-
velop and manufacture the PowerPC chip. 11. Microcomputers can be
configured to serve multiple users. 12. Today thousands of applications
are designed for almost every purpose, from writing letters to playing
games. 13. Mobile computing can be employed when we interact with
our smartphones. 14. Future Internet appliances will be based on em-
bedded computing systems. 15. The computer system was being up-
graded by the administrator all morning yesterday.

Exercise 20. Define the tense and voice used in the following sentences
(Present, Past, Future Indefinite / Continuous Active/Passive) and
translate them.

1. Programmers are also known as 'software developers'. 2. The user
was advised to reboot the computer after a serious crash in which the
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computer no longer responded. 3. Embedded systems are typically con-
trolled by inexpensive, specialized processors which can only handle
very specific tasks. 4. More and more, software is being distributed over
the Internet, as open source, shareware, freeware, or traditional proprie-
tary and upgrade versions. 5. By the early 1990's, computers were com-
monly used for writing papers, playing games, financial accounting, and
business productivity applications. 6. Each Windows OS is optimized
for different users, hardware configurations, and tasks. 7. Since main
memory is volatile, all contents are lost when the computer power is
turned off. 8. In what way will computers be linked on a network?
9. The notebook was performing slowly when changing programs, so
the technician installed more RAM and this solved the problem. 10. The
original backbone of the Internet is based on an old military network
called ARPANET which was built by ARPA in the late 1960's.
11. Technology will offer some great capabilities in pulling together the de-
sign of any software system. 12. Not surprisingly, Linux’s OS market
share is growing very quickly around the world. 13. What operating sys-
tem are you installing? — Windows Vista. 14. Since nobody likes to wait
for a computer, high-quality computers will have fast processors and
lots of quick memory. 15. The letter is being sent now.

Exercise 21. Complete these sentences using the appropriate passive
form of the verbs in brackets (Present, Past or Future Indefinite / Con-
tinuous).

1. Applications (mean) to make users more productive and get work
done faster. 2. An embedded OS can (find) inside an increasing number
of consumer gadgets including phones (iPhone OS), PDAs (Windows
CE), and digital media players. 3. The way that the motherboard (de-
sign) and (lay out) dictates how the entire computer is going (organize).
4. The instructions (perform) by a computer while the programs (debug)
and (test). 5. Intel (start) by several people who are now legends in the
computer world, including Robert Noyce and Gordon Moore. 6. Blue-
tooth technology (optimize) for networking between common consumer
electronics such as mobile phones, mp3 players, and similar devices.
7. We project that mainframe computer applications for businesses es-
sentially (replace), either by client/server applications or new language
software. 8. The antivirus programs currently (install) by a specialist.
9. The Macintosh operating systems (design) to (use) on Apple Macin-
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tosh computers. 10. The computer contacted the address and the infor-
mation (make) available to the operator. 11. Most users have no idea
that their information (collect) and (store) at the moment on their com-
puter. 12. Ultimately people’s power (must exercise) to ensure that
computers (use) not only efficiently but in a socially responsible way.
13. Regardless of the networking choice, future Internet appliances
(base) on embedded computing systems. 14. When nanotechnology ful-
ly (develop), machines (assemble and snap) together using the chemistry
of atoms and molecules. 15. New applications program (write) by the
program developer yesterday evening.

Exercise 22. Use Indefinite or Continuous Tenses (Present, Past or Fu-
ture) of the verbs in brackets choosing between the Active and Passive
forms.

1. A company or organization (store) its information in electronic doc-
uments on one of the Internet computers. 2. The whole exciting Internet
world (wait) for you! 3. In some families children (not allow) to surf the
net on their own. 4. When the word processor application (crash), the
user (have) to abort the program and (lose) all his unsaved changes. 5.
As a student of English and Technology, you (hear) people use the
words 'Internet’ and 'World Wide Web' almost interchangeably. 6. In the
future, all forms of media distribution including CDs, DVDs, and even
radio and television broadcasts (replace) by digital distribution on the
Internet. 7. Digital cameras (become) more common. 8. The program
(design) by the software engineer now. 9. When the network administra-
tor (format) the wrong hard disk drive array, he accidentally (lose) all
the company data. 10. The man (not can) spell-check documents in
German last Saturday because his copy of Word (upgrade). 11. The
computer user (not can) access a computer resource because he (forget)
his username and password. 12. You (find out) the answer to almost
everything on Google nowadays. 13. When you (surf) the net, you
(move) from one document or the web site to another. 14. Computer
science experts predict that more traditional desktop computer (replace)
by powerful and affordable laptop computers and netbooks. 15. The first
version of a software application (not release) to the public because it
(contain) serious bugs. 16. In recent years, more and more features (in-
clude) in the basic GUI OS, including notepads, sound recorders, and
even web browsers and games. 17. Sixty years ago computers also
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(cost) a lot of money to build and operate and they only (use) by large
organizations. 18. Computers all over the world (join) by phone lines,
satellite or cable. 19. Students (download) several files from the univer-
sity's server yesterday morning. 20. This time next week our department
(work) on this project. 21. When computers first (appear), they (take up)
whole rooms and (require) specialized training to operate them. 22. The
hackers (admit) deleting new programs while they (interview) by securi-
ty police. 23. PC (protect) from different viruses by special programs.
24. The commercial global Internet system with its World Wide Web
applications (begin) in 1993-1994. 25. This time tomorrow the program
designer (write) specifications for new computer systems.

Exercise 23. Read and translate text 2.
Text 2. Hardware Categories

A typical computer consists of two parts: hardware and software.
Hardware is any electronic or mechanical part of the computer system
that you can see or touch. It is categorized as follows:

Input hardware is used to collect data and input it into the com-
puter system in computer-usable form. The keyboard and mouse are the
most common input devices.

Processing hardware retrieves and executes (interprets) instruc-
tions (software) provided to the computer. The main components of
processing hardware are the central processing unit (CPU), which is the
brain of the computer, and main memory, where all instructions and/or
data ready for processing are held. Since main memory is volatile, all
contents are lost when the computer’s power is turned off.

Output hardware provides a means for the user to view infor-
mation produced by the computer system — either in hardcopy form,
such as printouts from a printer, or softcopy form, such as a display on a
monitor, a TV-like screen.

Communications hardware facilitates connections between com-
puters and computer systems over phone lines and other channels. Ex-
amples are modems, cables and fax modems.

Software is a set of instructions, called a program, which tells a
computer what to do. Software that runs the hardware and allows the
computer to manage its resources is system software. Software that per-
forms a general business function is referred to as applications software.
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Exercise 24. Fill in the blanks with proper terms from text 2 to complete
the sentences.

1. refers to any electronic or mechanical part of the computer
system that you can see or touch. 2. a set of instructions,
called a program, which tells a computer what to do. 3. runs
the hardware and allows the computer to manage its resources.
4. performs a general business function. 5. re-
trieves and executes instructions provided to the computer. 6.

facilitates connections between computers and computer systems over
phone lines and other channels. 7. is used to collect data and
input it into the computer system in computer-usable form. 8.

provides a means for the user to view information produced by the com-
puter system.

Exercise 25. Speak on computer hardware adding some information you
know from your own experience.

Exercise 26. Read, translate and entitle text 3.
Text 3

Nowadays PCs represent the wide-spread class of digital ma-
chines. There are many different individual components which can be
mixed and matched in thousands of different configurations. This lets
you customize the PC you either buy or build to meet your exact needs.

The system case, sometimes called the chassis or enclosure, is the
metal and plastic box that houses the main components of the computer.
Most people do not consider it a very important part of the computer
(perhaps in the same way they would not consider their own skin a very
important body organ). While the case is not as critical to the system as
some other computer components (like the processor or hard disk), it
has several important roles to play in the functioning of a properly-
designed and well-built computer.

The case does not appear to perform any function at all, at first
glance. However, this definitely is not true; the case is in fact much
more than just a box. The motherboard is mounted into the case, and
all the other internal components are mounted into either the mother-
board or the case itself. The case must provide a solid structural frame-
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work for these components to ensure that everything fits together and
works well.

The system case performs several important functions for your
PC, for instance, protection for the computer circuits, cooling and sys-
tem organization.

Exercise 27. Put key questions to text 3.

Exercise 28. Read and translate text 4.
Text 4. Motherboard

The motherboard is, in many ways, the most important compo-
nent in your computer (not the processor, even though the processor gets
much more attention.). The motherboard and its major components (the
chipset, BIOS, cache’, etc.) are the major systems that this brain uses to
control the rest of the computer. Having a good understanding of how
the motherboard and its contained subsystems work is probably the most
critical part of getting a good understanding of how PCs work in gen-
eral.

The motherboard plays an important role in all aspects of the
computer system. In one way or another, everything is eventually con-
nected to the motherboard. The way that the motherboard is designed
and laid out dictates how the entire computer is going to be organized.

The motherboard contains the chipset and BIOS program, which
control most of the data flow within the computer. Almost all communi-
cation between the PC and its peripherals, other PCs, and the user goes
through the motherboard. The motherboard dictates directly the choice
of processors, memory, system buses for use in the system, and these
components affect the system’s performance. It also determines what
types of peripherals you can use in your PC.

The capabilities of the motherboard specify to what extent you
will be able to upgrade your machine. For example, there are some
motherboards that will accept regular Pentiums of up to 133 MHz speed
only, while others will go to 200 MHz. Obviously, the second one will
give you more room to upgrade when starting with a P133.

Ycache — masonepaTiBHa am’ STk, Kell, HagonepaTuBHui 311
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Exercise 29. Write a summary of the text “Motherboard”.

Exercise 30. Say whether the statements below are true or false. Correct
the false ones.

1. Nowadays PC represents the useful part of design idea of every liv-
ing-room. 2. The system case is usually one of the most overlooked
parts of the PC. 3. The main functions of the system case are to protect
the computer circuits, cooling system and repair the motherboard.
4. Any computer system can’t work without the motherboard as it is its
heart. 5. The chipset and other motherboard circuitry are the liver of the
motherboard. 6. The main function of the chipset is to direct traffic and
control the flow of information inside the computer. 7. The system bus-
es are the electrical channels through which various parts of the com-
puter communicate. 8. The BIOS is a computer program that helps you
to learn hardware. 9. The BIOS gives you the opportunity to set or
change many different parameters that control how your computer will
function. 10. The system cache is not large, and we can find it between
the processor and the system memory. 11. Each time the processor re-
quests great amounts of meals. 12. System case, motherboard and sys-
tem devices are personal computer components.

Exercise 31. Agree or disagree with the following statements. Give your
reasons.

1. Using a computer helps us to develop our language skills.

2. Computers have greatly changed the way we work and study.

Exercise 32. Make a list of advantages and disadvantages of using a
personal computer. Discuss it with your group-mates.

Exercise 33. Find some additional information and speak on the topics:
1. The CPU.

2. The main memory (RAM and ROM).
3. Peripherals (input devices, output devices, storage devices).
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UNIT 4. OPERATING SYSTEMS
Exercise 1. Study the basic vocabulary.

a) terms
share (resources) — po3moinsTH, CIiIbHO BUKOPHCTOBYBATH (pecypcu)
host — romoBHa crucTema, XoCT-CHCTEMA
master system — rosioBHa, IEHTpaJIbHA CUCTEMA
hand-held computer — kuieHbKOBHI KOMIT TOTEp
video game console — npucTaBKa 115 Bimeoirop
embedded (built-in) operating system — BmonTOBaHa (BOymOBaHA)
orepariiifHa cucremMa
video/visual display unit (VDU) — monitop, aucriei
real-time operating system — onepariiiiHa crucTemMa peajbHOro 4acy
single-user operating System — omepariiiina cucreMa iHIMBiZyaJbHOTO
KOPUCTYBaHHS
single-task(ing) operating system — oxHo3ama4yHa omeparliiina cucremMa
multi-tasking operating system — 6araTosaga4na oreparfiiiHa cucreMa
multi-user operating system - 6araTtokopucTyBalbka oIepalliiiHa
cucrema
multitasking — 6ararozagaunicTs
graphical user interface — rpadiunuii inTepdeiic kopuctyBada
word processing — 06po0IeHHs TEKCTIB
spreadsheet — BennkodopmaTHa (€IeKTPOHHA) TaOIHIIS
move data — mepecunaru aui (indopmariro)
networking — 1) po6ota (crikyBaHHs) B MEPEXKi; MEPEKHUIA PEKUM
hard drive, hard disk — sxopcTkuit quck, BiHuecTep
universal serial bus (USB) — yHiBepcasbHa MOCTiIOBHA [IIHHA
USB key, USB drive, flash drive — ¢uen-nakonmaysau (aaerka)
file system — ¢aiinosa cucrema
scalable processor architecture (SPARC)— apxirekrypa mporecopa, 5Ky
MOYKHa HAPOCTUTH
dumb terminal — mpoctuii (HeiHTeNEKTYaabHUH, “HIMHIA™) TEpMiHAI

b) nouns
instrument — mpunan
purpose — mera, Lilb
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majority — OuIbLIICTD
market share — muroma Bara 1aHOTO TOBapy Ha PHHKY
option - BapiaHT, Bepcisi, OMIIist

c) verbs

act as smth — BukoHyBaTu (QyHKIIiFO YOrOCh
run — BUKOHYBaTH

relieve — mo36asisiTv, 3BIILHATH

load — 3aBaHTaxyBaTH

communicate — nepenaBatu

accept — npuiimaTu

design - mpu3HavaTu

offer — nporonyBaTH

intend - npu3HaYaTH, MUIAHYBATH
dedicate — npuzHauaTH

split — minuTH Ha YacTHHA

switch (between) — nepexmouaru

enable — naBaTH MOXJIMBICTH, TO3BOJISITH
serve to — nomasatu

d) adjectives

responsible - BimmosimansHmit
Mmaster — roJoBHUH, TPOBITHAIMA
broad — mmpokuit

recent — octaHHIi, HAHHOBIIIHNHN
powerful — moryxuuit
expensive — goporuit

e) adverbs
simultaneously — oxrogacHo
currently — renep, 3apas, HuHi

f)  prepositions
unlike — na BimmiHy Bix
within — 1) B, B Mexkax 2) BcepeauHi

g) conjunctions
whether — gu
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however — onnak, mpote

Exercise 2. Choose verbs among the following words. Put the first let-
ters of the verbs into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Operating, manipulate, priority, include, contain, multitasking, system,
receive, expensive, offer, software, simplify, responsible, operate, hand-
held, find, multi-user, tend.

Exercise 3. Give synonyms (a) and antonyms (b) for the following words:
a)

manage, make easier, write programs, hand-held computer, however,

execute, display, communicate the message, accept, machinery, single-

user, design, laptop computer, enable, common, split, locate, develop,
host, easy, apply, operate, affect, significant, built-in, memory;

b)

easy, significant, input, responsible, centre, good, single-user, all, in-
clude, oldest, embedded, effectively, different.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: simple — simplify — simplification — simplicity — simply

Simple, ease, manage, coordinate, apply, operate, inform, execute, sci-
ence, effect, store, inform, process, signify, differ, major.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

To be responsible for; the management, coordination and sharing of
computer resources; to act as a host for applications that are run on the
machine; a master system; to manage the basic operation of the comput-
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er; to relieve applications from having to control the hardware; to make
it easier to write programs; hand-held computers and video game con-
soles; embedded operating system; some features; to execute a program;
to print or display the result of a program on the printer or the screen;
store the output data or programs; to communicate the message from the
system to the user; to accept input from the user through the keyboard or
mouse; to be designed to manage the computer; single-user, multi-
tasking operating system; to take advantage of the computer resources
simultaneously; the most common operating systems; built-in network-
ing support; multi-user environment; regardless of the media; SPARC-
based servers; a powerful and expensive computer; to be built for serv-
ing information to many PCs or dumb terminals; to have the largest
share of the Internet market.

Exercise 6. Read and translate text 1.

Text 1. Operating System Functions and Categories

An operating system is an interface between the hardware and the
user. It is responsible for the management, coordination and sharing of
computer resources. The operating system acts as a host for applications
that are run on the machine. It is the master system of programs that
manages the basic operation of the computer. This relieves applications
from having to control the hardware and makes it easier to write pro-
grams. Almost all computers, including hand-held computers, desktop
computers, supercomputers, and even video game consoles, use an op-
erating system. Some of the oldest models may however use an embed-
ded operating system on a compact disk or other data storage devices.

A good operating system should have the following features:
1) help in loading of programs and data from external sources into the
internal memory before they are executed; 2) help programs to perform
input/output operations, such as: a) print or display the result of a pro-
gram on the printer or the screen; b) store the output data or programs
written on the computer in a storage device; ¢) communicate the mes-
sage from the system to the user through the VDU; and d) accept input
from the user through the keyboard or mouse.

The broad categories of operating systems are: 1) real-time oper-
ating systems used to control machinery, scientific instruments and in-
dustrial systems; 2) single-user, single-task operating systems designed
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to manage the computer so that one user can effectively do one thing at
a time; 3) single-user, multi-tasking operating systems used by most
people on their desktop and laptop computers today. Windows and Mac
OS are examples of an operating system that will let a single user have
several programs in operation at the same time, and 4) multi-user oper-
ating systems allow many different users to take advantage of the com-
puter resources simultaneously.

The most common operating systems include Microsoft Win-
dows, Mac OS, UNIX, Linux and Solaris. Windows lets you display
your work in windows. A window is a portion of the video display area
dedicated to some specific purpose. With Windows, which supports
multitasking and graphical user interface, you can display several win-
dows on a computer screen, each showing a different application, such
as word processing or spreadsheet. You can easily switch between the
applications and move data between them. Windows 7 is the recent ver-
sion of Microsoft Windows family. Microsoft Windows has a signifi-
cant majority of market share in the desktop and notebook computer
markets, while servers generally use Linux or other Unix-like systems.
Embedded device markets are split among several operating systems.

The Macintosh operating system was designed to be used on Ap-
ple Macintosh computers. This operating system supports multi-tasking
and enables users to read MS-DOS and Windows files. The UNIX oper-
ating system is one of the oldest operating systems. It is a multi-tasking
operating system that includes built-in networking support. It is a popu-
lar operating system in universities, where a multi-user environment is
often needed. Unlike other operating systems, Linux and UNIX allow
any file system to be used regardless of the media it is stored in, whether
it is a hard drive, a disc (CD, DVD...), a USB key, or even contained
within a file located on another file system.

Solaris was developed by Sun Microsystems as a more open op-
tion of SunOS for its SPARC-based servers and workstations. Sun ma-
chines are popular, powerful, and expensive computers built for serving
information to many PCs or dumb terminals. Their processors can per-
form several tasks simultaneously. Many universities and large corpora-
tions use Sun machines to serve information on their networks. Current-
ly, Solaris is one of the most popular versions of UNIX and has the
largest share of the Internet market.
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Exercise 7. Find in text 1 the English for:

iHTepdelic MK amapaTHUM 3a0e3lEUEHHSM Ta KOPUCTYBAaueM;
BIJMIOBiAaTH 3a KepyBaHHsS, KOOPAMHAIIIO Ta PO3MOJIT PeCcypCiB;
TOJIOBHA CHCTEMa; 3BUIBHATH TPHUKIAIHI MPOrpamMH BiJ HEOOXiJAHOCTI
KepyBaTH anapaTHUMHU 3aco0aMH; TOJISTIIYBaTH HAIMCAHHS MPOrpaM;
KHIIEHbKOB1 KOMIT'IOTEpH Ta TPUCTABKU JIJIsl BiJIEOIrop;, BMOHTOBaHA
(BOynoBaHa) orepaliiiHa cucreMa; IpUCTPOi 30epiraHHs JaHWX; MaTH
TaKi BJIACTUBOCTI; OmepalliiiHa CUCTeMa PeajibHOro 4acy; MpHIaiu s
HAYKOBHX JIOCII/KEHb Ta MPOMUCIIOBI CHCTEMH; OIepalliiiHa cucTrema
IHAMBIIyaJIbHOrO KOPUCTYBAaHHS, TIE€pelaBaTH TIOBIJIOMIICHHS Bij
CHUCTeMH JI0 KOpHCTyBaua, TpUHAMaTH BXiHYy iH(OpMaIiio;
OaraTo3ajayHa ollepalliiiHa cucTeMa; 0araTOKOPHMCTYBallbKa CHUCTEMA;
JIO3BOJISITH ~ PI3HUM  KOPUCTyBadyaM OJHOYACHO BUKOPHCTOBYBATH
KOMIT IOTEpHI pecypcH; HAHTIOMMPEHIII ONepaliifHi CHCTeMH; YacTHHA
IUIONII BiACOMUCIUIES, IO MAa€ IIEBHE IPU3HAYCHHS; ITiATPUMYBATH
OaraTo3zamayHicTh Ta rpadidauid iHTepdelic KopucTyBaya; 00poOIeHHS
TEKCTIB Ta BemukKodopMmaTHa (EIEKTpOHHA) TAOIUIlI; TEPEKITIOYaTH
MPHUKIAIHI IpOrpaMH Ta IepecHaTH iHGOPMAIliF0 MK HUMH; OCTaHHS
BepCist; MOMIHYBaTH Ha PHHKY HACTUILHUX KOMII IOTEPIiB Ta HOYTOYKIiB;
BMOHTOBaHWH TPUCTPIii; BMOHTOBaHA MiATPUMKA MEPESKHOTO PEKUMY;
0araTOKOpPHUCTYBallbKe CEPEJOBUINE; BHKOPHCTOBYBATHCS HE3AIECKHO
Bil HOCISI; MOTY)XHI Ta JOPOri KOMITHOTEpH; IT0IaBaTH iH(OpMAIIio
6arateoMm [1K; omHOYacHO BUKOHYBATH JEKITbKA 3aBAAHb.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.
1. An operating system is an interface between the hardware and the
user. 2. It is responsible for the management, coordination and sharing
of computer resources. 3. It is the master system of programs that man-
ages the basic operation of the software. 4. The operating system acts as
a host for system programs that are run on the machine. 5. The operat-
ing system relieves applications from having to control the hardware but
makes it more difficult to write programs. 6. Almost all computers, in-
cluding hand-held computers, desktop computers, supercomputers, and
even video game consoles, use an operating system. 7. A good operat-
ing system should help in loading of programs and data from external
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sources into the internal memory before they are executed and help pro-
grams to perform input/output operations. 8. Windows and Mac OS are
multi-user operating systems that allow many different users to take ad-
vantage of the computer resources simultaneously. 9. The most common
operating systems include Mac OS, UNIX, Linux and Solaris. 10. Win-
dows lets you display your work in cells. 11. A window is a portion of
the video display area dedicated to some specific purpose. 12. With
Windows, which supports multitasking and graphical user interface, you
can display several windows on a computer screen, each showing a dif-
ferent application, such as word processing or spreadsheet. 13. Windows
2006 is the recent version of Microsoft Windows family. 14. Microsoft
Windows has a significant majority of market share in the servers and
notebook computer markets. 15. The Macintosh operating system was
designed to be used on Apple Macintosh computers. 16. The Macintosh
operating system does not support multi-tasking and enables users to
read Windows files. 17. The UNIX operating system is one of the old-
est operating systems. 18. UNIX is a single-user operating system that
includes built-in networking support. 19. Linux and UNIX allow any
file system to be used regardless of the media it is stored in. 20. Solaris
was developed by Sun Microsystems as a more open option of SunOS
for its SPARC-based servers and workstations. 21. Sun machines are
popular, powerful, and expensive computers built for serving infor-
mation to many mainframes and supercomputers. 22. Sun machines
processors can perform several tasks simultaneously. 23. Currently,
Solaris is one of the most popular versions of UNIX and has the largest
share of the Internet market.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to manage a) computer resources
2. to control b) several operating systems
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3. to store c¢) multitasking

4. to take advantage of d) basic operation of the computer

5. to switch between e) serving information to PCs

6. to display f) the output data or programs

7. to support g) machinery and scientific instru-
ments

8. to be split among h) the work in windows

9. to be built for i) several tasks simultaneously

10. to perform j) the applications

Exercise 10. Fill in the blanks with prepositions to, in, into, on, of, for,
from, between, among, through, at, by where necessary.

1. An operating system is an interface ... the hardware and the user. 2. It
is responsible ... the management, coordination and sharing ... comput-
er resources. 3. The operating system acts as a host ... applications that
are run ... the machine. 4. It is the master system ... programs that
manage the basic operation ... the computer. 5. This relieves applica-
tions ... having to control the hardware.. 6. A good operating system
should help ... loading ... programs and data ... external sources ... the
internal memory. 7. Operating system should communicate the message
... the system ... the user ... the VDU and accept input ... the user ...
the keyboard or mouse. 8. Single-user, multi-tasking operating systems
are used ... most people ... their desktop and laptop computers today.
9. Windows and Mac OS are examples ... an operating system that will
let a single user have several programs ... operation ... the same time.
10. A window is a portion ... the video display area dedicated ... some
specific purpose. 11. You can easily switch ...the applications and
move data ... them. 12. Microsoft Windows has a significant majority

. market share ... the desktop and notebook computer markets.
13. Embedded device markets are split ... several operating systems.
14. Unlike other operating systems, Linux and UNIX allow any file sys-
tem to be used regardless ... the media it is stored ... . 15. Solaris was
developed ... Sun Microsystems as a more open option ... SunOS ... its
SPARC-based servers and workstations. 16. Sun machines are popular,
powerful, and expensive computers built ... serving information ...
many PCs or dumb terminals.
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Exercise 11. Fill in the blanks with proper terms (operating system,
Unix, Windows, multi-user operating system, Macintosh operating
system, Sun machines, window, Solaris) to complete the sentences.

1. is a portion of the video display area dedicated to
some specific purpose. 2. is an operating system that
allows many different users to take advantage of the computer resources
simultaneously. 3. are popular, powerful, and expensive
computers built for serving information to many PCs or dumb terminals.
4. is one of the most popular versions of UNIX devel-
oped by Sun Microsystems as a more open option of SunOS.
5. is one of the oldest multi-tasking operating systems
that includes built-in networking support. 6. is an op-
erating system that lets you display your work in windows.
7. is an interface between the hardware and the user.
8. is an operating system that was designed to be

used on Apple-Macintosh computers.
Exercise 12. Answer the questions on text 1.

1. What is an operating system? 2. What is it responsible for? 3. What
are the functions of the operating system? 4. What does the operating
system relieve applications from? 5. What kinds of computers use an
operating system? 6. What kind of operating system do the old models
use? 7. What features should a good operating system have? 8. What
are the broad categories of operating systems? 9. What are real-time
operating systems used for? 10. What are single-user, single-task oper-
ating systems designed for? 11. What operating systems are used by
most people on their desktop and laptop computers today? 12. What
operating systems allow many different users to take advantage of the
computer resources simultaneously? 13. What are the most common
operating systems? 14. What does Windows allow the users to do?
15. What operating system has a significant majority of market share in
the desktop and notebook computer markets? 16. What operating sys-
tems do servers generally use? 17. What files does the Macintosh oper-
ating system enable users to read? 18. What kind of system is the UNIX
operating system? 19. How do Linux and UNIX differ from other oper-
ating systems? 20. What kind of computers was Solaris developed for?
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21. What kind of computers are Sun machines? 22. What do many uni-
versities and large corporations use Sun machines for? 23. What operat-
ing system has the largest share of the Internet market?

Exercise 13. Put all possible questions to the sentences below.

1. An operating system is an interface between the hardware and the
user. 2. An operating system is responsible for the management, coor-
dination and sharing of computer resources. 3. The operating system
relieves applications from having to control the hardware. 4. Almost all
computers, including hand-held computers, desktop computers, super-
computers, and even video game consoles, use an operating system.
5. Some of the oldest models may however use an embedded operating
system. 6. A good operating system should help in loading of programs
and data from external sources into the internal memory before they are
executed. 7. The most common operating systems include Microsoft
Windows, Mac OS, UNIX, Linux and Solaris. 8. You can display sev-
eral windows on a computer screen. 9. The Macintosh operating system
was designed to be used on Apple Macintosh computers. 10. This oper-
ating system supports multi-tasking and enables users to read MS-DOS
and Windows files. 11. Their processors can perform several tasks sim-
ultaneously.

Exercise 14. Translate into English.

1. Omeparitina cucrema — 1¢ iHTepdelic MDK  amapaTHHEM
3abe3nedyeHHsIM Ta KoprucTyBadeM. 2. OmepaliifHa cucTemMa BilNoBijae
3a KepyBaHHS, KOOPIUHAIIIIO Ta PO3MOAIT KOMIT IOTEPHHUX PecypciB. 3.
Lle romoBHa cHcTeMa cepex mporpaMm, MIO KEpyHTh pPOOOTOIO
koM ’orepa. 4. OnepatiifiHa cuctemMa 3BUThHSE MPUKIAJIHE TPOrpaMHe
3a0e3mederHHsT BiJlf HEOOXITHOCTI KepyBaTH amapaTHUM 3a0e3ledeHHIM
Ta TOJIETUIYE HamucaHHs nporpaM. 5. OmepawiiiHi CHCTEMH PeaTbHOro
4acy BHKOPHCTOBYIOTBCS JUISi KEpyBaHHS MEXaHIYHMM OOJIaJHaHHSM,
NPWIAIAMH JUTSl HAYKOBUX JOCII/UKEHb Ta MPOMHCIOBHMHU CHCTEMaMHU.
6. bimpmicte mOAel  BUKOPHCTOBYKOTH Y CBOIX  HACTUTBHUX
KOMIT'FOTepax Ta HOyTOykax Oararo3afadHi omepariiiHi cucTeMu
IHIMBIAYaJIbHOTO KOPUCTYBaHHA. /. ICHYIOTH Taki Kjacu onepaumiiHuX
CHCTEM: ONepalliiiHi CHCTeMH peajibHOro yacy; OJHO3aJauHi onepauiiHi
CHCTEMH IHAMBIOyaJIbHOIO KOPHCTYBaHHs; Oararo3azadHi omnepaumiiHi

81


http://en.wikipedia.org/wiki/Handheld_computers
http://en.wikipedia.org/wiki/Desktop_computers
http://en.wikipedia.org/wiki/Supercomputers
http://en.wikipedia.org/wiki/Supercomputers
http://en.wikipedia.org/wiki/Video_game_consoles
http://en.wikipedia.org/wiki/Embedded_operating_system
http://en.wikipedia.org/wiki/Embedded_operating_system
http://dic.academic.ru/dic.nsf/enwiki/29582

CHCTEMH I1HAWBIAyaJbHOTO KOPUCTYBAaHHS Ta 0araTOKOPHUCTYBAaIbKi
omepauiiiai cuctemu. 8. Halimommpenimi omepauidHi cucTeMu
BKmoyatoTe  Microsoft Windows, Mac OS, UNIX, Linux ta Solaris. 9.
“BikHO” — II¢ YacTHHA IUIOIII BiJACOAMCIUICS, MpU3HAUCHA JUIS TEBHOL
meru. 10. Windows miaTtpumye Oarato3zafavHicte Ta rpadiuHmii
iHTepdelic KopucTyBaya. 11. 3 Windows MosxHa mepexouTh
BiJ ONHiET MporpaMu 0 iHIIOI Ta mepecusiaTH iHQOPMALil0 MK HAMHU.
12. Microsoft Windows niepeBakae Ha pUHKY HACTLIBHUX KOMII IOTEpPIB
Ta HOYTOYKIB, TOIi SIK CepBepH 3a3BHU4Yail BUKOPHCTOBYIOTH LIiNUX uu
iHmn  cucremu, nomioni go UNIX. 13. Ha BigmiHy Bif iHIIHMX
onepaniiiaux cucrem Linux ta UNIX no3BonsitoTh BUKOPHUCTOBYBATH
Oyab-aKy (aiijIoBy cHCTEMy, HE3aJeKHO BiJ HOCIS, Ha SKOMY BOHa
36epiraeThes. 14. Solaris 6yna ctBopeHa kommaniero Sun Microsystems
sK OumbIn BigkpuTa Bepeis SUNOS s ii cepBepiB Ta poOOYMX CTAHIIH.
15. MamwmHM SUN € T[OMyNspHUMH, TIOTY’)KHUMH  MalIMHAMH,
CTBOpEHUMH s HajaHHs iHpopmarii OaratboM [IK Ta mpoctim
tepminamam. 16. Ha ceorommi  Solaris € ommiero 3 HaiOLIbII
nonysipaux Bepciit UNIX i goMinye Ha [HTEpHET pHUHKY.

Exercise 15. Retell the text “Operating Systems”.

Exercise 16. Study the vocabulary to text 2.

Application programming interface (APl) — iaTepdeiic mpukmagHOro
porpaMyBaHHS
system call — cucremumii BUKIHK
iNVOKe — BUKITMKATH, 3aITyCKaTH, aKTUBI3yBaTH IPOrpamy
user interface (Ul) — xopucryBanbskuii inTepdeiic, inTepdeiic
KOpHCTYyBada
command line interface (CLI) — inrepdeiic KoMaHAHOTO psKa,
KOMaHIHUH iHTEpdetic
kernel — sinpo (vacmuna onepayiiinoi cucmemu, wo GuKkoHye HaubiIbLWL
8aJICIUBE 3a0ayi)
request — poOuTH 3amuT
assign — mpu3HaYaTH, PO3MOAUIATH
establish — BcranoBrOBaTH
priority — npiopuTeT, MOPSI0K 4eproBOCTi
port — nepeHocuTH (Hanp., npocpamy 3 OOHIEI MAUIUHU HA THULY)
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Exercise 17. Read and translate text 2.

Text 2. Operating System Interfaces

Operating systems offer a number of services to application pro-
grams and users. Applications access these services through application
programming interfaces (APIs) or system calls. By invoking these inter-
faces, the application can request a service from the operating system,
pass parameters, and receive the results of the operation. Users may also
interact with the operating system with some kind of software user inter-
face (UI) like typing commands by using command line interface (CLI)
or using a graphical user interface (GUI, commonly pronounced “goo-
ey”). For hand-held and desktop computers, the user interface is gener-
ally considered a part of the operating system. On large multi-user sys-
tems like UNIX and UNIX-like systems, the user interface is imple-
mented as an application program that runs outside the operating sys-
tem.

The operating system acts as an interface between an application
and the hardware. The user interacts with the hardware from “the other
side". The operating system is a set of services which simplifies the de-
velopment of applications. Executing a program involves the creation of
a process by the operating system. The kernel creates a process by as-
sighing memory and other resources, establishing a priority for the pro-
cess (in multi-tasking systems), loading program code into memory, and
executing the program. The program then interacts with the user and
devices performing its intended function.

Exercise 18. Say whether the statements below are true or false. Correct
the false ones.

1. An operating system is an interface between the application software
and system software. 2. Operating systems offer a number of services to
application programs and users. 3. Applications access these services
through APIs or system calls. 4. Users may also interact with the operat-
ing system with some kind of software Ul like typing commands by us-
ing CLI or using a graphical user interface. 5. For hand-held and desk-
top computers, the user interface is generally considered a part of the
hardware. 6. On large multi-user systems like UNIX and UNIX-like
systems, the user interface is implemented as an application program
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that runs outside the operating system. 7. The operating system acts as
an interface between an application and the hardware. 8. The operating
system is a set of instructions which simplifies the development of ap-
plications. 9. Writing a program involves the creation of a process by
the operating system. 10. The kernel creates a process by assigning
memory and other resources, establishing a priority for the process (in
multi-user systems), loading program code into memory, and executing
the program. 11. The program interacts with the user and devices per-
forming its intended function.

Exercise 19. Read and translate text 3.

Text 3. Microsoft Windows

Microsoft Windows is a family of proprietary operating systems
that originated as an add-on to the older MS-DOS operating system for
the IBM PC. Modern versions are based on the newer Windows NT
kernel that was originally intended for OS/2. Windows runs on x86,
x86-64 and Itanium processors. Earlier versions also ran on the DEC
Alpha, MIPS, Fairchild (later Intergraph) Clipper and PowerPC archi-
tectures (some work was done to port it to the SPARC architecture).

As of June 2008, Microsoft Windows holds a large amount of the
worldwide desktop market share. Windows is also used on servers, sup-
porting applications such as web servers and database servers. In recent
years, Microsoft has spent money on significant marketing, research and
development to demonstrate that Windows is capable of running any
enterprise application, which has resulted in consistent rice/ perfor-
mance records and significant acceptance in the enterprise market.

The most widely used version of the Microsoft Windows family
is Windows XP, released on October 25, 2001. In November 2006, after
more than five years of development work, Microsoft released Windows
Vista, a new version of Microsoft Windows family which contains a
large number of new features and architectural changes. Chief among
these are a new user interface and visual style called Windows Aero, a
number of new security features such as User Account Control, and a
few new multimedia applications such as Windows DVD Maker. A
server variant based on the same kernel, Windows Server 2008, was
released in early 2008.

Windows 7 is the recent version which has recently been devel-
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oped and released.

Exercise 20. Say whether the statements below are true or false. Correct
the false ones.

1. Modern versions of Microsoft Windows are based on Windows NT
kernel that was originally intended for OS/1. 2. In recent years, Macin-
tosh has spent money on significant marketing, research and develop-
ment to demonstrate that Windows is not capable of running any enter-
prise application. 3. The most popular version of the Microsoft Win-
dows family is Windows XP, released on October 15, 2001. 4. In No-
vember 2006 Microsoft released Windows Vista, a new version of Mi-
crosoft Windows family which contains a large number of new features
and architectural changes. 5. Windows 7 is currently under develop-
ment.

Exercise 21. Make up questions to the italicized parts of the sentences.

1. Such applications include some small embedded systems. 2. Operat-
ing system can be categorized by technology, ownership, licensing,
working state, usage, and by many other characteristics. 3. Modern
versions are based on the newer Windows NT kernel. 4. In recent
years, Microsoft has spent significant money on marketing, research and
development to demonstrate that Windows is capable of running any
enterprise application. 5. The most widely used version of the Mi-
crosoft Windows family is Windows XP, released on October 25, 2001.

Exercise 22. Fill in the blanks with prepositions.

1. Microsoft Windows is a family ... proprietary operating sys-
tems that originated as an add-on ... the older MS-DOS operating sys-
tem ... the IBM PC. 2. Modern versions are based ... the newer Win-
dows NT kernel that was originally intended ... OS/2. 3. Windows runs
... X86, x86-64 and Itanium processors. 4. Earlier versions also ran ...
the DEC Alpha, MIPS, Fairchild (later Intergraph) Clipper and Pow-
erPC architectures. 5. ... recent years, Microsoft has spent money ...
significant marketing, research and development to demonstrate that
Windows is capable ... running any enterprise application, which has
resulted ... consistent rice/ performance records and significant ac-
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ceptance ... the enterprise market. 6. The most widely used version ...
the Microsoft Windows family is Windows XP, released ... October 25,
2001. 7. ... November 2006, ... more than five years ... development
work, Microsoft released Windows Vista, a new version ... Microsoft
Windows family which contains a large number ... new features and
architectural changes.

Exercise 23. Change the following words into adjectives. Use the fol-
lowing suffixes -able; -ible; -al; - ant; -ent; - ful;- ic; -ive; -ous; - .

Purpose, reason, exhaust, success, predominance, skill, power, vary,
magnet, create, stick, hierarchy, program, comprehend, observe,
emerge, gloom, courage, science, compare, noise, form, apply, event,
experiment, base, collect, economy, gloom, construct, transmit, func-
tion, redundancy, vision, resistance, depend, select, structure, efficiency.

Exercise 24. Form negative adjectives using the following prefixes
un-; in-; ir-; im- ;il-; dis-; non-.

Reasonable, relevant, satisfied, authorized, complete, fortunate, regular,
possible, countable, flammable, respectful, forgettable, direct, perfect,
reliable, sensitive, legal, existent, equal, responsible, patient, stable, ra-
tional, loyal, honest, restrictive, intentional, decent, proper, skilled, ca-
pable, legitimate, metallic, productive, correct, logical.

Exercise 25. Give the comparative and the superlative degree of the fol-
lowing adjectives.

Fast, large, intelligent, convenient, complex, simple, small,
good, little, much, narrow, long, bad, far, busy, important, regular, re-
liable, efficient.

Exercise 26. Decide whether the italicized words are adjectives or ad-
verbs. Translate the sentences.

1. Computer hardware has undergone significant improvements over
its history. 2. Software security practices should contain significantly
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fewer exploitable weaknesses. 3. Malware is a general term used by
computer professionals to mean various annoying software. 4. For
handheld and desktop computers the user interface is generally con-
sidered a part of the operating system. 5. A typical computer includes
hardware and software. 6. A database consists of an organized collec-
tion of data for one or more uses, typically in digital form. 7. The pro-
fessor delivered more lectures than his colleague. 8. Little attention to
documentation and large focus on effective communication will help
produce desired project results. 9. The software should be designed to
guard against both likely and unlikely events. 10. Students would
study better if they had better equipment in the classrooms.

Exercise 27. Choose the right word from those in brackets. Translate
the sentences.

1. The software construction is (close, closely) linked to the software
configuration management. 2. Multi-user operating systems allow many
(different, differently) users to take advantage of the computer resources
(simultaneous, simultaneously). 3. (Fortunate, fortunately), such large-
scale methods are not the only kind available for modelling software.
4. Microsoft Windows has a (significant, significantly) majority of mar-
ket share in the desktop and notebook computer markets, while servers
(general, generally) use Linux or other Unix-like systems. 5. A good
operating system helps in loading of programs and data from (external,
externally) sources into the (internal, internally) memory. 6. A high-
level design does not (necessary, necessarily) represent the architecture
of the software. 7. Antivirus software may include the ability to (period-
ic, periodically) receive virus definition updates in order to maintain the
software effectiveness. 8. (Internal, internally) architecture is concerned
with cost, performance, scalability and other operational matters. 9. A
management information system generates information (accurate, accu-
rately) and (regular, regularly). 10. Passive matrix displays contain a
grid of (horizontal, horizontally) and (vertical, vertically) wires with an
LCD element at each intersection. 11. Hypermedia can be considered
one (particular, particularly) multimedia application. 12. (Common,
commonly) methods of data masking include: encryption, decryption,
masking and substitution.
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Exercise 28. Translate the word combinations below into Ukrainian.

To be based on his experience in the MULTICS project; a large, com-
plex family of inter-related operating systems; to resemble the original
UNIX; to refer to a large set of operating systems; a diverse group of; a
trademark of The Open Group; to conform to standards; a wide variety
of machine architectures; for serves as well as for workstations; in aca-
demic and engineering environments; market share statistics; to make
usage under-represented; to acquire multiple OS; to be applied to; to be
originally created for.

Exercise 29. Read and translate text 4.
Text 4. UNIX and UNIX-like Operating Systems

Ken Thompson wrote B, which he used to write UNIX, based on
his experience in the MULTICS project. B was replaced by C, and
UNIX developed into a large, complex family of interrelated operating
systems which have been influential in every modern operating system.

The UNIX-like family is a diverse group of operating systems,
with several major sub-categories including System V, BSD, and Linux.
The name “UNIX” is a trademark of The Open Group which licenses it
for use with any operating system that has been shown to conform to
their standards. “UNIX-like” is commonly used to refer to a large set of
operating systems which resemble the original UNIX.

UNIX-like systems run on a wide variety of machine architec-
tures. They are heavily used for servers in business, as well as for work-
stations in academic and engineering environments. Free software
UNIX versions, such as GNU, Linux and BSD, are popular in these are-
as.

Market share statistics for freely available operating systems is
usually inaccurate since most free operating systems are not purchased,
making usage under-represented. On the other hand, market share statis-
tics based on total downloads of free operating systems is often inflated,
as there is no economic disincentive to acquire multiple operating sys-
tems so users can download multiple systems, test them, and decide
which they like best.

Some UNIX versions like HP’s HP-UX and IBM’s AIX are de-
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signed to run only on that vendor’s hardware. Others, such as Solaris,
can run on multiple types of hardware, including x86 servers and PCs.
Apple’s Mac OS X, a hybrid kernel-based BSD version derived from
NEXTSTEP, Mach, and FreeBSD, has replaced Apple’s earlier (non-
UNIX) Mac OS.

UNIX interoperability was introduced by establishing the POSIX
standard. The POSIX standard can be applied to any operating system,
although it was originally created for various UNIX versions.

Notes

Download — 3aBanTtakenuii aiin;, 3axkmamnatd (y KOHCmMpyKyiilo, y
npoepamy); 3aBaHTAXYBaTH, mepecunatd (no ainii
38'33KY)

discentive — po3xonmomKyBaHHs; TAIEMO, TIPHIYIIEHHS CTHMYITY

interoperability — dyHkioHaTBPHA CYMICHICT, MOXJIMBICTH B3a€MOIIT

(npocpammux i anapammuux eupobis pisHUX NOCTNABHUKIS)

Exercise 30. Find in text 4 the English for:

pI3HOMaHITHA T'pyIia ONepaIlifHuX CHCTEM; B3a€MOIIOB sI3aHi oreparliiHi
CHUCTEMH; BIONOBINATH CTaHAApTaM; akKaJeMidHe Ta TeXHIYHE
CepefoBHINe; MUTOMA Bara Ha PHHKY; OyTH HETOYHWUM; E€KOHOMIYHI
TIEPEIIKOIN; KyIlyBaTH PI3HOMAHITHI OIepamiifHi CHCTEeMH; HaraayBaTH
suxigamiit UNIX.

Exercise 31. Complete the sentences choosing the proper word combi-
nations. Translate them.

1. Unix developed into a large, complex family of interrelated operating
systems which have been influential in ... .

a) every complicated operating system
b) every modern operating system
C) every expensive operating system
2. The name “UNIX” is a trademark of ... .
a) the institution for protection of the environment
b) the Closed Group
c) the Open Group
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. “UNIX-like” is commonly used to refer to ... .
a) a large set of operating systems

b) a large set of applications

c) a large set of interfaces

. UNIX-like systems run on a wide variety of ... .

a) machine architectures
b) machinery
¢) machine exhibitions

. Market share statistics for freely available operating systemsis ... .

a) usually inaccurate
b) inaccurate to some extent
C) quite inaccurate

. There is no economic disincentive to acquire multiple operating sys-
tems so users can ... .

a) test multiple applications and start operation

b) download multiple systems, test them, and decide which they
like best

c) check multiple systems, and decide which of them they can
sell

. Some UNIX variants like HP’s HP-UX and IBM’s AlX are designed

torunonly....

a) on hardware or software
b) on that vendor's software
¢) on that vendor's hardware

. Others, such as Solaris, can run on multiple types of hardware, in-
cluding ... .

a) interface and PCs
b) x86 servers and PCs
c) servers and OS

. UNIX interoperability was introduced by ... .

a) establishing the POSIX standard
b) acquiring the POSIX versions
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c) granting a license to the POSIX standard

10. The POSIX standard can be applied to ... .

a) any operating system
b) Mac OS
c) HP’s HP-UX and IBM’s AIX

Exercise 32. Put some key questions on text 4.

Exercise 33. Write out all Non-Finite forms of the verbs from text 4.
State their forms and functions.

Exercise 34. Translate the word combinations below into Ukrainian.

A line of proprietary, graphical operating systems; all currently shipped
Macintosh computers; the successor to; to be built on the technology; to
be first released; a desktop-oriented version; to be usually referred to;
the server edition; to be architecturally identical to; its desktop counter-
part; to include work group management and administration software
tools; to provide simplified access to; a mail transfer agent; a domain
name server.

Exercise 35. Read and translate text 5.

Text 5. Mac OS X

Mac OS X is a line of proprietary, graphical operating systems
developed, marketed, and sold by Apple Inc. loaded on all currently
shipped Macintosh computers. Mac OS X is the successor to the original
Mac OS, which had been Apple’s primary operating system since 1984.
Unlike its predecessor, Mac OS X is a UNIX operating system built on
technology that had been developed at NeXT through the second half of
the 1980s and up until Apple purchased the company in early 1997.

The operating system was first released in 1999 as Mac OS X
Server 1.0, with a desktop-oriented version Mac OS X v10.0 following
in March 2001. Since then, five more distinct “end-user” and ‘“server”
editions of Mac OS X have been released, the most recent being Mac
OS X v10.5, which was first made available in October 2007. Releases
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of Mac OS X are named after big cats; Mac OS X v10.5 is usually re-
ferred to by Apple and users as “Leopard”.

The server edition, Mac OS X Server, is architecturally identical
to its desktop counterpart but usually runs on Apple's line of Macintosh
server hardware. Mac OS X Server includes work group management
and administration software tools that provide simplified access to key
network services, including a mail transfer agent, a Samba server, an
LDAP server, a domain name server, and others.

Exercise 36. Compose five key questions of different kinds (general,
special, alternative, disjunctive and subject) on text 5.

Exercise 37. Say whether the statements below are true or false. Correct
the false ones.

1. Mac OS has a long history since it has come to the modern word of
computer technologies. 2. Mac OS X is a line of proprietary, graphical
operating systems developed, marketed, and sold by Cherry Inc., the
latest of which is pre-loaded on all currently shipped Macintosh com-
puters. 3. Mac OS X is a UNIX operating system built on technology
that had been developed at NeXT through the second half of the 1980s
and up until Apple purchased the company in 1997. 4. The operating
system was first released in 1999 as Mac OS X Server 1.0, with a desk-
top-oriented version (Mac OS X v10.0) following in March 2001.
5. The server edition, Mac OS X Server, is identical to its business
counterpart but usually runs on Apple’s line of Macintosh server hard-
ware. 6. Mac OS X Server includes work group management and ad-
ministration hardware tools that provide simplified access to key net-
work services.

Exercise 38. Compose a dialogue on “Mac OS X, using the word com-
binations given below. Mind the grammar form.
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A real-time operating system, to include some small embedded systems,
to be categorized by a technology, a large amount of the worldwide
desktop market share, in the enterprise market, after more than five
years of development work, to contain a large number of new features
and architectural changes.

Exercise 39. Find some additional information and speak on:

1. The difference between system software and application software.

2. Graphical User Interface.

3. The most popular operating systems and the difference between them.
4. Why is Windows so popular?

UNIT 5. SOFTWARE ARCHITECTURE

Exercise 1. Study the basic vocabulary.
a) terms

performance — 1) pobGora, (QYHKIIOHYBaHHS, eKCILIyaTalliiHi
BiractuBocTi 2) KK

global control structure — crpykTypa ri1o6aasHOro KepyBaHHs

scaling — macmtabyBaHHs1, MaciIrabHe EPETBOPEHHS

partitioning — posmomin, IeKOMIIO3HILIS

typed object — tumizoBanmii 06’€xT

interface point — inTepdeiicuuit By3om

gross-level component — makpopiBHEBHiT KOMITOHEHT

decompose — po3kiiaaTi Ha CKJIAI0BI, MiAIaBaTH JEKOMITO3UIIIT

decompositional — nexommosuriiHmit

throughput — mpoayKTHBHICTB; TPOIYCKHA 3aTHICTh

latency — gac ovikyBaHHs, 3aTPUMKa

maintainability — 1) BigHOBIIOBaHICTB; 2) 3pY4YHICTH CYNPOBOIY

(npoepammuoeo 3abe3neuenns)
platform independence — He3anexHicTh Bif iaThopmu

b) nouns
ISSue — mpoGJieMa, MUTaHHS
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synchronization — cuaxpoHi3aris

composition — 1) ckinan 2) moOymoBa, popMyBaHHS, yTBOPCHHS
mapping — BigoOpaxxeHHs

semantics — cemaHTHKa

extent — cTyminb, Mipa

¢) verbs

go beyond — BuxomuTH 3a MEXKi

specify — yrouHioBaTH, ieTanizyBaTH, KOHKPETH3YBaTH
emerge — BUHUKATH, TOCTABATH

aggregate — o0’ eaHyBaTH

eliminate — BunansTu; ycyBatu

d) adjectives
gross — BENMKHA, MaKpPOCKOITIYHHI
refinable — o migmaerses aeranmizarii

e) adverbs
explicitly — 1) sicHo, giTko 2) siBHO

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Development, refer, structural, environment, architectural, con-
straint, refinable, object, satisfy, maintainability, protocol, increase, ob-
jection, emerge, semantics, overall, integration, discrete, template,
share, independence, important, orientation, explicitly, network.

N I N N O N O

Exercise 3. Give synonyms (a) and antonyms (b) for the following words:

a)
design, consist, importance, decomposition, computation, specify, over-
all, selection, interaction, collection, eliminate, aggregate, issue, gross

property;
b)
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compose, overlapping, explicitly, dependent, variable, connect, con-
crete, important, refinable, emerge, complexity, abstract.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: vary — variant — variety — various — variously

Vary, develop, communicate, assign, maintain, inform, represent, func-
tion, part, depend, compose, connect, perform, explicit, define, exist,
configure.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

Means of communication between modules; representation of shared
information; to go beyond the algorithms and data structures, to emerge
as a new kind of problem; assignment of functionality to design ele-
ments; scaling and performance; partitioning strategy; discrete, non-
overlapping parts; a set of well-formedness constraints that must be sat-
isfied by any architecture; to be decomposed, aggregated, or eliminated
in a concrete architecture; key design issues; life-cycle issues such as
maintainability, extent of reuse, and platform independence.

Exercise 6. Read and translate text 1.

Text 1. Software Architecture Strategies and Concepts

Software architecture is the study of the large-scale structure and
performance of software systems. Important aspects of a system’s archi-
tecture include the division of functions among system modules, the
means of communication between modules, and the representation of
shared information.

As the size and complexity of software systems increase, the de-
sign problem goes beyond the algorithms and data structures of the
computation: designing and specifying the overall system structure
emerges as a new kind of problem. Structural issues include gross or-
ganization and global control structure; protocols for communication,
synchronization, and data access; assignment of functionality to design
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elements; composition of design elements; scaling and performance; and
selection among design alternatives. This is the software architecture
level of design.

The architecture consists of (a) a partitioning strategy and (b) a
coordination strategy. The partitioning strategy leads to dividing the
entire system in discrete, non-overlapping parts or components. The co-
ordination strategy leads to explicitly defined interfaces between those
parts.

Software architecture is represented using the following concepts:
1. Component: An object with independent existence, e.g., a module,
process, procedure, or variable. 2. Interface: A typed object that is a
logical point of interaction between a component and its environment.
3. Connector: A typed object relating interface points, components, or
both. 4. Configuration: A collection of constraints that wire objects into
a specific architecture. 5. Mapping: A relation between the vocabularies
and the formulas of an abstract and a concrete architecture. The formula
mapping is required because the two architectures can be written in dif-
ferent styles. 6. Architectural style: A style consists of a vocabulary of
design elements, a set of well-formedness? constraints that must be satis-
fied by any architecture written in the style, and a semantic interpreta-
tion of the connectors. Components, interfaces, and connectors are treat-
ed as first-class objects- i.e., they have a hame and they are refinable.
Abstract architectural objects can be decomposed, aggregated, or elimi-
nated in a concrete architecture. The semantics of components is not
considered part of architecture, but the semantics of connectors is.

Software architecture is an important level of description for
software systems. At this level of abstraction key design issues include
gross-level decompositional components, protocols of interaction be-
tween those components, global system properties (such as throughput
and latency), and life-cycle issues (such as maintainability, extent of
reuse, and platform independence).

! well-formedness — ¢popmanbHa NpaBUIBLHICTE

Exercise 7. Find in text 1 the English for:
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JOCIIPKeHHS BEIMKOMAacIITabHOI CTPYKTypu Ta (YHKIIOHYBaHHS
MPOrpaMHUX CHUCTEM; PO3MOALT (QYHKLIH MK CHCTEMHHMHU MOIYJISIMU;
o0csr Ta CKIQJHICTh TMPOrpaMHUX CHCTEM; TPOEKTYBaHHS Ta
Jeramizalliss 3arajJbHOI CTPYKTYpH CHCTEMH; HOBHUH THI 3ajadi;
opraHizalliss Ha MaKpOpPiBHI Ta CTPYKTypa TIJIOOaIbHOTO KEpyBaHHS;
MPOTOKOJIM 3B’S3KYy, CHHXPOHI3aIlii Ta JOCTYNy 10 JaHUX; CKJIaj
CTPYKTYPHHX KOMITOHEHTIB; BHOIp M BapiaHTaMu MPOEKTIB; cTpaTerii
pO3MOTYy Ta KOOPAWHYBAHHS, PO3MOALT CHCTEMHU Ha JUCKPETHI
yacTMHH a00 EJIEMEHTH, IO HE IEPETUHAIOTHCS; YITKO BHU3HAYCHI
iHTepdelich MK YaCTHHAMH, HE3aJIeK-HO ICHYIOUHMH 00 €KT; MOJIYIb,
Mpoliec, Mpoleaypa, abo 3MiHHA; JIOriYyHa CYTHICTH B3a€EMOIIl MiX
EIEeMEHTOM Ta WOro cepenoBuiieM (OTOYEHHSIM); CYKYIHICTh
00MeXeHb, 1110 TIOB’SI3yI0Th 00’ €KTH B MEBHY apXiTEKTypy; aOCTpakTHa
Ta KOHKDETHa apXiTeKTypa; BijjoOpakeHHS QopMyrd; (GopManbHi
OOMEXEHHsS; KJIIOYOBI TMTAaHHS TPOEKTYBAHHS; JICKOMIIO3HIIHHI
KOMIIOHEHTH Ha MakpoOpiBHI, TJ00aNbHI BJACTHBOCTI CHCTEMU;
MIPOITYCKHA 3IaTHICTD 1 YaC OYiKyBaHHS.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. Software architecture is the study of the small-scale and large-scale
structures and performance of software systems. 2. Important aspects of
a system’s architecture include the division of functions among system
modules, the means of communication between modules, and the repre-
sentation of shared information. 3. The size and complexity of software
systems decrease. 4. The design problem goes beyond the algorithms
and data structures of the computation: designing and specifying the
overall system structure emerges as a new kind of problem. 5. The ar-
chitecture consists of (a) a partitioning strategy and (b) a communication
strategy. 6. The partitioning strategy leads to dividing the entire system
in discrete, overlapping parts or components. 7. The coordination strate-
gy leads to explicitly defined interfaces between those parts. 8. A typed
object is a logical point of interaction between components. 9. The for-
mula mapping is required because the two architectures can be written
in similar styles. 10. An architectural style consists of a vocabulary of
design elements, a set of well-formedness constraints that must be satis-
fied by any architecture written in the style, and a semantic interpreta-

97



tion of the connectors. 11. Components, interfaces, and connectors are
treated as first-class objects- i.e., they have a name and they are nonre-
finable. 12. Abstract architectural objects can be decomposed, aggregat-
ed, or eliminated in a concrete architecture. 13. The semantics of com-
ponents is considered part of architecture, as well as the semantics of
connectors.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to include a) a new kind of problem

2. to write b) a partitioning strategy

3. to go beyond c) formula mapping

4. to consist of d) explicitly defined interfaces

5. to emerge as e) division of functions

6. to lead to f) part of architecture

7. to require g) the algorithms and data structures
8. to be treated as h) constraints

9. to be considered i) in different styles

10. to satisfy j) first-class objects

Exercise 10. Fill in the blanks with prepositions in, to, between, among,
beyond, of, as, by, at, for where necessary.

1. Software architecture is the study ... the large-scale structure and per-
formance ... software systems. 2. Important aspects ... a system’s archi-
tecture include the division ... functions ... system modules, the means
.. communication ... modules, and the representation ... shared infor-
mation. 3. As the size and complexity ... software systems increase, the
design problem goes ... the algorithms and data structures ... the com-
putation: designing and specifying the overall system structure emerges
.. a new kind ... problem. 4. Structural issues include gross organiza-
tion and global control structure; protocols ... communication, synchro-
nization, and data access; assignment ... functionality ... design ele-
ments; composition ... design elements; scaling and performance; and
selection ... design alternatives. 5. The partitioning strategy leads ...
dividing the entire system ... discrete parts. 6. Interface is a typed object
that is a logical point ... interaction ... a component and its environ-
ment. 7. Architectural style consists ... a vocabulary ... design ele-
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ments, a set ... well-formedness constraints that must be satisfied ... any
architecture written ... the style, and a semantic interpretation ... the
connectors. 8. Software architecture is an important level ... description

. software systems. 9. ... the level ... abstraction key design issues
include gross-level decompositional components and protocols ... inter-
action ... those components.

Exercise 11. Fill in the blanks with proper terms (configuration, com-
ponent, mapping, interface, coordination strategy, connector, parti-
tioning strategy, software architecture) to complete the sentences.

1. is a typed object relating interface points, compo-
nents, or both. 2. is a strategy that leads to dividing
the entire system in discrete, non-overlapping parts or components.
3. is an object with independent existence, e.g., a
module, process, procedure, or variable. 4. is a col-
lection of constraints that wire objects into a specific architecture.
5. is a relation between the vocabularies and the

formulas of an abstract and a concrete architecture. 6.

is the study of the large-scale structure and performance of software sys-
tems. 7. is a strategy that leads to explicitly defined
interfaces between those parts. 8. is a typed object
that is a logical point of interaction between a component and its envi-
ronment.

Exercise 12. Answer the questions on text 1.

1. What is software architecture? 2. What do important aspects of a sys-
tem’s architecture include? 3. Why does the design problem go beyond
the algorithms and data structures of the computation? 4. What emerges
as a new kind of problem? 5. What do structural issues include?
6. What strategies does the architecture consist of? What do they differ
in? 7. What concepts is software architecture represented by? 8. What
is an object/ interface/ connector? 9. What is configuration/ mapping/
an architectural style? 10. What does an architectural style consist of?
11. What kind of semantics is considered to be a part of architecture?
12. What do the key design issues of software architecture include?
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Exercise 13. Put all possible questions to the sentences below.

1. Important aspects of a system’s architecture include the division of
functions among system modules, the means of communication between
modules, and the representation of shared information. 2. As the size
and complexity of software systems increase, the design problem goes
beyond the algorithms and data structures of the computation. 3. Struc-
tural issues include gross organization and global control structure; pro-
tocols for communication, synchronization, and data access; assignment
of functionality to design elements; composition of design elements;
scaling and performance; and selection among design alternatives.
4. The architecture consists of a partitioning strategy and a coordination
strategy. 5. The partitioning strategy leads to dividing the entire system
in discrete, non-overlapping parts or components. 5. Software architec-
ture is represented using the following concepts: a component, an inter-
face, a connector, a configuration, mapping, an architectural style.
6. Components, interfaces, and connectors are treated as first-class ob-
jects. 7. Abstract architectural objects can be decomposed, aggregated,
or eliminated in a concrete architecture. 8. The semantics of components
is not considered part of architecture, but the semantics of connectors is.

Exercise 14. Translate into English.

1. Apxirektypa mnporpamMHOro 3a0e3ledeHHS — M€ JOCITiIKEHHS
BEIMKOMACINTA0HOI CTPYKTypH Ta (YHKIIOHYBaHHS IIPOTPaAMHHX
CHCTEM. 2. BaxnmBi acmekTH apXiTEKTypu CHCTEMH BKIIOYAIOTh
po3mozin (GYyHKIIH MK CHCTEMHHMH MOMYJSIMH, 3aCOOHM 3B’SI3KY MK
MOJIYJISIMHU Ta MPECTaBIEHHS po3noauteHol iHdopmariii. 3. Y 3B 53Ky i3
3pOCTaHHSAM O00CATY Ta CKJIQJHOCTI TNPOTPaMHHUX CHCTEM 3aBJaHHI
NPOEKTYBaHHS BHUXOAWTH 32 MEXI alrOpUTMIB Ta CTPYKTYp MaHUX
OOYHCIEHHS — TPOEKTYBaHHS Ta JETami3allisi 3aralbHOi CTPYKTYpH
CHUCTeMH TIOCTAa€ SK HOBWHM THN 3ajadi. 4. ApXITEeKTYpHUH piBeHb
MPOEKTYBaHHS MPOrpamMHOro 3a0e3ledyeHHs BKIIOYA€ Taki CTPYKTYpPHI
MATaHHS, SK OpraHi3allisi Ha MakKpOpiBHI Ta CTPYKTypa TJI00abHOTO
KepyBaHHSI; TIPOTOKOJIM 3B 53Ky, CHHXPOHI3allii Ta JOCTyNy N0 JaHUX;
po3mofin (GpyHKIIOHATFHOCTI MiX CTPYKTYPHUMH KOMIIOHEHTaMH Ta X
ckiaj; MaciutaOyBaHHS Ta (QYHKUIOHyBaHHs; BHOip MDK BapianTamu
MpoeKTiB. 5. ApXiTekTypa CKIAZA€ThCsl 31 cTpaTeridi pos3moxiry Ta
KoopauHyBaHHs. 6. B apxirektypi mnporpamHoro 3a0e3rneyeHHs
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BUKOPUCTOBYIOTbCA ~ Taki  IOHATTSA:  KOMIIOHEHT,  iHTepdeliic,
3’€¢IHYBaJbHUH  e€NeMeHT,  KoHdirypamis,  BimoOpakeHHS  Ta
apxiTeKTypHUH CTWIb. 7. KOMIIOHEHT — € He3alIeKHO iCHYIOUHM 00’ €K-
TOM, HAmpUKIaa, MOJAYJEM, IPOIECOM, MPOIENyporo, ado 3MIHHOIO.
8. Intepdeiic — 1e THUM30BaHUN 00 €KT, IO € IMYHKTOM 3iHCHEHHS
B3a€EMOJIi MK KOMIIOHEHTOM Ta HOro oTo4deHHsM. 9. 3’eIHyBaJbHUN
CNIEMEHT — € THUII30BaHUM OO0 €KTOM, SIKUH TMOB’S3y€ MDK CO0OI0
iHTepdelicH By31H, KOMIIOHEHTH, a0o i Te, i apyre. 10. Kondiryparis
— e CYKYIHICTh OOMEKEHb, IO TMOB’S3YIOTb O0’€KTH B TIEBHY
apxitektypy. 11. BimoOpaskeHHs BiATBOPIOE B3a€EMOBIIHOIICHHS MIX
CIIOBHUKaMH Ta (QOpMyJamMH aOCTPakTHOI Ta KOHKPETHOI apXiTeKTyp.
12. ApXiTeKTypHUH CTHIb CKJIAJa€ThCsl 31 CIOBHUKA CTPYKTYPHHX
KOMITOHEHTIB, HH3KH (OpPMaJbHUX OOMEXEHb, SIKUM Ma€ BiJlIOBiIATH
Oy/b-siKa apXiTeKTypa, HalMcaHa B TIEBHOMY CTHII, Ta CEMaHTHUYHOI
iHTepnperarllii 3’eAHyBaIbHUX eneMeHTiB. 13. KommnoHeHnTy, inTepdeticn
Ta 3’€JHYBaIIbHI €NIEMEHTH PO3TIIIAIOTHCS SIK 00’ €KTH MEpIIoro Kiiacy,
TOOTO BOHM MalOTh iM’sl 1 mgmaroTees nmertamizaitii. 14. AOGctpakTHi
apXiTEeKTypHI 00’€KTH MOXKHA pO3KIamaTH, 00’ €THYBATH Ta BUIANATH B
KOHKPETHIN apXiTekTypi. 15. ApxiTeKkTypa mporpaMHOro 3a0e3meucHHs
€ BaOXJMBHM DPIBHEM OIKCY mHporpamHux cucteM. 16. Ha mpomy piBHi
a0CTpaKIIii KJIFOY0B1 MUTAHHS MPOEKTYBAHHS BKIIIOYAIOTh MaKpPOPIBHEBI
JIEKOMITO3HITIHI KOMITOHEHTH, TIIPOTOKOJHM B3aEMOMii MDK ITHMMH
KOMIIOHEHTaMH, TJI00aJbHI BIACTHBOCTI CHCTEMH (TaKi SIK MPOITyCKHA
3MATHICTh 1 Yac OYIKYBaHHA) Ta MUTAHHA JKUTTEBOTO UKy (Taki SK
3py4YHICTh  CyNpOBOAY, CTYIiHb IOBTOPHOTO BHUKOPHCTaHHA 1
HE3aIIEKHICTh Bif maTdopmu).

Exercise 15. Write a summary of the text “Sofiware Architecture ”.

Exercise 16. Study the vocabulary to text 2.

Structural view — cTpykTypHe npecTaBIeHHS

systemic view — cucTemHe IpeCTaBICHHS

component View — KOMITOHEHTHE MPEeICTaBICHHSI

deployment view — mnpencraBieHHS PO3MILEHHS (MpeOcmasieHHs.
cUCmemMHOI apximekmypu, wjo 8UOIIAE 8y3uU, KOMPI
popmyroms anapamiy mononoziio cucmemu,)
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network-centric deployment view — MepexoneHTpu4He MPeACTaBICHHS
pO3MillIeHHS

logical view — soriune npencraBieHHs

conceptual view — koHIlenTyanbHe MPeICTaBICHHS

domain — (npeomemna) 0067aCcTh, KOHTEKCT (Cepedosuiuye, 8 SIKOMY

NOBUHHA NPAYI0BAMU NPOSPAMA)

legitimate — po3ymHuii, TpUAHATHHIA, OOTPYHTOBAHUIA

with respect to — BigHOCHO

criteria (pl. sio criterion) — kpurepii

structural arrangement — crpykrypa

evolution — 1) po3Butok 2) po3podka

essential characteristics — icToTHi, BaXJIMBi XapaKTepUCTUKU

reveal — moka3yBaTH, pO3KpHBATH

implementation details — gerami peamizartii

specifically — a came, 30kpema, KOHKPETHO

responsibility — BiamoBinaabpHICTH

deploy — posmimysatu

deployment — po3mimienas

use case — BapiaHT BUKOPUCTaHHS

actor — npoep. axrop, ydacHuk (¢ mosi UML — aroouna abo npucmpiii,
WO 83a€MOOIE 3 CUCMEMOIO; 300paANCYEMbCS Y 8UIA0I (icypKu
JOOUHU)

stakeholder — npoep. yuacuuk

meet the requirements — BiaoBigaTH BIMOram

development team — rpymna po3poOHHUKIB

hardware team — rpyma po3poOHHUKIB armapaTHOro 3a0e3MmedeHHs

installation team — rpymna BcTaHOBJIEHHS

in terms of — B moka3HUKax, B OMMHUIISX, B IEPEPAXYHKY Ha

simplistic — ciporennit

CONCISe — KOPOTKHIA, CTHCITHH, JTAKOHIYHU#

generic — y3arajibHEeHHiA

two-tier/  three-tier/ multi-tier —  ngBOpiBHEBHEl, TpUpIBHEBHIA,

OaraTopiBHEBUI
layered — GararopiBHeBwii, GaraTonrapoBHii
Component Object Model (COM) - Moxenb KOMIIOHEHTHHMX 00’ €KTIB
Microsoft
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Common Object Request Broker Architecture (CORBA) — 3araipHa
apxiTekTypa Opokepa (ocepenHrKa) 3aluTiB 0 00’ €KTIB,
craunapr CORBA (mexuonocis nobyodosu po3nodinenux
00 ekmHux npozpam, anpononosara gipmoro 1BM)

Microsoft Transaction Server (MTS) — cepBep TpaH3akIiiii Kopmoparrii

Microsoft
Enterprise Java Beans (EJB) — cnermudikamis EJB (ha cepsepuiti
yacmuHi cmaunoapmuzye docmyn 00 6a3 OaHux
ma 00 cucmem 00pOOKU MPAH3AKYIU, WO
8aNCIUBO Ol KOPNOPAMUBHUX — NPUKTAOHUX
npoepam, mak sk 3a6e3neuye ix nepeHecents Ha
iHwi nramegopmu)

domain specific — 110 Bu3Ha4Ya€eThCs cheporo 3aCTOCYBAHHS

account for — mosicHroBatH

map — BimoOpakatu(cs)

threading — opramnizariist TOTOKOBOi 06pOOKH (n0gidoMeHb 60 OaHUX)

concurrency — mapanenizm

capture — 36upatu (Oari)

Exercise 17. Read and translate text 2.

Text 2. Essential Characteristics of Software Architecture

Software architecture usually refers to some combination of struc-
tural views of a system, with each view being a legitimate abstraction of
the system with respect to certain criteria, that facilitate a particular type
of planning or usage.

o Software architecture represents the structure of the software. This
includes the structural arrangements of software components, and vari-
ous static and dynamic interrelationships between these components.

o Software architecture is expressed using certain views, each of
which serves a specific purpose. Each view is a specific abstraction of
the architecture, for a specific purpose.

o Software architecture includes the principles behind design and
evolution of the software.

The following are some of the essential characteristics of architec-
ture.

o Software architecture should represent a high-level view of the sys-
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tem revealing the structure, but hiding all implementation details. Spe-
cifically, it should reveal attributes such as responsibilities (of the con-
stituents of the architecture), distribution, and deployment.

 Architecture should realize all the use case scenarios. While the
use case model serves to record the functional requirements as seen by
various actors, the architecture should enable the stakeholders of the
software to walk through the scenarios of each use case. This guarantees
that the structure as represented by the architecture meets the functional
requirements.

o It should present other systemic views to all the stakeholders of the
software. Examples are — a component view for the development team,
a network-centric deployment view for the network and hardware team,
and a distribution-centric deployment view for the installation team etc.

However, how does the architecture look like? Some of the com-
mon representations of software architecture are as follows. As dis-
cussed below, none of these representations is complete.

o High-level design: A simplistic approach is to represent the archi-
tecture as a concise view of a high-level design of the software. Howev-
er, design is an implementer’s view of the software — a view that reveals
how to arrive at the structure of the software. So a high-level design
does not necessarily represent the architecture of the software.

e Deployment: This is the most common form of representations of
architecture. In this view, the software is described in terms of how it is
deployed across various platforms, and how these parts communicate
with each other. Note that deployment view is only one of the possible
views of architecture, and does not necessarily reveal the structure of the
software. Also note that during the life-cycle of a software, the deploy-
ment could change with no or minimal changes to the structure of the
software. This is one of the reasons that is driving distributed compo-
nent based technologies.

e Generic Technology Architectures: In this form, software archi-
tecture is represented as a two-tier, three-tier or a multi-tier system.
Note that architectures such as these, distributed (and layered) architec-
tures such as COM or CORBA, or component based architectures such
as MTS or EJB are generic and do not address the needs of the domain
in which the software is to operate and evolve. However, these technol-
ogy architectures provide the basis for developing domain specific ap-
plication architectures.
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The architecture should at least present the following views of the
software (in the order of the importance).

e Logical or Conceptual View: This view of the software represents
various abstractions of the system and accounts for various use case
scenarios. Using this view, one should be able to walk through these
abstractions to realize the use case scenarios. In the case of distributed
applications, some of these abstractions may directly map to distributed
components.

e Deployment View: As pointed earlier, this view depicts how vari-
ous parts of the software are deployed.

In both views, it is necessary to depict responsibilities of each of
the parts of the architecture, static and/or dynamic dependencies be-
tween them, the nature of communication between the parts, etc. Addi-
tional views such as development views (to show how the application
will be developed) and process views (to reveal threading, concurrency
etc.) may also be considered if required.

In general, software architecture is considered important as it
serves as a means of mutual communication between the stakeholders of
the software, allows to capture early design decisions, and lets the archi-
tecture be reused for similar systems in the same domain.

Exercise 18. Answer the questions on text 2.

1. What does software architecture usually refer to? 2. What does the
structure of the software include? 3. How is software architecture ex-
pressed? 4. What are some of the essential characteristics of software
architecture? 5. What are examples of systemic views presented to all
stakeholders of the software? 6. What does a high-level design repre-
sent? 7. What does a deployment view show? 8. How is software archi-
tecture represented in generic technology architectures? 9. What are
examples of generic technology architectures? 10. What does a logical
or conceptual view present? 11. What is it necessary to depict in logical
and deployment views? 12. What additional views may also be consid-
ered? 13. Why is software architecture considered important?

Exercise 19. Choose the right form of the verbs in brackets. Mind the
sequence of tenses.
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1. He says, “I ... just ... a class of problems!” (has solved; have
solved; had solved). 2. They told us, “We ... already ...a high-level
prototype”. (have built; had built; has built). 3. The students say, “We
...just ...proven patterns to solve problems”. (had used; were used;

have used). 4. He said, “I ... ... ... the system in compliance with the
plan by next month”. (will have developed; would have developed).
5. They announce, “We ... ... our decisions to developers”. (have dis-

seminated; had disseminated; will be disseminated). 6. He told us, “I
......... structural patterns by evening”. (would have identified; will
have identified). 7. She said, “Application developers ... already ...
available capabilities”. (has used; had used; have used). 8. We ... ...
that he ... just ... the problems to be solved. (find out/have identified;
found out/had identified; found out/has identified). 9. He asked me
what ... ... me facilitate the standardization of services. (has helped;
had helped; will help). 10. T didn’t know you ... ... your assignment.
(have completed; had completed; has completed).

Exercise 20. Use the proper tense form and voice of the verbs in brack-
ets.

1.The complexity of software systems (increase) significantly recently.
2. A new kind of problem (appear) before the designing the overall
system structure. 3. By next year two architectures (write) in different
styles. 4. Abstract architectural objects just (decompose). 5. He al-
ready (represent) the architecture as a concise view of a high-level de-
sign of the software. 6. The deployment view just (reveal) the structure
of the software. 7. | (finish) presenting the view of the software by
next week. 8. The evolution of software (review) before his arrival.
9. By next week he (capture) design decisions. 10. You already (de-
termine) the components to build the system? 11. He just (realize) the
importance of past experiences for software architecture. 12. How long
you (solve) this technical problem? 13. He (gain) enough breadth and
depth in the relevant domain long before | did it. 14. My friend (not
have) the capability to envision a software system before it was devel-
oped. 15. | hope you already (understand) the importance of software
architects. 16. You (get) enough development and debugging skills by
next interview? 17. Unfortunately many projects already (make) mis-
take of trying to impose a single partition in multiple component do-
mains. 18. His irresponsible actions (lead) to problems in development
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before we had time to correct the mistakes.19. The implementation of
a complex functional feature (split) between two groups by next meet-
ing. 20. Yesterday | knew that the performance (compromise).
21. Since recently we (use) the resulting models to plan the subsequent
development activities. 22. You (determine) the purpose and specifica-
tions of software before you started developing a plan for a solution?
23. Software developers (design) a plan by next decade? 24. He (not
analyze) yet the software requirements . 25. It just (let) us produce var-
ious models. 26. Software designers (evaluate) these models since last
month. 27. He said that various alternative solutions and trade-offs
(examine) before. 28. More sophisticated methods (apply) by next
year. 29. We knew that a set of fundamental design concepts (evolve).
30. I’m sure that a good software architecture already (yield) a good
return on investment.

Exercise 21. Put the verbs in brackets into an appropriate form of Per-
fect or Indefinite Tense.

1. Last time he (divide) the program structure both horizontally and
vertically. 2. He (work) on designing modules last week. 3. He never
(consider) many aspects in the design. 4. When you (manage) to main-
tain the software effectiveness? 5. Since last trial the components
(test). 6. He already (design) the software with a resilience to low
memory conditions. 7. You ever (achieve) these goals? 8. When you
(choose) the default values for the parameters? 9. You already (enu-
merate) all design criteria? 10. Last week he (work) at multiple levels
of abstraction. 11.Today | (know) a lot about Human Machine Interface.
12. A month ago he (buy) a new backlit display. 13. He (forget) to ask
about data transfer rate when he was in the office. 14. We (study) local
area networks since last month. 15. This week they (install) a full key-
pad. 16. When you (learn) about operating temperature? 17. I don’t
think he ever (hear) about Ethernet. 18. You already (design) the pro-
gram? 19. When you last (change) your display? 20. | (learn) about this
feature yesterday.

Exercise 22. Change the sentences into indirect speech.

1.The teacher asked, “Did you define the problem?” 2. He enquired,”
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Will you have finished your report by evening? 3. The professor told
us, “We have already performed the major part of our work”. 4. My
friend said to me, “I have just separated the interface from implemen-
tation”. 5. They said to us, “We have been trying to make it work for a
long time”. 6. T asked my groupmate, “Have you already found your
mistake?” 7. He said, “I have implemented the design before you did
it.” 8. She asked, “How long have you been searching for the deci-
sion?” 9. The student said to the teacher,” I will have sent my report
by Friday.” 10. He asked, “Did they understand their tasks last time?”

Exercise 23. Study the vocabulary to text 3.

Software architect — po3pobuuk crpykrypu I13, daxisels 3 apxiTekTypu
cucrem 13

blueprint — mym: cxema, 6ymoBa, cTpykTypa

OVerview — 3araiibHe ysIBJICHHSI, 3arajbHa KapTHHa

structural architect — apxiTekrop-OyiBenbHUK

all along — BripomoB3k ychoro uacy

edge — mepepara

envision — ysBiaTH, mepeadadaT

exposure (t0) — mym.: MOKJIHMBE 3aIydeHHs (10)

impart — HaginsaTy, HagaBaTH

anticipate — mepenbauaru, nepeauyBaTH

navigator — mrypmas, HaBiraTop

shoot (p., pp. shot) — cTpinaru

convince — nepeKkoHyBaTH

Cross — MimaHui, TiOpuIHHIA

proficiency — mocBim4eHicThb, yMiHHS, BIPaBHICTH, podecionatizm
appreciation — po3ymiHHsI, yMiHHS 100pe po3iOpaTHcs (6 uomycs)
maturity — po3BHHEHICTb

predefined — Haniepen Bu3HauYCHUil, CTaHIAPTHUI

pattern — ma6oH

design pattern — KOHCTpYKTHBHUH 11a0JI0H

architecture pattern — apxirexTypHwuii 111aba0H

VOQUE — HOMyJISPHICTh, IUPOKE 3aCTOCYBAHHS

industry — iHgycTpist, ranysb

recurring — Takuii, 0 MOBTOPIOETHCS, NEPIOUIHHIA,

excited — 3axorieHn i

be on the lookout (for) — 6yTn HacTopoXi, MUIBHYBATH, ITyKaTH
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challenging — cknamauii

thought leadership — inTenexryanpHe JigepcTBO
equate — npupiBHIOBATH, OTOTOXKHIOBATH
progression — mpocyBaHHs, pyX yrepes, Iporpec

Exercise 24. Translate the word combinations below into Ukrainian.

To give an edge; envisioning a solution; to impart in you the ability to
choose among various solutions available; to anticipate and solve tech-
nical problems; to gain enough breadth and depth in the relevant do-
main and technologies; to convince the people above and below them in
the hierarchies; to be a vogue in the Software Development industry; to
equate one’s success to that of the customer’s; to be a natural progres-
sion.

Exercise 25. Read, translate and entitle text 3.

Text 3

Software architecture is the blueprint of a software system. It pro-
vides an overview of the composition and functionality of the given
software system. Just like a structural architect, a software architect
needs to analyze the requirements, determine components that should be
used to build the system, and support the project by guiding and solving
problems all along the execution cycle. Architecting software is like
planning for war. Past experiences are very useful here. Strategizing
gives you an edge. Understanding of the domain provides you with ca-
pability to analyze the requirements and envisioning a solution. Expo-
sure to various tools and technologies imparts in you the ability to
choose among the various solutions available, and anticipate and solve
technical problems.

A person becomes a software architect when he has gained
enough breadth and depth in the relevant domain and technologies, and
has the capability to envision a software system before it is developed.

Architects are needed for most of the Software Projects, more as
the navigator for a sailing ship. Architects design the software system,
guide the development team in implementing the system, and antici-
pate/diagnose problems, find/develop solutions to those problems.
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These days, most of the organizations are realizing the importance of
software architects, because with an architect you are no longer shooting
in the dark.

Architects need to have good written/spoken communication
since they have to convince the people above and below them in the hi-
erarchies about their ideas effectively, strong development and debug-
ging skills, domain and technology proficiency and appreciation, and
customer’s point of view can be very useful for an architect.

Due to the maturity of Software Development practice, there are
several predefined solutions available for certain problems called Pat-
terns. Design and Architecture patterns are a vogue in the Software De-
velopment industry. They are the solutions for a recurring class of prob-
lems. Most of the time, they are the best possible solutions to those
problems. Knowledge of patterns in their domain/technology areas is an
added advantage for an architect.

For a person, who is excited by new tools, technologies and do-
mains, who is on the lookout for challenging problems to solve, who is
capable of thought leadership, who equates his success to that of the
customer’s, the role of Software Architect is a natural progression.

Exercise 26. Find in text 3 the English for:

CTPYKTypa TpOrpaMHOI CHCTEMH; 3arajbHe YsBJCHHS Mpo OyIOBY 1
(yHKITIOHATBHICT ~ MPOTpaMHOi  CHUCTEMH;  IHCTPYKTYBaHHS i
PO3B’si3aHHS MPOOJIEM BIIPOJOBXK YChOT'O IUKITY BUKOHAHHS; PO3YMIHHS
MpeaIMEeTHOI 00JacTi; MOXIJIHMBE 3aJTy4eHHS PI3HOMAHITHUX 3aco0iB i
TEXHOJOT1/; MiIlHI HABUYKH Y po3poOIli i HAIaro/pKyBaHHi; BIIPaBHICTB 1
yMiHHS 100pe po3idpaTucs SK y MpeAMETHINH 00macTi, Tak i B TEXHIIII;
3aBASAKM  PO3BUHEHIM  MpakTUIli  pO3POOJIEHHS  IPOTPaMHOTO
3a0e3rmedeHHs; CTaHAApPTHI pIMIeHHS; KIac 3ajad, [0 MepioJudHO
MOCTalOTh Tepes] PO3POOHHKOM; HOBI IHCTPYMEHTH, TEXHOJOTii Ta
cepr 3aCTOCYBaHHS; MIYKATH CKIQJHUX MpoOJieM, MO MOTPeOYIOThH
PO3B’sI3aHHS; CIPOMOKHUH Ha IHTENEKTyalbHE JiJepPCTBO.

Exercise 27. Answer the questions on text 3.

1. What is software architecture? 2. What does software architecture
provide? 3. What does a software architect need to do? 4. What aspects
should he consider in architecting software? 5. When does a person be-
come a software architect? 6. What is architects’ job? 7. What skills
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do architects need to have? 8. What are patterns? 9. For what kind of
person is the role of Software Architect a natural progression? 10. Do
you have any experience in architecting software? Speak to your group-
mates about it.

Exercise 28. Explain the meaning of the following words in English.
Software architecture, a blueprint, a software system, an overview, a
software architect, a problem, experience, to give an edge, a domain, to
envision, an exposure, a software project, shooting in the dark, debug-
ging, a skill, technology proficiency, appreciation, maturity, predefined
solution, a pattern, a vogue, Software Development industry, a recurring
class of problems, to be on the lookout for, a challenging problem, a
leadership, a success, a customer, a progression.

Exercise 29. Study the vocabulary to text 4.

affect — pmBaTH

write time — gac 3amucy

build time — gac kommonyBamHs (IMOOYZOBH) ITOTOYHOIO BapiaHTY

porpamu

configuration time — gac koH}pirypyBanus

upgrade time — wac MmozxepHizarii (OHOBIEHHS)

startup — (3a)myck

start time — gac 3amycky, TO4aTKOBHI MOMEHT

run time — gac BuKoHaHHs (POrpamu), 4ac mporoHy (Iporpamu)

shutdown — BUMKEHHSI, 3yITHHKA

shutdown time — yac 3ynuHKn

porting — moOpTyBaHHSI (8 NPOSPAMYSAHHI NIO NOPMYEAHHIM PO3YMIIOMb
aoanmayito npoepamu abo ii wacmunu 01a pobomu 8 iHuoMmy
cepedosuiyi, BiIOMIHHOMY 8i0 Mo2o, 071 AK020 il 6)10 HANUCAHO)

diversification — BBeqeHHsI pi3HOMAHITHOCTI, TUBEpCUGIKALlisa

address — 3aiimatucst (npobemoro, numarnnsm); Opatucs (3a wocw)

primarily — romoBHIM YHHOM

appropriate — BifImoOBiTHMI, HAIEKHUIA

similarly — tak camo, anamoriaso

independent operation — aBroHOMHe (He3anexHe) QYHKI[IOHYBaHHS

failure mode — crau BigMoBH

executable — 110 BukoHyeThCs
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availability — 1) excruryaramiiiHa TOTOBHICTH 2) Tpalne3iaTHICTb,
0e3nepediliHICTh
execution thread — moTik BUKOHAHHS; MOTIK 3a/1a4, 1[0 BUKOHYIOTECS
equate — mym. MoOB’s3yBaTU
in turn — o yep3i, MOCIiZIOBHO, B CBOKO YEpPry
succeed — qocsiraTi METH, MaTH YCITiX
adjustment — perymtoBaHHs, HaJarOKEHHS, KOPETYBaHHS
eventually — xirerp KiHIieM, 3pEIITO0, 3 YaCOM
invariably — HeoaMinHO
occasionally — inozi
cluster — rpyma
interprocess communication mechanism — mexaHi3M B3aeMoii MiK
npolecamMu
consideration — MipkyBaHHs
fault tolerance — BiTMOBOCTIHKICTB
cure — ik, 3acio
subsequently — 3romgom, mi3Hirire, OTIM
timing characteristic — wacoBa xapakrepucruka
violate — mopyrryBaTu
cure — 3aci0 BUpIMICHHS MTPOOIIEMH
timeliness — cBoeuacHicTs (peacysanms, nooaui ingopmayii 6 Komn.
cucmemi)
capacity — mpoayKTHBHICTh, IPOITYCKHA 3MaTHICTh
conformance (t0) — BigmoBiAHICT
propagation — mormmpeHHs1, mepexaya
pertinent to sth — Takwuii, 1110 cTOCY€THCS YOrOCh, BIAMOBIAHUI
result in — mpu3BoIUTH /10
associated — nmos’s3anuil, BinnoBigHUi

Exercise 30. Choose verbs among the following words. Put the first let-
ters of the verbs into the cells in the same order. Read and
translate the word.

Software, include, different, internal, relation, component, architecture,
necessitate, domain, transform, exist, porting, availability, with, load,
important, independent, specific, architectural, legislate, current, along,
scheme, extend, basic, create, therefore, earlier, concerns, partition,
transact.
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Exercise 31. Give synonyms for the following words.

Require, basic, component, partition, complex, execution, in the end,
plan, particular, combine, user, modern, along with, significant, address,
the problem, cluster, initial, subsequently, specify, pertinent to.

Exercise 32. Read and translate text 4.

Text 4. Architectural Structures

The structure of software in a component domain is created by a
partition of software into components and their composition into an in-
tegrated whole. For every system it is necessary to determine which
structures of software affect architecturally significant requirements and
to group the requirements in such a way that each group is supported
primarily by independent structures that exist in different component
domains.

One effective way to identify independent (or partly independent)
requirements is by different stages of software life cycle with which
they are concerned. A typical (though somewhat simplified) set of stag-
es when different structures of software play major roles includes write
time, build time, configuration time, upgrade time, start time, run time,
and shutdown time. The most important software structure at write time
is the structure of modules. Thus write time-related requirements, such
as feature addition and evolution, porting, and diversification, are ad-
dressed primarily by appropriate module structures that play a major
role at write time.

Similarly, start time-related requirements (such as order, pres-
ence, independent operation, and failure modes) are addressed primarily
by appropriate executable structures — the startup or shutdown unit or
component. In addition, of course, run time-related requirements, such
as performance or availability, are addressed by the structures of objects
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and execution threads - the domain of run-time software components.

Many projects make the mistake of trying to impose a single par-
tition in multiple component domains, such as equating threads with
objects, which are equated with modules, which in turn are equated with
files. Such an approach never succeeds fully, and adjustments eventual-
ly must be made, but the damage of the initial intent is often hard to re-
pair. This invariably leads to problems in development and occasionally
in final products.

In one case, implementation of a complex functional feature was
split between two groups. Two functional clusters were defined, along
with the necessary interfaces. Unnecessarily, the modules also ended up
in different processes and had to interact at run time using slower inter-
process communication mechanisms.

Another example involved a system that was partitioned into a set
of distributed processes. The partition was motivated by considerations
of required parallelism, availability, and fault tolerance. This partition
was subsequently used to allocate additional functionality, which affect-
ed resource requirements and timing characteristics, violating the origi-
nal design. As a cure, non-real-time functionality was allocated to new
components. However, because the software architecture was identified
with its process structure, these components became independent pro-
cesses. Consequently, the components had complex interfaces and per-
formance was compromised.

Designing a software architecture must start with specific archi-
tectural concerns, specify the partition in different component domains,
along with a scheme for integration and coordination of the parts, and
explain how this specific partition and the corresponding integration of
the software address the specified architectural concerns. Examples of
architectural concerns may include timeliness, capacity, availability,
effective division of work, conformance to standards, use of existing
parts, or controlled propagation of change. To address these concerns,
different partitions may exist in different component domains.

From the point of view of software reuse, architecture that sepa-
rates concerns pertinent to different requirement and component do-
mains also results in more reusable components. Therefore it is im-
portant to recognize multiple software existence planes with the associ-
ated component domains and independent partitions of software and
their relations to different requirement domains.
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Exercise 33. Put some key questions on text 4.

Exercise 34. Say whether the statements below are true or false. Correct
the false ones.

1. A scheme of software in a component domain is created by a partition
of software into components and their composition into an integrated
whole. 2. One effective way to identify independent requirements is by
different stages of software life cycle with which they are concerned.
3. A typical set of stages when different structures of software play ma-
jor roles includes run time, write time, configuration time, build time,
start time, upgrade time and shutdown time. 4. The most important
software structure at write time is the structure of diagrams. 5. Many
projects make the mistake of trying to impose a larger partition in multi-
ple component domains, such as equating threads with objects. 6. Im-
plementation of a complex functional feature was split between three
groups. 7. Two functional clusters were defined, along with the neces-
sary interfaces. 8. The modularities also ended up in different processes
and had to interact at run time using slower interprocess communication
mechanisms. 9. Because the software architecture was identified with
its process structure, these components became independent processes.
10. Examples of component domains may include timeliness, capacity,
availability, effective division of work, conformance to standards, use of
existing parts, or controlled propagation of change. 11. From the point
of view of software architecture, reuse that separates concerns pertinent
to different requirement and component domains also results in more
reusable components. 12. It is important to recognize multiple software
existence planes with the associated component domains and independ-
ent partitions of software and their relations to integration of the soft-
ware.

Exercise 35. Form all possible word combinations with the words from
both columns. Translate them.
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1. to be created by a) appropriate module structures

2. to affect b) considerations of required par-
allelism

3. to play c) a partition of software into
components

4. to be addressed by d) functional clusters

5. to make e) major roles

6. to lead to f) complex interfaces

7. to define g) more reusable components

8. to be motivated by h) the mistake

9. to have i) problems in development

10. to result in j) architecturally significant re-
quirements

Exercise 36. Decipher the abbreviations below.
MTS, EJB,COM, CORBA, VDU, SPARC, API, CLI, Ul, USB.

Exercise 37. Compose a dialogue on “Architectural structures” .
Exercise 38. Find some additional information and speak on:

1. Architectural strategies and concepts.
2. Essential characteristics of software architecture.
3. Structure of software in a component domain.

UNIT 6. SOFTWARE DESIGN
Exercise 1. Study the basic vocabulary.

a) terms

software design — 1) npoekryBanns I13 2) mpoexr I13

software solution — 1) nporpamuuii mpoayKT 2) IporpaMHe pillleHHs

specification — 1) cnerudikarrist 2) vacro pl TexHiuHi BUMOrH

platform-dependent (platform-specific) — sanexuuii Bix miardopmu

software architectural design — apxitektypHe mnpoektyBaHHs [13,
MpoeKTyBaHHs apxitekTypu [13

software detailed design — neransHe npoexryBanns [13
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b) nouns

activity — mym: oneparist

level of detail — crymine meramizarii

trade-offs — mym. mmrocwu it Minycu, GanaHc mepeBar Ta HEAOMIKIB
listing — mepenik

c) verbs

employ — naitmatu (ra po6omy)

call for — Bumaratu

fulfill — BuKOHYBaTH, 33 IOBOJBHITH (8UMO21L)
examine — MOCITiKyBaTH, aHATI3yBaTH

fit between — po3raroByBatucst Mixk, OyTH Ha CTUKY
allow for — no3BosnsiTh, 3a0e3meuyBaTn

e) adverbs

precisely — touno
sufficiently — mocraTtHBO, TOCTaTHBOIO MIPOIO

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Precisely, define, concept, evaluate, object, subsequent, maintainability,
sufficiently, procedure, fulfill, availability, implement, text, enable,
item, examine, blueprint, analyze, integration, various, level, observa-
ble, interoperability, sophisticated, tolerance, internal, year.

- T 1 |

Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:
a)

software, purpose, architecture, designer, enable, consist, identify, vari-
ous, precisely, activity, blueprint, trade-off, examine, fulfil, in the end,
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requirement, basis;
b)

hardware, advantage, platform-independent, sufficiently, sophisticated,
precisely, finally, top-level design, internal, employ, various.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: specify — specification — specifier — specific — specifically

Specify, solve, process, depend, design, require, describe, produce, de-
velop, precise, add, sufficient, vary, implement, maintain, operate, eval-
uate, available, refine, elaborate.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.
Software design; software solution; to determine the purpose and speci-
fications of software; to employ designers; platform-independent or
platform-specific; availability of the technology called for by the design;
software requirements; to produce a description of the software internal
structure; more precisely; to enable construction; software developing;
to plan subsequent development activities; in addition to; a standard list-
ing of software life cycle processes; to consist of two activities; to fit
between software requirements analysis and software construction;
identifying various components; to describe each component sufficient-

ly.

Exercise 6. Read and translate text 1.
Text 1. Software Design Activities

Software design is the process of defining the architecture, com-
ponents, interfaces, and other characteristics of a system or component
and planning for a software solution. After the purpose and specifica-
tions of software are determined, software developers will design or
employ designers to develop a plan for a solution.

Software design may be platform-independent or platform-
specific, depending on the availability of the technology called for by
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the design.

Viewed as a process, software design is the software engineering
life cycle activity in which software requirements are analyzed in order
to produce a description of the software internal structure that will serve
as the basis for its construction. More precisely, software design (the
result) must describe the software architecture and the interfaces be-
tween those components. It must also describe the components at a level
of detail that enables their construction.

Software design plays an important role in developing software: it
allows software engineers to produce various models that form a kind of
blueprint of the solution to be implemented. We can analyze and evalu-
ate these models to determine whether or not they will allow us to fulfill
the various requirements. We can also examine and evaluate various
alternative solutions and trade-offs. Finally, we can use the resulting
models to plan the subsequent development activities, in addition to us-
ing them as input and the starting point of construction and testing.

In a standard listing of software life cycle processes software de-
sign consists of two activities that fit between software requirements
analysis and software construction:

o Software architectural design (sometimes called top-level design):
describing software top-level structure, organization and identifying
various components.

o Software detailed design: describing each component sufficiently
to allow for its construction.

Exercise 7. Find in text 1 the English for:

MIpoIeC BU3HAUSHHS apXiTeKTypH, KOMIIOHEHTIB, iHTepQeiciB Ta 1HIINX
XapaKTEePUCTUK CHUCTEMH; IUIAHYBaHHS IPOTPAMHOTO  MPOIYKTY;
MPU3HAYEHHS 1 TEXHIYHI BUMOTH JO MPOrpaMHOro 3abe3ledeHHs;
pPO3pOOHUK TpOrpamMHOrO 3a0e3medeHHs; OyTH HE3aJSKHUM YU
3alle&KHAM Bij TIaT(QOPMHU; TEXHOJOTiS, MOTPIOHA Ul TMPOSKTYBAHHS;
omepamisi 3  pO3pOOJEHHS  KUTTEBOrO  IHMKIY  MPOrPaMHOTO
3a0e3revenHs; ONMUCYBaTH KOMIIOHEHTH Ha PiBHI Jeramizarii, 1o
cnporrye iXx mMOOyIOBY; BifirpaBaTH BaXKIUBY pOIb B PO3poOIIi
MporpaMHOro 3a0e3NedeHHs; CTPYKTypa pillleHHs, ske NOoTpiOHO
peanmizyBaTH; OI[IHIOBATH MOJIENi; 3aJOBOJIBHSATH Pi3HI BUMOTH,
aHaJi3yBaTH Ta OL[HIOBATH Pi3HI BapiaHTH pillleHb; CTaHAAPTHHUH
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Mepenik TPOLECiB KHUTTEBOTO IHUKIY HPOrpaMHOro 3a0e3leueHHS;
MPOCKTYBaHHS apXiTEeKTypu MPOrpaMHOro 3a0e3leueHHs; JeTalbHe
MPOEKTYBaHHsI MPOTPaMHOro 3a0e3reyeHHS.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. Software design is the process of defining the architecture, compo-
nents, interfaces, and other characteristics of a system or component and
planning for a hardware solution. 2. After the purpose and specifications
of software are determined, software architects will design or employ
designers to develop a plan for a solution. 3. Software design may be
platform-independent or platform-specific, depending on the availability
of the technology called for by the design. 4. Viewed as a process, soft-
ware design is the software engineering life cycle activity in which
software requirements are analyzed in order to produce a description of
the software’s internal structure that will serve as the basis for its con-
struction. 5. More precisely, software design (the result) must describe
the software construction and the interfaces between those components.
6. Software design plays a minor role in developing software. 7. Soft-
ware design allows software engineers to produce various models that
form a kind of blueprint of the solution to be implemented. 8. In a
standard listing of software life cycle processes software design consists
of three activities that fit between software requirements analysis and
software construction.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to define a) a plan for a solution

2. to employ b) software requirements

3. to determine ¢) components and interfaces

4. to develop d) various models

5. to be e) the purpose and specifications of
software
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6. to analyze ) subsequent development activities

7. to produce g) alternative solutions

8. to serve as h) designers

9. to examine i) platform-independent
10. to plan j) the basis for construction

Exercise 10. Fill in the blanks with prepositions in, on, of, for, to, as,
between, by where necessary.

1. Software design is the process ... defining the architecture, compo-
nents, interfaces, and other characteristics ... a system or component
and planning ... a software solution. 2. After the purpose and specifica-
tions ... software are determined, software developers will design or
employ designers to develop a plan ... a solution. 3. Software design
may be platform-independent or platform-specific, depending ... the
availability ... the technology called ... ... the design. 4. Viewed ... a
process, software design is the software engineering life cycle activity
.. which software requirements are analyzed ... order to produce a de-
scription ... the software internal structure that will serve ... the basis ...
its construction. 5. Software design must also describe the components

. a level ... detail that enables their construction. 6. Software design
plays an important role ... developing software: it allows software engi-
neers to produce various models that form a kind ... blueprint ... the
solution to be implemented. 7. Finally, we can use the resulting models
to plan the subsequent development activities, ... addition ... using
them ... input and the starting point ... construction and testing. 8. ... a
standard listing ... software life cycle processes software design consists
.. two activities that fit ... software requirements analysis and software
construction.

Exercise 11. Fill in the blanks with proper terms (component, software
architectural design, software development, software design, software
detailed design, software construction, interface, software architec-
ture) to complete the sentences.

1. is a typed object that is a logical point of interaction
between a component and its environment. 2. is the
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study of the large-scale structure and performance of software systems.
Important aspects of a system’s architecture include the division of
functions among system modules, the means of communication be-
tween modules, and the representation of shared information.
3. is the process of defining the architecture, compo-
nents, interfaces, and other characteristics of a system or component and
planning for a software solution. After the purpose and specifications of
software are determined, software developers will design or employ de-
signers to develop a plan for a solution. 4. is the term
that refers to the detailed creation of working, meaningful software
through a combination of coding, verification, unit testing, integration
testing, and debugging. 5. is describing software’s
top-level structure, organization and identifying various components.
6. is an object with independent existence, e.g., a
module, process, procedure, or variable. 7. is the pro-
cess of writing and maintaining the source code that may include re-
search, prototyping, modification, reuse, re-engineering, maintenance,
or any other activities that result in software products.
8. is describing each component sufficiently to allow
for its construction.

Exercise 12. Answer the questions on text 1.

1. What is software design? 2. What may software design depend on?
3. What kind of activity is software design? 4. What must software de-
sign describe? 5. What is the role of software design in developing
software? 6. What can software models be used for? 7. What activities
does software design consist of in a standard listing of software life cy-
cle processes? 8. What is the difference between these activities?
9. Can you explain the difference between software architectural design
and software detailed design?

Exercise 13. Put all possible questions to the sentences below.

1. After the purpose and specifications of software are determined,
software developers will design or employ designers to develop a plan
for a solution. 2. Software design may be platform-independent or plat-
form-specific, depending on the availability of the technology called for
by the design. 3. Viewed as a process, software design is the software
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engineering life cycle activity in which software requirements are ana-
lyzed in order to produce a description of the software’s internal struc-
ture that will serve as the basis for its construction. 4. Software design
must describe the software architecture and the interfaces between those
components. 5. Software design plays an important role in developing
software. 6. Software design allows software engineers to produce vari-
ous models that form a kind of blueprint of the solution to be imple-
mented. 7. We can analyze and evaluate these models to determine
whether or not they will allow us to fulfill the various requirements.
8. In a standard listing of software life cycle processes software design
consists of two activities that fit between software requirements analysis
and software construction.

Exercise 14. Translate into English.

1. TlpoekryBaHHS MpPOrpaMHOro 3a0e3leUeHHs — 1€ MPOIIeC
BHU3HAYEHHS AapXITEKTYypH, KOMIIOHEHTIB, IiHTepdeiciB Ta IHIIUX
aTpuOyTIB CUCTEMHU Ta IUIAHYBaHHS MPOrPaMHOro mpoaykty. 2. Ilicns
BU3HAYCHHS METH Ta TEXHIYHUX XapaKTEPHCTHK IPOTrPAMHOTO
3a0e3MmeueHHs, PO3POOHUKH TIPOTPAMHOTO 3a0€3MeUEeHHs PO3POOIIIIOThH
IUIAH  CTBOpPEHHS  Hpoaykry. 3. [IpoekTyBaHHA IPOrpaMHOrO
3a0e3medeHHss MOXKe OyTH He3aJeXHUM a00 3aJIeKHHUM Bif TU1aTdopMmu,
0 3YMOBIIEHO HASIBHICTIO TEXHOJIOTil, HEOOXIAHOI A TpoeKTy. 4.
SIKIO TIPOEKTYBAaHHS IPOTPAMHOrO 3a0e3MEeYEeHHS PO3TIIIaT  SIK
MpOIleC, BOHO € OMepalmi€ld pPOo3pOOJIEHHS JKUTTEBOTO  IIHAKITY
IPOrpaMHOro 3a0€3MeUeHH s, e aHATI3yIOTHCSI BUMOTH JI0 ITPOTrPaMHOTO
3a0e3medenHHs sl TOro, mOO0W OMUCATH HOro BHYTPINIHIO CTPYKTYPY,
sKa CIIy)XKHTUME OCHOBOIO JUISi KOHCTpyIOBaHHA. 5. TouHime Kaxydw,
MPOEKT MPOrpaMHOrO 3a0e3MeUeHHs TIOBUHEH OIMCYBATH APXITEKTypy
MpOrpaMHOro 3a0e3MedYeHHs Ta iHTepdeiich MK HOro KOMIIOHEHTaMHU.
6. [IpoekTyBaHHSA MpOrpaMHOrO 3a0e3MeueHHs T03BOIISIE IHXKEHepaMm 3
PO3po0KH TpOrpaMHOro 3a0e3leueHHs] CTBOPIOBATH Pi3HI MOJENi, 1110
YTBOPIOIOTH TIEBHY CXEMY DpIillIeHHS, SKE HAJCKHUTh peanizyBaTH. 7.
MoykHa TpoaHaNli3yBaTH Ta OIIIHWTHA Ii MOJAENI Ta BH3HAYWTH, YU
J03BOJIATUMYTh BOHH 3aJIOBOJIGHSTH pi3HI BUMOTH. 8. MoOXKHa Takox
JOCITIIUTH Ta OIIHUTHU Pi3HI BapiaHTH PillleHb, iX IepeBaru W HETONIKH.
9. 3pemToro MOXXHa BHUKOPHUCTATH KiHIEBI MOAeNi Uil IUIaHYBaHHS
HACTYIHMX  €TamiB  pO3poOKH, a TakoK II00M  pO3MoYaTH
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KOHCTpyIOBaHHsI Ta TecTyBaHHA. 10. YV craHgapTHOMY mepemiKy
MPOLIECIB KUTTEBOTO LUKITY MPOrPaMHOro 3a0e3MEUeHHsT PO3pOOIECHHS
MPOrpaMHOro 3a0e3MeUeHHs PO3IOUYNHAETHCS 3 aHAIIi3y BUMOT JI0 HHOTO
1 3akiHuyeTbCcs KOHCTpytoBaHHsSM. 11. TlpoexTyBaHHS apXiTeKTypu
MPOrpaMHOro 3a0e3MeueHHsI BKII0YA€ OMMC BUCOKOPIBHEBOT CTPYKTYpH
MPOrpaMHOro 3a0e3MedeHHs, OpraHi3amilo Ta BHU3HAYEHHS PI3HUX
KoMIToHeHTiB. 12. JletanbHe MpOeKTYBaHHS MPOrpaMHOro 3a0e3rmey eHHS
BKITIOYA€ OIMUC KOXXHOTO KOMITOHEHTA, JOCTATHIM st 3a0e3nedueHHs
Horo moOy/10BH.

Exercise 15. Write a summary of the text “Software Design Activities”.

Exercise 16. Study the vocabulary to text 2.

Foundation — ¢pysamamenT, migBaniHa, OCHOBA

sophisticated — ckagHuM#i, BUTOHUEHHMH

observable — criocrepexxyBanuii

retain — yrpuMmyBatu, 30epirati

relevant — Takuii, M0 CTOCYETBCS (0AHO20 NUMAHHA, CHPABU),
peneBaHTHUM

refinement — moBoaKa, YIOCKOHAIEHHS

elaboration — geranpHa po3poOKa, YTOUHEHHS

stepwise — moeramnHmit

in a fashion - mesxuM YUHOM, TIEBHOIO MipOIO

complementary — HOIOBHAIBHHIA, TOJATKOBHIA

modularity — moxynbHICTH

yield — naBatu (pezyrbmam)

schedule — rpagik

imply — o3Hauatu, nepeabdavaTy, MaTH Ha yBasi

top down — 3ropu goHU3Y

data structure — cTpykTypa raHux

software procedure — nporpamHa mpomeaypa

information hiding — npuxoByBauHs iHdopMmarrii

Exercise 17. Translate the word combinations below into Ukrainian.

Design concept, to apply sophisticated methods, a set of fundamental
design concepts, an observable phenomenon, in order to retain the in-
formation which is relevant to a particular purpose, the process of elabo-
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ration, decomposing a macroscopic statement of function in a stepwise
fashion, complementary concepts, to yield a good return on investment
with respect to the desired outcome of the project, in terms of perfor-
mance, quality, schedule and cost, to imply a hierarchy of control, hori-
zontal and vertical partitions, information hiding, to specify modules.

Exercise 18. Read and translate text 2.
Text 2. Design Concepts

Design concepts provide a software designer with a foundation
from which more sophisticated methods can be applied. A set of funda-
mental design concepts has evolved. They are:

1. Abstraction. Abstraction is the process or result of generalization by
reducing the information content of a concept or an observable phenom-
enon, typically in order to retain the information which is relevant to a
particular purpose.

2. Refinement. It is the process of elaboration. A hierarchy is developed
by decomposing a macroscopic statement of function in a stepwise fash-
ion until programming language statements are reached. In each step,
one or several instructions of a given program are decomposed into
more detailed instructions. Abstraction and refinement are complemen-
tary concepts.

3. Modularity. Software architecture is divided into components called
modules.

4. Software Architecture. It refers to the overall structure of the soft-
ware and the ways in which that structure provides conceptual integrity
for a system. A good software architecture will yield a good return on
investment with respect to the desired outcome of the project, e.g. in
terms of performance, quality, schedule and cost.

5. Control Hierarchy. A program structure that represents the organi-
zation of program components and implies a hierarchy of control.

6. Structural Partitioning. The program structure can be divided both
horizontally and vertically. Horizontal partitions define separate branch-
es of modular hierarchy for each major program function. Vertical parti-
tioning suggests that control and work should be distributed top down in
the program structure.
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7. Data Structure. It is a representation of the logical relationship
among individual elements of data.

8. Software Procedure. It focuses on the processing of each module
individually.

9. Information Hiding. Modules should be specified and designed so
that information contained within a module is inaccessible to other
modules that have no need for such information.

Exercise 19. Answer the questions on text 2.

1. What do design concepts provide a software designer with? 2. What
are the fundamental design concepts? 3. What is abstraction? 4. What
is refinement? 5. How is hierarchy developed? 6. What is software ar-
chitecture divided into? 7. What is software architecture? 8. What will
a good software architecture yield? 9. What is control hierarchy?
10. What does the horizontal and vertical partitioning of a structure sug-
gest? 11. What is data structure? 12. What does a software procedure
focus on? 13. What does information hiding imply?

Exercise 20. Change the following sentences to the Passive Voice.

1. Recently this firm has designed a new operating system. 2. He said
that Sun Microsystems had developed Solaris as a more open option of
SunOS. 3. Solaris will have got the largest share of the Internet market
by next decade. 4. This new operating system has already offered a
number of services to application programs and users. 5. We knew that
they had released Windows XP in October 2001. 6. Each field of sci-
ence will have imposed it’s own requirements on the hardware by next
year. 7. This kind of hardware has greatly facilitated connections be-
tween computers. 8. The teacher told us that the system case had pro-
vided a solid structural framework. 9. The student says that he will have
presented his project by next month.10. An operating system has re-
lieved applications from having to control the hardware. 11. The teacher
said that they designed the Macintosh operating system to be used on
Apple Macintosh computers. 12. He will have assigned the tasks by next
week. 13. Microsoft has spent money to significant marketing research
and development. 14. He said that after more than five years of devel-
opment work, Microsoft released Windows Vista. 15. By next decade
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they will have replaced an old version by a new one.

Exercise 21. Change the following sentences to the Active Voice.

1. Since the last 25 years numerous distinct activities have been identi-
fied by researchers. 2. We found out that detailed design, unit testing,
integration testing had been included in construction. 3. Substantial cre-
ativity and judgement have been involved in the process of construction.
4. | suppose that the latest enterprise information systems will have been
adapted by some client service companies by next decade. 5. Reduced
complexity has been recently achieved through emphasizing the creation
of the code that is simple and readable. 6. They said that our tasks had
already been defined by him. 7. A lot of efforts will have been made to
reach an agreement by next time. 8. Significant constraints have been
recently introduced in our activity. 9. | knew that some unanticipated
actions had been observed by him. 10. Details of the software design
will have been fleshed out by next meeting. 11. Many mathematical
models have been classified as: linear and nonlinear. 12. The professor
explained that the notations of the object-modelling technique and ob-
ject-oriented software engineering had been synthesized by UML. 13. A
standard modelling language will have been created by us by that time.
14. UML has been designed to be compatible with the leading object-
oriented software development methods. 15. We learnt that they had
been used extensively to describe the functionality of software system.

Exercise 22. Make the following sentences interrogative using the Pas-
sive Voice.

Model: Employees have already used new programs. — Have new
programs been already used by employees?

1. He had illustrated his example before we asked him about it. 2. We
will have designed a new program before they know it. 3. We have
identified primary keys very quickly. 4. We have implemented data
model by generating SQL. 5. They said that they had used the process
model in structured analysis and design methods. 6. He will have carried
out these experiments in his laboratory by next month. 7. We have used
the model due to its ability to express concurrency. 8. He has used the
task model to create high-level system. 9. They will have attached all
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components by the time you ask. 10. This device has performed all cal-
culations at high speed. 11. They will have introduced significant
changes by next week. 12. | knew that he had already determined the
types of peripherals. 13. We will have run applications on the machine
before they come. 14. He has downloaded the programs quite easily. 15.
She has bought a new lightweight notebook to carry on business trip.

Exercise 23. Complete these sentences using the correct passive form of
the verbs in brackets (Present, Past or Future Perfect Passive).

1. The teacher said that executive information systems (develop) as
mainframe computer-based programs. 2. This computer applications
(use) so far to satisfy senior executive’s needs. 3. I’'m sure that great
success (achieve) by the company by next term. 4. Computer security
problems always (consider) as a significant factor in the development of
computer technology. 5. The lecturer explained us that a web server
(hide) in a matchbox so that a few people could give an accurate count
of the number they had in their homes. 6. By next decade good preven-
tion measures (introduce) to stop unauthorized users from accessing any
part of the computer system. 7. Valuable information and services just
(protect) from publication by collective processes and mechanisms. 8. It
is impossible to determine whether a disclosure or modifications (au-
thorize) properly without authentication. 9. He informed me that infor-
mation just (share) among companies. 10. | want to remind you that my
computer system (secure) recently. 11. He mentioned that the threats for
computer security (classify) into several categories. 12. A software flaw
(discover) by specialists recently. 13. In two year’s time the code from
the exploit program (reuse) in Trojan horses. 14. I'm very sorry to say
that his private conversation (eavesdrop). 15. | found out that the pro-
gram (intend) to act as a system of eavesdropping protocols.

Exercise 24. Use the verbs in brackets in the Active or Passive form of
Perfect Tenses.

1. The plan for construction of the system (create) before we knew
about it. 2. | hope the architect (make) a right decision by next meeting.
3. We (not find) any rough mistakes in our research. 4. | found out that
each interface in the system (mechanize) with more than one of the co-
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ordination protocols. 5. It just (ensure) conceptual integrity. 6. The need
to retest components (reduce) by next experiment. 7. Up to now these
instructions (reflect) choices about particular analysis. 8. He was sure
that it (foster) the creation of the simplest solution to the system prob-
lem. 9. Lately all solutions (take into account) and a right one (choose).
10. The software (restore) by next week by a good team of specialists.
11. | think they already (define) their tasks. 12. Their achievements
(evaluate) by next summit. 13. Some trade-offs already (find). 14. He
announced that the implementation of a complex functional feature
(split) between three groups. 15. Today | (review) multiple software
existence planes.

Exercise 25. Translate into English.

1. BiH oBiIOMHUB, 1110 JEKiJIbKa CKIAIHHUX 3aBJaHb 0yJI0 BUKOHAHO I[UM
nporecopoM JocuTh mBHUAKO. 2. Ll omepamiiina cucrema Oyne
BCTaHOBJIEHA 710 Bedopa. 3. HemonaBHo Oynu po3poOiieHi HOBI Bepcii
miei omepamiifHoi cuctemu. 4. BoHW cKazamm, IO pPe3yNbTaTH iX
TOCTIDKCHh BXKe omyOsikoBaHi. 5. Bci mpoOieMHI THTaHHS OO
BJIOCKOHAJIEHHSI ITPOrPaMHOi CHCTEMH OyIyTh BHPIIIEHI 10 HACTYITHOTO
Micsams. 6. ApPXITEKTypy  IPOrpaMHOTO  3a0e3ledeHHs  Oyio
MIPENCTaBICHO JOCHTh neTanbHO. 7. S mi3HaBCs, IO B TIPOIEC
MpOeKTyBaHHS Oyl BBEINEHI HOBI Ba)UMBI KOMIOHEHTH. 8. Jlesaki
KpUTepii MOKpaIIeHHs MPOIeCy TUIAHYBaHHS OyIN IMOWHO PO3TIIAHYTI.
9. Bin cka3zaB HaMm, 0 BCi (yHKITIOHAIBbHI BUMOTH Oynu BpaxoBaHi. 10.
3Ha4HI epeBary bOro METOAy MIOWHO 3HAWIILIH MiATBEPIKEHHS.

Exercise 26. Study the vocabulary to text 3.

Compatibility — cymicuicts

backward-compatible — 3BopotHO-cymicHuMI, cyMmicHHiII Ha3an (Takwii,
10 HEe BUKIIOYA€ BHKOPUCTAHHS MOMEPEIHIX
Bepcil un Moauikartiit)

interoperability — ¢dyHKIliOHaTBPHA CYMICHICTB, MOXKJIMBICTh B3a€MOIi
(npocpamuux ma anapamuux upodié pi3HUX
NOCMABHUKIB)

extensibility — po3umproBaHiCTh, MOKJIUBICTb POIIMPEHHS (HAPOIIICHH)

underlying — Ttakwif, 1m0 JIEKHUTh B OCHOBI, OCHOBHHM, TOJOBHHIA,

0azoBuit
tolerate — BuTpuMyBaTH
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fault-tolerance — BixMOBOCTIHKICTE

resistant — criiikuii

recover — BiHOBJIFOBATH(Cs1)

component failure — BimmoBa enemenTa

comprise — Mictutu B co0i

packaging — ymakyBaHHs

manual - mociGHMK; TOBIAHUK, TOKAXKYNK; MIIPYUHUK
enhance — 30i1bIyBaTH, MOJIIMIITYBATH

usability — 1) 3py4HicTh y KOpUCTyBaHHI 2) MIPaKTUYHICTh
reusability — MOXXJIHMBICTh TTOBTOPHOTO BUKOPUCTAHHSI
robustness — MinHicTL

invalid — HenpaBHITbHIIA, HEMAIHCHWIA, TTOMUIKOBHH,
resilience — criiikicth

withstand — nporucrosiTu, BUTpUMyBaTH

hostile — Bopoxwuii

target user — niTbOBHI KOPHUCTYBAY

target audience — mibOBHIA ayTUTOPIst

default value — 3HaueHHs 32 yMOBUAHHSIM

Exercise 27. Read and translate text 3.

Text 3. Design Considerations

There are many aspects to consider in the design of a piece of
software. The importance of each should reflect the goals the software is
trying to achieve. Some of these aspects are:

o Compatibility. The software is able to operate with other products
that are designed for interoperability with another product. For example,
a piece of software may be backward-compatible with an older version
of itself.

o Extensibility. New capabilities can be added to the software with-
out major changes to the underlying architecture.

e Fault-tolerance. The software is resistant to and able to recover
from component failure.

o Maintainability. The software can be restored to a specified con-
dition within a specified period of time. For example, antivirus software
may include the ability to periodically receive virus definition updates in
order to maintain the software's effectiveness.
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e Modularity. The resulting software comprises well defined, inde-
pendent components. That leads to better maintainability. The compo-
nents could be then implemented and tested in isolation before being
integrated to form a desired software system. This allows division of
work in a software development project.

e Packaging. Printed material such as the box and manuals should
match the style designated for the target market and should enhance us-
ability. All compatibility information should be visible on the outside of
the package. All components required for use should be included in the
package or specified as a requirement on the outside of the package.

e Reliability. The software is able to perform a required function
under stated conditions for a specified period of time.

o Reusability. The software is able to add further features and modi-
fication with slight or no modification.

¢ Robustness. The software is able to operate under stress or tolerate
unpredictable or invalid input. For example, it can be designed with a
resilience to low memory conditions.

e Security. The software is able to withstand hostile acts and influ-
ences.

o Usability. The software user interface must be usable for its target
user/audience. Default values for the parameters must be chosen so that
they are a good choice for the majority of the users.

Exercise 28. Match the aspects to be considered in the software design
with their explanations.

1. Security a) The software can be restored to a specified con-
dition within a specified period of time.

2. Reusability b) New capabilities can be added to the software
without major changes to the underlying architec-
ture.

3. Robustness ¢) The software is able to add further features and
modification with slight or no modification.

4. Usability d) The software is able to operate with other prod-

ucts that are designed for interoperability with an-
other product.

5. Modularity e) The software is resistant to and able to recover
from component failure.
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6. Maintainability ~ f) The software is able to perform a required func-
tion under stated conditions for a specified period
of time.

7. Faulttolerance @) The software is able to withstand hostile acts
and influences.

8. Compatibility h) Printed material such as the box and manuals
should match the style designated for the target
market and should enhance usability.

9. Packaging i) The software is able to operate under stress or
tolerate unpredictable or invalid input.

10. Extensibility J) The software user interface must be usable for
its target user/audience.

11. Reliability k) The resulting software comprises well defined,
independent components.

Exercise 29. Answer the questions on text 3.

1. What aspects should be considered in the design of a piece of soft-
ware? 2. What is compatibility? 3. How can extensibility be explained?
4. What does fault tolerance mean? 5. What is maintainability? 6. What
is modularity and what does it allow? 7. What components and infor-
mation should be included in the package? 8. What are reliability
and reusability? 9. Why is robustness important? 10. What acts is well
designed software able to withstand? 11. What is the software user in-
terface designed for?

Exercise 30. Compose a dialogue on different design aspects.

Exercise 31. Study the vocabulary to text 4.

Enumerate — mepeniuyBaTy, mepepaxoByBaTH

concern — npobieMa, MUTaHHS, CIpaBa

black-box — “wopna ckpuHs”, mpuctpiii abo mporpama 3 HEBiIOMOIO
BHYTPIIITHBOIO CTPYKTYPOIO

similar — moxi6HUM YHOM

fancy — ne3Buuaiinmii

buggy — 1110 MiCTHTh BEJIMKY KLTBKICTh IOMHJIOK, 7pOG). TIIOYHUIA

verify — nepeBipsTH, KOHTPOIIOBATH

huddle (together) — 36upatu(cst) (pazom)

multiple — GaraTokpatHuii
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open-ended — 3 MOXJIMBICTIO PO3LIMPEHHSI, PO3LINPIOBAHHI

immaterial — HemarepianbHui, HEICTOTHUIA

inversion — iHBepcis, 3BOPOTHE MEPETBOPCHHSI

granule — rpanya, YacTHHKA

release — 1) BuBiIbHEHHSI, PO30JIOKYBaHHS 2) BUBLUTHHSTH(CSI)

tracking system — cucrema cTeKEHHS

closure — 3amukanHs

directed acyclic graph (DAG) — opieHTOBaHMI alUKIIYHUH rpad

prove - 1) moBOAWTH, JOKa3yBaTH 2) 3acBiUyBaTH, HiITBEPIKYBaTH
JIOKYMEHTaMHU

proven — noBeaeHui, BUIpoOyBaHUH, IepeBipeHn i

paradigm — 1) mapaaurma 2) 3pa3ok, eTajaoH

pollute — 3a6pymaioBaTH

entity — 06’exr

derived — moxinaui

CoNsistency — J0rigHiCTh, MOCIiIOBHICTD, 3B’ A3HICTD

skip — porryckatu, ctpubatH, mepecTpubyBaTH

preceding — momepenuiit

frequently — gacro

distil — ounmaru

commonality — crinpHicTh, YHI(IKOBaHICTE

exhaustive — BU4epITHUIA, TTOBHIMA, BUCHAKIMBHI

Computer-Aided  Software Engineering (CASE) - cucrema
aBTOMAaTH30BaHOi po3poOku mporpam, CASE-
TEXHOJIIOT s

Exercise 32. Read and translate text 4.
Text 4. Rules of Design
o Make sure that the problem is well-defined.
- All design criteria, requirements, and constraints should be enumerated
before a design is started.
- This may require a “spiral model” approach.
¢ What comes before how.
- i.e., define the service to be performed at every level of abstraction
before deciding which structures should be used to realize the services.
o Separate orthogonal concerns.
- Do not connect what is independent.
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¢ Design external functionality before internal functionality.

- First consider the solution as a black-box and decide how it should
interact with its environment.

- Then decide how the black-box can be internally organized. Likely it
consists of smaller black-boxes that can be refined in a similar fashion.

o Keep it simple.

- Fancy designs are buggier than simple ones; they are harder to imple-
ment, harder to verify and often less efficient.

- Problems that appear complex are often just simple problems huddled
together.

e Our job as designers is to identify the simpler problems, separate
them, and then solve them individually.

o Work at multiple levels of abstraction.

— Good designers must be able to move between various levels of ab-
straction quickly and easily.

* Design for extensibility.

— A good design is “open-ended,” i.e., easily extendible.

— A good design solves a class of problems rather than a single instance.
— Do not introduce what is immaterial.

— Do not restrict what is irrelevant.

— Before implementing a design, build a high-level prototype and verify
that the design criteria are met.

o Details should depend upon abstractions.

— Abstractions should not depend upon details.

— Principle of Dependency Inversion.

e The granule of reuse is the same as the granule of release.

— Only components that are released through a tracking system can be
effectively reused.

o Classes within a released component should share common closure.

— That is, if one needs to be changed, they all are likely to need to be
changed.

— i.e., what affects one, affects all.

e Classes within a released component should be reused together.

— That is, it is impossible to separate the components from each other in
order to reuse less than the total.

o The dependency structure for released components must be a DAG.

— There can be no cycles.
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o Dependencies between released components must run in the direction
of stability.

e The more stable a released component is, the more it must consist of
abstract classes.

— A completely stable component should consist of nothing but abstract
classes.

o Where possible, use proven patterns to solve design problems.

e When crossing between two different paradigms, build an interface
layer that separates the two.

— Don’t pollute one side with the paradigm of the other.

o Software entities (classes, modules, etc) should be open for extension,
but closed for modification.

— The Open/Closed principle — Bertrand Meyer.

e Derived classes must be usable through the base class interface with-
out the need for the user to know the difference.

— The Liskov Substitution Principle.

o Make it work correctly, then make it work fast.

— Implement the design, measure its performance, and if necessary, op-
timize it.

¢ Maintain consistency between representations.

— e.g., check that the final optimized implementation is equivalent to the
high-level design that was verified.

e Don’t skip the preceding rules!

— Clearly, this is the most frequently violated rule!!!

e Good designs can generally be distilled into a few key principles:

— Separate interface from implementation.

— Determine what is common and what is variable with an interface

and an implementation.

— Allow substitution of variable implementations via a common inter-
face.

- i.e., the “open/closed” principle.

— Dividing commonality from variability should be goal-oriented rather
than exhaustive.

e Design is not simply the act of drawing a picture using a CASE tool or
using graphical UML notation!!!

— Design is a fundamentally creative activity.
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Notes

Orthogonal — TyT: HezanexHMi

Open/Closed principle — npuHIUN BIIKPUTTA-3aKPUTTS  (0OUH 3
NPUHYUNIE 00 EKMHO-OPIEHMOBAHO20
NPOEKmy8aHHs, wo  003804510Mb
PO3POOHUKAM —~ YCYHYMU — NOMUIKU
npoexmy, chopmysasuiu HAUKpawuil
NPOeKm HA OCHOBI HASBHO2O HAOOPY
enracmusocmeti)

Liskov Substitution Principle — npunnun migcranoBku “JlickoB”
(3anpononosanuil bapbaporw Jlickog y
1987 poyi, yeu npunyun € 8axciusum
Kpumepiem 051 OYiHKU SIKOCMI pileHtd,
wo npuimaromocs nio uac nodyoosu
iepapxiti  HacnioyeanHss 6 00 €KmHO-
OPIEHMOBANHOMY NPOEKTNYBAHMNI)

Exercise 33. Find in text 4 the English for:

MEepEeKOHATHCSA, IO 3a/ia4a JIoOpe BU3HAUEHA; MEpEpaxoByBATH KpHUTEPIi
MPOEKTYBaHHS, BAMOTH Ta OOMEKEHHS, pO3TIISJIATH PIICHHS SIK “YOpHY
CKpUHIO”; IeTali3yBaTH MOMIOHWM YHWHOM; MICTHTH OUIBIIEC ITOMHIIOK;
MpoCTi 3amadi, 00’eaHaHI pa3oM; AEKiIbKa PIBHIB aOCTpakiiii; JIETKO
PO3IIMPIOBAHUIA; OOMEXYBaTH Te, IO HE CTOCYEThCS CIPABH;
BIANOBiIATH  KPHUTEPIsIM  MPOEKTYBaHHS; MPUHINI  1HBEpCii
3JIKHOCTEH; OpIEHTOBAHWM alMKIIYHUN Tpad; IPHUHIIAI MiICTaHOBKH
“JlickoB”; oOwiHIOBaTH (YHKIIOHYBaHHS; ITHOPYBAaTH TIIOMEpEnHi
MpaBuja; TOpYyINIyBaHE MPaBUIO; CHCTEMa  AaBTOMATHU30BAHOTO
PO3pOOIIEHHS POTpaM.

Exercise 34. Discuss the rules of design. Which of them are the most
important/ more often used/ can be skipped? Can you add
any other rules to those listed above?

Exercise 35. Prepare a presentation on one of the topics:

e “Software Design Fundamentals”
e “Software Design Context”
o “Key Issues in Software Design”
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“Concurrency”
“Design Patterns”
“Software Design Notations”
“Software Design Strategies and Methods”
“Function-Oriented -Structured Design”
“Object-Oriented Design”
“Data-Structure-Centered Design”
“Component-Based Design”

UNIT 7. DATABASES

Exercise 1. Study the basic vocabulary.
a) terms

database — 6a3a nanux

content — 3wmicr, iHQopMaIliliHe HaOBHEHHS

database management system (DBMS) — cucrema kepyBaHHs Gazamu
nmanux (CKBJI)

database architecture — apxitekrypa, KoHbiryparis 6a3u JaHHX

relational database model- pensmiiina Momens 6a3u gaHHX

computing system — oburciroBaNbHa CHuCTEMA

server cluster — cepBepHmii KaacTep

query language — moBa 3anuTiB (MOBa KepyBaHHS JTaHUMH)

Structured Query Language (SQL) — MOBa CTpYKTYpOBaHHUX 3aMUTiB

XQuery— nepexpecHa MOBa 3aIllKTiB

Extensible Markup Language (XML) — po3improBaHa MOBa TrilepTeKkcTy

b) nouns

collection — cykymuicts, Habip

scalability — posmproBanicTh, MacITabyBaHHs
security — 6esmeka

backup — pesepBHe KoMmifOBaHHS

facilities — 1) 3acobu 2) MOXIHUBOCTI

entry — eJleMeHT, MO3HIList

c) verbs
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involve — nepenbauatu, mym: OyTH OB’ I3aHUM
manage — KepyBaTu

dominate — nepeBaxaTH, maHyBaTH, JOMiHYBaTH
operate — kepyBaTH, yIpaBJIsATH

categorize — knacudikyBatu

COVer - OXOIUIIOBATH, MICTUTH B CO0I1

implement — peanizoByBatu

d) adjectives

bibliographic — 6i6miorpadiunmii
document-text — TOKyMeHTHO-TEKCTOBHIA
operational — excrityarariiHuii

uncomplicated — neyckiaaHeHuit

specialized — crertianizoBanmii

identical — ogHaxkoBUiA, TOTOXKHMIA, 1MEHTHYHMIMA

e) adverbs

typically — 3azBuyaii
clearly — oueBmaHO, SICHO
physically — ¢izuamo

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read
and translate the word. Try to compose a similar exercise
yourself.

Consist, organized, physically, document, statistical, define, access, ex-
ternal, cover, type, conceptual, implement, architecture, concern, un-
complicated, backup, clearly, extensible, manage, allowance, operate,
specialized, security, bibliographic, involve, typically, entry.

| | | | | | | |

Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:

a)
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collection, use, typically, involve, type, manage, data, maintenance,
search, clearly, separate, major, feature, model, dominate, view, compu-
ting, architecture, cost, operational, provide, categorize, support, per-
formance, speed, cover, specific, requirement, identical;

b)

digital, allow, internal, clearly, separate, major, understand, single,
physically, common, complicated, software, security, relational, mobile,
maximum, multiple, similar.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: collect — collection — collector — collective — collectively

Collect, category, maintain, type, classify, use, architect, clear, secure,
special, internal, digit, manage, concept, compute, perform, store, ex-
ternal, direction, create, physical, serve, structure, relate, accord, oper-
ate, implement.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

An organized collection of data; bibliographic, document-text and statis-
tical type of database content; digital databases; a database management
system; to store database contents; to allow data creation and mainte-
nance; search and access; database architecture; external, conceptual and
internal levels; a major feature of the relational database model; a single
database; to be physically stored and processed by the computing sys-
tem; internal architecture; to be concerned with cost, performance,
scalability and other operational matters; to provide storage, access, se-
curity, backup and other facilities; to support relational or XML data-
base model; a server cluster; multiple query languages, such as SQL or
XQuery; to access the database; performance trade-offs, such as maxi-
mum scale or maximum speed; to cover more than one entry in these
categories; offer specific features for more specialized requirements; to
be similar, but not identical.

Exercise 6. Read and translate text 1.
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Text 1. Database Architecture and Management

A database consists of an organized collection of data for one or
more uses, typically in digital form. One way of classifying databases
involves the type of their contents, for example: bibliographic, docu-
ment-text, statistical. Digital databases are managed using database
management systems, which store database contents, allowing data crea-
tion and maintenance, search and other access.

Database architecture consists of three levels: external, conceptual
and internal. Clearly separating the three levels is a major feature of the
relational database model that dominates in 21% century databases.

The external level defines how users understand the organization
of the data. A single database can have any number of views at the ex-
ternal level. The internal level defines how the data is physically stored
and processed by the computing system. Internal architecture is con-
cerned with cost, performance, scalability and other operational matters.
The conceptual level provides a common view of the database that is
uncomplicated by details of how the data is stored or managed.

A database management system (DBMS) consists of software that
operates databases, providing storage, access, security, backup and other
facilities. Database management systems can be categorized according
to the database model that they support, such as relational or XML, the
type of computer they support, such as a server cluster or a mobile
phone, the query languages that access the database, such as SQL or
XQuery, performance trade-offs, such as maximum scale or maximum
speed or others. Some database management systems cover more than
one entry in these categories, supporting multiple query languages.

Most DBMSs as of 2009 implement a relational model. Other
DBMS systems, such as Object DBMS, offer specific features for more
specialized requirements. Their components are similar, but not identical.

Exercise 7. Find in text 1 the English for:

OpraHi3oBaHWW HaAOIp [aHWX; CHUCTEMa KepyBaHHA 0a3aMH JaHWX;
iHhopMarlliiiHe HanOBHEHHs 0a3W JaHWX; CTBOPEHHS JAHWX; 30BHIIIHIN,
KOHIIENTYaJIbHUW Ta BHYTPIIIHINA PiBHI; peisiiifHa MoJellb 0a3n TaHuX;
o04YHCIIOBATIbHA CUCTEMA; IPOTpaMHE 3a0e3leueHHs; 3a0e3lneuyBaTh
30epiranHsi, JAOCTym, Oe3leKy, pe3epBHE KOMNIIOBaHHS Ta iHII
MOJIMBOCTI; CEpBEPHMI KIIACTEP; MOBa CTPYKTYPOBAaHUX 3allMTiB 1
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nepexpecHa MoBa 3alUTiB; KOMIPOMiCHE MOTipIIeHHs (PYHKIIOHAIBHIX
XapakTepUCTUK; MaKCHUMaJbHE  OXOIUIEHHsS ab0o  MakcHMallbHa
HIBHJIKICTD; PO3LIMPIOBAHA MOBA T1IIEPTEKCTY.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. A database consists of an organized collection of data for one or more
uses, typically in analogue form. 2. One way of classifying databases
involves the type of their contents, for example: bibliographic, docu-
ment-text, statistical. 3. Digital databases are managed using database
management systems, which store database contents, allowing data crea-
tion and maintenance, and search and other access. 4. Database system
consists of three levels, external, conceptual and internal. 5. The inter-
nal level defines how users understand the organization of the data.
6. External architecture is concerned with cost, performance, scalability
and other operational matters. 7. The conceptual level provides a com-
mon view of the database that is uncomplicated by details of how the
data is stored or managed. 8. A database management system (DBMS)
consists of hardware that operates databases, providing storage, access,
security, backup and other facilities. 9. Database management systems
can be categorized according to the database model and type(s) of com-
puter that they support, the query language(s) that access the database,
performance trade-offs, such as maximum scale or maximum speed or
others. 10. Most DBMS as of 2009 offer specific features for more spe-
cialized requirements.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to consist of a) cost, performance, scalability

2. to store b) according to the database model
3. to allow c) an organized collection of data
4. to be processed by d) multiple query languages

5. to be concerned with e) a relational model

6. to provide f) database contents

7. to be categorized g) specific features

8. to support h) the computing system

9. to implement i) data creation and maintenance
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10. to offer j) storage, access, security, backup
and other facilities

Exercise 10. Fill in the blanks with prepositions with, in, to, for, at, by,
of where necessary.

1. A database consists ... an organized collection ... data ... one or
more uses, typically ... digital form. 2. One way ... classifying data-
bases involves the type ... their contents, ... example: bibliographic,
document-text, statistical. 3. Clearly separating the three levels is a ma-
jor feature ... the relational database model that dominates ... 21 centu-
ry databases.. 4. A single database can have any number ... views ...
the external level. 5. Internal architecture is concerned ... cost, perfor-
mance, scalability and other operational matters. 6. The conceptual level
provides a common view ... the database that is uncomplicated ... de-
tails ... how the data is stored or managed. 7. Database man-
agement systems can be categorized according ... the database model
that they support. 8. Other DBMS systems, such as Object DBMS, offer
specific features ... more specialized requirements. 9. A single database
can have any number ... views ... the external level.

Exercise 11. Fill in the blanks with proper terms (database architecture,
external level, database management system, internal level, database,
conceptual level, object DBMS) to complete the sentences.

1. is an organized collection of data for one or more uses, typ-
ically in digital form. 2. consists of software that operates da-
tabases, providing storage, access, security, backup and other facilities.
3. is a combination of external, conceptual and internal levels.
4, defines how users understand the organization of the data.
5. is a level of indirection between internal and external. 6.

defines how the data is physically stored and processed by the
computing system. 7. is a system that offers specific features

for more specialized requirements.

Exercise 12. Answer the questions on text 1.
1. What does a database consist of? 2. How can databases be classified?
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3. What types of database contents are known? 4. What functions do
database management systems perform? 5. What levels does database
architecture consist of? 6. What do the external and internal levels of
database architecture define? 7. What does the conceptual level pro-
vide? 8. What does a database management system include? 9.
What categories of database management systems can be defined? 10.
What features does Object DBMS offer?

Exercise 13. Put all possible gquestions to the sentences below.

1. A database consists of an organized collection of data for one or more
uses, typically in digital form. 2. Digital databases are managed using
database management systems, which store database contents, allowing
data creation and maintenance, and search and other access. 3. Clearly
separating three levels was a major feature of the relational database
model that dominates in 21% century databases. 4. A single database can
have any number of views at the external level. 5. The conceptual is a
level of indirection between internal and external. 6. Database manage-
ment systems can be categorized according to the database model that
they support, such as relational or XML. 7. Other DBMS systems, such
as Object DBMS, offer specific features for more specialized require-
ments.

Exercise 14. Translate into English.

1. baza maHmX CKITAama€ThCS 3 OPraHi30BAaHOTO HAOOPY MaHWUX JUIA
OJHOTO 49X OLIbIIIE 3aCTOCYBaHb, 3a3BH4ail B mudpoBii dhopmi. 2. Oqun
i3 croco6iB kiracudikarii 6a3 JaHUX TOB’S3aHUN 3 THUIIOM iX 3MICTY,
Hanpukiay: 6i0miorpadidHuid, JOKYMEHTHO-TEKCTOBUH, CTATUCTHYHUH.
3. ludpoBumu OazamMu JaHUX KEPYIOTh 3 BUKOPUCTAHHSIM CHCTEM
KepyBaHHA, SKi 30epirarotb 3MicT 0a3 JaHWX, JO3BOJSIFOYM CTBOPEHHS
JaHWX, TOMIyK Ta IiHmmMH pocrym. 4. Apxitekrypa 0asu JaHHX
CKIIQJIA€TBCSI 3 TPHOX pIBHIB: 30BHIINIHBOrO, KOHIENTYaJbHOIO Ta
BHYTPIIIHBOTO. 5. HiTke BUAUICHHS IUX TPHOX PIBHIB € BAXKIJIMBOIO
O3HAKOI0 PENsIiiiHOl Mozen 0a3 AaHuX, sKa € IOMIHYIOYOI0 cepen 0a3
nanux 21 cropiuus. 6. 30BHIIIHIN piBeHb BU3HAYAE, IK KOPUCTyBadi
PO3YyMiIOTh Oprasizamito JaHux. 7. BHyTpilHIA piBeHb BH3Hauae, SK
naHi  30epiratrorbesi  Pi3uyHO 1 OOPOONSAIOTBCA  OOYMCIIOBAIBHOIO
cucremoro. 8. BHyTpimHS apxiTekTypa CTOCY€ThCS  BapTOCTi,
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(yHKI[IOHYBaHHS, PO3MIMPIOBAHOCTI Ta IHIIMX EKCILTyaTaIlifHUX
nutadb. 9. KoHIlenTyansHUil piBeHb Ja€ 3arajibHe ySBJICHHS PO 0asy
JaHUX, TOOTO HEOOTSDKEHE TOAPOOUIIIMA CTOCOBHO TOrO, SK
3MIMCHIOEThCsl 30epiraHHs AaHux i kepyBaHHs Humu.  10. Cucrema
KepyBaHHS 0a3aMM JaHUX CKJIAJA€ThCS 3 MPOrpaMHOrO 3a0e3reueHHS,
sKe Kepye IHQopmamiiiHuMu 0Oazamu, 3a0e3nedyroud 30epiraHus,
JOCTyI, O€3MeKy, pe3epBHE KOMIIOBAaHHSA Ta IHINI MoxJMBOCTI. 11.
Cucremu KepyBaHHS 0Oa3zaMHu JaHMX KIacU(IKyIOThCS BIiIOBIJIHO [0
Mozeni 0a3u JaHUX Ta THUIYy KOMII'FOTEPIB, MOB 3aIlUTIB, SKi MalOTh
JIOCTYI 0 1€l 0a3u JaHUX, Ta MOXKJIUBUX KOMIIPOMICHUX TOTIPIIEHb
¢dyHKIIOHATBHUX XapakTepucTHK. 12. OO’ekTHI cucteMu 0a3 JaHUX
MPOIMOHYIOTh  OCOOJIMBI  BJIACTHBOCTI JUIsi OUIBII  CIIEIiali30BaHUX
notpeb. X KOMIIOHEHTH € ToiIGHNMH, TIPOTE HE ieHTUYH UM

Exercise 15. Retell the text “Database Architecture and Management ”.

Exercise 16. Study the vocabulary to text 2.

Operational database — oneparmiiina 6a3a maHux

subject matter — TemaTuKa, 3MmicT

relatively — BigHOCHO, TOPIBHAHO

transaction — TpaHzaxitisi (camocmiiine abo 3asepuiere NOGIOOMACHHS.
npo aKy-Hebyob nooito abo cmau, 3aghikcogare Ha AKOMY-
HeOyOb Hocil iHghopmayii | npusnauene O0s IHIYIIOBAHHA
onepayii CKB/])

customer database — kimienTcpka 6aza JaHHX

business — oprauizartist (komepyitina)

personnel database — 6a3a nanux mepconaiy (kKaapis)

benefits — minbru Ta gonomora, commaker

skills data — mani mpo kBauidixarito

manufacturing database — texuonorigna 6a3a qaHuX

inventory — 1) imBenTapu3anis; nepeoliik 2) HasBHI TOBapH; TOBAPHO-

MaTepiaibHi 3amacu

financial database — 6a3a manux a1t 00poOKu iHaHCOBOI iH(OpMAaIIii

keep track of — BigciimkoByBaTH

accounting — 6yxrantepcbkuii 00IiK; (hiHaHCOBA 3BITHICTH

financial dealings — ¢inancoBi 00opyku

data warehouse — cxoBuIEe JaHUX

144


http://en.wikipedia.org/wiki/Transaction_(database)
http://en.wikipedia.org/wiki/CRM
http://en.wikipedia.org/wiki/Enterprise_resource_planning
http://en.wikipedia.org/wiki/Data_warehouse

archive — apxiByBaTH, MOMIILIATH JI0 apXiBY
historical data — perpocnexkTuBHI maHi (8 6azax Oanux — CYKYRHICIb
OAHUX, OMPUMAHUX 30 MPUBATULL Nepiod 4acy)
market research — BUBYCHHsI KOH'TOHKTYpH (CTaHy) pUHKY
operational data — 1) poGoui mani 2) nani, momo (QyHKIIOHYBaHHS
CUCTEMH, SKCIUTyaTalliliHi AaHi
summarize — 1) migcyMoBYBaTH 2) 3BOJUTH JI0 KYIIH, y3aralbHIOBATH
reclassify — pexnmacudikyBatu, 3MIHHTH KiacHdiKallito, MepeBeCcTH 10
HIIOT KaTeropii, meperpymyBaTH
analytic(al) database — amanitnyna 6a3za maHux
against — mym. 3
extract — BuOupatu, oepKyBaTH
sales records — ToproBenbHa CTATUCTHKA, PEECTPAILList 0OCSTIB MPOIAKY
advertising — pexkiiama, pekiiaMyBaHHsI
sales promotion — pocyBaHHS TOBapy, CTUMYJTFOBaHHS 30yTy
aggregate level — arperosanmuii, cykynumuii, KOMIJIEKCHAIN piBEHD
distributed database — posmoninena 6a3za gaHux
branch office — Bigminenns, ¢imis
manufacturing plant — BupoGHuYe miATPHEMCTBO
work site — poboue Micrie, 00’ €KT (8uxoHanHs pobim)
user database — 6a3a maHMx KOpHCTyBa4iB (aOOHEHTIB)
end-user database — 6a3a maHUX KiHIIEBHX KOPHUCTYBaJiB
download — 3aBaHTaxXyBaTH, CKauyBaTH
subscription — epeamaTa
hypermedia database — rinepmerniiina 6a3a ganux
World Wide Web (WWW) — “BcecBiTHs maByTuHa”, rio0ajgbHa
rimeprekcToBa cucrema Internet
web browser — 6pay3sep, nporpama Beb-TepersiLy, HaBiratop
while — B Toli 4ac sk, Toxi K
web crawler — momrykoBuii areHT, “naByk”
database index — ingexc (mokasHuK) 6a3u JaHUX

Exercise 17. Translate the word combinations below into Ukrainian.

Operational database; to store detailed data; to process relatively high
volumes of updates; customer databases; to record contact, credit, and
demographic information about business customers; personnel data-
bases; to hold information such as salary and benefits; skills data about
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employees; manufacturing databases; to record details about product
components and parts inventory; financial databases; keep track of the
organization’s money, accounting and financial dealings; data ware-
house; external sources such as market research firms; to undergo trans-
formation; to get summarized or reclassified.

Exercise 18. Read and translate text 2.
Text 2. Types of Databases

Operational database. These databases store detailed data about
the operations of an organization. They are typically organized by sub-
ject matter, process relatively high volumes of updates using transac-
tions. Essentially every major organization on the earth uses such data-
bases. Examples include customer databases that record contact, credit,
and demographic information about business customers; personnel da-
tabases that hold information such as salary and benefits; skills data
about employees; manufacturing databases that record details about
product components, parts inventory, and financial databases that keep
track of the organization’s money, accounting and financial dealings.

Data warehouse. Data warehouses archive historical data from
operational databases and often from external sources such as market
research firms. Often operational data undergo transformation on the
way into the warehouse, getting summarized, reclassified, etc.
The warehouse becomes the central source of data for use by managers
and other end-users who may not have access to operational data.

Analytical database. Analysts may do their work directly against
a data warehouse, or create a separate analytic database for online ana-
Iytical processing. For example, a company might extract sales records
for analyzing the effectiveness of advertising and other sales promotions
at an aggregate level.

Distributed database. These are databases of local work-groups
and departments at regional offices, branch offices, manufacturing
plants and other work sites. These databases can include segments of
both common operational and common user databases, as well as data
generated and used only at a user’s own site.

End-user database. These databases consist of data developed
by individual end-users. Examples of these are collections of documents
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in spreadsheets, word processing and downloaded files, or even manag-
ing their personal card collection.

External database. These databases contain data collection for
use across multiple organizations, either freely or via® subscription. The
Internet Movie Database is one example.

Lvia— yepes, 3a JONOMOIo0, IIAX0M
Hypermedia databases. The World Wide Web can be thought of
as a database, through one spread across millions of independent com-
puting systems. Web browsers “process” this data one page at a time,
while web crawlers and other software provide the equivalent of data-
base indexes to support search and other activities.

Exercise 19. Find in text 2 the English for:

BeJIMKa OpraHi3allis; KIIEHTH OpraHi3allii; apXiByBaTH peTPOCIEKTUBHI
JaHl 3 omepalliiHux 0a3 JaHWX; MEPeTiK 3am4acTUH; MaTH JOCTYI JO
poOounMx IaHWX; CTBOPIOBATH OKPEMY aHAJITHYHYy 0a3y JIaHHX;
epeKTHBHICTh, pEKJIaMH Ta TPOCYBAaHHS TOBapy, poO3MojicHa 6a3a
JAHWX; perioHanmbHi odich, (imii, BUpoOHWUI MiAMPUEMCTBA Ta IHIIII
00’ektn;  HAOIp MOKYMEHTIB y BUIJIANI €IEKTPOHHHUX TaOJHIlh;
00pOOJIeHHS TEKCTIB, 3aBaHTakeHl (Qaiau; HaOlp maHUX IS
BUKOPHCTAaHHS OaraTbMa OpraHizalliiM{; MDIIXOM  IIepeaIIaTH;
rinepmeniiiHa 6a3a JaHWX; Iporpama BeO-TIepersiay, MOITYKOBH areHT
Ta IHIIE TMporpaMHe 3a0e3medeHHs; MIATPUMYBATH TOIIYK Ta iHII
orrepartii.

Exercise 20. Answer the questions on text 2.

1. What does an operational database store? 2. How are operational da-
tabases typically organized? 3. What types of operational databases are
known? 4. What do data warehouses archive? 5. Who can use the data
warehouse as the central source of data? 6. What do analysts create a
separate analytic database for? 7. What is referred to as a distributed
database? 8. What kind of data do end-user databases consist of? Can
you give an example of the end-user database? 9. What does an external
database contain? 10. What kind of database is spread across millions
of independent computing systems? 11. What can web browsers and
web crawlers provide?
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Exercise 21. Make up questions to the italicized parts of the sentences.
1. Operational databases store detailed data about the operations of an
organization. 2. Data warehouses archive historical data from opera-
tional databases and often from external sources such as market re-
search firms. 3. Distributed databases can include segments of both
common operational and common user databases. 4. The end-user
database consists of data developed by individual end-users.
5. External databases contain data collection for use across multiple
organizations. 6. Web crawlers and other software provide the equiva-
lent of database indexes to support search and other activities.

Exercise 22. Give nouns corresponding to the following verbs. Translate
them.

Construct, verify, apply, define, reduce, achieve, create, anticipate,
communicate, program, operate, automate, restrict, direct, manage, in-
teract, organize, specify, coordinate, act, provide, distribute, store, use,
subscribe, develop, generate.

Exercise 23. Use the proper form of the Perfect or Perfect-Continuous
Tense of the verbs in brackets.

1.They (gather) data since last month. 2. He said that he (search) for
any valuable information all day yesterday. 3. When they finish |
(wait) for them for thirty minutes. 4. | knew that he (operate) this de-
partment for three years. 5. | (analyze) the effectiveness of advertising
for two hours when the boss came. 6. Individual end-users (develop)
these databases day after day for years. 7. He (enforce) databases secu-
rity for ten years, why don’t you ask him for help? 8. Next week they
(protect) their databases from unauthorized activity for a month. 9. He
(manage) his project since last month? 10. | wanted to know whether
they (try) a new method when you called them? 11. You (work) here
for fifteen years by the time you retire? 12. | thought he (work) with
unauthorized activity for a long time before. 13. By next semester |
(study) this science for four years. 14. For two hours now we (choose)
right techniques and we (not come) to any agreement yet. 15. | won-
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dered if they (use) LCD’s for a long time. 16. He (repair) peripheral
devices for five years on Monday. 17. A new specialist (try) to add a
variety of features to his device since early morning. 18. He mentioned
that he (implement) interactive computing systems for human use.
19. | (teach) engineering and design methods for two hours when you
only enter the university. 20. | asked him if he (work) as a programmer
since he graduated from university. 21. He still (improve) his skills for
a week? 22. What you (do) with this device? It isn’t working! 23. They
(try) to eliminate the need for separate power supplies before | came.
24. Since he started his work, he (contribute) to the general success
due to his exceptional skills. 25. How long they (investigate) the acci-
dent before they left. 26. He (write) his report for three hours when she
arrives. 27. | (not repair) my media player yet. 28. They (take) com-
puter-based training course before they started teaching. 29. The users
(interact) for hours when he arrived. 30. | wonder what he (do) with
this keypad so long.

Exercise 24. Put the verbs in brackets into the proper Perfect or Perfect
Continuous form.

1.My friend is in his laboratory. He (work) hard on his experiment since
early morning. 2. | knew that since that time they (apply) these para-
digms in such areas as engineering and telecommunications. 3. The em-
ployees (prepare) their reports for two days when the head of the de-
partment arrives. 4. I wonder what you (discuss) since two o’clock.
5. “Don’t worry, they (work) with such equipment for a long time,” he
said. 6. He found out that | already (make) an attempt to avoid the over-
head. 7. He (head) this department for two years when | began working
in it. 8. They (develop) the software for a long period of time. 9. “Look
attentively! He (try) to solve this task in his own way.” 10. He (look
through) his report several times before he realized his mistake. 11. He
said that they (produce) this equipment since 2005. 12. In 2012 she
(teach) programming at university for ten years. 13. He (install) a soft-
ware driver since morning? 14. He asked why | (study) the assignment
for so many hours.15. | found out that he (work) there for ten years.

Exercise 25. Use the proper tense and voice form of the verb in brack-
ets.
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1.’m proud that malicious individuals (not penetrate) yet our well-
designed computer system. 2. She said that she (take advantages) of this
approach for a long period of time. 3. A serious bug already (find) in the
program. 4. He (observe) this malfunction since morning. 5. The lectur-
er explained us that the denial of service attacks (not use) to gain unau-
thorized access or control of a system. 6. I’m sure all types of attacks
(prevent) successfully by next month owing to his experience. 7. They
told us that they already (analyze) all possible human errors. 8. By next
year he (work) in this department for ten years. 9. | must admit that |
(not find) any deception in his activity. 10. What kind of problem (find)
lately? 11. | (find) some vulnerabilities very quickly. 12. By tomorrow
they (work) on this project for a month. 13. They (download) large
quantities of data onto backup media since yesterday. 14. | never (en-
crypt) the storage media. 15. Some unsuccessful attempts (make) before
he came. 16. This kind of software (design) before he knew about it.
17. You (achieve) your goals by next semester? 18. In three years’ time
he (accomplish) this work. 19. Some malicious programs just (detect) by
the administrator. 20. By nine o’clock he already (install) the program.
21. We (try) to make the computer work since five o’clock. 22. He said
that the infection (transmit) by e-mail or Microsoft word documents.
23. | think that you (not get) the consent before | come. 24. The mali-
cious software (infect) the worm into user’s local networks for years.
25. It was clear that he (try) to avoid detection and disinfection for a
long time.

Exercise 26. Change the sentences into indirect speech.

1. T asked my teacher, “How long have you been teaching this subject?”
2. The manager said, “l have just looked through your personal data.”
3. My friend told me, “I have been trying to enforce the security of my
system through access control.” 4. They asked me, “Where did you get
the experience in this work?” 5. She told them, “I have been studying
object-oriented programming for two years.” 6. He asked, “Did you give
a right definition to this term last time?” 7. We wondered, “Who man-
aged to solve these difficult problems?” 8. The teacher asked me, “Did
you complete your assignment?” 9. The dean said, “You have already
proved your serious attitude to studies.” 10. My colleague exclaimed,
“This is the best job I have ever dreamt of!”
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Exercise 27. Translate the sentences into English. Mind the sequence
of tenses.

1. Mu 3HaeMo, IO BiH 3aliMA€ThCS MOJICPHI3YBAaHHSAM IIPOrPaAaMHOIO
3a0e3ledyeHHs] BXKE BIPOAOBXK Oaratbox pokiB. 2. S agymaB, mio
WKiMBl mporpamu  BusiBieHi. 3. Bona kaxke, mo 00OB’S3KOBO
BHUKOPHUCTAE Pe3epBHi HOCIT 710 KiHI THKHS. 4. MU He 3Ha€EMO, YH BOHH
BXK€ OTPpUMAJHU II0 TopIito ganux. 5. llikaBo, YoMy BUSBISIFOTH IIi
¢aiinmu tak goBro. 6. S momiTHB, IO BiH BXKE 3aIlyCKaB paHille Taki
nporpaMu. 7. S BIIeBHEHa, 110 Mii Kojiera BUSBHUTH 1€ TIOPYIICHHS JI0
Beyopa. 8. Mu Oaumim, 1m0 BOHA 3HAWNUIA MOTPIOHWI MeTon JUIst
BHpIIIEHHS CKIaaHOl 3a7a4i. 9. Bukiagay noscHUB, 110 BiH BXXE paHille
VCIIIIHO BWUKOPHCTOBYBaB TakKi MeTOAMKH Ha mpaktuii. 10. Bin
MOBIJJOMHUB, 1[0 B HACTYIMHOMY pOIli BHUIOBHUTHCA 20 POKIB, SIK BiH
Mpaloe CUCTEMHUM aHaimiTukoMm. 11. 51 Oyma BleBHEHa, 1O BOHH
BHKOPHCTOBYIOTh PO3IIMPIOBAHY MOBY TillEPTEKCTY B)KE JTOBTUH dHac.
12. BoHm 3amuTainy, KOJW S OTPHMAaB JOCTYI A0 Imi€i 6a3u manux. 13.
Hawm BuYopa moBimoMuiIM, 10 Taki BUIPOOYBaHHS MPOBOIMIINCH paHIIIe
IocuTh dYacto. 14. Bin 00imse, MO BUBYUTH IO OOYMCIIOBAILHY
CHUCTEMYy IO KiHIS TIKHA. 15. Mu pmi3Hamucs, 10 HaIl KOJIETH
MIATPUMYBalld ~ peami3amifo WOoro CyMmHIBHOro mpoekry. 16. S
CYMHIBalOCh, III0 BOHAa B)X€ O3HAOMHMIAch 3 KOHOQIrypariero 0a3u
JaHux. 17. 5 xouy 3HaTH, 110 BOHU BXKE€ CIUIAHYBAJIM HA HACTYIHUU
HaByanbHUH pik. 18. BiH 31uBYBaBcs, 0 MU TaK JOBTO BUBYAIH HOBUI
Marepian. 19. Bona 3amurana MeHe, e s 3HAWIIoB iH(GOPMAIIIIO PO IO
cucremy. 20. BiH BeBHEHU, 0 MH OTPUMAEMO TUTBTH Ta OTIOMOTY
JI0 HACTYITHOT'O MICSIIISL.

Exercise 28. Study the vocabulary to text 3.

Denote — o3nauat

unauthorized activity — HempaBoMipHa, HECAaHKI[IOHOBaHA [isIBHICTD,
HECAHKI[IOHOBaHI il

enforce — 3MiLHIOBATH, IOCUIIOBATH

auditing — peBi3is (epeBipKa) CUCTEMH, C/leHe. ayIUTyBaHHS

encryption — komyBaHHs1, HPPyBaHHS
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authentication — ayrenTugikaiis, MTiATBEP/PKEHHS aBTEHTUYHOCTI,
imeHTUDIKAIIiS
authorization — aBropu3aitis
transmit — nmepenasary,
encrypt — mmdpyBaTH, KOLYBaTH
decrypt — posmmdpoByBaTi
query result — pe3ynbTat 3amuTy
confidentiality — kon(ineHiiHICTD, CEKPETHICTD
govern — kepyBaTH
release — 1) myGuikarist 2) Buaaya, HaJaHHs
driving record — ocoboBa kKapTKa BOIist
log — *xypHai peecrpartii
Office of the Information Commissioner — ympaBiiHHS YIIOBHO-
Ba)KEHOTO 3 MTUTaHb
iHpopMaii
lock (out) — GyIOKyBaTH, BiIKIFOYATH
shared lock — GoxyBaHHs i3 3a0€3MEYEHHSAM CIUIBHOTO AOCTYILY (00
Habopy oanux)
exclusive lock — 6rrokyBaHHS i3 3a0€3M€UEHHAM B3a€MOBHKIIIOYATBEHOIO
TIOCTYITY (00 Habopy Oanux)
read lock — 6y1oKyBaHHS 3UNTYBaHHS
write lock — 6iokyBanHs 3amucy
deadlock — B3aemue GioKyBaHHS, npogh. KITiHY
ensure — rapanTyBaTH, 3a0e31eTyBaTH
granularity — piBeHb MOIYJIBHOCTI (cucmemu), “TpaHysIspHICTH”
COarse — BEIMKOMOIYJIbHUI
fine-grained — npiGHOMOTYTBEHII
intermediate — mpomiKHHI
Relational Database Management System (RDBMS) - cucrema
KepyBaHHS peIAIiiiHOI 0a3010
JIAHUX
implicitly — nessao
explicitly — seao
persist — 3anuimaTucs, 30epiraTrcs, MPOJIOBXKYBATH iICHYBaTH
isolation — i3ompoBaHICTH
reduce — 3MeHIIIyBaTH, 3HWKYBATH, TTOCTA0TIOBATH
concurrency — 1) mapaneniam 2) B3a€EMHA CYMICHICTb (81acmusicnib
00 °exmig 6 06 €EKMHO-OPIEHMOBAHOMY NPOSPAMYBAHHI)
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abort — nmepepuBaTu, aBapiliHO 3aBepIIyBaTH

Exercise 29. Translate the word combinations below into Ukrainian.

Database security; to denote the system, processes, and procedures; to
connect to the database via authentication; to record information about
database activity; to encrypt and decrypt data; to protect medical histo-
ry, driving records, telephone logs; the Office of the Information Com-
missioner; to hold personal data in digital format such as databases;
locking; to modify a resource; to provide one method of ensuring data;
granularity; to cover an entire database; rows in a RDBMS table; shared
or exclusive locks; to be created implicitly by the DBMS; explicitly at
the transaction’s request; to read and write locks; to reduce performance
and/or concurrency.

Exercise 30. Read and translate text 3.
Text 3. Database Security

Database security denotes the system, processes, and procedures
that protect a database from unauthorized activity. DBMSs usually en-
force security through access control, auditing, and encryption.

Access control manages who can connect to the database via au-
thentication and what they can do via authorization. Auditing records
information about database activity: who, what, when, and possibly
where. Encryption protects data at the lowest possible level by storing
and possibly transmitting data in an unreadable form. The DBMS en-
crypts data when it is added to the database and decrypts it when return-
ing query results. This process can occur on the client side of a network
connection to prevent unauthorized access at the point of use.

Confidentiality. Law and regulation governs the release of in-
formation from some databases, protecting medical history, driving rec-
ords, telephone logs, etc. Organizations based in the United Kingdom
and holding personal data in digital format such as databases must regis-
ter with the Office of the Information Commissioner.
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Locking. When a transaction modifies a resource, the DBMS
stops other transactions from also modifying it, typically by locking it.
Locks also provide one method of ensuring that data does not change
while a transaction is reading it or even that it doesn’t change until a
transaction that once read it has completed.

Granularity. Locks can be coarse, covering an entire database,
fine-grained, covering a single data item, or intermediate covering a col-
lection of data such as all the rows in a RDBMS table.

Lock types. Locks can be shared or exclusive, and can lock out
readers and/or writers. Locks can be created implicitly by the DBMS
when a transaction performs an operation, or explicitly at the transaction
request. Shared locks allow multiple transactions to lock the same re-
source. The lock persists until all such transactions complete. Exclusive
locks are held by a single transaction and prevent other transactions
from locking the same resource. Read locks are usually shared, and pre-
vent other transactions from modifying the resource. Write locks are
exclusive, and prevent other transactions from modifying the resource.
On some systems, write locks also prevent other transactions from read-
ing the resource.

Isolation. Isolation refers to the ability of one transaction to see
the results of other transactions. Greater isolation typically reduces per-
formance and/or concurrency, leading DBMSs to provide administrative
options to reduce isolation.

Deadlocks. Deadlocks occur when two transactions each require
data that the other has already locked exclusively. Deadlock detection is
performed by the DBMS, which then aborts one of the transactions and
allows the other to complete.

Exercise 31. Find in text 3 the English for:

3axumiaty 6a3y MaHUX BiJ HECAHKIIOHOBAHUX [ii; cUCTeMa KepyBaHHS
0a3010 JaHWX; TOCHIIIOBATH OE3MEeKy uepe3 KEPyBaHHsS 3a JIOCTYIIOM,
pEBi3il0 CHCTEMHM Ta KOJyBaHHSI, 36ep1raHH;1 i mepesiaia JAHUX B
HeuuTabenbHil (HopMi; pe3ynbTaTH 3amuTiB; 3 KIIEHTCHKOrO OOKY
MEPEeXHOro  3’€THAHHS; myOmikariss  iHpopmarii; JTO3BOJISITH
OaraTopa3oBi TpaH3aKIlii; HE O3BOJATH 1HITMM TPaH3aKI[isIM 3MIHIOBATH
pecypc;  3abe3nmedyBaTH  agMIHICTpaTHBHI  3aXOJ¥;  BHSIBICHHS
B32€MOOJIOKYBaHHS; IEPEPUBATH OJIHY 3 TPAH3AKILiH.
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Exercise 32. Put all possible questions to the sentences below.

1. Database security denotes the system, processes, and procedures
that protect a database from unauthorized activity. 2. DBMSs usually
enforce security through access control, auditing, and encryption.
3. Organizations based in the United Kingdom and holding personal
data in digital format such as databases must register with the Office.
4. Exclusive locks are held by a single transaction and prevent other
transactions from locking the same resource. 5. Deadlock detection is
performed by the DBMS, which then aborts one of the transactions and
allows the other to complete.

Exercise 33. Give nouns corresponding to the following verbs. Translate
them.

Denote, protect, enforce, connect, store, transmit, encrypt, decrypt, add,
govern, register, modify, provide, ensure, cover, create, perform, allow,
persist, prevent, refer, reduce, lead, analyze, justify, require, abort.

Exercise 34. Find the opposites of the following words in text 3 and us-
ing them make up sentences of your own.

Authorized, weaken, ensure, decrypt, openness, analogue, coarse, exclu-
sive, implicitly, single, different, readable, continue, start, increase.

Exercise 35. Answer the questions on text 3.

1. What does database security denote? 2. What can access control
manage? 3. What kind of information does auditing record? 4. How is
data protected by means of encryption? 5. What do law and regulation
govern? 6. How does the DBMS stop other transactions from modify-
ing? 7. What types of locks are known and what are they designed for?
8. What can locking significantly affect? 9. What does isolation refer to
and what does it typically reduce? 10. When do deadlocks usually oc-
cur?
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Exercise 36. Find some additional information and speak on database
architecture and management systems.

Exercise 37. Study the vocabulary to text 4.

Post-relational database model — moct-pensimitina Moaens 6a3u qaHUX
alternate — anpTepHaTUBHMH, IHIIHIA
hybrid database — riOpuana 6a3za manux, 0a3a JaHUX 31 3MIIIAHOO
(riOpUIIHOIO) CTPYKTYPOIO
object-enhanced — 06’ ekTHO-poO3IIMPEHHI
incorporate — 06’eHyBaTH, MAaTH B CBOEMY CKJIajTi
cast (p., pp. cast) — mym: npeacTaBIATH
in terms of — uepes, y Burmsiai
pre-date — nepemyBartu, BitOyBaTHCs, CTaTHCS (TIEPE IUMOCH)
plausible — epexonTMBHIA, BHIIpaBIAHHH
object database model — mozens 06’exTHOI 623K JaHKX
object-oriented paradigm — 06’ekTHO-Opi€HTOBaHA ITapaIurMa
object-oriented programming — 06’€KTHO-Opi€HTOBaHE MPOrPaMyBaHHS
engineering database — koHcTpykTOpChKa 6aza maHMX
spatial database — posocepemkena 6a3a maHux
conglomeration — koHTIOMEpaT, CyMilll
overhead — 1) cmyx00Bi, MPOTOKOJIBHI CHTHaIK ab0 maHi 2) BUTpATH
O0YHCITIOBATIBFHIX PeCypCiB 3) HaKIaAHI BUTPATH
impedance mismatch — posysromkenns iHtepbeiciB (po3zbixcricme
Midic inmepgheticamu 06’ ekma 6asu Oanux)
variety — 1) pisHOMaHITHICTE 2) BiIMIHHICTB, PO30DKHICTE

Exercise 38. Translate the word combinations below into Ukrainian.
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Relational and post-relational database models; hybrid database; object-
enhanced relational database model system (RDBMS); to extend rela-
tional systems with non-relational features; historically pre-relational
products; the application-programming world; to avoid the overhead of
converting information; to convert information between its representa-
tion in the database and in the application program; to introduce key
ideas of object programming; to approach the problem from the applica-
tion-programming side; to make the objects persistent; to require some
kind of query language; to provide language-level functionality; objects
based on their information content; to define an object-oriented data
model.

Exercise 39. Read and translate text 4.
Text 4. Database Models

Post-relational database models. Products offering a more gen-
eral data model than the relational model are sometimes classified as
post-relational. Alternate terms include ‘“hybrid database”, “object-
enhanced RDBMS” and others. The data model in such products incor-
porates relations but is not constrained by E.F. Codd’s Information Prin-
ciple, which requires that all information in the database must be cast
explicitly in terms of values in relations and in no other way. Some of
these extensions to the relational model integrate concepts from tech-
nologies that pre-date the relational model. For example, they allow rep-
resentation of a directed graph with trees on the nodes.

Some post-relational products extend relational systems with non-
relational features. Others arrived in much the same place by adding
relational features to pre-relational systems. Paradoxically, this allows
products that are historically pre-relational to make a plausible claim to
be post-relational.
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Object database models. In recent years, the object-oriented
paradigm has been applied in areas such as engineering and spatial da-
tabases, telecommunications and in various scientific domains. The
conglomeration of object-oriented programming and database technolo-
gy led to this new kind of database. These databases attempt to bring the
database world and the application-programming world closer together,
in particular by ensuring that the database uses the same type system as
the application program. This aims to avoid the overhead (sometimes
referred to as the impedance mismatch) of converting information be-
tween its representation in the database (for example as rows in tables)
and its representation in the application program (typically as objects).
At the same time, object databases attempt to introduce key ideas of ob-
ject programming, such as encapsulation and polymorphism, into the
world of databases.

A variety of these ways have been tried for storing objects in a da-
tabase. Some products have approached the problem from the applica-
tion-programming side, by making the objects manipulated by the pro-
gram persistent. This also typically requires the addition of some kind of
query language, since conventional programming languages do not pro-
vide language-level functionality for finding objects based on their in-
formation content. Others have attacked the problem from the database
end, by defining an object-oriented data model for the database, and de-
fining a database programming language that allows full programming
capabilities as well as traditional query facilities.

Exercise 40. Find in text 4 the English for:

MaTH B CBOEMY CKJaJi CHIBBIIHONIIEHHS; OyTH TpEACTaBICHUMHU Y
BUIJISIII 3HA4YeHb Y CHIBBIAHOIIEHHSX, BKIIOYaTH B cebe imei;
TEXHONOTii, SKi TepeayloTh peISmMiiHIA  MOJeNi;  TO3BOJSATH
NPEe/ICTABIICHHS; HAalpaBJIeHNH Tpad 3 1epeBaMu y By3Jax; BUIIPABIAHO
MpeTeHAyBaTH,; Mojem Oo0’€KTHUX 0a3 JaHWX; KOHCTPYKTOPCHKI Ta
po3ocepe/pkeHi 0a3W JaHWX; PI3HOMAHITHI HAyKOBI cdepu; CyMimn
00’€KTHO-OPIEHTOBAHOTO TMpOrpaMyBaHHS 1 TexHONOrii 0a3 [aHUX;
IHKanCyamis i moxiMopdizM; 30epiraHHsS 00’€KTiB y 0a3i maHUX;
3BHYAiHI MOBM NPOrpamMyBaHHS; MOBa NpOrpamMyBaHHs 0a3 JaHUX; BCi
MOXJIMBOCTI MPOrpaMyBaHHs, a TAKOX TPaJHLIiiHI 3aco0M opranizamii
3aIuTiB.
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Exercise 41. Answer the questions on text 4.

1. What products are classified as post-relational? 2 What does the data
model in post-relational products incorporate? 3. What concepts do ex-
tensions to the relational model integrate? 4. What do post-relational
products extend relational systems with? 5. In what areas has object-
oriented paradigm been recently applied? 6. What led to the object da-
tabase model? 7. What do object databases attempt to do? 8. What has
been tried for storing objects in a database? 9. Why is addition of some
kind of query language required? 10. What does defining a database
programming language allow? 11. What are the main features of post-
relational and object database models?

Exercise 42. Make up questions to the italicized parts of the sentences..

1. Products offering a more general data model than the relational
model are sometimes classified as post-relational. 2. Some of these
extensions to the relational model integrate concepts from technologies
that pre-date the relational model. 3. In recent years, the object-
oriented paradigm has been applied in areas such as engineering and
spatial databases, telecommunications and in various scientific do-
mains. 4. The conglomeration of object-oriented programming and
database technology led to this new kind of database. 5. A variety of
these ways have been tried for storing objects in a database.
6. Conventional programming languages do not provide language-
level functionality for finding objects based on their information con-
tent.

Exercise 43. Write derivatives of the words below and explain their
meanings.

Classify, incorporate, require, integrate, extend, arrive, add, apply, lead,
use, refer, ensure, avoid, convert, introduce, store, manipulate, provide,
base, define.

Exercise 44. Decipher the abbreviations below:

DBMS, RDBMS, WWW, SQZ, XMZ, DAG, CASE.
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Exercise 45. Write a summary of the text “Database Models ”.

UNIT 8. HUMAN-MACHINE INTERFACE

Exercise 1. Study the basic vocabulary.
a) terms

Human-Machine Interface (HMI) — intepdeiic “mromuna — mammHa”,
JIOIMHO-MAIIMHHUH iHTepderic

operator interface terminal — Tepminan omepaTopcskoro iHTepdeiicy,
MOJTYJIb 3B’ 53Ky oIleparopa 3 00’ €KTOM

programmable function key — mporpamoBaHna ¢yHKIliOHa bHA KiaBiiia

full keypad — moBHa jonomMi>kHa KiIaBiaTypa

alphanumeric display — nmudpobykBennuii gucruieit

graphic display — rpadiunuii mucruiei

backlit display — expan 3 migcBiuyBaHHM

operating temperature — poboua TemriepaTypa

operating humidity — po6oua BosoricTs

flat panel display (FPD) — mtockomanensuuii mucrieit

liquid-crystal display (LCD) — pinkokpucramiunnii mucruieii  (PK-

JTACTIJICH )

gas plasma technology — rasopospsiaHa TexHOIOT IS

liquid crystal solution — pinkokprcTamiuHuil pO3UHH

polarizing material — monspuzartiiiamii MaTepiai

passive matrix display — PK-expan (mucriieii) 3 macHBHOIO MaTPHUIIEIO

active matrix display — PK-ekpan (mucruieii) 3 akTHBHOIO MaTPHUIIECIO

gas plasma display — razopo3psiiHuii AUCIIICH, IA3MOBHIA AUCTIICH

response time — wac BIiATYKY (uac, nompiGuuii Kkomn'iomepy OJis
8i0n06idi na 3anum)

array of pixels — macuB eneMeHTIB 300paXKeHHS

performance  specifications — 1) ekcruryaramiiini  (po6oui)
XapaKTEpUCTUKHU 2) BUMOT'A J10
XapaKTEPUCTUK

hard drive capacity — 06’em )0OpCTKOro AUCKY

input/output (1/0) interface — intepdeiic BBeICHHS-BUBEICHHS

I/O parallel peripheral bus — napanensaa nepudepiiiHa mHHA BBEICHHS -
BUBEIICHHS
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1/0 port — mopT BBeACHHA-BUBEICHHS
Ethernet — mepexa (mporokou, crannapt, TexHounorist) Ethernet
small computer systems interface (SCSI) — inrepdeiic Manux
O0YHCITIOBATILHUX CHUCTEM,
inTepdetic SCSI
universal serial bus (USB) — yHiBepcanpHa MOCTiJOBHA IIMHA, [IMHA
USB
local area network (LAN) — nokanbHa (004ncitoBaibHa) Mepeka, JIOM
bus topology — mmuHa Tomosoris (mononoein JIOM, ¢ skiti yci
abonwenmu  JMiHIIHO NI ’€OHaHi 00
ooHiel Mazicmpani (wunu)
nepeculants OaHux)
star topology — Tomomorist “3ipka” (mononocis JIOM, ¢ saxiti npucmpoi i
Komn ‘tomepu 3’€0HaHo
padianvrumu JIHIAMU 3
YEHMPATbHUM 8Y3710M)
data transfer rate — mBHAKICTH MepecHIaHHs JaHUX
balanced serial interface — 3piBHoOBaXkeHuit mocmimoBHMI iHTEPDETC
device-independent protocol — anapaTHo-He3aIEKHUHN TPOTOKOI
software driver — mporpamumuii apaiiBep
real-time clock — rogMHHUK pearbHOrO Yacy
Power-over-Ethernet (POE) equipment — ycratkyBauHs (00Ja HAHHS)
skuBieHHs yepe3 Ethernet

electromagnetic interference (EMI) - enekrpomarnitHi 3aBamu
(HaBemeHH)

radio frequency interference (RFI) — panio3aBamgm,pamiogacTOTHI
HaBEICHHS

National  Electronics Manufacturers  Association (NEMA) —
HamionansHa acorriartis
BUPOOHUKIB
eIIEKTPOYCTaTKYBaHHS,  aCOIiallis
NEMA

b) nouns

device — npucTpiii, MexaHi3M
knob — pyuka, kHOMKa
lever — Baxiib, pykosTKa
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dimensions — po3mipu

rating — 1) mapamerp, po3paxyHKOBa BEIMYMHA 2) MOTYXHICTb,
HOMiHaJIbHA XapaKTEPUCTHUKA
sheet - mucr

grid — pemritka, ciTka
wire — ipit, mpoBiz
intersection — neperuH, TOYKa (JIiHis) HEPETHHY
subpixel — cyGeneMeHT 300paskeHHs1, CyOITiKCeNb
stylus — cTuityc (nepo 01 86edenst OaHUX y NAAHUWEMHUX HOYMOYKAX i
Kuuenvkosux 11K)
shielding — expanyBauHS (cnoci6 3axucmy nepedasanbHO20 cepedosuiya
810 eeKmpoMAaASHIMHUX 3A8a0)
enclosure — 1) xopmyc 2) oropoxa, 3aropoxka 3) 0OTOpOMKYBaHHS
4) BknasieHHs (BMICT KOHBEpTA)

c) verbs

trap — momimaru

align — opienryBatu

switch on/off — BMukaTH/BuMuKaTH
react with — BuKIIMKaTH peaxiiiro 3
design — 1) mpoexTyBaTH 2) IpHU3HAYATH

d) adjectives

monochrome — MOHOXPOMHHIA, OHOKOJIEOPOBHIA, OMHOTOHHUH
web-enabled — Be6-opienToBaHMIA

networkable — Taxwii, 1110 MAKIIOYAETHCS H0 KOMII IOTEPHOI MEpExi
harsh — sxopctkuii, cyBopuit

e)adverbs

directly — 6e3mocepentbo, IPsAMO, TOYHO
altogether — 30Bcim

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Intersection, select, networkable, network, align, device-independent,

topology, contain, electromagnetic, environment, meet, universal, rat-

162



ing, react, commonly, feature, appropriate, eliminate, array, directly,
altogether, capacity, monochrome, interact, enclosure, intelligent, differ.

| | | | | | | | |

Exercise 3. Give synonyms (a) and antonyms (b) for the following words:
a)

device, include, available, graphic, display, standard, message, control,
react, differ, performance, transmission, allow, variety, eliminate, sepa-
rate, offer, commonly, design, appropriate, harsh, association;

b)

improve, programmable, digital, software, important, available, appro-
priate, device-independent, horizontal, connect, common, peripheral,
active, local, balance.

Exercise 4. Write derivatives of the words below and explain their
meanings.
Model: interact — interaction — interactor — interactive — interactively

Interact, control, provide, process, human, use, current, contain, color,
perform, network, connect, power, separate, supply, design, differ, ap-
propriate, intelligent, react, eliminate, allow.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

Human-machine interface; operator interface terminal; to include knobs,
levers, and controls; alphanumeric or graphic displays; to use liquid
crystal display (LCD) or gas plasma technologies; performance specifi-
cations; processor type; random access memory (RAM) and hard drive
capacity; to allow connections to peripherals such as mice, keyboards,
and modems; small computer system interface (SCSI); universal serial
bus (USB); device-independent protocol; low-to-medium speed periph-
eral device connections; web-enabled or networkable devices; to pro-
vide real-time clock support; electromagnetic interference (EMI); to
meet standards from the National Electronics Manufacturers Associa-
tion (NEMA).
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Exercise 6. Read and translate text 1.
Text 1. Human-Machine Interface Design

Human-machine interfaces (HMI) are operator interface terminals
with which users interact in order to control other devices. Some hu-
man-machine interfaces include knabs, levers, and controls. Others pro-
vide programmable function keys or a full keypad. Devices that include
a processor or interface to personal computers (PCs) are also available.
Many human-machine interfaces include alphanumeric or graphic dis-
plays. For ease of use, these displays are often backlit or use standard
messages. When selecting human-machine interfaces, important consid-
erations include devices supported and devices controlled. Device di-
mensions, operating temperature, operating humidity, and vibration and
shock ratings are other important factors.

Many human-machine interfaces include flat panel displays
(FPDs) that use liquid crystal display (LCD) or gas plasma technologies.
In LCDs, an electric current passes through a liquid crystal solution that
is trapped between two sheets of polarizing material. The crystals align
themselves so that light cannot pass, producing an image on the screen.
LCDs can be monochrome or colour. Colour displays can use a passive
matrix or an active matrix. Passive matrix displays contain a grid of hor-
izontal and vertical wires with an LCD element at each intersection. In
active matrix displays, each pixel has a transistor that is switched direct-
ly on or off, improving response times. Unlike LCDs, gas plasma dis-
plays consist of an array of pixels, each of which contains red, blue, and
green subpixels. In the plasma state, gas reacts with the subpixels to dis-
play the appropriate colour.

Human-machine interfaces differ in terms of performance specifi-
cations and 1/O ports. Performance specifications include processor
type, random access memory (RAM) and hard drive capacity, and other
drive options. 1/O interfaces allow connections to peripherals such as
mice, keyboards, and modems. Common /O interfaces include Ether-
net, Fast Ethernet, RS232, RS422, RS485, small computer systems in-
terface (SCSI), and universal serial bus (USB). Ethernet is a local area
network (LAN) protocol that uses a bus or star topology and supports
data transfer rates of 10 Mbps. Fast Ethernet is a 100 Mbps specifica-
tion. RS232, RS422, and RS485 are balanced serial interfaces for the
transmission of digital data. Small computer systems interface (SCSI) is
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an intelligent 1/0 parallel peripheral bus with a standard, device-
independent protocol that allows many peripheral devices to be con-
nected to the SCSI port. Universal serial bus (USB) is a 4-wire,  12-
Mbps serial bus for low-to-medium speed peripheral device connec-
tions.

Human-machine interfaces are available with a variety of fea-
tures. For example, some devices are web-enabled or networkable. Oth-
ers include software drivers, a stylus, and support for a keyboard,
mouse, and printer. Devices that provide real-time clock support use a
special battery and are not connected to the power supply. Power-over-
Ethernet (PoE) equipment eliminates the need for separate power sup-
plies altogether. Human-machine interfaces that offer shielding against
electromagnetic interference (EMI) and radio frequency interference
(RFI) are commonly available. Devices that are designed for harsh envi-
ronments include enclosures that meet standards from the National Elec-
tronics Manufacturers Association (NEMA).

Exercise 7. Find in text 1 the English for:

JMONMWHO-MAIIMHANKA ~ iHTepdelc; KepyBaTH IHIMAMH IPHUCTPOSMHU;
nmporpamMoBaHi  (QyHKIIOHaIBHI KJIABiI Ta TIOBHA JIOMIOMDKHA
KJIaBiaTypa; BiOpartiitai Ta yAapOCTiiiKi XapaKTEePUCTHKH;
IUIOCKOMAHENbHUN  IUCILIIEH; CIIGKTPUYHUN CTpyM; CTBOPIOBATHU
300paKeHHS Ha €KpaHi; MOHOXPOMHI 1 KOJBOPOBI JTHCILIE;
BHKOPHCTOBYBATH AKTHBHY Ta MACHBHY MAaTPHIIIO; MPHCKOPIOBATH Yac
BIANOBiMI; TJIA3MOBHMH MUCIUIEH; CKIaJaTuCs 3 MacHUBY €JIEMEHTIB
300pakeHHA; iHTep(delic BBEICHHS-BUBEICHHS; IPOTOKON JIOKAIhHOL
O0YHCITIOBATIBHOI MEpEeXi; IMWHHA TOMOJOris 1 Tomomoris “3ipka”;
MBUAKICTh TIEPECHJIAHHS JAaHUX; CTaHJAPTHUHN arapaTHO-He3aJIeKHUH
mpoTokox;, TmepudepiiiHuil  MpHUCTpid; PI3HOMAHITHI BIACTHBOCTI;
JUKEpeTo KUBJICHHS; palio3aBajd.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. Human-machine interfaces are operator interface terminals with

which users interact in order to control other devices. 2. Some personal

computers include knobs, levers, and controls. Others provide pro-

grammable function keys or a full keypad. 3. Device dimensions, oper-
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ating mode, operating humidity, and vibration and shock ratings are oth-
er important factors. 4. In LCDs, an electric current passes through a
liquid crystal solution that is trapped between two sheets of polarizing
material. 5. Black-and-white displays can use a passive matrix or an
active matrix. 6. Active matrix displays contain a grid of horizontal and
vertical wires with an LCD element at each intersection. 7. In passive
matrix displays, each pixel has a transistor that is switched directly on or
off, improving response times. 8. Human-machine interfaces differ in
terms of performance specifications and 1/0O ports. 9. Performance
specifications include processor type, read-only memory, and hard drive
capacity, and other drive options. 10. Ethernet is a wide area network
protocol that uses a bus or star topology and supports data transfer rates
of 10 Mbps. 11. Small computer systems interface (SCSI) is an intelli-
gent I/O parallel peripheral bus with a standard, device-independent pro-
tocol that allows many peripheral devices to be connected to the SCSI
port. 12. Universal serial bus is a 4-wire, 12-Mbps serial bus for
low-to-medium speed peripheral device connections. 13. Devices that
provide real-time clock support use some special equipment and are
connected to the power supply. 14. Power-over-Ethernet equipment
eliminates the need for alternate power supplies altogether.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to interact a) response times

2. to include b) connections to peripherals

3. to use c) an array of pixels

4. to pass through d) the need for separate power
supplies

5. to improve e) gas plasma technologies

6. to consist of f) in order to control other devices

7. to display 0) a liquid crystal solution

8. to differ h) the appropriate colour

9. to allow i) knobs, levers, and controls

10. to eliminate j) in terms of performance speci-

fications and 1/O ports
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Exercise 10. Fill in the blanks with prepositions in, on, of, at, with, to,
between, through, for, from, as, off where necessary.

1. Human machine interfaces are operator interface terminals ... which
users interact ... order ... control other devices. 2. ... LCDs, an electric
current passes ... a liquid crystal solution that is trapped ... two sheets

polarizing material. 3. Passive matrix displays contain a grid ...
horizontal and vertical wires ... an LCD element ... each intersection.
4. ... active matrix displays, each pixel has a transistor that is switched
directly ... or ..., improving response times. 5. Unlike LCDs, gas
plasma displays consist ... an array ... pixels, each ... which contains
red, blue, and green subpixels. 6. I/O interfaces allow connections ...
peripherals such ... mice, keyboards, and modems. 7. Human-machine
interfaces are available ... a variety ... features. 8. Devices that are
designed ... harsh environments include enclosures that meet standards
... the National Electronics Manufacturers Association (NEMA).

Exercise 11. Fill in the blanks with proper terms(power-over-Ethernet
equipment, flat panel displays, LCDs, Ethernet, human machine inter-
faces, performance specifications, gas plasma displays, universal seri-
al bus (USB), small computer systems interface (SCSI), 1/0 interfaces)
to complete the sentences.

1. are operator interface terminals with which users interact in
order to control other devices. 2. use liquid crystal display
(LCD) or gas plasma technologies. 3. can be monochrome or
colour. 4. consist of an array of pixels, each of which contains
red, blue, and green subpixels. 5. include processor type, ran-
dom access memory (RAM), and hard drive capacity, and other drive
options. 6. allow connections to peripherals such as mice, key-
boards, and modems. 7. is a local area network (LAN) protocol
that uses a bus or star topology and supports data transfer rates of 10
Mbps. 8. is an intelligent 1/O parallel peripheral bus with a
standard, device-independent protocol that allows many peripheral de-
vices to be connected to the SCSI port. 9. is a 4-wire, 12-Mbps
serial bus for low-to-medium speed peripheral device connections. 10.
eliminates the need for separate power supplies altogether.
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Exercise 12. Answer the questions on text 1.

1. What is a human-machine interface? 2. What do human-machine
interfaces include? 3. What do important considerations include when
selecting human-machine interfaces? 4. What technologies do flat panel
displays employ? 5. What does an electric current pass through in
LCDs? 6. What types of LCDs are there? 7. What kinds of matrix do
colour displays use? 8. What do passive matrix displays contain?
9. How does the active matrix display work? 10. What do gas plasma
displays consist of? How do they produce appropriate colours?
11. What do human-machine interfaces differ in? 12. What do perfor-
mance specifications include? 13. What is Ethernet? 14. What is the
small computer system interface? What does it allow? 15. What is the
universal series bus? 16. What features are human-machine interfaces
available with? 17. What do devices providing real-time clock support
use? 18. What eliminates the need for separate power supplies in hu-
man-machine interfaces? 19. What do human-machine interfaces offer
to fight electromagnetic and radio frequency interference? 20. What do
devices designed for harsh environments include?

Exercise 13. Put all possible guestions to the sentences below.

1. Human-machine interfaces are operator interface terminals with
which users interact in order to control other devices. 2. In LCDs, an
electric current passes through a liquid crystal solution that is trapped
between two sheets of polarizing material. 3. Colour displays can use a
passive matrix or an active matrix. 4. Performance specifications in-
clude processor type, random access memory and hard drive capacity,
and other drive options. 5. Ethernet is a LAN protocol that uses a bus or
star topology and supports data transfer rates of 10 Mbps. 6. Devices
that are designed for harsh environments include enclosures that meet
standards from the National Electronics Manufacturers’ Association
(NEMA).

Exercise 14. Translate into English.

1. JionuHO-MamHHI iHTEpdeicn — 1€ TepMIHAIN OIepaTopChKOro
iHTepdelicy, 3 SKUMH KOPHCTYBaudi B3aEMOIIIOTH Ul KEpyBaHHA
IHIIUMHA TpUcTposMH. 2. Jleski JroAMHO-MAalMHHI iHTepdeiicn MarTh
PYYKH, BaKelli Ta OpPraHd KepyBaHHA. IHIII MaroTh MporpaMoBaHi
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¢yHKLIOHABbHI KIaBili abo MOBHY JOMOMDKHY KiaBiaTypy. 3. Barato
JOANHO-MAIIMHHNX iHTepdeiiciB MicTATh nudpoOyKBeHHI Ta Tpadiyni
aucruiei i3 3aJHIM MiACBIYYBaHHSM 1 BHUKOPUCTOBYIOTH CTaHIapTHI
noBigomieHHs. 4. [linockomaHenbHi AWCIUIE]  BHKOPHUCTOBYIOTH
TEXHOJIOT1l PIAKOKPUCTATIYHOIO eKpaHy Ta IIa3MOBi TexHomorii. 5. B
PIIKOKPUCTANIYHUX JUCIUIESX ENEKTPUYHHHA CTPYM MPOXOAUTH Kpih
PIIKOKPUCTANIYHUN PO3YMH, SKHH 3HAXOAUTHCS MK JIBOMa JHCTAMH
noJjisipu3alliiiHoro marepiany. 6. Pigkokpucraniuni aucruiei MOXyThb
OyTH MOHOXPOMHHUMH Ta KOJIBOPOBHMH. B KONBOpOBUX IHUCILIESX
BUKOPDHCTOBYEThCSI MacuBHa a00 aKTHUBHA  MAaTpPHIIL. 7.
Pigkokpucranaiuni auciuiel 3 MaCHBHOI MATPUIICID MICTSITh B COOi
pEelNTKy 3 TOPH30HTANBHUMH 1 BEPTHKAIFHUMU MPOBOAAMH Ta
enemenToM PK-mucrnero B KoXHIM Touli ix meperuHy. 8. B
PIIKOKPUCTANIIYHUX JHUCIUICSX 3 aKTHBHOIO MATPHIICIO KOXHHU ITIKCENh
Ma€e TPaH3UCTOp, SIKUH 0e3MocepenHbO BMUKAETHCA i BUMHUKAETHCS, 10
mokpaiye 4ac Biaryky. 9. Ha Biaminy Big PK-gucreiB mia3MoBi
IUcIulel CKIagaroThCsl 3 MAacUBY €JIEMEHTIB 300pa’keHHs, KOXKHHUH 3
SIKHX MICTUTh YEpBOHWH, CHHIA Ta 3emeHuit cyomikcemi. 10. B
IJTJA3MOBOMY CTaHi ra3 BCTYIAE B PEAKINIO 3 MUMH CYOITIKCEISIMH IS
BimOOpakeHHS  MOTpiOHOro  koiasopy. 11.  JlioguHO-MamIuHHI
iHTepdeiich BIAPIZHIIOTECS POOOYNMHU XapaKTEPUCTUKAMH 1 TOPTaMH
BBOJY-BHUBOLY. 12. Pobodi XapaKTepHCTUKH BKIIOYAIOTH THII
MpoIecopa, ONepaTUBHY IaM siTh, O0’€M OIEpaTHBHOI MHaM’ATi Ta
YKOpCTKOro mucKy Ta iHmi ommii. 13. Mepexa Ethernet - me mporokomn
JIOKaJIbHOI OOYMCIIOBANIbHOI MEpeXi, SIKMH BHKOPHCTOBYE ULIMHHY
TOIIOJIOT'IfO 1 TOTIONOTIO “3ipKa” Ta MIATPUMYE MIBUAKICTD TepECHIIaHHS
maHnx Ha piBHi 10 wmerabir Ha cekyHmy. 14. IaTtepdeiic mammx
OOYHCITIOBATIBPHUX CHCTEM - IIe TapaienbHa mepudepiiiHa MmuHA
BBEACHHSI-BUBEACHHS 31  CTAaHAAPTHUM  amnapaTHO-HE3aJeXHUM
MPOTOKOJNIOM, IO JO3BONsE€ 3’€mHyBaTH Oarato mepudepidHux
npuctpoiB 3 moptoM SCSI. 15. B HasBHOCTI € MIOAMHO-MAIIMHHI
iHTepdelicy, ki 3a0e3MeuyIoTh eKpaHyBaHHS BiJ] €IEKTPOMATHITHUX Ta
pamio3aBa.

Exercise 15. Retell the text “Human Machine Interface Design ”.

Exercise 16. Study the vocabulary to text 2.
Human-—computer interaction (HCI) — B3aemotist TIOAWHU 3 MAIIIHHOO
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be regarded as — posrismatucs sk

behavioural sciences — 6ixeBiopu3zm

large-scale computerized system — Bennka oOYHCITIOBATBbHA CHCTEMA

power plant — 1) cuoBa ycraHoBKa 2) eEeKTPOCTaHIIis

Association for Computing Machinery — Acoriatis 3 00YHCTIOBANTBHOT

TEXHIKH

surround — orouyBaTH

facet — acmexrt, cropona

draw (p. drew, pp. drawn) (from) — noGyBaTH, micraBaTu, Opatu (3)

development environment — cepenoBuiie po3poOKu

cognitive psychology — KorHiTHBHA TICHXOJIOTis

multidisciplinary — monirematinuHuii; 6araTonpodiabHU

background — 1) mnoxomkenus, Oiorpadivuni mgaHi JOJUHU 2)
kBaumi(ikariis, OcBiTa, MiArOTOBKA ((haxosa)

contribute — cnpusitu

investigation — poscmigyBanus

conclude — pobuTH BUCHOBOK

responsible — BixmoBiganeHuMit

Exercise 17. Translate the word combinations below into Ukrainian.

Human-computer interaction (HCI); interaction between people (users)
and computers; the intersection of computer science, behavioural sci-
ences, design and several other fields of study; user interface; to include
both software and hardware; input received from users via hardware
peripherals; large-scale computerized systems; Association for Compu-
ting Machinery; major phenomena; design, evaluation and implementa-
tion of interactive computing systems; techniques in computer graphics,
operating systems, programming languages, and development environ-
ments; cognitive psychology; due to the multidisciplinary nature of
HCI; man-machine interaction (MMI); computer-human interaction
(CHI); be responsible for the disaster.

Exercise 18. Read and translate text 2.
Text 2. Human—Computer Interaction
Human-computer interaction (HCI) is the study of interaction be-
tween people (users) and computers. It is often regarded as the intersec-
tion of computer science, behavioural sciences, design and several other
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fields of study. Interaction between users and computers occurs at the
user interface, which includes both software and hardware; for example,
characters or objects displayed by software on a personal computer’s
monitor, input received from users via hardware peripherals such as
keyboards and mice, and other user interactions with large-scale com-
puterized systems such as aircraft and power plants. The Association for
Computing Machinery defines human-computer interaction as “a disci-
pline concerned with the design, evaluation and implementation of in-
teractive computing systems for human use and with the study of major
phenomena surrounding them.” An important facet of HCI is the secur-
ing of computer user satisfaction.

Because human-computer interaction studies a human and
a machine in conjunction, it draws from supporting knowledge on both
the machine and the human side. On the machine side, techniques in
computer graphics, operating systems, programming languages, and
development environments are relevant. On the human side, communi-
cation theory, graphic and industrial design disciplines, linguistics, so-
cial sciences, cognitive psychology, and human factors are relevant. En-
gineering and design methods are also relevant. Due to the multidisci-
plinary nature of HCI, people with different backgrounds contribute to
its success. HCI is also sometimes referred to as man—machine interac-
tion (MMI) or computer—human interaction (CHI).

Attention to human-machine interaction is important, because
poorly designed human-machine interfaces can lead to many unexpected
problems. A classic example of this is the Three Mile Island® accident
where investigations concluded that the design of the human-machine
interface was at least partially responsible for the disaster.

Exercise 19. Find in text 2 the English for:

cumMBonM  abo  00’€xkTH, 10  BiZOOpPa)kalOThCS  MPOTPAMHUM
3a0e3NeYeHHsIM Ha MOHITOpPI MEpCOHAIBHOrO0 KOMIT FOTepa; BasKIMBHUMA
aCIIeKT B3a€MOII JIIOJMHU 3 MAIIMHOIO; 3a0€3MeUeHHs 3a0BOJICHOCTI
KOpHCTyBada; Teopis Tmepemadi  iHdopmarii; TpadiuHuii  Ta
MIPOMUCIIOBHI AM3aifH; iH)KEHEPHI Ta KOHCTPYKTOPCHKI METOIHU; Pi3Hi 3a
TTOXOKEHHSIM 1 OCBITOIO JIIOAM; HESKICHO PO3POOJICHHIA; MPU3BOIUTH
70 0araTh0X HECTOAIBAHUX MPOOIEM.

Exercise 20. Answer the questions on text 2.
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1. What is called human-computer interaction? 2. Where does interac-
tion between users and computers occur? 3. What does the user inter-
face include? 4. How does the Association for Computing Machinery
define human-computer interaction? 5. What is an important

Three Mile Island — “Tpi Maiin Aiinenn” (amomua
eneKmpoCmanyisi Ha OOHOUMEHHOMY
ocmposi 6 wmami llencinveanis, de y
bepesni 1979  poxy  cmanacs
ceplio3Ha asapis 8HACNIOOK NOMULOK
nepcoHany i HecnpasHocmi
001a0OHAHHS)

facet of HCI? 6. What does human-computer interaction draw support-
ing knowledge from? 7. What is HCI also sometimes referred to as? 8.
How can engineering and design methods be characterized? 9. Why
is attention to human-machine interaction important?

Exercise 21. Make up questions to the italicized parts of the sentences.

1. Human—computer interaction is regarded as the intersection of com-
puter science, behavioural sciences and design. 2. Interaction be-
tween users and computers occurs at the user interface, which includes
both software and hardware. 3. An important facet of HCI is the se-
curing of computer user satisfaction. 4. Engineering and design
methods are also relevant. 5. Due to the multidisciplinary nature of
HCI, people with different backgrounds contribute to its success.

Exercise 22. Give nouns corresponding to the following verbs. Translate
them.

Use, receive, define, compute, surround, evaluate, implement, secure,
satisfy, develop, communicate, contribute, refer, interact, lead, expect,
conclude.

Exercise 23. Write derivatives of the verbs below and explain their
meanings.

Use, receive, define, compute, surround, evaluate, implement, secure,

satisfy, develop, communicate, contribute, refer, interact, lead, expect.
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Exercise 24. Give definitions of the following terms.

Human-computer interaction, hardware peripherals, large-scale com-
puterized system, human-machine interface, computer graphics, operat-
ing system, programming languages.

Exercise 25. Decipher the abbreviations below.

HMI, HCI, MMI, CHI, PC, FPD, LCD, RAM, 1/O, SCSI, USB, LAN,
PoE, EMI, RFI, NEMA.

Exercise 26. Find some additional information and speak on:

1. Types and functions of human-machine interface.
2. Human—computer interaction.
3. User interfaces in computing.

Exercise 27. Use the proper form of the Perfect or Perfect-Continuous
Tense of the verbs in brackets.

1.They (gather) data since last month. 2. He said that he (search) for
any valuable information all day yesterday. 3. When they finish |
(wait) for them for thirty minutes. 4. | knew that he (operate) this de-
partment for three years. 5. | (analyze) the effectiveness of advertising
for two hours when the boss came. 6. Individual end-users (develop)
these databases day after day for years. 7. He (enforce) databases secu-
rity for ten years, why don’t you ask him for help? 8. Next week they
(protect) their databases from unauthorized activity for a month. 9. He
(manage) his project since last month? 10. | wanted to know whether
they (try) a new method when you called them? 11. You (work) here
for fifteen years by the time you retire? 12. | thought he (work) with
unauthorized activity for a long time before. 13. By next semester |
(study) this science for four years. 14. For two hours now we (choose)
right technigues and we (not come) to any agreement yet. 15. | won-
dered if they (use) LCD’s for a long time. 16. He (repair) peripheral
devices for five years on Monday. 17. A new specialist (try) to add a
variety of features to his device since early morning. 18. He mentioned
that he (implement) interactive computing systems for human use. 19.
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I (teach) engineering and design methods for two hours when you only
enter the university. 20. | asked him if he (work) as a programmer
since he graduated from university. 21. He still (improve) his skills for
a week? 22. What you (do) with this device? It isn’t working! 23. They
(try) to eliminate the need for separate power supplies before I came.
24, Since he started his work, he (contribute) to the general success
due to his exceptional skills. 25. How long they (investigate) the acci-
dent before they left. 26. He (write) his report for three hours when she
arrives. 27. | (not repair) my media player yet. 28. They (take) com-
puter based training course before they started teaching. 29. The users
(interact) for hours when he arrived. 30. | wonder what he (do) with
this keypad so long.

Exercise 28. Put the verbs in brackets into the proper Perfect or Perfect
Continuous form.

1.My friend is in his laboratory. He (work) hard on his experiment since
early morning. 2. | knew that since that time they (apply) these para-
digms in such areas as engineering and telecommunications. 3. The em-
ployees (prepare) their reports for two days when the head of the de-
partment arrives. 4. I wonder what you (discuss) since two o’clock.
5. “Don’t worry, they (work) with such equipment for a long time,” he
said. 6. He found out that | already (make) an attempt to avoid the over-
head. 7. He (head) this department for two years when | began working
in it. 8. They (develop) the software for a long period of time. 9. “Look
attentively! He (try) to solve this task in his own way.” 10. He (look
through) his report several times before he realized his mistake. 11. He
said that they (produce) this equipment since 2005. 12. In 2012 she
(teach) programming at university for ten years. 13. He (install) a soft-
ware driver since morning? 14. He asked why | (study) the assignment
for so many hours.15. | found out that he (work) there for ten years.

Exercise 29. Use the proper tense and voice form of the verbs in brack-
ets.

1. I’'m proud that malicious individuals (not penetrate) yet our well-
designed computer system. 2. She said that she (take advantages) of this
approach for a long period of time. 3. A serious bug already (find) in the
program. 4. He (observe) this malfunction since morning. 5. The lectur-
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er explained us that the denial of service attacks (not use) to gain unau-
thorized access or control of a system. 6. I'm sure all types of attacks
(prevent) successfully by next month owing to his experience. 7. They
told us that they already (analyze) all possible human errors. 8. By next
year he (work) in this department for ten years. 9. | must admit that |
(not find) any deception in his activity. 10. What kind of problem (find)
lately? 11. I (find) some vulnerabilities very quickly. 12. By tomorrow
they (work) on this project for a month. 13. They (download) large
guantities of data onto backup media since yesterday. 14. | never (en-
crypt) the storage media. 15. Some unsuccessful attempts (make) before
he came. 16. This kind of software (design) before he knew about it.
17. You (achieve) your goals by next semester? 18. In three years’ time
he (accomplish) this work. 19. Some malicious programs just (detect) by
the administrator. 20. By nine o’clock he already (install) the program.
21. We (try) to make the computer work since five o’clock. 22. He said
that the infection (transmit) by e-mail or Microsoft word documents.
23. | think that you (not get) the consent before | come. 24. The mali-
cious software (infect) the worm into user’s local networks for years.
25. It was clear that he (try) to avoid detection and disinfection for a
long time.

Exercise 30. Change the sentences into indirect speech.

1. T asked my teacher, “How long have you been teaching this subject?”
2. The manager said, “l have just looked through your personal data.”
3. My friend told me, “I have been trying to enforce the security of my
system through access control.” 4. They asked me, “Where did you get
the experience in this work?” 5. She told them, “I have been studying
object-oriented programming for two years.” 6. He asked, “Did you give
a right definition to this term last time?” 7. We wondered, “Who man-
aged to solve these difficult problems?” 8. The teacher asked me, “Did
you complete your assignment?”” 9. The dean said, “You have already
proved your serious attitude to studies.” 10. My colleague exclaimed,
“This is the best job | have ever dreamt of!”

Exercise 31. Translate the sentences into English. Mind the sequence
of tenses.

1. Mu 3HA€EMO, II0 BIH 3aliMa€ThCs MO,Z[epHi3yBaHH$IM nporpaMHoOro
3a0e3meveHHsT B)KE BIPOJOBXK Oaratbox pokiB. 2. S mymaB, 1o
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WKigmBl mporpamu BusiBieHi. 3. Bona kaxke, mo 00OB’S3KOBO
BHKOPHCTAE PE3EPBHI HOCIT 10 KiHIA THXKHS. 4. MU HE 3HAEMO, Y1 BOHH
BXKE OTpUMAJH 110 THopiito aaHux. 5. IlikaBo, 4OMy BHSIBJISIOTH IIi
¢aiinmu Tak moBro. 6. S momiTWB, IO BiH BXKE 3aIlyCKaB paHilIe Taki
nporpaMu. 7. S BIIEBHEHa, 110 Mii Kojiera BUSBHTH 1€ TIOPYIICHHS JI0
Bedyopa. 8. Mu Oaunmnm, MO BOHA 3HAWIUIA MOTPIOHWHA METOH st
BHpIIICHHS CKJIaaHOI 3a1aui. 9. Bukianad mosicHUB, 110 BiH BXKE paHIIIe
YCHINIHO BUKOPHCTOBYBaB Taki Meronuku Ha mpaktuii. 10. Bin
MOBIJOMHUB, 1[0 B HACTYMHOMY polli BUMOBHHUTHCS 20 pPOKiB, SK BiH
Mpaioe CUCTEMHUM aHaiiTukoMm. 11. 51 Oyma BreBHEHa, 1O BOHH
BHKOPHCTOBYIOTh PO3IIMPIOBAHY MOBY TilIEPTEKCTY B)KE JOBTHH dYac.
12. BoHu 3amuTaiid, KOJU s OTPUMAaB JIOCTYI N0 Ii€i 0asu maHux. 13.
Hawm Buopa moBijoMuin, 10 Taki BUMIPOOYBaHHS MPOBOJMIINCE paHille
IocuTh 4acto. 14. Bin o0iuse, 1m0 BHUBYUTH IO OOYHMCIIIOBAJILHY
CHUCTEMYy JI0 KIHIS TIKHA. 15. Mu Ji3Hanucs, 10 Halm KoOJerd
MiATPUMYBAllM  peaii3aimilo  Horo CymHIBHOrO mpoekry. 16. S
CYMHIBalOCh, III0 BOHAa B)K€ O3HAHOMHUJIAach 3 KOH(}Irypaiiew 0a3u
maHux. 17. 5l xouy 3HATH, 0 BOHU BXKE CIUIAaHYBAJIM HAa HACTYITHUIH
HaBYaJbHUH pik. 18. BiH 3quBYBaBCs, 10 MM TaK JOBTO BUBYAIH HOBHI
Marepian. 19. Bona 3amurana MeHe, € s 3HAUIIOB iH(OPMAIIIIO TIPO IO
cuctemy. 20. BiH BIIEBHEHHM, 10 MU OTPUMAEMO ITUTEIH Ta JOIIOMOTY
JI0 HACTYITHOTO MICSIIISL.

Exercise 32. Study the vocabulary to text 3.

User interface — intepdeiic kopuctyBada (Iporpamu)

aid — 1) mormomora 2) goromarat, COpHITH

operational decision — onepaTtuBHe pitieHHs

interactive aspects — iHTepaKTHBHI aCIEKTH

applicable — npunaTHuii, 3acTOCOBHUI

€rgonomics — eproHoMika, BHBYEHHS TPYIOBHX IPOIIECIB i YMOB Tpairi
manipulate — manimysF0BaTH, KEpYBaTH, IIOBOIUTHUCS (3 MALTHHOKO)
human-machine interaction engineering — TexHoxoriss B3aeMoii
JFOJTMHY 3 MAIITHOO

relative — BiHOCHWIA, TOPIBHSIBHUIMA, BiIIOB1 THHI

decline — sumxkenns, 3anenas

societal awareness — coumianpHa (CcycmiibHa) MOIH(OPMOBAHICTb,
00i3HaHICTh

176


http://en.wikipedia.org/wiki/Ergonomics
http://en.wikipedia.org/wiki/Human-computer_interaction

take on — HaGyBaTH (HOBOTO 3HAUYCHHS)

industrial control panel — nmanens ynpasiniHHs, MaHeNb TPUIAIIB
control design — po3paxyHOK CHCTEMH aBTOMATHYHOT'O PETyTFOBAHHS
textual — TekcTOBHIA; 1110 CTOCYETHCS TEKCTY

auditory — cmyxoBuit

Sequence — mocIiJ0BHICTh

keystroke — HaTHCKaHHS KJABIIINA 91 KHOIIKA

touch screen — ceHcopHuii ekpaH

Exercise 33. Translate the word combinations below into Ukrainian.
Industrial design field; user interface; interaction between humans and
machines; effective operation and control of the machine; feedback
from the machine; to make operational decisions; broad concept; heavy
machinery operator controls and process controls; design considera-
tions; to interact with a machine; hardware (physical) and software (log-
ical) components; to exist for various systems; to indicate the effects of
the users’ manipulation; the goal of human-machine interaction engi-
neering; to make it easy, efficient, enjoyable to operate a machine; to
produce the desired result; to provide minimal input; to achieve the de-
sired output; to minimize undesired outputs to the human; the increased
use of personal computers; the relative decline in societal awareness of
heavy machinery; keystrokes with the computer keyboard, movements
of the computer mouse, and selections with the touch screen.

Exercise 34. Read and translate text 3.

Text 3. USER INTERFACE

In the industrial design field of human-machine interaction, the
user interface is a place where interaction between humans and ma-
chines occurs. The goal of interaction between a human and a machine
at the user interface is effective operation and control of the machine,
and feedback from the machine which aids the operator in making oper-
ational decisions. Examples of this broad concept of user interfaces in-
clude the interactive aspects of computer operating systems, hand tools,
heavy machinery operator controls and process controls. The design
considerations applicable when creating user interfaces are related to or
involve such disciplines as ergonomics and psychology.
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A user interface is the system by which people (users) interact
with a machine. The user interface includes hardware (physical) and
software (logical) components. User interfaces exist for various systems,
and provide a means of:

e Input, allowing the users to manipulate a system, and/or
e Output, allowing the system to indicate the effects of the users’
manipulation.

Generally, the goal of human-machine interaction engineering is
to produce a user interface which makes it easy, efficient, enjoyable to
operate a machine in the way which produces the desired result. This
generally means that the operator needs to provide minimal input to
achieve the desired output, and also that the machine minimizes unde-
sired outputs to the human. Ever since the increased use of personal
computers and the relative decline in societal awareness of heavy ma-
chinery, the term user interface has taken on overtones of the (graphical)
user interface, while industrial control panel and machinery control de-
sign discussions more commonly refer to human-machine interfaces.

In computer science and human-computer interaction, the user in-
terface (of a computer program) refers to the graphical, textual and audi-
tory information the program presents to the user, and the control se-
guences (such as keystrokes with the computer keyboard, movements of
the computer mouse, and selections with the touch screen) the user em-
ploys to control the program.

Exercise 35. Find in text 3 the English for:

B3a€EMOIIS JIIOIUHU 3 MAITMHOO; IHTEPAKTHUBHI aCITEKTH KOMII FOTEPHHUX
OIIEpAIlifHNX CHCTEM; BKJIIOYATH TaKi MUCIHILIIHH, SIK €proHOMiKa i
TICHXOJIOTiSA;  YIPaBIATH  CHUCTeMOK;  (rpadiunmii)  iHTepdeiic
KOpHCTyBayda;, TMaHelb NpWJIaliB; KOMII IOTEpPHI HaykH; TrpadidHa,
TEKCTOBA 1 CITyXOBa iH(pOpMAaIlisl; TOCIITOBHICTh YIIPaBIiHHS.

Exercise 36. Answer the questions on text 3.

1. What is called the user interface? 2. What is the goal of interaction
between a human and a machine at the user interface? 3. What do ex-
amples of broad concept of user interfaces include? 4. What are the de-
sign considerations applicable to creating user interfaces related to? 5.
What physical and logical components does the user interface include?
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6. What does the user interface provide? 7. What is a main task of hu-
man-machine interaction engineering? 8.What is the difference between
(graphical) user interface and human-machine interfaces? 9. What does
the user interface of a computer program refer to in computer science
and human-computer interaction?

Exercise 37. Fill in the blanks with prepositions to, in, at, of, with, by,
between, from where necessary.

1. A user interface is the system ... which people interact ... a machine.
2. The goal ... interaction ... a human and a machine ... the user interface
is effective operation and control ... the machine, and feedback ... the
machine which aids the operator ... making operational decisions.
3. Ever since the increased use ... personal computers and the relative
decline ... societal awareness ... heavy machinery, the term user inter-
face has taken on overtones ... the (graphical) user interface, 4. ... com-
puter science and human-computer interaction, the user interface ... a
computer program refers ... the graphical, textual and auditory infor-
mation the program presents ... the user. 5. Control sequences refer ...
keystrokes ... the computer keyboard, movements ... the computer
mouse, and selections ... the touch screen the user employs to control the
program.

Exercise 38. Write derivatives of the verbs below and explain their
meanings.

Interact, design, effect, operation, decide, consider, apply, vary, manipu-
late, enjoy, general, desire, aware, society, machine, discuss, present,
move, common, industry, select, engineer, graph.

Exercise 39. Give definitions of the terms below.

Human-machine interaction, user interface, computer operating system,
hardware and software components, human-machine interaction engi-
neering, personal computer, graphical user interface, touch screen.
Exercise 40. Compose a dialogue on “User Interface”.

Exercise 41. Speak on user interfaces in computing and the goal of hu-
man-machine interaction engineering.
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UNIT 9. MULTIMEDIA
Exercise 1. Study the basic vocabulary.

a) terms

medium (pl. media) — 1) 3aci6 2) cepenosuiie 3) HOCIH (iHpopmayii)
media — 1) Oymp-ska ¢opma indopmarii (ayodio-/sideoinghopmayis,
animayis mowo) 2) CEpEOBHIIE (a)0iosi3yaibHe)
multimedia — myneTHMEilHI 3aC00M, MyITbTHMETIA
hypertext — rimeprekct (1) mexnonozis, wo 3abesneuye ROWYK 3a0aHUX
mem Yy MeKCMOSUX MAacueax; RNOWYK 3a0e3nedyemvcs
BKIOUEHHAM Y MEKCMU CReYianbHUX NOKANCUUKIB, U0
38ymucs einepmexkcmosumu nocunanuamu (hyperlinks) 2)
mexcm, Wo Mae maKi 2inepnocuniamnis)
hand-produced material — marepiai, 1m0 BUPOOJISETHCS BPyUHY
still image — crarnune 300pakeHHs
processing device — mpuctpiii 06poOku iHpopmarii
live performance — BrcraBa Ha)KHBO
live presentation — mpe3eHTaIliss HaXXKMBO
hypermedia — rimepmenia, TimepcepenoBHIIE (PO3UUPEHUT NOPIBHAHO 3
einepmexcmom — mMemod — opeauizayii  myavmumeoia-
inopmayii, 6 sAKomy Kpim meKkcmy RIOMPUMYIOMbCA
nepexpecHi NOCULAHHA 3 THUWUMU MUnamu Oanux (8ioeo,
epaghixa, 38yK))
linear — miniitauit
non-linear — ueniuiftHui
navigational control — naBiramiiiHuii KOHTPOJIb
viewer — rsoaq
self-paced — Ttakuii, MO O3BOJISE CAMOCTIHO OOMpPATH IIBHAKICTH
BHBYEHHS Matepiaiy (npo yubosuii Kypc)
computer-based training — koM’ roTepu30BaHe HABYAHHS
recorded presentation — 3anucana npe3eHTaris
interactivity — iHTepakTHBHICTH
View in person — meperisgaTa 0CoOUCTo
media player — meniamieep
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b) nouns

combination — moegHanus
animation — animarnis
power — cuia, OTY>KHICTh
graphics — rpagika
presenter — Benyunii
performer — BukoHaBelpb

c) verbs

experience — BunpoOyBatu (na cobi), BimayBaTH; mym. CIIOKUBATH
consider — posrisaatu

reside — mym: nonsratu

offer — nporonyBaTH

View — posrisiiatu

d) adjectives

particular — xoukperHuit
similar — moxi6oHWMIA

e) adverbs

broadly — B 3aramsHux prcax
locally — mokanbHO, B TEeBHHX Mexkax abo macmrabax; mym: y
HEBEIHKOMY KOJi

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Linear, consider, audience, similar, broadly, number, local, allow, inter-
activity, medium, via, particular, application, typewriter, add, prior, im-
age, employ, huge, option, navigator.
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Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:
a)

combination, contrast, traditional, display, device, store, consider, pow-
er, reside, subject, divide, live, allow, interaction, view, via, experience,
offer, particular, broadly, media, application, locally;

b)

different, include, live, power, allow, locally, broadly, divide, still, par-
ticular.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: inform — information — informativity — informer —informative

Inform, combine, differ, tradition, record, process, perform, broad, pre-
sent, train, navigate, local, apply, view, compute, play, produce, ani-
mate.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

Media and content; to use traditional forms of printed material; to be
recorded and played; computerized and electronic devices; to describe
electronic media; to be considered; to reside in hypertext; to jump to
another screen; to work with sound, graphics and video; without any
navigational control; an example of non-linear content; to be live and
recorded; to allow interactivity; via navigation system; a combination of
different content forms; in contrast to; hand-produced material; a com-
bination of text, audio, still images, animation, video; to be accessed by
information content processing devices; to be a part of a live perfor-
mance; to store and experience multimedia content; to click on a hyper-
text word; to be broadly divided into.
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Exercise 6. Read and translate text 1.
Text 1. Multimedia Content Forms

Multimedia is media and content that uses a combination of dif-
ferent content forms. The term is used in contrast to media which only
use traditional forms of printed or hand-produced material. Multimedia
includes a combination of text, audio, still images, animation, video, and
interactivity content forms.

Multimedia is usually recorded and played, displayed or accessed
by information content processing devices such as computerized and
electronic devices, but can also be part of a live performance.

Multimedia also describes electronic media used to store and ex-
perience multimedia content. Hypermedia can be considered one partic-
ular multimedia application.

The power of multimedia resides in hypertext if you click on a
hypertext word, you jump to another screen with more information
about that subject. Hypermedia is similar, but also works with sound,
graphics and video. Multimedia may be broadly divided into linear and
non-linear categories. Linear active content progresses without any nav-
igational control for the viewer such as a cinema presentation. Non-
linear content offers user interactivity to control progress as used with a
computer game or used in self-paced computer-based training. Hyper-
media is an example of non-linear content.

Multimedia presentations can be live or recorded. A recorded
presentation may allow interactivity via a navigation system. A live
multimedia presentation may allow interactivity via an interaction with
the presenter or performer. They may be viewed in person, or played
locally with a media player.

Exercise 7. Find in text 1 the English for:

MO THAHHS Pi3HUX (OPM KOHTEHTY; Ha BiIMIHY BiJ; BHKOPHCTOBYBATH
TpaauIiiHi GopMu; IPYKOBaHUI MaTepial; MaTepia, 0 BUPOOIISIETHCS
BpPY4YHY; TOEIHAHHS TEKCTY, ayAi0 Ta CTaTUCTUYHHX 300pakeHb;
3alHMCyBaTHCS Ta TPOTPABATHCSH; MOXKE PO3IISAJATUCA SIK KOHKPETHE
MyJbTUMENIHHE 3aCTOCYBAaHHs; KOMII IOTEPU30BaHI Ta EJEKTPOHHI
MPUCTPOT; Mpe3eHTallisl HAKUBO; CIIOKUBATH MYJIbTUMEIIHHUI KOHTEHT;
Outbwe iHdopmalii 3 HPOro MUTAaHHS; MOTYXHICTE MYJIBTUMEIIHUX
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3ac00iB ToONATae y TIEPTEKCTi ; B 3arajbHUX pHcax; 0e3 Oyab-sSKoro
HaBirauifHoro KOHTPOJIIO; 3a0e3mneuyBaTh KOpHUCTYBauy
IHTEpPaKTUBHICTh, KOMIT IOTEPU30BaHEe HABYAHHS; MPE3CHTALll MOXYTh
OyTH Ha)XUBO a00 y 3ammcy; 3a JOMOMOI'OK HAaBIraIiiiHOi CHCTEMU;
4yepe3 B3a€MOJIII0 3 BeAydnM abo BUKOHABIIEM; TEPErIAaTH OCOOUCTO;
MPOrpaBaTUCs 3a JOIOMOI'OI0 Meiareepa.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. Multimedia is media that uses a combination of similar content forms.
2. Multimedia uses traditional forms of printed or hand-produced mate-
rial. 3. Multimedia is only recorded by information content processing
devices. 4. Multimedia also describes electronic media. 5. Hyper-
media can’t be considered one particular multimedia appli-cation. 6.
The power of multimedia resides in hypertext. 7. Hyper- media works
with graphics. 8. Multimedia may be divided into three categories. 9.
Linear active content progresses with navigational control. 10. Hyper-
media is an example of linear content. 11. Multimedia presentations can
be live or recorded. 12. A recorded presentation may allow interactivity
without navigation system. 13. A live multimedia presentation may al-
low interactivity via an interaction with the viewer. 14. Live multime-
dia presentations may be viewed in person.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to use a) electronic media

2. to describe b) sound, graphics and video

3. to offer ¢) multimedia content

4. to work with d) another screen

5. to allow e) linear and non-linear categories

6. to experience f) information content processing devices
7. to jump to g) interactivity via a navigation system

8. to be divided into h) printed or hand-produced material

9. to include i) interactivity to control progress

10. to be accessed by ) a combination of text, audio, images
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Exercise 10. Fill in the blanks with prepositions for, on, to, of, about,
by, in, with, without, via, into where necessary.

1. The term is used ... contrast ... media which only use traditional
forms ... material. 2. Multimedia is usually recorded and played, dis-
played or accessed ... information content processing devices. 3. The
power ... multimedia resides ... hypertext. 4. If you click ... a hypertext
word, you jump ... another screen ... more information ... that subject.
5. Multimedia may be broadly divided ... linear and non-linear catego-
ries 6. Linear active content progresses ... any navigational control ...
the viewer. 7. Non-linear content offers user interactivity to control
progress as used ... a computer game. 8. A recorded presentation may
allow interactivity ... a navigation system. 9. They may be viewed ...
person, or played locally ... a media player.

Exercise 11. Fill in the blanks with proper terms (hypermedia, multi-
media (2), hypertext, linear category, non-linear category, recorded
presentation, live presentation, media player) to complete the sentenc-
es.

1. allows to play locally. 2. can be considered one
particular multimedia application. 3. allows interactivity via
navigation system. 4. is the power of multimedia. 5.

allows interactivity via an interaction. 6. offers interactivity to
control progress. 7. uses a combination of different content
forms. 8. works without any navigational control. 9.

is recorded and played by information processing devices.

Exercise 12. Answer the questions on text 1.

1. What is multimedia? 2. What does multimedia include? 3. What is
multimedia usually recorded, played, displayed or accessed by? 4. What
can multimedia describe? 5. What is called hypermedia? 6. What does
the power of multimedia reside in? 7. What happens if you click on a
hypertext word? 8. What does hypermedia work with? 9. What catego-
ries may multimedia be divided into? 10. What are linear and non-
linear contents? 11. What does non-linear content offer? 12. What can
be live or recorded? 13. What may a recorded presentation allow? 14.
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How can a recorded and live presentation be experienced?
Exercise 13. Put all possible questions to the sentences below.

1. Multimedia uses a combination of different content forms.
2. Multimedia also describes electronic media devices used to store and
experience multimedia content. 3. Multimedia may be broadly divided
into linear and non-linear categories. 4. Non-linear content offers user
interactivity to control progress. 5. A live multimedia presentation may
allow interactivity via an interaction with the presenter or performer.

Exercise 14. Translate into English.

1. Mynetumenia - me Oyap-ska Gopma iHopmariii, 1o BUKOPUCTOBYE
MoeAHaHHs pizHUX (GopM KOHTEHTY. 2. Lleil TepMiH BiApI3HSAEThCS BiX
MOHSATTS. CEPEllOBHINA, IO BHUKOPUCTOBYE JIMINE 3BUYAlHI (dopmu
JIPYKOBaHOro Marepiaay a0o Matepiany, L0 BUPOOJSETHCS BPYUHY.
3. MynbpTuMenia MoeqHy€e pi3HI GOPMHU KOHTEHTY, TaKi sIK TEKCT, ay/Iio,
CTaTH4HI 300paKCHHsI, aHIMaI[if0, BieO Ta IHTEPAKTUBHICTh. 4.
MynsTUMEIIHI 3ac00U 3aIMCYIOThCS, IPOrParoThCs, 300paKYIOThCS Ta
BUKJIMKAIOTHCSI TIPUCTPOSMHU O0OpOoOKHM iH(OpMAaIifHOTO KOHTEHTY. 5.
MyneTuMeniiiHi  3aCO0M € TaKOoX EICKTPOHHUMH 3aco0amu, IIo
BHKOPHUCTOBYIOTBCS [T 30epiraHHs Ta CIIOXMBAHHSA MYJIBTHMEIIHOTO
KOHTeHTy. 6. [imepmenmia Moke pO3TIAJATHCS SIK KOHKPETHE
3aCTOCYBaHHS MYJTBTUMEIIHHUX 3aco0iB. 7. [otyxHicTh
MyJBTUMENIHHNX 3aC00iB moysArae B rimepTekcTi. 8. l'imepMenia Takox
mpamroe 31 3ByKoM, Tpadikoro Ta Bimeo. 9. MynprumeniiiHi 3acobn
MO)KHA TIOJITWTH Ha JiHIMHY Ta HemiHiiiHy karteropii. 10. JliniftHuit
AKTUBHUHN KOHTEHT MpaIioe 0e3 OyIb-sKOr0 HaBITalifHOrO0 KOHTPOITIO.
11. HeminiiHN{ KOHTEHT 3a0e3medye iHTEepaKTUBHICTH IJISI KepyBaHHS
MPOIECOM, IO BHKOPHCTOBYETHCA B KOMIT IOTepHHX irpax. 12.
lNmepmenia - me mpukiIax HETiHIKHOTO KOHTeHTY. 13. MynbTuMeniitHi
npe3eHTalii MOXYTh BinOyBaTHCsS HaKuBO abo y 3anucy. 14. 3anucani
npe3eHTaNii  YMOXJIMBIIOIOTh  IHTEPAKTUBHICTH 32  JIOMOMOIOIO
HaBiramiiaoi cucremu. 15. Ilim dWac mpsIMUX MyITbTUMENIHHUX
Npe3eHTAalil IHTepaKTUBHICTh 3a0€3MeYyEThCSl Yepe3 B3a€MO3B SI30K 3
BelydrM a00 BHKOHaBIEM. 16. BOHH MOXYyTh pO3IiIsigaTucsi 0OCOOMCTO
a0o mporpa-BaTtHcs 3a AOMOMOT 00 Meiaruieepa.

Exercise 15. Write a summary of the text “Multimedia Content Forms”.
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Exercise 16. Study the vocabulary to text 2.

Denote — 1) o3HayaTH 2) mo3HavaTu

property — BnacTuBiCTh

framework — crpykrypa

collaborate — cmiBmparroBaTH

affordable — noctynuuit

previously — pawuimie

exponential decline — excrioneHITiaTbHE 3HIKEHHS

enable — no3BossiTH

overtake — 1) Ha370rHATH, HAJIONYKUTH 2) BUIIEPEIUTH

breeding ground — poarouwii rpyHT

delivery vehicle — 3aci6 gocraBku

multimedia application — 1) mynbTuMeiiiHa porpama 2) 3aCTOCYBaHHS
MYJIBTUMENIHHIX 32C00iB

appealing — mpuabnuBuHit

storehouse of information — enmuxTonenis

media control tools — 3acobu kKepyBaHHS ay/IiOBi3yalbHIM CEPEIOBHIIEM

pleasing — mpuemMumii

suited — mpumaTHMIA, ITiIX M

prior — momepeHiii

recent — octaHHIi, HOBITHIM

Exercise 17. Read, translate and entitle text 2.

Text 2

The term multimedia is used to denote the property of handling a
variety of representation media in an integrated manner. It is also im-
portant that the various sources of media types are integrated into a sin-
gle system framework. Multimedia adds interactivity to the combination
of text, graphics, images, audio and video. Creating your own media is
more interactive than using existing content, and collaborating with oth-
ers in the creation of media is still more interactive. Multimedia has
been used for education at all levels, job training, and games and by the
entertainment industry.

Multimedia as a human-computer interface was made possible
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some half-dozen years ago by the rise of affordable digital technology.
Previously, multimedia effects were produced by computer-controlled
analogue devices. Digital technology’s exponential decline in price and
increase in capacity has enabled it to overtake analogue technology.

The Internet is the breeding ground for multimedia ideas and the
delivery vehicle of multimedia objects to the huge audience. Any com-
puter application that employs video disk, images from a CD-ROM,
uses high quality sound, or uses high quality video images on screen
may be termed a multimedia application. Such interfaces are often aes-
thetically appealing and, where high capacity storage devices such as
CD-ROM are used, can provide effective interaction for the user by act-
ing as very large databases or storehouses of information. A multimedia
user interface must provide a wide variety of easily understood and usa-
ble media control tools. The interface design should be aesthetically
pleasing, appropriate to the content and suited to the learner’s culture
and prior knowledge. The development of graphical user interfaces and
recent advances in the field of virtual reality allow users to control the
system by manipulating objects as icons, windows, menus etc.

Exercise 18. Put some key questions on text 2.
Exercise 19. Find in text 2 the English for:

BUKOPHCTOBYBATHCSI U1 BU3HAYCHHS, BJIACTHBICTH IHTETPOBAHO
MpamioBaTH 3 PI3HOMAaHITHAUMH 3aco00aMH  TIPEACTAaBIEHHS;, OyTH
IHTETpOBAaHUM B  ONHIM  CHUCTEMHIA  CTPYKTYpi; OJTAaBATH
IHTEpaKTHBHICTh; CTBOPEHHS BIACHOTO CEPEOBHINA; BUKOPUCTAHHS
ICHYI0OYOr0 KOHTEHTY; CITiBIIPAIIOBATH 3 IHIIMMH; IHAYCTPisS pO3Bar;
JOCTyMHA IM(pPOBa TEXHOJOTIS; aHAJIOTOBI MPHUCTPOI, M0 KEPYIOTHCA
KOMII'FOTepOM; €KCITIOHEHI[iaJ bHEe 3HIKEHHS; TEPEBEPIINTH aHAIOTOBY
TEXHOIIOTiI0; POAIOYMH TPYHT; 3aci0 [OCTaBKH; BEIMKA AayIHTOpis;
BUCOKOSIKICHUM 3BYK; MO)KHAa Ha3BaTH MYJIBTHMEIIHOIO MPOrpaMoro;
3a0e3nedyBaTé e(EKTUBHY B3a€EMOJII0; E€CTETUYHO TPUBAOIUBUI;
BIJINOBIIaATH KOHTEHTY, TIIONEPEIHI 3HAHHS; OCTaHHI JIOCATHEHHS B
chepi BIpTyalbHOI peANbHOCTI; KEPyBaTH CHCTEMOI0 ILISTXOM
MaHiIyJItoBaHHS 00’ €KTaMU.
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Exercise 20. Memorize the forms of the Infinitive.

Active Passive
Indefinite (Simple) to do to have done
Continuous tobedoing | @ -
Perfect to have done to have been done
Perfect Continuous to havebeendoing | = ------

Exercise 21. Translate the sentences. Define the forms and functions of
the Infinitive. (It may be used as a subject, an attribute, an object, a part
of a predicate, an adverbial modifier).

1. Multimedia is the use of several different media to convey infor-
mation. 2. Multimedia can be referred to computer media. 3. A
media stream can be on demand or live. 4. Attempts to display media on
computers date back to the earliest days of computing. 5. On demand
streams can be stored on a server for a long period of time, and are
available to be transmitted at a user’s request. 6. Individual printers can
be designed to support both local and network connected users. 7.
The code must be written in time. 8. The students believe to be helped
by the teacher. 9. | was pleased to have met her at the conference.
10. We are glad to be working on this project. 11. He is glad to have
known the professor for many years.12. Software can be stored on a
hard drive or flash drive. 13. To run a program, the computer is to read
the instructions and temporarily place them in random-access memory
(RAM) before they can be executed.

Exercise 22. Complete the sentences using the proper form of the Infini-
tive in brackets.

1. In education multimedia is used (to produce) computer-based training
courses. 2. In mathematical and scientific research multimedia can (to
use) for modelling and simulation. 4. The students are glad (to pass) the
exam. 5. Multimedia may (to divide) into linear and non-linear catego-
ries. 6. The participants were glad (to tell) a lot about the research. 7. He
seems (to program) since morning. 8. | am sorry (to miss) the lecture. 9.
I am glad (to do) all the homework yesterday. 10. He seems (to
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solve) this problem now. 11. | want (to take) to the conference by my
friend. 12. They are supposed (to work) on this project for the last two
years. 13. He seems (to learn) all programming languages. 14. Pro-
gramming can (to perform) using a step-by-step process composed of
coding, debugging and testing. 15. He hopes (to improve) his English at
the University. 16. The instructions tell the computer what operations
(to perform) with the data. 17. The instructions must (to translate) into a
machine language.

Exercise 23. Translate the sentences paying attention to the Objective
Infinitive Complex.

1. Everybody knows Bill Gates to be one of the richest and most suc-
cessful people in the world. 2. People know Microsoft to be the world’s
largest software company. 3. | saw him reinstall the system. 4. I no-
ticed her enter the study. 5. We expected him to solve the problem. 6.
We watched the teacher approach the University. 7. My parents wanted
me to become a software engineer. 8. The teacher would like the stu-
dents to speak English.

Exercise 24. Translate the sentences paying attention to the Subjective
Infinitive Complex.

1. Altair is known to be one of the world’s first microcomputers.
2. Harvard is known to be America’s most famous university. 3. Bill
Gates happened to be one of the world’s youngest billionaires at the age
of 31. 4. At school he proved to be very intelligent, especially good at
Math. 5. Bill Gates is known to have always been very successful and
hardworking. 6. He seems to know a lot about engineering software.
7. We happened to meet them at the conference. 8. The developer seems
to have been working since morning. 9. Little progress seems to have
been made for several decades, primarily due to the high cost and lim-
ited capabilities of computer hardware.

Exercise 25. Paraphrase the sentences using the Objective Infinitive
Complex.

Model: | They think that these exercises are very difficult. — They
think these exercises to be very difficult.

1. | heard that the door of the entrance hall opened. 2. My wish is that
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you should enter this university. 3. His father wants that he will become
a programmer. 4. | know that he is a very experienced teacher. 5. | know
that he works at this software company. 6. Do you expect that a contract
will be signed tomorrow? 7. I don’t consider that they are right.
8. | know that our teacher is an excellent mathematician. 9. He heard
that the students spoke in low voices. 10. They supposed that the printer
will operate properly. 11. They found that the code was too complicated.

Exercise 26. Paraphrase the sentences using the Subjective Infinitive
Complex.

Model: | It was announced that our group would be the next. —
Our group was announced to be the next.

1. It turned out that she completed the laboratory work yesterday.
2. They will win the competition. We are sure of it. 3. People consider
the problem to be very difficult. 4. It seems that she knows a lot about
developing software. 5. It is said that this topic is very important.
6. They consider that this device is necessary for their experiments.
7. | expect that he will solve the problem very quickly. 8. We expect
that you will debug this program. 9. It is known that these exercises are
very useful. 10. It seems that she speaks English perfectly. 11. They be-
lieve that the teacher will help them. 12. They expect that he will take
the first prize.

Exercise 27. Study the vocabulary to text 3.

Enhance — moinmryBatu, 36inbiryBaTu

distract — 3aBaxxaTu, BinBomikatu

interpret — inTepnperyBati

read back — 1) 3unTyBatu 1oiHO 3amucany iH(OpMaIio 2) TOBTOPHO
3YUTYBATH

reasonable — npuiiHsITHHA, AXOISIMIA, aICKBATHHI

fidelity — Tounicts

vision-impaired — 3 Bagamu 30py

compared to — y nopiBHsIHHI 3

lack — OpakyBaTH, HE BHCTayaTH

digitized — oundpopanmii
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synthesized — cunTe3oBaHMiA

relative timing — BigHOCHAa CHHXPOHHICTb, Y3rO/DKEHICTH Y Yaci
caption — cyoTutp

convey — nepenaBaTH (OyMKY), BUpaKaTH

Sense — BiquyTTs

frame — kaap

temporal relationships — gacogi criBBigHONIICHHS

SuCcessive — mocIigoBHHH

capture — dikcartist (306pasrcenis)

Exercise 28. Translate the word combinations below into Ukrainian.

To play an important part; highly distracting; storage of images; text-to-
speech technology; in the same way as; with reasonable fidelity; large
amount of text; without large sound files; vision-impaired people; com-
pared to human speech; make human speakers appealing; to provide
high fidelity; successive capture; improved techniques for generating
speech; the message is converted by the motion and the sense.

Exercise 29. Read and translate text 3.
Text 3. Sound and Images in Multimedia

Just as video has a role in multimedia, sound also plays an im-
portant part. A few carefully placed sounds can greatly enhance a pro-
ject, but a continuous monologue can be highly distracting. With the
text-to-speech technology, the computer interprets text and converts it
into phonetic sounds in much the same way as a human would. Thus,
the computer can read back any text within any program with reasona-
ble fidelity. This feature is very useful because large amounts of text can
be converted into audio without large sound files. A particular use of
this technology is to offer an alternative for vision-impaired people.
There are however, some disadvantages to computer generated speech.
The speech can sound robotic compared to human speech and it lacks
the variable information that can make human speakers appealing. Two
types of speech are available for use by multimedia developers: digit-
ized and synthesized. Digitized speech provides high quality natural
speech while synthesized speech may not sound as natural as human
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speech. Even with improved techniques for generating speech, it is not
incorporated into multimedia programs as often as it could be.

Unlike print or graphics, animation is a dynamic medium. We get
a sense of relative timing, position, direction and speed of action. We
need no captions because the message is converted by the motion and
the sense. Animation is the process of creating, usually graphically, a
series of frames and then having them display rapidly to get a sense of
movement. Video provides high-speed information transfer and shows
temporal relationships. Video is produced by successive capture and
storage of images as they can change with time.

Exercise 30. Find in text 3 the English for:

TaK caMo SK 1 BiJIeO; IPaTH BaXJIUBY POJIb; MOKPAIIUTH SIKICTh MPOEKTY;
Iy’)Ke 3aBa)kaTH; TEXHOJOTIsl TEpPEeTBOPEHHS TEKCTy Ha MOBJICHHS;
KOMIT'IOTep IHTEpIpeTye Ta IMEPeTBOPIOE; JIFOJCHKUN  CBIT; IS
BIIACTUBICTh € JyX€ KOPHUCHOK; KOHKpDETHE 3aCTOCYBaHHS IIi€i
TEXHOJIOT1{; IPOIIOHYBATH AJIbTEPHATUBY; POOUTH MOBY IPHUBAOIUBOIO;
HAaCTUIRKH TIPUPOIHUH, SIK JIFOJACHKAa MOBA; HAa BIIMIHY BiJ APyKy abo
rpadiku; TMHAMIYHE CEpEIOBUINE; BIAUYBATH BITHOCHY y3TOKCHICTD ¥
gaci; HampsAM 1 MBHAKICTH [ii; MOBIMOMIICHHS TEPEHAEThCI PYXOM i
BiTYYTTSIM; TIPOIEC CTBOPEHHS TMOCTIMOBHOCTI KajpiB; YacoBi
CIIIBBIIHOIIICHHS; BUCOKOIIBUIKICHA Tiepenayva indopmarii; dikcarris ta
30epirafHs Bineo300pakeHb.

Exercise 31. Answer the questions on text 3.

1. What role does sound play in multimedia? What can it do? 2. How
does the computer interpret and convert text? 3. What feature is consid-
ered to be very useful and what does it offer? 4. What disadvantages
does computer generated speech have? 5. What two types of speech are
available for use by multimedia developers? 6. What is the difference
between them? 7. What is animation? 8. What is an animated message
conveyed by? 9. What can video provide? 10. What is video produced
by?

Exercise 32. Write derivatives of the words below and explain their
meanings.

Enhance, interpret, convert, use, generate, compare, digitize, synthesize,
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improve, incorporate, create, produce.

Exercise 33. Find some additional information and speak on:

1. Hypermedia.
2. Multimedia as a human-computer interface.
3. Sound and graphics in multimedia.

Exercise 34. Study the vocabulary to text 4.

Bitmap — pactp, pactpoBe (6imose) 300paxeHHs (epagiune
300pasicens, npeocmasiene y ueisoi Macugy moyox Ha
expani)

bitmapped graphics — pacrposa rpadika

distorted — BuKkpuBICHUIA

resolution — posainbHa 37aTHICTH

inch — mroiim

vector graphics — BekropHa rpadika

scale — macirrabyBaTu

facilities — moxsrBOCTI

freehand drawing — mamoBaHHs Bix pyKu

pie chart — cexropHa, KpyroBa miarpama

bar chart — croBmumkoBa giarpama, ricrorpama

computer-aided design — aBTOMaTH30BaHE MPOCKTYBAHHSI

desktop publishing — BepcTka npykoBaHUX BHIaHb Ha KOMIT FOTEpi

page layout program — mporpama KOMIIOHYBaHHS CTOPIHOK

clip-art — momitunak, rpagiunuit GparMenT

applet — mpuksTaaHa MiHi-Iporpama, yTuiita

fractal — dpakran (ceomempuuna gpopma, sixa mosxce dymu pozbuma na
OKpeMi YacmuHu, KOmpi € NPUOIUSHUMU 3MEHUIeHUMU
KonisimMu  yinoeo;, ¢pakmanu Onucyiome maki 00 exmu
PeanvHo2o C8imy, K 20pu, KOHMypu bepe2ie, Xmapu mowjo)

Exercise 35. Translate the word combinations below into Ukrainian.

Pictures processed by computers; a bit distorted; the density of dots;
without losing quality; to edit your favourite images; to add different
effects; facilities for freehand drawing; computer-aided design; desktop
publishing; to arrange on a page; to create or edit moving pictures; de-
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tailed maps.

Exercise 36. Read and translate text 4.

Text 4. Computer Graphics

Computer graphics are pictures created, changed or processed by
computers. There are two categories: bitmapped graphics and vector
graphics. Bitmapped graphics represents images as bitmaps; they are
stored as pixels and can become a bit distorted when they are manipu-
lated. The density of dots, known as the resolution and expressed in dots
per inch, determines how sharp the image is. Vector graphics represents
images as mathematical formulae, so they can be changed or scaled
without losing quality.

There are different types of graphics software. Image manipulated
programs let you edit your favourite images. For example, you can scan
a picture into your PC or transfer a photo from your camera and add
different effects, or filters. Painting and drawing programs, also called
illustration packages, offer facilities for freehand drawing. Business
graphics programs, also called presentation software, let you create pie
charts and line graphs of all kinds for slide shows and reports. Comput-
er-aided design (CAD) is used by engineers and architects to design
everything from cars and plants to buildings and furniture. Desktop pub-
lishing (DTP) is based around a page layout program, which lets you
import text from a word processor, clip-art (ready-made picture) from
graphics packages, and images from scanners or cameras, and arrange
them all on a page. Digital art, or computer art, is done with applets that
use mathematical formulae to create beautiful bright shapes called frac-
tals. A fractal is a geometrical figure with special properties. Computer
animation uses graphics programs to create or edit moving pictures.
Each image in a sequence of images is called a ‘frame’. Geographic in-
formation systems (GIS) allow cartographers to create detailed maps.

Exercise 37. Find in text 4 the English for:

pactpoBa rpadika; 30epiraTucsi y BHUIJISII ITIKCENIB; IIUIBHICT TOYOK;
BH3HAYaTH, HACKUIBKM YiTKUM € 300paKeHHS, MaTeMaTHYHi
300pakeHHS, CKaHyBaTH 300pa)KEHHs, CTBOPIOBATH CEKTOPHI Ta
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CTOBIILIEBI Jiarpamu; mporpama KOMIOHYBaHHS CTOPiHOK; T€OMETpHUYHA
¢irypa 3i cienupiyHIMU BIaCTHUBOCTSAMH; MOCTIIOBHICTH 300paKEHb.

Exercise 38. Answer the questions on text 4.

1. What is computer graphics? 2. How many categories of computer
graphics are there? What are they? 3. What kind of graphics represents
images as bitmaps? 4. What is resolution in computer graphics?
5. What program edits images? 6. What do painting and drawing pro-
grams offer? 7. What are business graphics programs called? 8.
What do they create? 9. Who is computer-aided design used by?  10.
What is desktop publishing? 11. What is a fractal? Where is it used?
12. What does computer animation use? 13. What do geographic infor-
mation systems allow to create?

Exercise 39. Find in text 4 the words that can function both as nouns
and verbs. There should be 20 of them.

Exercise 40. Decipher the abbreviations below:

CAD, DTP, GIS, MMI, HCI, CHI, LCD, 1/O, Mbps, NEMA.
Exercise 41. Compose a dialogue on “Computer Graphics”.

UNIT 10. INFORMATION SYSTEMS
Exercise 1. Study the basic vocabulary.

a) terms

information system (IS) — indopmariiina cucrema

office information system — odicua i opmariiiina ciucrema

transaction processing system — cucrema 00OpOOIIEHHS TpaH3aKIIii

management information system — ympasiiHChbKa (aaMiHICTpaTHBHA)
iH(bopMarriiiHa cucrema

decision support system (DSS)- cucrema miaTpuMKu pilieHb

expert system — ekcrieprHa cucrema
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communications technologies — komyHikariiiHi TEXHOIOTI{

voice mail — romocoBsa morra; aBToBinNOBiAAY KOMIIAHIT

videoconferencing — BineokoH(pepeHII-3B'I30K

electronic data interchange — enextponHuii 00OMiH iH(pOpMaIi€0

management reporting system — crucrema yrpaBaiHCHKOT 3BITHOCTI

inference rules — mpaBuia BUBENEHHS (SUCHOBKI6 6 eKCHepIMHUX
cucmemax)

b) nouns

collection — cykymnHicTh

workflow — tpynoBwuii mporiec

business activity — 6i3Hec-oneparris

office activity — odicHa onepaitisi, Bua 0QicHOT AiSIBHOCTI

speaker — ryaHOMOBeIIb

deposit — 1)aenosur, BKnaa y 6aHky 2) IEMO3UTHUI BHECOK

payment — oruiara, IaThK

reservation — pe3epByBaHHs, OpPOHIOBaHHS

inventory — inBenTapu3ariist, 00IIiK TOBapy

interest rate — craBka GaHKIBCHKOTO BiJICOTKa

population trends — TermenIIil 3MiHN CTPYKTYPH Ta KiTbKOCTI HaCEIEHHS
reasoning — MuCJIEHHSs, MipKYBaHHS

expertise — 3HaHHs, KBaTi(iKaIlis, JOCBix

judgement — 1) cyukeHHs, TyMKa, MOTJISI, OI[iHKA 2) 30POBHI T3,
PO3CYUINBICTH

c) verbs

enhance — moninuryBaTtH, BIOCKOHAIIOBATH
facilitate — monermysaTu

distribute — posnoissiTi

schedule — cknamatu pos3kian, miaHyBaTH
account — 3xmificHIOBaTH 00K

arise — BUHUKATH, 3’ SBIISITUCS, IOCTABATH
capture — 36upatu (iHgpopmayiro)

imitate — imiTyBaTH

d) adjectives

day-to-day — nmoBcskIeHHU I
short-range — xopoTkouacHuit
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long-range — TpuBanmii

e) adverbs

accurately — TouHoO, mpaBUIILHO
timely — cBoeuacHo

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Facilitate, payment, distribute, apply, describe, reservation, internal,
timely, accurately, order, collection, imitate, capture, expertise, fre-
quently, deposit, manipulate, devote, unit, resource, retrieve, employee,
transmit.

Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:
a)

collection, procedure, generate, day-to-day, activity, classify, variety,
equip, reach, decision, capture, store, imitate, expertise, compose, com-
ponent, apply, describe, support, enhance, facilitate, distribute, arise,
workflow, reasoning, regular;

b)

employee, variety, source, internal, enhance, facilitate, timely, support,
capture, input, accurate, order, frequent, connect, regular, relevant, ad-
vantage.

Exercise 4. Write derivatives of the words below and explain their
meanings.
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Model: distribute — distribution — distributor — distributive

Distribute, collect, organize, classify, process, manage, commune, cre-
ate, accurate, manufacture, judge, decide, report, generate, support, in-
form, imitate, apply, describe, speak, reserve, time, expert, employ,
store, transmit, proceed, busy, act, source, author, change.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

A collection of hardware, software, data, people and procedures; to be
designed to generate information; to support day-to-day activity; to be
classified into; to facilitate communication among employees; to en-
hance workflow; electronic data interchange; a variety of hardware; to
be equipped with modems, video cameras, speakers; to capture and pro-
cess data; day-to-day transactions; business activity; online transaction
processing; a management information system; to generate reports on a
regular basis; to be called a management reporting system; to reach a
decision; internal and external sources; to include interest rates; to have
less expertise; a knowledge base; inference rules; to describe a situation.

Exercise 6. Read and translate text 1.
Text 1. Types of Information Systems

An information system is a collection of hardware, software, data,
people and procedures that are designed to generate information that
supports day-to-day, short-range, and long-range activities of users in an
organization. Information systems are classified into five categories:
office information systems, transaction processing systems, manage-
ment information systems, decision support systems, and expert sys-
tems.

An office information system is an information system that uses
hardware, software and networks to enhance workflow and facilitate
communications among employees. An office information system sup-
ports a range of business office activities such as creating and distrib-
uting graphics or documents, sending messages, scheduling, and ac-
counting. Office information systems use communications technologies
such as voice mail, facsimile (fax), videoconferencing, and electronic
data interchange. It also uses a variety of hardware, including comput-
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ers equipped with modems, video cameras, speakers, and microphones,
scanners, and fax machines.

A transaction processing system is an information system that
captures and processes data generated during an organization’s day-to-
day transactions. A transaction is a business activity such as a deposit,
payment, order or reservation. Most transaction processing systems use
online transaction processing.

A management information system is an information system that
generates information accurately and timely. Because it generates re-
ports on a regular basis, a management information system is called a
management reporting system.

A decision support system is designed to help users reach a deci-
sion when a decision-making situation arises. It uses data from internal
or external sources. Internal sources include sales, manufacturing, in-
ventory. External sources include interest rates, population trends.

An expert system is an information system that captures and
stores the knowledge of human experts and then imitates human reason-
ing and decision-making processes for those who have less expertise.
Expert systems are composed of two main components: a knowledge
base and inference rules. A knowledge base is a combined subject
knowledge and experiences of the human experts. The inference rules
are logical judgments applied to the knowledge base each time a user
describes a situation to the expert system.

Exercise 7. Find in text 1 the English for:

iHpopmMmariiiina cucrema; odicHa iHdopMmariiiiHa cucTemMa; HHU3Ka
oicHEX omeparliif; cucrema OOpOOJIEHHS TpaH3aKIil; IOJErIIyBaTH
3B’S30K MK MPAIiBHUKAMH;, CTBOPEHHS Ta PO3IOIN rpadiuHuX AaHUX;
BiINIpaBIICHHS  TOBIAOMIIEHB;  BUKOPHUCTOBYBAaTH  KOMYHIKAIliifHI
TEXHOIIOTii;  pI3HOMAaHITHI  amapaTHi 3acobu;  Oi3Hec-oreparis;
JETO3UTHUI BHECOK; IUIATDK; 3aMOBJICHHS;, NpPaBHJIBHO 1 CBOEYACHO
HajgaBaTH IHQOPMAIIO; TEHJEHII 3MIHH CTPYKTYpH Ta KUIBKOCTI
HacelleHHs; BUPOOHWIITBO, IHBEHTapw3aiis;, 30upatu Ta 30epiratu
iHbopMarllifo; IMITyBaTH MHCJICHHS IIOJUHH, CKJIAJaTHCS 3 JBOX
KOMIIOHEHTIB; 3HAaHHS 1 IOCBiJl eKCIEPTIiB y MEBHIN MPeMETHIN 00J1acTi;
JIOT14HIi CyII)KEeHHS; eKCIIepTHA CUCTeMa.
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Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. An information system is a collection of software, people and proce-
dures. 2. Information systems are designed to generate information that
supports short-range activities of users. 3. Information systems are clas-
sified into five categories. 4. An office information system facilitates
communication among employees. 5. An office information system
doesn’t use communications technologies. 6. It uses a variety of hard-
ware. 7. Not all transaction processing systems use online transaction
processing. 8. A management information system generates reports on a
regular basis. 9. A decision support system uses external sources. 10.
External sources include sales, manufacturing, inventory. 11. An expert
system stores the knowledge of human experts. 12. Expert systems in-
clude three components. 13. A knowledge base means experience of
human experts. 14. The inference rules are logical judgements applied to
the knowledge base.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to generate a) users reach a decision

2. to store b) human reasoning

3. to facilitate ¢) modems and video cameras

4. to imitate d) communications among em-
ployees

5. to classify into e) day-to-day activities

6. to be equipped with f) knowledge of human experts

7. to include g) workflow

8. to support h) categories

9. to help i) information

10.to enhance j) sales, manufacturing, inventory

Exercise 10. Fill in the blanks with prepositions for, as, with, of, to,
into, by, on, from where necessary:

1. Information systems are classified ... five categories. 2. An office
information system supports a range ... business office activities. 3. It
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also uses a variety ... hardware equipped ... modems, video cameras,
speakers. 4. A transaction is a business activity known ... a deposit,
payment, order or reservation. 5. Because it generates reports ... a regu-
lar basis, a management information system is referred ... a management
reporting system. 6. A decision support system uses data ... internal or
external sources. 7. Expert systems are composed ... two main compo-
nents. 8. The inference rules are logical judgements applied ... the
knowledge base each time a user describes a situation ... the expert sys-
tem. 9. Business office activities are supported ... an office information
system. 10. An expert system imitates human reasoning and decision-
making processes ... those who lack expertise.

Exercise 11. Fill in the blanks with proper terms (office information
system (2), internal sources, decision support system, transaction,
management information system, information system, expert system,
the inference rules) to complete the sentences.

1. is a system that generates information accurately and
timely. 2. is a business activity such as a deposit, payment,
order or reservation. 3. is a system that facilitates commu-
nications among employees. 4. is designed to help users
reach a decision. 5. is a collection of hardware, software,
data, people and procedures. 6. is a system that supports a
range of business office activities. 7. is a system that stores
the knowledge of human experts. 8. are logical judgements
applied to the knowledge base. 9. include sales, manufac-

turing, inventory.
Exercise 12. Answer the questions on text 1.

1. What is an information system? 2. What categories are information
systems classified into? 3. What does an information system use and
support? 4. What communications technologies do office information
systems use? 5. What does a transaction processing system capture and
process? 6. What is a transaction? 7. What do most transaction pro-
cessing systems use? 8. How does a management information system
generate information? 9. What does a decision support system help us-
ers do? What does it use? 10. What do internal and external sources
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include? 11. What is called an expert system? 12. What components
are expert systems composed of? 13. What is a knowledge base? 14.
What are inference rules in an expert system?

Exercise 13. Put all possible questions to the sentences below.

1. An office information system supports a range of business office ac-
tivities. 2. A transaction is a business activity such as a deposit, pay-
ment, order and reservation. 3. A decision support system is designed to
help users reach a decision. 4. Expert systems are composed of two
main components. 5. Office information systems use commu-nications
technologies.

Exercise 14. Translate into English.

1. Indopmariiina cucrema - 1ie CyKyITHICTh aliapaTHOTO Ta MPOrPaMHOrO
3a0e3rnedeHHs, iH(opMarlil, JIOaeH Ta NpPOUeAYyp, NPU3HAYCHHX JIJIs
00pobaenns indopMariiii. 2. IHdopmalliiiHi CHCTEMHU MOAUISIOTHCS Ha
II’sITh  KaTeropi: odicHi iHdopMaIiiiHi CHCTEMH, CUCTEMH 00pPOOJICHHS
TpaH3aKIlid, yrnpaBIiHChKI 1H(GOPMAIiiHI CHCTEMH, CUCTEMH MiATPUMKHU
pitiensb, ekcreptHi cuctemu. 3. OdicHa iHdopmMarliifina cucTemMa
BHKOPHCTOBY€E amapaTHE Ta IMporpaMHe 3a0e3ledeHHs i Mepexi s
BIIOCKOHAJIEHHSI poOodoro mporecy. 4. B odicaux iHpopmamiitanx
CHUCTeMax BHUKOPHUCTOBYIOThCS TaKi KOMYHIKAaIlifHI TEeXHOJIOril, sK
rojiocoBa TomTa, (Gakc, BiIeOKOHPEPEHII-3B'I30K, SICKTPOHHUN OOMIH
iHdopmariero. 6. Tpamzakmiss — 1e Oi3Hec-omeparris, HaIpUKIA;
JETIO3UTHUI BHECOK, TUTATIX, 3aMOBJICHHS Ta pe3epBYBaHHA. 7. YTpaB-
JMiHChKA iHGoOpMaIliiiHa cucTeMa MpHU3HAYeHA [UIA MPaBHIBHOTO 1
CBO€YacHOTO HamaHHsA iHGopmarii. 8. OCKUIBKH yIpaBIiHCHKA
iHpopMarlliiiHa cucTeMa TeHe-pye 3BiTH Ha PEryisIpHiid OCHOBI, ii
Ha3WBalOTh TaKOXX CHCTEMOIO YIPaBIiHCHKOI 3BiTHOCTI. 9. Cmcrema
HIATPUMKM pILIeHb AOINOMAara€ KOpUCTyBayaM 3HAWTH PILIEHHS, KOJIH
BHHUKAE CUTYyaIlis Uit Horo npuitHATTS. 10. BUKOpUCTOBYIOThCS aHi 3
BHYTPIIIHIX Ta 30BHIMIHIX /pKepen. 11. BHyTpimHI mkepena BKIIOYAIOTh
MpoAaX, BUPOOHMIITBO, iHBeHTapu3alito. 12. Jlo 30BHIMHIX mKepent
BITHOCATHCS CTaBKM OaHKIBCBKMX TIPOIIEHTIB, TEHACHIIl 3MiHU
CTPYKTYpH Ta KilbkocTi HaceneHHs. 13. ExcniepTtHa cuctema 30upae ta
30epirae 3HaHHS EKCIIEPTiB, IMITye MMHCIEHHS JIOAMHU Ta MpPOLeC
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NPUHHSTTS PIlIEHHS JJIs THX, XTO Mae MeHIe aocBiay. 14. ExcneptHi
CHUCTEMHU CKJIAJIAlOThCS 3 JIBOX KOMIIOHCHTIB: 0a3W 3HAaHb Ta MPaBUI
BHBEJICHHS €KCIICPTHUX BUCHOBKIB. 15. ba3za 3HaHb — 1ie mMOeqHAHHS
3HaHb Ta JIOCBily €KCIEpTIB Yy TNeBHIH mNpeaMeTHiH oOmacti. 16.
[IpaBwiia BUBEICHHSI BUCHOBKIB — II¢ JIOTIUHI CY/DKEHHS U OI[IHKH, IO
3aCTOCOBYIOThCS JO 0a3d 3HaHb KOXKHOI'O pa3y, KOJU KOPHCTyBad
OITUCYE CUTYAII0 EKCIIEPTHINA CHCTEMI.

Exercise 15. Write a summary of the text “Types of Information Systems .

Exercise 16. Study the vocabulary to text 2.

In a broad sense — y mupokoMy po3yMiHHi

refer — masuBaTH, mo3HaYaTH

business process — 6izHec-mporiec, TEXHOIOTTYHKHN (BUPOOHUYHIA) TPOIIEC

distinction — pisaums, BigMiHHICTE

distinct from — BigmiHHMI Bix

information and communication technology (ICT) — imdopmaritizo-
KOMYHIKaITIifHI TEXHOIOTI{

performance — pobora, pyHKI[IOHYBaHHS

work system — mym: BUpoGHIYa crcTEMA

customer — KJIi€eHT, 3aMOBHHUK

devote — nmpucBsUyBaTH

retrieve — subupaTu (ingopmayiio 3 nam ’smi)

manipulate — manimyroBaTH

socio-technical system — corfianpHO-TEXHOIOTIUHA CHCTEMA

mediating construct — npoMiXHHIA CTPYKTYPHHI KOMITOHEHT

interrelate — 1) 6yt B3a€MOIOB’sI3aHUM 2) B3aEMOIISITH

represent — npeacTaBiATA

Exercise 17. Translate the word combinations below into Ukrainian.

The combination of information technologies and people’s activities; to
be used to refer to the interaction between people, algorithmic process-
es, data and technology; the way in which people interact; information
systems are distinct from information technology; to help to control the
performance of business processes; to perform work using resources; to
produce specific products or services for customers; capturing, transmit-
ting, storing, retrieving, manipulating and displaying information.
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Exercise 18. Read, translate and entitle text 2.
Text 2.

An information system is any combination of information tech-
nologies and people’s activities using that technology to support opera-
tions, management and decision-making. In a very broad sense, the term
information system is frequently used to refer to the interaction between
people, algorithmic processes, data and technology. In this sense, the
term is used to refer not only to the information and communication
technology, but also to the way in which people interact with this tech-
nology in support of business processes.

There is a clear distinction between information systems and in-
formation technology as well as between information systems and busi-
ness processes. Information systems are distinct from information tech-
nology in that an information system is typically seen as having an ICT
component. Information systems are also different from business pro-
cesses. Information systems help to control the performance of business
processes.

An information system is a special type of work system. A work
system is a system in which humans or machines perform work using
resources (including ICT) to produce specific products or services for
customers. An information system is a work system whose activities are
devoted to processing (capturing, transmitting, storing, retrieving, ma-
nipulating and displaying) information.

An information system is a type of socio-technical system and
a mediating construct between actions and technology. Information sys-
tems interrelate with data systems on the one hand and activity systems
on the other. An information system is a form of communication system
in which data are represented and processed as a form of social memory.
An information system can also be considered as a semi-formal lan-
guage which supports human decision making and action.

Exercise 19. Find in text 2 the English for:

B IIMPOKOMY PO3YMiHHI; MiATpUMyBaTH oreparlii KepyBaHHS Ta
MPUHHSTTA pillleHb; Ha MATPUMKY Oi3HEC-TIpOIleciB; HiTKa BiIMIHHICTH
MporieciB Oi3HeCy; BHPOOIATH TOBApHU 1 MOCIYTH; poOoTa, CIpsIMOBaHA
Ha o00OpoOieHHs iHQoOpMaIii; COIIaTbHO-TEXHOJOTIYHA CHCTEMA;
MPOMDKHHUM CTPYKTYPHUH KOMIIOHEHT MK JisIMH Ta TEXHOJIOTI€I0; OyTH
B3a€MOIIOB I3aHUMH 13 CHCTEMaMH JaHUX 3 OAHOro OOKy, i cucreMamu
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I 3 1HIIOrO; MPEACTaBIATHCS Ta OOpOOJATHCS sIK ogHa 3 (opMm
COLiaJIbHOT TTaM’SITi; PO3TIISAATUCS SIK HAiBQOpMaTbHa MOBA.

Exercise 20. Answer the questions on text 2.

1. What is an information system? 2. What is the term information sys-
tem used to refer to in a broad sense? 3. What differs information sys-
tems from information technology and business processes?
4. What is called a work system? 5. What activities is an information
system devoted to? 6. What place does an information system hold be-
tween actions and technology? 7. What do information systems interre-
late with? 8. What can an information system be considered as?

Exercise 21. Memorize the forms of the Participle.

Active Passive
Present buying being bought
Perfect having bought having been bought
Past | e bought

Exercise 22. Give Present and Past Participle forms of the following
verbs:

Stop, cut, forget, begin, order, travel, study, open, play, develop, write,
give, lie, refer, try, profit, compel, carry, repair.

Exercise 23. Translate the following sentences. Define the forms and
functions of the Participle. (It may be used as an attribute,
an adverbial modifier, a part of a verbal predicate)

1. Although accepted for different purposes computers virtually do not

differ in structure. 2. While processing data the computer made a few

mistakes. 3. Computers today are providing an expending range of ser-
vices. 4. Having been given all the instructions the designer was able to

start his work immediately. 5. Programs stored in the memory of a

computer enable the computer to perform a variety of tasks. 6. The

model being shown to us now has been made by one of the best special-
ists of our company. 7. The article on software engineering published in
this magazine was written by the Dean of our Faculty. 8. You can get
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the book recommended by our lecturer in the library. 9. The books lying
on the table belong to my roommate. 10. Having signed the letter the
project manager gave it to the secretary asking her to send it off at once.
11. What do you think of the method being used? 12. An interpreter is a
program translator used for translating high-level language programs
into machine language programs. 13. Changing the program, the com-
puter can be made to work in a different manner.  14. Having devel-
oped Windows Vista Microsoft Company recommended it for use on
personal computers. 15. Application software being presented for an
organization is useful for word processing, billing and accounting.

Exercise 24. Write out all Participles from the text of Exercise 18. Iden-
tify their forms and functions.

Exercise 25. Point out the Objective Participial, Subjective Participial
and Absolute Participial Complexes. Translate the sentenc-
es.

1. Hardware engineer was watched designing ICT devices. 2. | saw him
reinstalling the system of his PC. 3. Software engineers were seen plan-
ning, designing and testing computer programs. 4. Various strategies
and technigues being accessible, security specialists use them to design
security systems. 5. She had her computer repaired. 6. The network re-
quirements having been studied, analysts recommended the most suita-
ble type of the network. 7. The successful candidate was considered be-
ing responsible for managing the database. 8. She watched him writing
an antivirus program. 9. The data being encrypted, a malicious program
cannot corrupt files. 10. He watched the designer creating and maintain-
ing web pages and applications for websites. 11. Computer operator
was watched controlling data processing. 12. He had his system assem-
bled. 13. A special gift having been offered, people happily sent off all
their security details. 14. | saw the computer instructor teaching people
how to protect computer systems and information. 15. Programmers
were seen writing the instructions for customized software.

Exercise 26. Change the following complex sentences into simple ones

using the Objective Participial Construction after the
model:
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Model: | | saw them as they were going to the University. — | saw
them going to the University.

1. 1 saw him as he was reinstalling the system of his PC. 2. We watched
them as they were playing computer games. 3. The teacher observed the
students as they were writing the test. 4. | saw the programmer as he
was setting the computer. 5. She watched him as he was testing a pro-
gram. 6. We noticed our lecturer as he was entering the hall.

Exercise 27. Change the following complex sentences into simple ones
using the Objective Participial Construction after the
model:

Model: | The system analyst repaired her computer. — She had
her computer repaired.

1. His friend assembled a system for him. 2. The photographer took a
photo of him. 3. The typist typed his article for him. 4. The waitress
brought them dinner. 5. His students made reports for him. 6. Their lec-
turer organized an excursion for them. 7. The organizers of the exhibi-
tion provided a working place for them. 8. They altered devices for
them.

Exercise 28. Change the following complex sentences into simple ones
using Absolute Participial Complex as in the models.

Model 1: | As the University was far from here, | went there by bus.
— The University being far from here, | went there by
Model 2: | bus.

When the work had been done, they went home.

— The work having been done, they went home.

1. As his mother teaches English, she knows the language very well.
2. As he was ill, he couldn’t go to the University. 3. When our teacher
had visited the IT exhibition, we asked him to tell us about it. 4. When
the lessons were over, the students went home. 5. After the sun had ris-
en, we continued studying. 6. As all shops were closed, we couldn’t buy
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any peripheral for our computer. 7. As the book had been printed, we
hoped to get it soon. 8. As the key had been lost, we couldn’t get into
the study. 9. After the computer had processed the data on the aircraft
arrivals and departures, the plan of the airport’s work was made.
10. After a new method had been studied in detail, the committee de-
cided to introduce it at almost all the plants.

Exercise 29. Translate into English using Objective or Absolute Parti-
cipial Complex.

1. Mu cnocrepiraiu, sSIK BOHH TIpajli B HOBY KOMII'IOTEPHY TIpYy.
2. Bonu uynu, sk OaThbKH PO3MOBIISUIM aHIJIIHCHKOIO MOBOKO. 3. Mu
Oauniy, sIK BUKJIAJa4 3aXOMuB A0 ayautopii. 4. OCKUTbKU JekTop OyB
XBOpHil, y Hac He Oymo apyroi mapu. 5. Mu momituim, SK BOHA
3acMisnacsi. 6. MeHi BigpemoHTyBasu koM 'totep. 7. Komu Most cecrpa
3aKiHYMJIa IIKOJy, BOHA BCTyNmWja 10 yHiBepcutery. 8. Ham mamu
3alpoIlleHHsT Ha BUCTAaBKY HOBITHIX KOMII'FOTEPHUX TeXHOJOrid. 9.
Ockinbku Oyj10 BKe Ii3HO, BCi j1abopatopii Oynu 3aumneHi. 10. Tomy
oo TpUHTEp OyB HECTpaBHUH, S HE 3MIT HaapyKyBaTH crarTio. 11.
Konu 3aHsTTS 3aKIHUMINCS, CTYAEHTH HAIOi ITPYIH MILUIH JOJ0MY.

Exercise 30. Study the vocabulary to text 3.

Department — Bimmin

engineering approach — Texmiunmii migxin

System Development Life Cycle (SDLC) — xuTTeBuii UK po3pOOKH
CHUCTEMHU

accomplish — sniiicaroBaTH; qOCSTaTH

outsource — 1) BimmaBatu poOOTy Ha CTOPOHY, IEPEBOIUTH
BHPOOHUIITBO B IHIIMNA PErioH 2) 3aJy4aTd pecypcu 3i
CTOPOHU

off-shoring — mpakruka nepemimieHHst po6o4oi 6a3u KOMMaHii B iHIIY
Kpainy

land information system — nanmmadTHa iHpopmariiiina cucrema
emerge — BHHUKATH

spatial information system — npocroposa indopmariiiina cucrema
recognition — 1)Bu3HaHHs 2) yni3HaBaHHS, pO3Mi3HABAHHS
specification — 1) cnenudikaris 2) yrouHeHHs, KOHKpETU3ALlis
maintenance — TexHiuHe 00CIyroByBaHHS
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concerned with — o’ si3anuit 3

COre — OCHOBHUH, LICHTPAJIbHUI

identity — 1) TOTOXHICTb, INCHTHYHICTH 2) CIPaBXKHICTh, ICTUHHICTb
3) iIHAMBITyaNBHICTD, 0CO0A

be subject to smth — mepebyBatu mim mai€r0 9oroch, OYTH 00’€KTOM

4Oroch

debate — nebatu, auckycis

scholar — Buenmii

artifact — apredaxr

interplay — B3aemomist

Exercise 31. Translate the word combinations below into Ukrainian.

Information technology department; to strongly influence; a series of
methodologies; in order to develop and use an information system; en-
gineering approach; a systematic procedure; to occur in sequence; can
be accomplished; the geographical distribution; can be broadly consid-
ered; information gathering; system design; system implementation;
subject to debate among scholars.

Exercise 32. Read and translate text 3.
Text 3. Information System Development

Information technology department in larger organizations tends
to strongly influence information technology development, use and ap-
plication in the organizations, which may be a business or corporation.
A series of methodologies and processes can be used in order to develop
and use an information system. Many developers have used a more en-
gineering approach such as the System Development Life Cycle
(SDLC) which is a systematic procedure of developing an information
system through stages that occur in sequence. An information system
can be developed in house (within the organization). This can be ac-
complished by outsourcing certain components or the entire system. A
specific case is the geographical distribution of the development team
(Off-shoring, Global information system).

Geographic information systems, land information systems and
disaster information systems are also some of the emerging information
systems but they can be broadly considered as spatial information sys-
tems. System development is done in stages which include: problem
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recognition and specification, information gathering, requirements spec-
ification for the new system, system design, system construction, system
implementation, review and maintenance, information systems research,
which is generally concerned with the study of the effects of infor-
mation systems on the behaviour of individuals, groups and organiza-
tions.

Although information systems as a discipline has been evolving
for over 30 years now, the core focus or identity of IS research is still
subject to debate among scholars. There are two main views around this
debate:  a narrow view focusing on the IT artifact as the core subject
matter of IS research, and a broad view that focuses on the interplay
between social and technical aspects of IT.

Exercise 33. Find in text 3 the English for:

3aCTOCYBaHHS B Oprasizamisx; po3poOka iH(opMaIiiiHol cucremu;
rmoeranHo; iH(opMalliiHi CUCTEeMH, IO 3’SBJISIOTHCS;, BHU3HAYCHHS Ta
YTOYHEHHA 3a/1a4il; BU3HAYEHHS BUMOT JI0 HOBOI CHCTEMU; JTOCHIIKEHHS
iHboOpMaIITHUX ~ CHCTEM; MOCTIKEHHS BIUIMBIB iH(pOpMaIiiHuX
CHCTEM; TIOBENiHKA JIFOJICH, TPYN Ta OpraHi3aiii; OCHOBHA yBara; JBa
TFOJIOBHMX MOTJISAAM; B3a€EMOJIS MDK COLIAJIBHUMHM Ta TEXHIYHUMH
acreKTaMu iH(QOpMAaIIHHAX TEXHOJIOT1H.

Exercise 34. Make up questions to the italicized parts of the sentences.

1. A series of methodologies and processes can be used in order to de-
velop and use an information system. 2. An information system can be
developed in house. 3. System development is done in stages. 4. Infor-
mation system research is generally concerned with the study of the ef-
fects of information systems on the behaviour of individuals. 5.
There are two main views around this debate. 6. A broad view focuses
on the interplay between social and technical aspects of IT.

Exercise 35. Do the following assignments.

1. Explain a distinction between information systems, computer systems
and business processes.

2. Compare various types of information systems.

3. Name a series of methodologies used for an information system de-
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velopment.

Exercise 36. Study the vocabulary to text 4.

Executive information system (EIS) — indopmariiina cucrema s
KEepiBHUKIB

intend — npusHauaTH

Senior executive — kepiBHUK BHUILOTO PaHTy

chief executive officer — «kepiBHuk, rojoBHa TMocamoBa 0co0a,
reHepajJbHUN JIUPEKTOP (xomnanii,
nionpuemcmaea)

emphasis — akiieHT, Haroyoc, 0co0JMBa yBara

drill-down capabilities — moxxmBocCTI meramizamii

enterprise-wide — (3a2anbro)kopropaTHBHUIA, B MaciTabi miAMpueMCTBa
highlight — miakpecntoBaTH, BUILISTH

chief executive officer — «kepiBuuk, rojoBHa TmocamoBa 0coba,
reHepajbHUN JIAPEKTOP (xomnanii,
nionpuemcmaea)

objective — minp

Cross — nepeTuHaTu

adopt — mpuitmMaTH, 3ampoBaHKyBaTH
arrangement — oprasizartis

customize — HaJAIITOBYBATH, aalTyBaTH

Exercise 37. Translate the word combinations below into Ukrainian.

Intended to facilitate and support the information; information relevant
to meeting the strategic goals of the organization; easy-to-user interfac-
es; to help top-level executives analyze, compare, and highlight trends;
mainframe computer-based programs; to provide sales performance;
chief executive officer; to satisfy senior executives’ needs; cross com-
puter hardware platforms; to get access to the company’s data.

Exercise 38. Read and translate text 4.

Text 4. An Executive Information System

An Executive Information System (EIS) is a type of management
information system intended to facilitate and support the information
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and decision-making needs of senior executives by providing easy ac-
cess to both internal and external information relevant to meeting the
strategic goals of the organization. It is commonly considered as a spe-
cialized form of a Decision Support System (DSS).

The emphasis of EIS is on graphical displays and easy-to-user in-
terfaces. They offer strong reporting and drill-down capabilities. In gen-
eral, EIS is enterprise-wide DSS that helps top-level executives analyze,
compare, and highlight trends in important variables so that they can
monitor performance and identify opportunities and problems.

Traditionally, executive information systems were developed as
mainframe computer-based programs. The purpose was to package a
company’s data and to provide sales performance or market research
statistics for decision makers, such as financial officers, marketing di-
rectors, and chief executive officers. The objective was to develop com-
puter applications that would highlight information to satisfy senior ex-
ecutives’ needs.

Today the application of EIS is not only in typical corporate hier-
archies, but also at personal computers on a local area network. EIS now
crosses computer hardware platforms and integrates information stored
on mainframes, personal computer systems, and minicomputers. As
some client service companies adopt the latest enterprise information
systems, employees can use their personal computers to get access to the
company’s data and decide which data are relevant for their decision
makings. This arrangement makes all users able to customize their ac-
cess to the proper company’s data and provide relevant information to
both upper and lower levels in companies.

Exercise 39. Find in text 4 the English for:

iHpopMariiiiHa cucremMa Ui KepiBHUKIB, TUITXOM 3a0e3MeueHHS
JIETKOTO JOCTYITy; 3a3BHYail PO3MIIANATHCS SIK; TpadidHi 300paKeHHS,
MOJIMBOCTI JleTalli3aiii; BHU3HAYaTH NEPCHEKTHUBU Ta TPOOIeMH;
CTAQTHCTHKA JIOCIIDKEHHS PHHKY; JIOKaJIbHA MEpeXka; BUKOPHUCTOBYBATH
CBOT IepCOHANIBHI KOMIT FOTEpH JUIsl OTPUMAHHS JOCTYITY 10 0231 JaHuX
KOMIaHiil, BHpPINIyBaTH, sSKa iHPOpPMAIlSl € CYyTTEBOI UIA HMPUHHATTS
pillIeHb.
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Exercise 40. Answer the questions on text 4.

1. What is an executive information system? 2. What is it commonly
considered as? 3. What does EIS emphasize? 4. What does EIS help
top-level executives do? 5. What were executive information systems
developed as? What for? 6. What is the application of EIS today?
7. What enables employees to get an access to the company’s data using
their personal computers? 8. What does this arrangement allow?

Exercise 41. Fill in the blanks with prepositions in, on, of, to, at, by, as,
for where necessary.

1. EIS is intended to facilitate the information and decision-making
needs ... senior executives ... providing an access ... internal and exter-
nal information relevant ... meeting the strategic goals ... the organiza-
tion. 2. The application of EIS is also ... personal computers ... a local
area network. 3. The purpose is to provide statistics ... decision makers.
4. ... general, EIS helps top-level executives analyze trends ... important
variables. 5. It is considered ... a specialized form ... DSS. 6. The em-
phasis is ... graphical displays and easy-to-user interfaces. 7. EIS was
developed ... mainframe computer-based programs. 8. EIS integrates
information stored ... mainframes, PCs and minicomputers. 9. Employ-
ees can use their PCs to get access ... the company’s data relevant ...
their decision makings. 10. All users are able to customize their access
... the proper company’s data and provide relevant information ... upper
and lower levels ... companies.

Exercise 42. Decipher the abbreviations below:
IS, IT, EIS, DSS, ICT, SDLC, PC.

Exercise 43. Find some additional information and speak on:
1. Information System Concept.

2. Information System Types.

3. Information System Development.
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UNIT 11. COMPUTER SECURITY
Exercise 1. Study the basic vocabulary.

a) terms
computer security — komi’1oTepHa Oe3mexa
web server — Beb-cepBep
computer technology — o6uncioBaabHa TEXHIKA
(un)authorized use — (ue)3axonne/(He)npaBounHHe/(HE)CAHKIIOHOBAHE
BUKOPUCTAHHS
(un)authorized user — (He)paBOMOYHHI KOPUCTYBAY
break (p.broke, pp. broken) into a system — “smamyBatn” (HE3aKOHHO
MPOHUKATH B) CUCTEMY
protection of information — 3axucT iHpopmarrii
confidentiality — xoudinentiinicTs
integrity — riicHicTh (Oanux)
authentication — ayrentudikaris, mepeBipka (cnpasoicrocmi)
trustworthiness of data — mocroBipHicT JaHMX
hacking — xakepcTBO
compromise — 1) mopyiryBatu (kowrioenyitinicms), pO3TONOIIYBATH
(3acexpeueny ingpopmayiro) 2) 3MaMyBaTH (cucmemy)
deny (access/resources) — BigmoBustu (y  Oocmyni/pecypcax);
3anepeyyBaTu
denial of service attack — ataka Tumy “BiaMoBa B 00CTyroBYBaHHI” (0is,
WO CRpUYUHAE BIOMOBY 6 00CIY208Y8aAHHI
3AKOHHUX KOPUCIYBAYIB)
access control — koHTpoJIb 32 JOCTYIIOM
maintain control — miaTpuMyBaTH KOHTPOIIH
nonrepudiation — HeMOXJTUBICTh 3arepedeHHs aBTOPCTBA
privacy — KkoH}iIeHIIHICTh IePCOHATBHOI iH(pOPMAILii, TPUBATHICTH
register with an Internet site — peectpyBaTrcst Ha iHTEpHET-CalTI
sensitive information — cekperna/koHdineniiina iHhopmarris
(un)trustworthy — (ue)uamiiiamii
computer crime — KoMIT’ F0TEpHA 3JI0YHHHICTh, BAKOPHCTAHHSI
KOMIT'FOTEpa 3 METOIO CKOEHHSI [TPABOIOPYIIEHb
prevention — 3amoGiranHs
detection — BusiBneHHs
remediation — BUnpaBiIeHHs, mym: JTKBiaLlis HACIIIKIB
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anonymity — aHOHIMHICTb

b) nouns

concern — 1) 3aHenokoeHHs, TypOoTa 2) 3alliKaBIIEHICTb, iHTEpeC

3) ydactb
count — mizpaxyHoK
implication — migrekcT, 3MiCT; Te, IO MAETLCS Ha yBasi
intruder — ocoba, 1110 HE3aKOHHO BAEPIACS; 3TTOMIIUK
theft — kpaaikka

corruption — 1) 3wmiHa, BUKpUBJECHHS (iHhopmayii, mexcmy)

TIOIIKO/KEHHS

tampering — 1) ncyBanns 2) danbiryBaHHs, miapooka
collapse — 1) pyiiHyBanHs 2) BUXiJ 3 J1axy

party — cropoHa, cy0’€KT, y4aCHHK

breach — mopymenus

disclosure — po3kpuTTs, BAKPUTTS

COMpOSite — KOMITIEKC, CYKYITHICTh

2)

reach — 1) posmax, 2) cohepa (énausy) 3) mpocTip, MPOTHKHICTH

4) pamiyc mii

¢) verbs

hide (p. hid, pp. hidden) — xoBaTu
attempt — mpoOyBaTH, HaMaraTucs
remain — 3agumaTics

phrase — BUCIIOBIIOBATH

claim — crBepmKyBaTH, 3aSBISTH
entitle (to) — naBatu npaBo (Ha)
assure — rapaHTyBaTH; 3a0e3MeUyBaTH

d) adjectives

crippled — npunatHuit; OpakoBaHuii; 3iCOBaHU
sensitive — 1) uyriauBuii 2) KoHbiKeHIITHAI

elusive — 1) HeBupa3HHii, HETMIEBHUI 2) BaXKKOIOCSHKHHIA
embarrassing — 3aruTyTyBaJbHHI; TaKHA, 0 YCKIIATHIOE
disastrous — kaTactpodiunuii, 3ryOHuit

(im)proper — (He)npaBUIBbHUH, (HE)HATCKHUMA, (HE)BIAMOBITHUH

detectable — takuii, 110 MOke OyTH BHSIBIICHUH
(un)available — (ae)nocrymuuii
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convinced — BIICBHEHUIA, TIEpEKOHAHHI

e) adverbs

constantly — mocriiino

respectively — BiamoBigHo

somewhat — geskor0 Miporo, MOYacTH, JEII0
instead (of) — 3amictn

deliberately — maBmucHe, cBimomo
legitimately — 3akoHHO, 0OIPyHTOBaHO
primarily — roJIOBHUM YHHOM; TIEpeayCiM
particularly — 1) ocobmuBo 2) 30kpema
conversely — naBmaku

perhaps — MOXJTHBO

f) conjunctions
while — B Toi1 yac sK; Tozi K
ifiwhether — un

Exercise 2. Choose verbs among the following words. Put the first let-
ters of the verbs into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Reliability, properly, collect, primarily, modification, occur, legit-
imately, maintain, accurate, theft, provide, deliberately, particular, re-
main, accessible, organize, remediation, detectable, motivate, untrust-
worthy, prevention, imply, embarrassing, store, detectable, enable.

- r r [ [ [ [ |

Exercise 3. Give synonyms (a) and antonyms (b) for the following
words:
a)

security, worry, concern, significant, computation, shrink, common, ac-
curate, automobile, determine, attempt, objective, include, collapse, un-
trustworthy, individual, major, breach, restrict, improper, unauthorized,
desired, deliberately, primarily, hide, in addition to;
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b)

security, significant, strong, early, military, easy, common, accurate,
include, accessible, intended, valuable, often, instead of, major, restrict,
relevant, deliberately, deny, broad.

Exercise 4. Write derivatives of the words below and explain their
meanings.
Model: differ — difference — differentiator — different — differently

Differ, protect, access, communicate, change, mean, process, deny,
industry, restrict, system, relevant, expect, imply, receive, apply, able,
maintain, collect.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

To stop unauthorized users from accessing any part of your computer
system; the objective of computer security; to protect from publication,
tampering or collapse; the strategies and methodologies of computer
security; elusive objective; enabling wanted computer behaviour;
breaches of confidentiality; the need for keeping information secret; au-
thorized parties; “denial of service” attacks; attacks against availability;
confidentiality applied to an individual; to register with an Internet site;
a person’s information seeking habits; to maintain control over what
information is collected, how it is used, who may use it, and what pur-
pose it is used for; the conceptual reach of computer security; preven-
tion, detection, and remediation of attacks; identity and anonymity in
cyberspace.

Exercise 6. Read and translate text 1.

Text 1. Computer Security Strategies and Methodologies

People have worried about the security of their computers for
many years, and computer security concerns have always been a signifi-
cant factor in the development and application of computer technology
throughout society.

In the early development of computers, security was a strong fac-
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tor — the computations that motivated their development had military
applications. But the computers themselves were so big and so few that
they were relatively easy to protect simply by limiting physical access to
them, to their programmers and operators. Today, computers have
shrunk so that a web server can be hidden in a matchbox and have be-
come so common that few people can give an accurate count of the
number they have in their homes and automobiles. Computers constant-
ly communicate with one another; an isolated computer is crippled. The
meaning and implications of “computer security”” have changed over the
years as well.

Today computer security refers to the branch of computer tech-
nology that deals with preventing and detecting unauthorized use of
your computer. Prevention measures help you to stop unauthorized users
(also known as ““intruders”) from accessing any part of your computer
system. Detection helps you to determine whether or not someone at-
tempted to break into your system, if they were successful, and what
they may have done.

The objective of computer security includes protection of infor-
mation and property from theft, corruption, or natural disaster, while
allowing the information and property to remain accessible and produc-
tive to its intended users. The term computer system security means the
collective processes and mechanisms by which sensitive and valuable
information and services are protected from publication, tampering or
collapse by unauthorized activities or untrustworthy individuals and un-
planned events respectively. The strategies and methodologies of com-
puter security often differ from most other computer technologies be-
cause of its somewhat elusive objective of preventing unwanted com-
puter behaviour instead of enabling wanted computer behaviour.

The major technical areas of computer security are usually repre-
sented by the initials CIA: confidentiality, integrity, and availability or
authentication.

Confidentiality means that information cannot be accessed by
unauthorized parties. Confidentiality is also known as secrecy; breaches
of confidentiality range from embarrassing to disastrous. The need for
keeping information secret arises from the use of computers in sensitive
fields such as government and industry. For example, military and civil-
ian institutions in the government often restrict access to information to
those who need that information.
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Integrity refers to the trustworthiness of data or resources, and it
is usually phrased in terms of preventing improper or unauthorized
change. Integrity means that information is protected against unauthor-
ized changes that are not detectable to authorized users; many incidents
of hacking compromise the integrity of databases and other resources.

Availability refers to the ability to use the information or re-
source desired. Availability is an important aspect of reliability as well
as of system design because an unavailable system is at least as bad as
no system at all. The aspect of availability that is relevant to security is
that someone may deliberately arrange to deny access to data or to a
service by making it unavailable. Availability means that resources are
accessible by authorized parties; “denial of service” attacks, which are
sometimes the topic of national news, are attacks against availability.

Authentication means that users are who they claim to be. Au-
thentication is really a prerequisite for the first three properties, since
without proper authentication it is not possible to determine whether a
disclosure or modification has been properly authorized.

Other important concerns of computer security professionals are
access control and nonrepudiation. Maintaining access control means
not only that users can access only those resources and services to which
they are entitled, but also that they are not denied resources that they
legitimately can expect to access. Nonrepudiation refers to assuring
that a neutral third party can be convinced that a particular transaction or
event did (or did not) occur. It is primarily of interest in the context of
communication protocols, particularly for legal or financial transactions.
It implies that a person who sends a message cannot deny that he sent it
and, conversely, that a person who has received a message cannot deny
that he received it.

While confidentiality, integrity, availability, authenticity, access
control, and nonrepudiation are the most important concerns of a com-
puter security manager, privacy, which can be viewed as confidentiality
applied to an individual, is perhaps the most important aspect of com-
puter security for everyday Internet users. Although users may feel that
they have nothing to hide when they are registering with an Internet site
or service, privacy on the Internet is about protecting one’s personal
information, even if the information does not seem sensitive. Because of
the ease with which information in electronic format can be shared
among companies, and because small pieces of related information from
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different sources can be easily linked together to form a composite of,
for example, a person’s information seeking habits, it is now very im-
portant that individuals are able to maintain control over what infor-
mation is collected about them, how it is used, who may use it, and what
purpose it is used for.

In addition to these technical aspects, the conceptual reach of
computer security is broad and multifaceted. Computer security is con-
cerned with topics such as computer crime; the prevention, detection,
and remediation of attacks; and identity and anonymity in cyberspace.

Exercise 7. Find in text 1 the English for:

HEJIOCTYITHA CHCTeMa; MIOJICHHI KOpHUCTyBadi [HTEepHETY; pPO3BHTOK i
3aCTOCYBaHHS KOMII'FOTEPHUX TEXHOJNOTIH B YChOMY CYCIIIBCTBI;
Heba)kaHa TOBEJIHKA KOMIT'IOTepa; HE3aKOHHE BUKOPHCTAHHS,
3aJIMIIATACA  JOCTYHHHM 1 KOPHUCHHM; HeE3aIlVlaHOBaHI  IOJIi;
MOpyUIyBaTd ITiCHICT, 0a3 JaHWX; KOHIENTYalbHUHA TPOCTIp
KOMIT'FOTepHOI O€3MeKHd; BiAMOBiAHA iH(OpMAILiS 3 PI3HUX JKEpEN;
CYKYyIIHICTh ~TIPOIleCIB 1 MeXaHi3MiB; OOMEKYBaTH JOCTYIl IO
iH(dopMarii; HeMPaBOMOYHUN KOPHCTYBAd, IOB’S3aHUHN 13 CEKPETHICTIO
ramysi; 3axuct iH(oOpMarmii Ta BIACHOCTI Bil BHKpaACHHS,
TTOIIKOKEHHS a00 MPHUPOIHOTO JIMXa; HeHaIiHI 0coOH; HEPaBOMOYHI
Cy0’€KTH; BU3HAYNATH, YM HAMAraBCs XTOCh ‘“‘3JlaMaTH’ Ballly CHCTEMY;
BIIChKOBI Ta NWBUIBHI yCTAaHOBW; TOYHO IiIPaxOByBaTH,; Ha paHHII
cTanmii pO3BUTKY KOMIT'IOTEpiB; 0OpaHi KOpHCTyBadi; MHUTaHHS
KOMIT'FOTepHOI Oe3nexu; oOMexyBaTH (GI3WYHHNA JOCTYH; 3amo0ibKHI
3aXOM; HEMIKIIYeHHH [0 Mepexi KOMIT'IoTep; IOpPHINYHI abo
(hinaHCOBI TpaH3aKIlii; HE3aKOHHA MiSTbHICTD; TOCTOBIPHICTh JaHUX 200
pecypciB; 3abe3nedyeHHs KOHTPOJIO 32  JIOCTYIIOM; HAaBMHCHO
BIIAIITOBYBAaTH 3a00pPOHY NOCTYIY IO IaHWX; KOH(QiAEHIiHA 1 I[iHHA
iHhopMartis; 3amodiraHas HeIOPEYHNM a00 HECAHKITIOHOBAHIM 3MiHaM.

Exercise 8. Say whether the statements below are true or false. Cor-
rect the false ones.

1. Only recently have computer security concerns become a significant
factor in the development and application of computer technology
throughout society. 2. Earlier computers were relatively easy to protect
by using specially designed software. 3. In the early development of
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computers the computations that motivated their development had civil-
ian applications. 4. Computers constantly communicate with one anoth-
er; an isolated computer is crippled. 5. The meaning and implications of
“computer security” have never changed. 6. Today computer security
refers to the branch of computer architecture that deals with protecting
computer networks from malicious intrusion. 7. Confidentiality means
that information cannot be accessed by intended users. 8. Breaches of
confidentiality range from embarrassing to disastrous. 9. The need for
keeping information secret arises from the use of computers in such
fields such sports and tourism. 10. Integrity refers to the trustworthiness
of data or resources, and it is usually phrased in terms of preventing
necessary change. 11. Authentication refers to the ability to use the in-
formation or resource desired. 12. Availability means that resources are
accessible by authorized parties. 13. Access control implies that a per-
son who sends a message cannot deny that he sent it and, conversely,
that a person who has received a message cannot deny that he received
it. 14. Privacy can be viewed as confidentiality applied to an individual.
15. The conceptual reach of computer security is narrow and highly spe-
cialized.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1. to worry about a) trustworthiness of data or re-
sources

2. to motivate b) confidentiality

3. to protect by c) other computer technologies

4. to differ from d) the security of computers

5. to range from e) limiting access

6. to restrict f) control

7. to refer to g) among companies

8. to be viewed as h) development

9. to be shared i) access to information

10. to maintain j) embarrassing to disastrous

Exercise 10. Fill in the blanks with prepositions on, in, to, of, by, with,
about, for, throughout, from, against where necessary.
1. People have worried ... the security ... their computers ... many
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years. 2. Computer security concerns have always been a significant
factor ... the development and application ... computer technology ...
society. 3. Earlier computers were relatively easy to protect simply ...
limiting physical access ... them, ... their programmers and operators.
4. Today computer security refers ... the branch ... computer technolo-
gy that deals ... preventing and detecting unauthorized use ... your
computer. 5. Prevention measures help you to stop unauthorized users

.. accessing ... any part ... your computer system. 6. Breaches ... con-
fidentiality range ... embarrassing ... disastrous. 7. The need ... keep-
ing information secret arises ... the use ... computers ... sensitive fields
such as government and industry. 8. Integrity means that information is
protected ... unauthorized changes that are not detectable ... authorized
users. 9. The aspect ... availability that is relevant ... security is that
someone may deliberately arrange to deny ... access ... data or ... a
service ... making it unavailable. 10. Privacy, which can be viewed as
confidentiality applied ... an individual, is perhaps the most important
aspect ... computer security ... everyday Internet users. 11. Privacy

.. the Internet is ... protecting one’s personal information, even if the
information does not seem sensitive. 12. ... addition ... these technical
aspects, the conceptual reach ... computer security is broad and multi-
faceted.

Exercise 11. Fill in the blanks with proper terms (access control, com-
puter security, authentication, availability, prevention measures, hon-
repudiation, privacy, confidentiality) to complete the sentences.

1. is the most important aspect of computer security for eve-
ryday Internet users that can be viewed as confidentiality applied to an
individual. 2. is assuring that a neutral third party can be con-
vinced that a particular transaction or event did (or did not) occur.
3. is the ability to use the information or resource desired.
4. is the branch of computer technology that deals with pre-
venting and detecting unauthorized use of your computer. 5. is
the property meaning that information cannot be accessed by unauthor-
ized parties. 6. is assuring that users are who they claim to be.
7. is allowing users to access only those resources and ser-
vices to which they are entitled and not denying resources that they le-
gitimately can expect to access. 8. are measures that help you
to stop unauthorized users (also known as “intruders”) from accessing
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any part of your computer system.

Exercise 12. Answer the questions on text 1.

1. Was computer security a strong factor in the early development of
computers? Why? 2. Why were earlier computers easy to protect?
3. What is computer security today? 4. What are the purposes of pre-
vention and detection measures in terms of computer security? 5. What
does the objective of computer security include? 6. Why do the strate-
gies and methodologies of computer security differ from most other
computer technologies? 7. What are the major technical areas of com-
puter security? 8. What does confidentiality of information imply?
9. What does the need for keeping information secret arise from?
10. What does integrity of information refer to? 11. What is availability
of information? 12. What does authentication mean? 13. What does
maintaining access control mean? 14. What is nonrepudiation? 15. What
is privacy on the Internet? Why is it important? 16. How can the con-
ceptual reach of computer security be described? What topics is it con-
cerned with?

Exercise 13. Put all possible questions to the sentences below.

1. Computers constantly communicate with one another. 2. Detection
helps you to determine whether or not someone attempted to break into
your system. 3. The objective of computer security includes protection
of information and property from theft, corruption, or natural disaster.
4. The strategies and methodologies of computer security often differ
from most other computer technologies. 5. Breaches of confidentiality
range from embarrassing to disastrous. 6. Availability refers to the abil-
ity to use the information or resource desired. 7. Many incidents of
hacking compromise the integrity of databases and other resources.

Exercise 14. Translate into English.

1. TlutanHs KOMI'IOTepHOI Oe€3mekn 3aBkau Oyllo  BaXKIIMBUM
(hakTopoM y po3poOIi Ta 3aCTOCYBaHHI KOMIT FOTEPHHX TEXHOJOTIH B
ychoMy cycmiibCTBi. 2. Ha pasHil cramii po3BHUTKY KOMIT IOTEpIB
Oesrieka Oysna BaKIMBUM (aKTOPOM, OCKUIBKM OOYMCIIEHHA, LIO
CIyXXHJIM TPUYMHOIO iX po3poOKHM, Masil BiMCHKOBE 3aCTOCYBaHHS. 3.
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Anle cami KOMIT'IOTEpH OyaM TaKMMH BEJIHKHMMH 332 PO3MIpaMH Ta
HEYUCIICHHUMH, 10 3a0e3nedyBaTd ix 3axucT OyJ0 BiJHOCHO JIETKO,
OpocTO OOMEXHBIIM (i3UYHUH AOCTYN A0 HHUX MPOTPaMiCTIB Ta
ornepatopiB. 4. CboromHi KOMIT I0TEP-HOO OE3MEK0I0 Ha3UBAIOTh raly3b
OOYHUCITIOBANBHOI TEXHIKK, MPEAMETOM KO € 3armo0iranHs i BUSBICHHS
HE3aKOHHOTO BUKOpDHCTaHHS Bamoro komm’rorepa. 5. Cucrema
BUSIBJIGHHS JIOTIOMara€ BHU3HAYUTH, YM HamaraBcsi XTOChb ‘‘31aMatu’
Bally CHCTEMY, YW BJAIOCA IM Il 1 1[0 BOHM MOTJH 3poOuThH. 6.
Komm’rorepHa Oe3meka mpu3HaueHa I 3axucTy iHdopmarii Ta
BJIACHOCTI BiJl BHMKPAJCHHS, IOIIKO/MKEHHSI a00 MPHUPOJHOrO JIMXa,
OJTHOYACHO JIal0YM MOKJIMBICTH 3ajHINaTH I1H(OPMAII0 Ta BJIACHICTbH
JNOCTYITHHMU W KOPHCHUMH JIsi OOpaHMX KOpUCTyBauiB. /. TepMmiH
“koMIT’ FOTepHa Oe3reka” 03Hava€e CYKYITHICTh MPOIIECB 1 MEXaHi3MiB, 3a
JIOTIOMOTOI0  SIKUX KOH(DijeHIiliHa 1 IiHHA iH(opMaIlis Ta MOCIYTH
3aXMINAIOThCS  BiJl  OMyONiKyBaHHs, TICyBaHHS Ta  3HUIICHHS
HEHaIIMHUMH oco0aMu a00 BHACIIZOK HE3aKOHHOI MISJIBHOCTI 4H
He3amlaHoBaHux momid. 8. KoHdimeHUiAHICT oO3HaYae, IO J0
iHbopMarllii He MOXYTh MaTH JOCTYIl HEIpaBOMOYHI cy0’ekt. 9.
HeoOximuicTs TpuMatu iH(OpMaIiio B CEKpeTi BHHHUKAE depe3
BUKOPHCTAHHSI KOMII'FOTEPIB y TIOB’S3aHUX 13 CEKPETHICTIO Taly3sX,
TaKuX sK Jep)KaBHE yIpaBIiHHS Ta MpoMucioBicTh. 10. V BiificbkoBHX
Ta IUBITPHUX YPSAAOBHX YCTAHOBaX JMJOCTyH [0 iHGopmarii yacto
O0OMEXyeTbCs THMH, KoMy ISl iH(popmariss HeoOxigna. 11. IimicHicTio
Ha3WBalOTh JIOCTOBIPHICTh NaHWX abo pecypciB, i 3a3BWYail mpo Hel
TOBOPSTH B KOHTEKCTI 3amo0iraHHs HEZ0pCIHIM abo
HECAHKI[IOHOBaHMM 3MiHaMm. 12. baratro BumaikiB XaKepcTBa
MOPYIIYIOTh NUTICHICTH 0a3 MaHWX Ta iHmuX pecypcis. 13. loctymHicTio
Ha3WBalOTh MOXUIMBICTh KOPUCTYBATHCS MOTPIOHOIO iH(OpMaIieto abo
pecypcom. 14. Arakm Tumy “BiaMOBa OOCITyroBYBaHHS, IO 1HOAI €
TEMOI0  3arajJibHOHAIIOHAJBHUX  HOBHMH, €  HamaJamMd  Ha
JIoCTymHICTh. 15. AyTenTudikamis o3Havyae, 0 KOPHCTYBa4 CIPaBAi €
TUM, KHM BiH cTBepikye. 16. be3 HamexHoi ayreHTHdIKamii
HEMOXIIMBO BU3HAYHUTH, YA MPABOYMHHUMH € 3pOOJIeHI 3MiHH. 17.
3a0e3meyeHHsT KOHTPOJIO JOCTYIY O3Hadae HE TUIBKA Te, IO
KOPHUCTYBadi MOXKYTh MaTH JOCTYII JIMIIE IO TUX PECYPCIB i Mociyr, Ha
SIKI BOHM MalOTh IIPaBo, aje TaKoX 1 Te, 0 iM He 3a00pOHEHI pecypcH,
N0 SKHX BOHM OOIPYHTOBaHO CIOJIBAaIOTbCS MaTH JocTym. 18.
HemoxnuBicTe 3amepedeHHsT aBTOPCTBa O3Hayae, MO0 ocoda, sKa
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HAJCWIA€ TOBIJOMIICHHS, HE MOXE 3alepedyBaTH, II0 BOHA HOro
HaJiciana, i, HaBMaKW, 10 0co0a, sfKa OTpUMalia IOBiIOMIICHHS, HE
MOXeE 3allepedyBarT, 1o BoHa Horo orpumana. 19. [IpuBatHicTh, sika
MOXE PO3TIsAaTHCS SIK KOH(iIeHIIHHICTE CTOCOBHO OKpeMOi 0cobw,
MOXKJIMBO € HaWBaXJIMBIIIUM aCICKTOM KOMII' FOTEPHOI Oe3IeKu Jyis
moaeHHux kopucrysauiB [Htepuery. 20. [IpuBathicts B IHTEpHETI — 1IE
3axucT ocobucToi iHpopMmamii, HaBiTh SKIO [F iHpOpMALis He
BHJIAEThCS KOHQIACHIINHHOW. 21. 3apa3 Iyxke Ba)xJIMBO, MO0M JIIOIHMHA
MOT'JIa KOHTPOJIOBATH, SIKY iH(opMallito Ipo Hei 30uparoTh, K, KM 1 3
SIKOKO METOIO 11 BUKOPUCTOBYIOTb.

Exercise 15. Retell the text “Computer Security Strategies and Method-
ologies”.

Exercise 16. Study the vocabulary to text 2.

Vulnerability — cnabke miciie, Bpa3iuBicThb, YyTIUBICTH
secure — 1) Oesmeynuii 2) OXOPOHATH, 3aXUINATH, 3a0C3MEUyBaTH,
rapaHTyBaTu

threat — 3arposa, Hebesmeka

exploit — mporpama araku, 3mamy

eavesdropping — miCIyXxOByBaHHs, TIEPEXBaT

social engineering — “comianbHa imKeHepis”, COLIOTEXHIKA (MAKMUKA
0bMaHy Kopucmyeauie mepedci abo aominicmpamopa, wo it
BUKOPUCTOBYIOMb  3JI08MUCHUKU 3 Memol0  OMPUMAHHS
naponie, HeoOXIOHUX Ol NPOHUKHEHHA 8 3aXUUeHy
cucmemy)

human error — cy6’eKTHBHA TOMHJIKA, TIOMUJIKA JIFOIHHA

indirect attack — neripsima (ormocepenkoBaHa ) aTaka

backdoor — nasiBka, moTaeMHMI BXil, YOPHUH BXiA, NUIIX 00XOmy

CHCTEMH 3aXHCTY

direct access attack — aTaka mpsiMoro 10CTyIy

chunk (of data) — mopuist (Oanux)

glitch — mporpamua momuska, pozm. “rirox”

privilege escalation — posumpenss npuBineis

flaw — nedexr

remote — BigmaneHui, IMCTaHIIMHUN

media file — mynpTumeniiitauit daiin, menia paiin
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surreptitious — Taemmwit
faint — cnaOkwii
penetrate — npoHukaTu
carelessness — HEYBAXKHICTh, HEOOCPEKHICTh, JICTKOBAXHICTB,
HenoalicTh, HEOTPUMAHHS ITPABHJT O€3IEeKU
deceive — oOMaHOBaTH
deception — oOmaH, OpexHs
gain — 3100yBaTH, JicTaBaT, OJCpPKYBaTH
render — ¢ cnonyuenHi 3 npuKMemHuUKOM TIPUBOJJMTH JIO TICBHOTO CTaHY,
poouTH
consecutive — nociigoBHUI
botnet — GotHeT (Mepedica komn 'tomepis, 8padceHux Npocpamoro, sKa
niompumye 36’530k 3 il po3poOHuxamu 0as mozo, uwoo
Hadcuramu nowmy 6e3 3anumy, amaxysamu eeocaumu ma
in.)
flood — 1) moBinb, moTik HenmoTpiOHOT iHpOpMartii, pozm. “dayn”
2) HAIIOBHIOBATH, 3aTOILJISITH
target system — miapoBa cucTeMa
exhaust — BuuepmyBaTi
attack amplifier — migcumoBay atak
File Transfer Protocol (FTP) mporokon mepemadi (aiiaiB, IpOTOKOI
FTP
DNS — 1) Domain Name System — ciy»06a iMeH JJOMEHIB
2) Domain Name Server — cepBep JOMEHHHX iMEH
launch — 3amyckartu, mounHaTH
commonly — 3a3BuYaii, sIK MPaBHJIO, IEPEBAKHO
malfunction — 1) HecipaBHa po6ota, HenpaBuUiIbHE HYHKIIOHYBaHHS
2) HeMpaBWJIHHO MPAIIOBATH, HE CIIPAI[bOBYBATH
crash —1) aBapiiina BizgmMoBa, 36iii 2) 3a3HaTH aBapii (36010)
anonymize — poOUTH aHOHIMHUM, TIPHXOBYBATH OCOOMCTY iH(OpMAIIit0
cryptosystem — kpunrocucrema
bypass — 1) 06xix 2) o6xoautu
remote access — BiIasieHH TOCTYTI
plain text — HezarmbpoBaHuii TEKCT
remain undetected — 3anuiaTrcs HeBUSBICHUM
rootkit — pymxim (npoepammi 3acobu, wo npuxogyioms HACTIOKU 310MY
ma  xoeaiomv  3acoOu, WO  BUKOPUCTOBYIOMb
BMOBMUCHUKY, — 6I0  AHMUBIPYCHO20 — NPOSPAMHO20

227


http://en.wikipedia.org/wiki/Botnet

3abesneuenis)

binary — nBiiikoBwuii (aiin

hook (into) — migxmrouaTrcs (10)

fake — minpobnsiTh, KypuTH

WOrm — 4epB'sk (npoepama, wo camocmiliiHo NOWUPIOE C8OI KORii no

mepedxrc)

keylogger — norep knaBiaTypu (npozpama uu anapamuuil npUCmpit, wo
peecmpye KOJICHe HAMUCKAHHA  KAAGiul HA K1aiamypi
Komn romepa)

covert — TaeMHU, HEBUJIMMUH, CEKPETHUI

backup media — pesepsHi HOCIT

key drive — ¢uenr-nam’sith

boot — 3aBaHTa)xyBaTH, BAKOHYBATH [IOYATKOBE 3aBaHTAKECHHS

bootable media — 3aBanTaxyBabHMIA HOCI#T

defeat — mepemararwu, JTiKBiTyBaTH

Exercise 17. Translate the word combinations below into Ukrainian.

The techniques for securing a computer system; exploits, eavesdrop-
ping, social engineering and human error; denial of service attacks, indi-
rect attacks, backdoors and direct access attacks; a chunk of data; to take
advantage of a bug, glitch or vulnerability; in order to cause unintended
or unanticipated behaviour; to occur on computer software, hardware, or
something electronic; gaining control of a computer system; allowing
privilege escalation or a denial of service attack; to ensure the quality of
any code released; to fail to discover extremely unusual potential ex-
ploits; to be frequently reused in Trojan horses and computer viruses;
the act of surreptitious listening to a private conversation; to penetrate
the system; malicious individuals; to deliberately deceive the individu-
als; a large number of compromised hosts; to flood a target system with
network requests, to render the system unusable through resource ex-
haustion; attack amplifier; to launch the flood; common vulnerabilities
in applications; merely make the target application malfunction or crash;
a method of bypassing normal authentication; remote access to a com-
puter; to obtain access to plain text; to remain undetected; rootKkits,
which hook into the function calls of the operating system; to fake in-
formation about disk and memory usage; common consumer devices; to
compromise security; software worms, keyloggers, and covert listening
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devices; to download large quantities of data onto backup media; to
defeat the exploit; to encrypt the storage media.

Exercise 18. Read and translate text 2.
Text 2. Vulnerabilities

To understand the techniques for securing a computer system, it is
important to first understand the various types of “attacks” that can be
made against it. The threats can typically be classified into these seven
categories: exploits, eavesdropping, social engineering and human error,
denial of service attacks, indirect attacks, backdoors, direct access at-
tacks.

Exploits. An exploit (from the same word in the French language,
meaning “achievement”, or “accomplishment”) is a piece of software, a
chunk of data, or sequence of commands that take advantage of a bug,
glitch or vulnerability in order to cause unintended or unanticipated be-
haviour to occur on computer software, hardware, or something elec-
tronic (usually computerized). This frequently includes such things as
gaining control of a computer system or allowing privilege escalation or
a denial of service attack. Many development methodologies rely on
testing to ensure the quality of any code released; this process often fails
to discover extremely unusual potential exploits. The term “exploit”
generally refers to small programs designed to take advantage of a soft-
ware flaw that has been discovered, either remote or local. The code
from the exploit program is frequently reused in Trojan horses and
computer viruses. In some cases, a vulnerability can lie in certain pro-
grams’ processing of a specific file type, such as a non-executable me-
dia file.

Eavesdropping. Eavesdropping is the act of surreptitious listen-
ing to a private conversation. Even machines that operate as a closed
system (i.e. with no contact to the outside world) can be eavesdropped
upon via monitoring the faint electro-magnetic transmissions generated
by the hardware. The FBI's* proposed Carnivore program was intended
to act as a system of eavesdropping

'FBI — Federal Bureau of Investigation — ®enepanbhe 610po poscuinysans, OEP (CILIA)
protocols built into the systems of Internet service providers.

Social engineering and human error. A computer system is no
more secure than the human systems responsible for its operation. Mali-
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cious individuals have regularly penetrated well-designed, secure com-
puter systems by taking advantage of the carelessness of trusted individ-
uals, or by deliberately deceiving them, for example sending messages
that they are the system administrator and asking for passwords. This
deception is known as social engineering.

Denial of service attacks. Unlike other exploits, denial of service
attacks are not used to gain unauthorized access or control of a system.
They are instead designed to render it unusable. Attackers can deny ser-
vice to individual victims, such as by deliberately guessing a wrong
password 3 consecutive times and thus causing the victim account to be
locked, or they may overload the capabilities of a machine or network
and block all users at once. These types of attack are, in practice, very
hard to prevent, because the behaviour of whole networks needs to be
analyzed, not only the behaviour of small pieces of code. Distributed
denial of service (DDoS) attacks are common, where a large number of
compromised hosts (commonly referred to as “zombie computers”, used
as part of a botnet with, for example a worm, Trojan horse, or backdoor
exploit to control them) are used to flood a target system with network
requests, thus attempting to render it unusable through resource exhaus-
tion. Another technique to exhaust victim resources is through the use of
an attack amplifier — where the attacker takes advantage of poorly de-
signed protocols on third party machines, such as FTP or DNS, in order
to instruct these hosts to launch the flood. There are also common vul-
nerabilities in applications that cannot be used to take control over a
computer, but merely make the target application malfunction or crash.
This is known as a denial-of-service exploit.

Indirect attacks. An indirect attack is an attack launched by a
third party computer. By using someone else's computer to launch an
attack, it becomes far more difficult to track down the actual attacker.
There have also been cases when attackers took advantage of public
anonymizing systems.

Backdoors. A backdoor in a computer system (or cryptosystem
or algorithm) is a method of bypassing normal authentication, securing
remote access to a computer, obtaining access to plain text, and so on,
while attempting to remain undetected. The backdoor may take the form

of an installed program (e.g., Back Orifice), or could be a modification
to an existing program or hardware device. A specific form of back-
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doors are rootkits, which replace system binaries and/or hook into the
function calls of the operating system to hide the presence of other pro-
grams, users, services and open ports. They may also fake information
about disk and memory usage.

Direct access attacks. Common consumer devices can be used to
transfer data surreptitiously. Someone who has gained access to a com-
puter can install any type of devices to compromise security, including
operating system modifications, software worms, keyloggers, and covert
listening devices. The attacker can also easily download large quantities
of data onto backup media, for instance CD-R/DVD-R, tape; or portable
devices such as key drives, digital cameras or digital audio players. An-
other common technigue is to boot an operating system contained on a
CD-ROM or other bootable media and read the data from the hard
drive(s) this way. The only way to defeat this is to encrypt the storage
media and store the key separate from the system.

Exercise 19. Find in text 2 the English for:

METOOW  3aXHCTy KOMIT'IOTEPHOI CHCTeMH; TIporpaMa  aTakH;
MICTYXOBYBaHHS, ‘‘colliajbHa I1H)KGHEpis” Ta TIOMHJIKA JIFOJWHH,
HempsMa (oImocepeIkoBaHa ) aTaka; MIITX 00XOMy CHCTEMH 3aXHUCTy Ta
aTaka TPAMOTO JOCTYITy; TIOPIis [NaHWUX; CKOpPHCTAaTHUCSH  300€eM,
OPOrPaMHOI0  TOMMJIKOKO YM  CTa0KMM  MiCIeM;  CIIPHYMHATH
HenepenbadyBaHy W HEOUIKyBaHY ITOBENIHKY; JO3BOIATH PO3MIMPEHHS
MIPUBLIEIB; aTaka TUMY “BiAMOBa B OOCIyroByBaHHI’; 3a0e3medyBaTu
SKICTb OyAb-KOTO BHJIAHOTO KOJYy; HEBHKOHYBaHHWHA Meria aii;
Ta€MHE Ii/ICITyXOBYBaHHS IPUBATHUX PO3MOB; 3JI0BMHCHHK; TIPOHHKATH
B [100pe CHpOEeKTOBaHI Ta 3aXWIIEHI CHUCTEMH; CKOPUCTATHCA
HEYBAXHICTIO JOBIPEHHWX OCi0; HaBMHCHE KOroch OOMaHIOBATH;
OTPUMYBATH HECAHKI[IOHOBAHMI IOCTYI; TPH pa3H MIAPSN; 3TaMaHUi
XOCT; HAIlOBHIOBATH LIBOBY CHUCTEMY 3allUTaMH 110 MEpPEeXi;
3MyIIyBaTH  LUIbOBE  NPUKIAJHE  MpOrpaMHe  3a0e3nedeHHs
HENPaBUIIFHO MPANIOBaTH a00 3a3HABAaTH 30010; MyOIiYHI CHCTEMH, IO
MPUXOBYIOTH  iHQOpMaIiro 1mpo  ocoly, MeToJ  YHUKHEHHS
ayreHTH}iKalii; 3a0e3redyBaTd BiJTAIEHUHA JOCTYNI JO KOMII I0TEpa;
migpobnsTy  iHpopMallifo TpPO BUKOPUCTAHHS IaM SITi; TAEMHO
nepenaBaTH iHQopMalio; mopyuryBaTH Oe3NeKy; Ta€MHI HPUCTPOi
MiZICTYXOBYBaHHS;  3aBaHTaXyBaJbHI  HOCIl; wmHMQpyBaTH  HOCIi
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iH(popmarii.

Exercise 20. Fill in the blanks with proper terms (direct access attack,
backdoor, indirect attack, exploit, eavesdropping, denial of service ex-
ploit, social engineering) to complete the sentences.

1. is the act of surreptitiously listening to a private conversa-
tion. 2. refers to small programs designed to take advantage
of a software flaw that has been discovered, either remote or local.
3. is a vulnerability in application that merely makes the target
application malfunction or crash. 4. is regular penetrating
well-designed, secure computer systems by taking advantage of the
carelessness of trusted individuals, or by deliberately deceiving them,
for example sending messages that they are the system administrator
and asking for passwords. 5. is using common consumer de-
vices to transfer data surreptitiously. 6. is a method of bypass-
ing normal authentication, securing remote access to a computer, obtain-
ing access to plain text, and so on, while attempting to remain undetect-
ed. 7. is an attack launched by a third party computer.
Exercise 21. Answer the questions on text 2.

1. Why is it important to understand the various types of “attacks” that
can be made against a computer system? 2. How many categories can
threats be classified into? 3. What is an exploit? 4. What is eavesdrop-
ping? 5. How can malicious individuals penetrate well-designed, secure
computer systems? 6. What is the difference between denial of service
attacks and other exploits? 7. How can attackers deny service to indi-
vidual victims? 8. What techniques can malicious individuals use to
exhaust the victim’s resources? 9. What is an indirect attack? 10. What
is a backdoor in a computer system? 11. What forms may the backdoor
take? 12. What kind of devices can be installed to compromise comput-
er security?

Exercise 22. Speak on different computer system vulnerabilities.

Exercise 23. Study the vocabulary to text 3.

Infectious — 3apazuwuii
malware — 1mKimBi mporpaMu
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concealment — MacKyBaHHS

infiltrate — mpocouyBaTHCs, MPOHUKATH

consent — 3roma, 103Bi

intrusive — HaOpUAIMBUIA, HAJOKYWIMBUI

annoying — apatiBHUMN, HAOPUUTUBHIA, TOKYWTHBHIA

catch-all phrase — BceocspxHa dpasa

defective — nemockoHanuii, e ekTHBHUI

harmful — wximpmsnii

spyware — nporpaMHe 3a0e3Me4eHHs, MPU3HAYCHE IS IIIUTYBaHHS 32

JisIMH KOPHCTyBada

dishonest — HeuecHwuit, HENOpPsAHUI

adware — OE3KOIITOBHUN pEKIAMHUN MPOIYKT; BIPYC, IO CKadye
pekiamy Ta cram

executable software — mporpamue 3a6e3meueHHs, 10 BUKOHYETHCS

payload — indopmarriiitie HaTOBHEHHS

disguise — mackyBatu

innocuous — Ge3neYHuil, HEKI T BUN

tempt — criokymaTy, 3BabIroBaTH

immediately — meraiino, HeBiAKIAIHO

dropper — ckumau

outbreak — araxa

inject — BIopcKyBaTH, BBOIUTH, BIYCKATH

bundle — 06’ ennyBatu (6 naxem)

in loose terms — B 3aranbHUX pHcax; HEBU3HAYEHO

disinfection — 3ue3apakenns, ne3ingexiis

repel — BigbuBaTH

casual inspection — BumaKoBa, HeCro1iBaHa MepeBipKa

Exercise 24. Translate the word combinations below into Ukrainian.

Infectious malware and concealment; to infiltrate a computer system
without the owner’s informed consent; hostile, intrusive, or annoying
software or program code; a catch-all phrase; to include all types of
malware; the intent of the creator; a legitimate purpose; to contain harm-
ful bugs; Trojan horses; executable software; to carry a payload; to be
classified as viruses rather than worms; to accomplish the goals; to be
disguised as something innocuous or desirable; to be tempted to install;
to start off a worm outbreak; by injecting the worm into users’ local

233


http://en.wikipedia.org/wiki/Spyware
http://en.wikipedia.org/wiki/Adware
http://en.wikipedia.org/wiki/Dropper
http://en.wikipedia.org/wiki/Informed_consent
http://en.wikipedia.org/wiki/Software_bug
http://en.wikipedia.org/wiki/Trojan_horse_(computing)

networks; to avoid detection and disinfection; to prevent a malicious
process from being visible; to gain administrator access; to defend
against removal; bypassing normal authentication procedure; once a
system has been compromised; to secure remote access to a computer,
while attempting to remain hidden from casual inspection.

Exercise 25. Read and translate text 3.
Text 3. Malware and Concealment Methods

Malware, short for malicious software, is software designed to
infiltrate a computer system without the owner’s informed consent. The
expression is a general term used by computer professionals to mean a
variety of forms of hostile, intrusive, or annoying software or program
code. The term “computer virus” is sometimes used as a catch-all phrase
to include all types of malware, including true viruses.

Software is considered malware based on the intent of the creator
rather than any particular features. Malware is not the same as defective
software, that is, software that has a legitimate purpose but contains
harmful bugs. Malware includes computer viruses, worms, Trojan hors-
es, most rootkits, spyware, dishonest adware, and other malicious and
unwanted software.

Infectious malware: viruses and worms. The best-known types
of malware, viruses and worms, are known for the manner in which they
spread, rather than any other particular behaviour. The term computer
virus is used for a program that has infected some executable software
and that causes that software, when run, to spread the virus to other exe-
cutable software. Viruses may also contain a payload that performs oth-
er actions, often malicious. A worm, on the other hand, is a program that
actively transmits itself over a network to infect other computers. It may
carry a payload too.

These definitions lead to the observation that a virus requires user
intervention to spread, whereas a worm spreads automatically. Using
this distinction, infections transmitted by email or Microsoft Word doc-
uments, which rely on the recipient opening a file or email to infect the
system, would be classified as viruses rather than worms.

Concealment: Trojan horses, rootkits, and backdoors.

Trojan horses. For a malicious program to accomplish its goals,
it must be able to do so without being shut down, or deleted by the user
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or administrator of the computer on which it is running. Concealment
can also help get the malware installed in the first place. When a mali-
cious program is disguised as something innocuous or desirable, users
may be tempted to install it without knowing what it does. This is the
technique of the Trojan horse or Trojan.

In broad terms, a Trojan horse is any program that invites the user
to run it, concealing a harmful or malicious payload. The payload may
take effect immediately and can lead to many undesirable effects, such
as deleting the user’s files or further installing malicious or undesirable
software. Trojan horses known as droppers are used to start off a worm
outbreak, by injecting the worm into users' local networks.

One of the most common ways that spyware is distributed is as a
Trojan horse, bundled with a piece of desirable software that the user
downloads from the Internet. When the user installs the software, the
spyware is installed alongside. Spyware authors who attempt to act in a
legal fashion may include an end-user license agreement that states the
behaviour of the spyware in loose terms, which the users are unlikely to
read or understand.

Rootkits. Once a malicious program is installed on a system, it is
essential that it stays concealed, to avoid detection and disinfection. The
same is true when a human attacker breaks into a computer directly.
Techniques known as rootkits allow this concealment, by modifying the
host operating system so that the malware is hidden from the user.
Rootkits can prevent a malicious process from being visible in the sys-
tem's list of processes, or keep its files from being read. Originally, a
rootkit was a set of tools installed by a human attacker on a UNIX sys-
tem where the attacker had gained administrator (root) access. Today,
the term is used more generally for concealment routines in a malicious
program.

Some malicious programs contain routines to defend against re-
moval, not merely to hide themselves, but to repel attempts to remove
them. Modern malware uses the techniques wherein the malware starts a
number of processes that monitor and restore one another as needed.

Backdoors. A backdoor is a method of bypassing normal authen-
tication procedures. Once a system has been compromised (by one of
the above methods, or in some other way), one or more backdoors may
be installed in order to allow easier access in the future. Backdoors may
also be installed prior to malicious software, to allow attackers entry.
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The idea has often been suggested that computer manufacturers
preinstall backdoors on their systems to provide technical support for
customers, but this has never been reliably verified. Crackers typically
use backdoors to secure remote access to a computer, while attempting
to remain hidden from casual inspection. To install backdoors crackers
may use Trojan horses, worms, or other methods.

Exercise 26. Give derivatives of the words below and explain their
meanings.

Design, compute, system, express, profession, vary, intrude, create, de-
fect, harm, honest, infect, behave, execute, act, define, rely, conceal,
immediate, desire, direct, modify, origin, verify, install.

Exercise 27. Write definitions of the terms below.

Malicious software, defective software, a computer virus, a worm, a
Trojan horse, spyware, a rootkit, a backdoor, a cracker.

Exercise 28. Make key questions to the text “Malware and Concealment
Methods ”.

Exercise 29. Write a summary of text 3.

Exercise 30. Speak on the ways you protect your computer from infec-
tious malware.

Exercise 31. Memorize the forms of the Gerund.

Active Passive
Present buying being bought
Perfect having bought having been bought

Exercise 32. Translate the following sentences paying attention to the
forms and functions of the Gerund. (It may be used as a subject, an at-
tribute, an object, a predicative, an adverbial modifier).

1. An information system activities are devoted to processing, capturing,
transmitting, storing, retrieving, manipulating and displaying infor-
mation. 2. He was sure of having answered correctly at the exam. 3.
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System analysts are interested in improving and updating some applica-
tions and specialized databases. 4. He insisted on being given a task. 5.
Program designers are not only experts in writing particular programs
but they are also well experienced in hardware protecting. 6. Pro-
cessing is handling and manipulating data for some purpose. 7. He was
pleased with having won the competition. 8. Animation is the process of
creating, usually graphically, a series of frames and then having them
displayed rapidly to get a sense of movement. 9. Creating your own me-
dia is more interactive than using existing content, and collaborating
with others in the creation of media is still more interactive. 10. He was
proud of having been chosen the manager of the project. 11. Preparing a
program begins with a complete description of the job to be done. 12. A
program is prepared by formulating a task and expressing it in appropri-
ate computer language. 13. He was surprised at having been praised at
the meeting. 14. The hardware protects the operating system image and
file system privileges from being tempered.

Exercise 33. Write out all Gerunds from the text of Exercise 25. Identify
their forms and functions.

Exercise 34. Complete the sentences using the proper form of the Ger-
und.

1. (Minimize) the number of high-consequence targets is one of the
principles of (develop) secure software. 2. He is sure of (solve) the prob-
lem correctly. 3. The program needs (debug). 4. He is sorry for (be)
inattentive at the test. 5. There is not much thought that has to go into
(design) a program that performs only one or two tasks. 6. (Break) the
program into sub-tasks gives you the chance to think it through before
(write) a single line of code. 7. He objected to (give) a bad mark. 8.
BASIC is well suited for (write) relatively simple programs for personal
computers. 9. Computer operates by (manipulate) the charges that repre-
sent the numbers 0 and 1. 10. Most Multi-Function Printers (MFP) in-
clude (print), (scan), and (copy) among their features. 11. He is proud of
(hear) his name in the list of best students. 12. He insisted on (give) this
task by the teacher. 13. A printer is a peripheral used for (produce) a
hard copy of documents stored in electronic form. 14. Nodes
communicate across the network by (pass) data, address and token
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through the hub. 15. Validate every assumption made by the software or
about the software before (act) on that assumption. 16. She was pleased
by (win) this award. 17. Programmers must be cautious about (avoid)
coding errors and (find) and (remove) the bugs they were unable to
avoid.

Exercise 35. Translate the sentences paying attention to the Gerundial
Complexes.

1. Parents insisted on their son entering the university. 2. Mother was
proud of her daughter having passed the examination well. 3. Your iden-
tifying a small number of key patterns is sufficient for implementation
of the system. 4. | like the computer operating properly. 5. | want her
being sent to the conference. 6. Father dreams of his son becoming a
software engineer. 7. I don’t mind the computer being switched on. 8.
The teacher was surprised at the student not knowing the lesson. 9. Par-
ents were pleased with their daughter getting an excellent mark. 10.
Your correcting the errors is very desirable. 11. The developer didn’t
have much hope of the program working. 12. Don’t fear my forgetting
the password. 13. | insist on our team solving this problem. 14. | insist
on this software being maintained to discover its weaknesses and vul-
nerabilities. 15. Your obscuring specific data within a database table or
cell is necessary to provide sensitive information being not exposed to
unauthorized personnel. 16. Your erasing data ensures no private infor-
mation being leaked when an asset is retired or reused. 17. The de-
veloper insisted on their partitioning the program during detailed design.

Exercise 36. Paraphrase the sentences using Gerundial Complexes after
the models.

Model 1: | He has failed the exam. We are surprised at it. — We are
surprised at his having failed the exam.

Model 2: | The teacher wanted the students to do this laboratory
work. — The teacher insisted on the students doing this
laboratory work.

1. He misses classes. | dislike it. 2. You know so many programming
languages, | am surprised at it. 3. You should go to the conference. |
insist on it. 4. | want these students to take part in the competition. 5. He
works as a software engineer. His parents are proud of him. 6. The
teacher wanted the students to learn the rule. 7. The lecturer wanted the
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students to listen attentively and to take notes. 8. This software will
work correctly. | am sure of it. 9. This program must be tested at once. |
insist on it. 10. Bill Gates started Microsoft. Everybody knows it.
11.The results of the experiment must be explained. | insist on it. 12. He
has finished the experiment in time. | was told about it. 13. This prob-
lem was solved very quickly. Everybody was surprised at it. 14. The
main objective of computer security is to protect information from theft,
corruption and natural disaster. Everybody knows it. 15. The architec-
tural specification should characterize interface mechanisms so that in-
frastructure developers will know what software to build. The project
manager insists on it.

Exercise 37. Study the vocabulary to text 4.

Profit — 1) mpuOyToK, KOPHCTh, BUTOIA 2) AAaBATH MPUOYTOK

dialer — mpucTpiit Habopy HOMepiB

prank — skapTH, MycTOIIli, BUTIBKH

monetize — meperBoproBaTH HA TPOIII

revenue — moxis, BUpydIKa

pop-up ad — crutnBaiove BiKHO (HAnpuxiao, 6 iHmepHem-pexkiami)

alter — 3amiHtoBaTH

benefit — 1) kopucTb, BUroaa, mpuOyTOK 2) MaTH MpuOYTOK

advertisement — pekiama, OroJOIIEHHs

affiliate — dimian

prosecution — cyoBe mepeciiyBaHHs

Proxy — cepBep-ImocepeHuK, ProXy- cepBep

spammer — camep (TOM, XTO PO3CHIIAE CIIaM)

log in — BXOAUTH B CHCTEMY, PEECTPYBATHCS

Internet Relay Chat — cuctema fmianorosoro crinkyBaHHs 1o [HTepHeTy

upgrade — MozepHI3yBaTH, IOKpALIyBaTH

resistant — crifikui, MirHUN

fraud — mraxpaiicTBo

virtual item — BipTyanbHuil e1eMeHT

dial-up modem — moieM KOMyTOBaHOI JIiHIT TIEPECHIAHHS

toll — ruata (3a nocayeu)

toll call — mixxmichbka TeseoHHa po3MOBa

premium-rate  telephone  number -  TenedponHHMiT = HOMEp
npuBiieiioBaHoro Tapudy, HoMmep 3
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premium-tapudgom

Exercise 38. Read and translate text 4.
Text 4. Financially-Motivated Malware

During the 1980s and 1990s, it was usually taken for granted that
malicious programs were created as a form of vandalism or prank. More
recently, the greater share of malware programs have been written with
a financial or profit motive in mind. This can be taken as the malware
authors’ choice to monetize their control over infected systems: to turn
that control into a source of revenue.

Spyware programs are commercially produced for the purpose of
gathering information about computer users, showing them pop-up ads,
or altering web-browser behaviour for the financial benefit of the spy-
ware creator. For instance, some spyware programs redirect search en-
gine results to paid advertisements. Others overwrite affiliate marketing
codes so that revenue is redirected to the spyware creator rather than the
intended recipient.

Spyware programs are sometimes installed as Trojan horses of
one sort or another. They differ in that their creators present themselves
openly as businesses, for instance by selling advertising space on the
pop-ups created by the malware. Most such programs present the user
with an end-user license agreement that may protect the creator from
prosecution under computer laws.

Another way that financially-motivated malware creators can
profit from their infections is to directly use the infected computers to
do work for the creator. The infected computers are used as proxies to
send out spam messages. A computer left in this state is often known as
a zombie computer. The advantage to spammers of using infected com-
puters is providing anonymity, protecting the spammer from prosecu-
tion. Spammers have also used infected PCs to target anti-spam organi-
zations with distributed denial-of-service attacks.

In order to coordinate the activity of many infected computers, at-
tackers have used coordinating systems known as botnets. In a botnet,
the malware logs in to an Internet Relay Chat channel or other chat sys-
tem. The attacker can then give instructions to all the infected systems
simultaneously. Botnets can also be used to push upgraded malware to
the infected systems, keeping them resistant to antivirus software or
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other security measures.

It is possible for a malware creator to profit by stealing sensitive
information from a victim. Some malware programs install a key logger,
which intercepts the user’s keystrokes when entering a password, credit
card number, or other information that may be exploited. This is then
transmitted to the malware creator automatically, enabling credit card
fraud and other theft. Similarly, malware may copy the CD key or pass-
word for online games, allowing the creator to steal accounts or virtual
items.

Another way of stealing money from the infected PC owner is to
take control of a dial-up modem and dial an expensive toll call. Dialer
software dials up a premium-rate telephone number such as a U.S. “900
number” and leaves the line open, charging the toll to the infected user.

Exercise 39. Write the verbs related to the words below. Translate them.

Different, presentation, denial, distribution, service, logger, dialer, be-
haviour, advertisement, agreement, prosecution, infection, directly,
spammer, resistant, recipient, information, motivation, financial, choice,
money, intent, activity, logger, transmission, owner.

Exercise 40. Answer the questions on text 4.

1. Has the greater share of malware programs been written as a form of
vandalism or prank recently? 2. What are spyware programs produced
for? 3. What are spyware programs sometimes installed as?
4. How can financially-motivated malware creators profit from their
infections? 5. What is a zombie computer? 6. What systems are used
by attackers in order to coordinate the activity of many infected com-
puters? 7. What are botnets used for? 8. What is the principle of
keylogger operation? 9. What is another way of stealing money from
the infected PC owner?

Exercise 41. Make questions to the italicized parts of the sentences.

1. Malicious programs were created as a form of vandalism or prank.
2. Spyware programs are commercially produced for the purpose of
gathering information about computer users. 3. Some spyware pro-
grams redirect search engine results to paid advertisements. 4. Other
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programs overwrite affiliate marketing codes. 5. They differ in that
their creators present themselves openly as businesses. 6. Another
way that financially-motivated malware creators can profit from their
infections is to directly use the infected computers to do work for the
creator. 7. The infected computers are used as proxies to send out spam
messages. 8. Spammers have also used infected PCs to target anti-
spam organizations with distributed denial-of-service attacks. 9. The
attacker can then give instructions to all the infected systems simulta-
neously. 10. Dialer software dials up a premium-rate telephone number
such as a U.S. “900 number” and leaves the line open, charging the toll
to the infected user.

Exercise 42. Write a summary of the texs “Financially-Motivated Mal-
ware”.

Exercise 43. Study the vocabulary to text 5.

Data-stealing malware — mximmBi mporpamu, MmO KpamyTh TaHi
(iHdopMmarriro)

divest — mo30aBIATH (NPAB, NOBHOBANCEHD, BIACHOCI)

proprietary information — ciyx6oBa iHhopmartis; iHdopmarltis, 1o €

BJIACHICTIO hipmu, oprasizartii;
KoH(pimeHIiiTHA iHbopMaris (hipmu,
opeaHizayii)

underground — HeneraabHUNA, CCKPETHHMA, TTiMLITbH UM

content security threat — 3arposa 6e3rerti KOHTEHTY

bot (cxop. 6io robot) — MepexeBuii areHT-pobOT (npoepama, wWo

ABMOHOMHO BUPIULYE 3a0ati)

phishing — ¢immur  (pisnosuonicme  Inmepnem-waxpaiicmea -
BUNUMYBAHHA  KOHpIOenyitiHol  iHgopmayii  3a
00NOMO2010 3aNUmie, Wo Marms U0 OQiyitiHux
auUCmis)

poisoning — mym. 3MiHa, IICyBaHHsI, BUKPHUBJICHHSI

search engine optimization/optimizer (SEO)- onrtumizauis/ontiumizatop

HOIIYKOBHX CUCTEM
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trace — cmiig, o3Haka

routinely — mopns, peryasipHo, K 3aBeICHO

flush — 1) ounmmatu (ranpukiaod, emicm 6yghepie onepamuenoi nam’smi
8i0 cmapux Oauux) 2) CKUAATU (émicm Kewia abo Oygepa Ha
ouck)

drive-by download process — mporiec aBTOMATHYHOTO 3aBAHTAYKCHHS

HEnoTpiOHOT mporpaMu B KOMII IOTEp

host — micTuTn

rogue — HeKepOBaHU

thwart — 3aBakatu, neperkoKaTu

Intrusion Detection System (IDS) — cucrema BusiBIICHHS (MEPEKEBHX)

aTak

perceivable — BimuyTHUi

anomaly — BigXuIIeHHS BiJl HOPMH, aHOMAJTist

stealthy — memmomiTHHMIA, TAEMHUI, CKPUTHUIA

decryption — nexoayBaHHs, AeMUPPyBaAHHS

screenshot — MoMeHTaTbHUIN 3HIMOK eKpaHy

Data Loss Prevention (DLP) — monepemkeHnst BTpaTi JaHUX

leakage protection — 3axucT Big BTpaTn

hinge on sth — 3anexaTn Bix 90roch, po3M. yIupaTUcs y MI0Ch

metadata — mera mani (1aHi 3 OIMMCOM IHIIKX JaHHX)

tag — MapKyBaTH, pO3CTaBIISATH TETH, CYPOBOIKYBATH JaHi TEraMu

miscreant — 3710.4il, HErigHUK

port — nepeHocuTH, afanTyBaTH

spoof — migpOONATH, MIAMIHITH (HANPUKIAO, aopecy eieKmpoHHOL
nowmu), IMITyBaTH

upload — mepecunatu (ingpopmayito 6 Komn’'romep uwj020 piBHS,
Hanpukaao, 3 JOKAAbHO20 KOMN'iomepa Ha
cepsep))

account name — peecrpartiitae (00ikoBe) imM’st

DNS server — cepBep ciyk0u iMeH JOMEHIB

credentials — manmat (obnikosuil 3anuc 3 napamempamu OOCMYny
Kopucmyeaua, — chopmoganuil  nicis - U020
yeniwHoi aymenmugikayii)

mastermind a ring — kepyBaTH 3JI0YUHHUAM yIPYIyBaHHAM

cybercriminal — xiOep3nodnHelb, KOMIT FOTEpHHUIN 3II01H

craft — BUroToBsATH, CTBOPIOBATH

plant — 1) BcraHOBIIIOBaTH, PO3MILIYBAaTH 2) XOBaTH
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hit (p., pp. hit) — 3aBraBaTy KoM, BpaXkaTH
class-action law suit — koneKTHBHHUIA Cy1OBHI TO30B
approximately - mpubau3HO

Exercise 44. Translate the word combinations below into Ukrainian.

Data-stealing malware; to divest victims of personal and proprietary
information; monetizing stolen data through direct use or underground
distribution; content security threats; to include keyloggers, spyware,
adware, backdoors, and bots; to refer to activities such as spam, phish-
ing, DNS poisoning, SEO abuse; proxy information; to leave traces of
the event; to be routinely flushed; a drive-by download process; to be
generally temporary or rogue; to frequently change and extend the func-
tion; to use multiple file encryption levels; to thwart to record key-
strokes, passwords, and screenshots; leakage protection to hinge on
metadata tagging; to spoof pages of the bank website; to covertly moni-
tor web-surfing habits; to steal login credentials; to mastermind a ring;
to craft phishing emails; to plant additional malware on users’ PCs; a
data security breach; to be hit by several class-action law suits.

Exercise 45. Read and translate text 5.
Text 5. Data-Stealing Malware
Data-stealing malware is a web threat that divests victims of per-
sonal and proprietary information with the intent of monetizing stolen
data through direct use or underground distribution. Content security
threats that fall under this umbrella® include keyloggers, spyware ,
adware, backdoors, and bots. The term does not refer to acti-

fall under this umbrella — nanexaru no wiei kaTeropii

vities such as spam, phishing, DNS poisoning, SEO abuse, etc. Howev-
er, when these threats result in file download or direct installation, as
most hybrid attacks do, files that act as agents to proxy information will
fall into the data-stealing malware category.

Characteristics of data-stealing malware:
Does not leave traces of the event.
e The malware is typically stored in a cache that is routinely flushed.
e The malware may be installed via a drive-by download process.
e The website hosting the malware as well as the malware is generally
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temporary or rogue.
Frequently changes and extends its function.
e Itis difficult for antivirus software to detect final payload attributes
due to the combinations of malware components.
e The malware uses multiple file encryption levels.
Thwarts Intrusion Detection Systems (IDS) after successful installation.
e There are no perceivable network anomalies.
e The malware hides in web traffic.
e The malware is stealthier in terms of traffic and resource use.
Thwarts disk encryption.
o Data is stolen during decryption and display.
e The malware can record keystrokes, passwords, and screenshots.
Thwarts Data Loss Prevention (DLP).
e Leakage protection hinges on metadata tagging, not everything is
tagged.
e Miscreants can use encryption to port data.
Examples and incidents of data-stealing malware:
e Bancos, an info stealer that waits for the user to access banking
websites then spoofs pages of the bank website to steal sensitive infor-
mation.
e Gator, spyware that covertly monitors web-surfing habits, uploads
data to a server for analysis then serves targeted pop-up ads.
o LegMir, spyware that steals personal information such as account
names and passwords related to online games.
e Qhost, a Trojan that modifies the hosts file to point to a different
DNS server when banking sites are accessed then opens a spoofed login
page to steal login credentials for those financial institutions.
e Albert Gonzalez was accused of masterminding a ring to use mal-
ware to steal and sell more than 170 million credit card numbers in 2006
and 2007 - the largest computer fraud in history. Among the firms tar-
geted were BJ's Wholesale Club, TJX, DSW Shoe, OfficeMax, Barnes
& Noble, Boston Market, Sports Authority and Forever 21.
e A Trojan horse program stole more than 1.6 million records belong-
ing to several hundred thousand people from Monster Worldwide Inc’s
job search service. The data was used by cybercriminals to craft phish-
ing emails targeted at Monster.com users to plant additional malware on
users’ PCs.
e Customers of Hannaford Bros. Co, a supermarket chain based in
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Maine, were victims of a data security breach involving the potential
compromise of 4.2 million debit and credit cards. The company was hit
by several class-action law suits.

e The Torpig Trojan has compromised and stolen login credentials
from approximately 250,000 online bank accounts as well as a similar
number of credit and debit cards. Other information such as email, and
FTP accounts from numerous websites, have also been compromised
and stolen.

Exercise 46. Find in text 5 the English for:

HIKIUTHB] TPOTpaMu, IO KPaayTh JiaHi; M030aBIIsITH KEPTBH 0COOMCTOL
Ta ciyx00Boi iH(OpMaIlii; mepeTBoproBaTH Ha T'POIIl BHKpajeHi JaHi
NUISIXOM TPSIMOTO BUKOPUCTaHHS a00 HENeraibHOrO PO3IOBCIOIKEHHS;
3arpo3u Oe3melli KOHTEHTY; BKIIOYATH JIOTEpH KJaBiaTypu Ta
HIMATYHCBKE TporpaMHe 3a0e3ledeHHs; Oe3KOMITOBHI  MpOrpamHi
MPOIYKTH, IO MICTATH PEKIIaMy, JIa3iBKH Ta MEPEKEB1 areHTH-POOOTH;
CTOCYBAaTHCS TaKHX IPOIIECIB, K cIamM, (GIIIMHT Ta TICYBaHHS cepBepa
IMEH JOMEHIB; HEMPaBOMIpHE 3aCTOCYBaHHS ONTHMi3aTopa MONTYKOBUX
CHCTEM; 3aJHINATH O3HAKW IIOii; MpOoIecC aBTOMATHYHOTO 3aBaHTa-
JKEHHS HEMOTpiOHOI MmporpaMd B KOMIT'IOTEp; THMYACOBHHA abo
HEKepOBaHWI; BUKOPHCTOBYBATH JIEKiTbKa PiBHIB mupyBaHHS (aiiiis;
pyHHYBaTH CHUCTEMY BHSBIIEHHS MEPEXKEBHX aTaK, PEeecTpyBaTH Xij
KJIABilll, TIApOJii Ta MOMEHTANbHI 3HIMKH eKpaHy; IeperIKoKaTH
MIOTIEPEKEHHIO BTPATH JAaHWX; 3aJISKAaTH BiJ] TEryBaHHS METaJIaHHUX;
MIMIHATA CTOPIHKA BEOCAMTIB 3 METOI0 BUKpaJCHHS KOH(IIEHIIHHOI
iHbopMarllil, HajACWIATH [UIHOBE CIUIMBAlOYEe BIKHO, KepyBaTH
3MOYMHHUM  yTPYIYBaHHSM,  TIOPYIIEHHS  CHCTEMH  3aXHUCTY;
KOJIEKTUBHHUM CYJOBHI MO30B.

Exercise 47. Decipher the abbreviations below:
DNS, SEO, IDS, DLP, FTP, malware, Inc., email, Co.

Exercise 48. Answer the questions on text 5.

1. What is the purpose of data-stealing malware? 2. What do content
security threats include? 3. In what case do such activities as spam,
phishing, DNS poisoning, SEO abuse fall into the data-stealing malware
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category? 4. What are the characteristics of data-stealing malware?
5. What are the examples and incidents of data-stealing malware?

Exercise 49. Speak on data-stealing malware. Give additional infor-
mation about examples and incidents of this malware you
have read or heard of.

Exercise 50. Define the parts of speech that the words below belong to.
Name noun-, adjective-, adverb- and verbal-forming suf-
fixes.

Security, confidentiality, integrity, availability, identity, anonymity,
property, activity, application, implication, modification, authentication,
nonrepudiation, remediation, technology, strategy, methodology, priva-
cy, programmer, operator, server, intruder, development, trustworthi-
ness, service, disclosure, meaning, access, use, control, motivate, com-
municate, protect, preventing, detecting, accessing, physical, national,
technical, conceptual, isolated, crippled, unauthorized, multifaceted,
elusive, objective, sensitive, collective, significant, important, electron-
ic, easy, relatively, easily, simply, constantly, respectively, deliberately,
conversely.

Exercise 51. Read and translate text 6.

Text 6. Safe Computing Rules

=

Ensure that any message sent arrives at the proper destination.

2. Ensure that any message received was in fact the one that was sent,
(nothing added or deleted).

3. Control access to your network and all its related parts, (this means
terminals, switches, modems, gateways, bridges, routers, and even
printers).

4. Protect information in-transit, from being seen, altered, or removed
by an unauthorized person or device.

5. Any breaches of security that occur on the network should be re-
vealed, reported and receive the appropriate response.

6. Have a recovery plan, should both your primary and backup

communications avenues fail.

Use and update antivirus software regularly.

8. Scan any newly received disks and files before loading, opening,

~
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copying, etc.

9. Never assume disks and/or files are virus-free.

10. To help avoid boot viruses, do not leave diskettes in your computer
when shutting it down.

11. Change your computer’s SMOS boot sequence to start with the C
drive first, then the A drive.

For offices or homes with one or two computers, following these
basic rules faithfully is probably adequate protection. However, in or-
ganizations with multiple PCs, especially in networks, a sound antivirus
strategy will necessarily be more complex. This is because vulnerability
to viruses increases in proportion to the number of machines, the extent
of their interconnection, and the number of non-technical users who
may view antivirus vigilance as “someone else’s job”. (In contrast, a
solo entrepreneur is likely to take the virus threat seriously because he
or she will have to deal with infection results personally or pay an out-
side consultant.) All organizations are different in the way they operate
and the industries they serve, so no one antivirus scheme is correct for
all enterprises. However, at the very least, a company’s program should
include ongoing user education and a system for tracking virus activity
(suspect and real) in addition to using antivirus software. Ultimately,
your goal is to provide consistent, effective protection and a “damage
control and recovery” plan for virus infections that may occur despite
your efforts. In addition, and perhaps most importantly, you want to
achieve this while minimizing any negative impact on staff productivity
and system/network resources. Therefore, to formulate a comprehensive
antivirus plan, it is necessary to first analyze the “bit picture” of your
organization along with its more detailed computing characteristics.

Exercise 52. Find in text 6 the English for:

KOHTPOJIOBATH JOCTYII JO BalIoi MEPeXi Ta MOB'I3aHUX 3 HEI0 YaCTHH
(Tepminais, MepeMHuKayiB, MOJIEMIB, LIJIFO31B, MOCTIB,
MapIIpyTH3aTOPIB 1 HaBiTh MPUHTEPIB); OYyAb-SAKi MOPYIIEHHS OE3MeKH,
M0 TPAaIUIIIOTBCS B MEPeXi;, IUIAH BIJHOBJIEHHS, PEryJsIPHO
BUKODHCTOBYBAaTH  Ta  OHOBIIOBATH  AHTHBIPyCHE  IpOTpaMHe
3a0e3neveHHs; YHUKATH BIPYCIB IIil 4Yac 3aBaHTaXEHHS; HaJilHA
AHTUBIPYCHA CTpATerisl; BPa3iUBiCTb 10 BIpYCiB; MPONOPLIHHO KiTHKOCTI
MAaIllMH; AHTUBIPYCHAa MWIBHICTH, CEPHO3HO CIPUHAMATH 3arpo3y
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3apakeHHs BIpPyCOM; TOCTiiiHEe HaBYaHHS KOPHCTYBauiB; 3a0e3neuyBaTh
CTifikuii, e]eKTHBHMII 3aXMCT; IUIAaH KOHTPOJIO BpaXKeHb Ta
BiJTHOBJICHHS;, 3MCHIINTH HETATUBHUN AaHTHBIDYCHHH BIUIMB Ha
MPONYKTUBHICTh  TEPCOHANy Ta  PECypCiB  CHUCTEMHU/MEpEexi;
BCCOXOIUTIOIOYHHI MJTaH aHTUBIPYCHOTO 3aXHCTY.

Exercise 53. Choose between the word-combinations as well and as well
as in the sentences below.

1. At the conference there were other software engineers ... . 2. Pro-
fessor Sidorov gave us lectures in programming languages, software
engineering ... in computer architecture. 3. Alan Turing ... Ada Love-
lace, George Boole, and Charles Babbage has contributed greatly to
the development of computer science. 4. Along with the advantages of
the new system were discussed its possible weak points ... . 5. In ma-
chine code instructions ... data are represented as sequences of zeros
and ones. 6. The hard coating technology used for BD ROM discs can
be applied to rewritable and recordable Blu-ray Discs ... .

Exercise 54. Choose the correct form of the verbs in brackets and trans-
late the sentences.

1. People (to worry) about the security of their computers for many
years.

a) have worried
b) worried

c) has worried
d) is worried

2. Confidentiality means that information cannot (to access) by un-
authorized parties.

a) accessed

b) was accessed
¢) be accessed
d) will access
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3. Prevention measures help to stop unauthorized users from (to
access) any part of your computer system.

a) access

b) accessing

c) being accessed
d) having accessed

4. The need for keeping information secret (to arise) from the use of
computers in sensitive fields.

a) arises

b) is arisen
C) arise

d) is arising

5. The major technical areas of computer security are usually (to
represent) by the initials CIA.

a) represent

b) has been represented
c) is represented

d) are represented

6. Military and civilian institutions in the government often (to re-
strict) access to information to those who (need) that infor-
mation.

a) restricted, will need

b) restrict, need

c) have restricted, needed
d) is restricted, needed

Exercise 55. Translate into English paying special attention to the ital-
icized words.

1. 3axucm inghopmauii mnepenbauvae 3acTOCYBaHHS 3@AHOOINHCHUX
3ax00ie, MO BKIIOYAIOTH CYKYHHICMb npouyecié i mexanizmie, SKi, 3
OHOrO OOKY, 3afoponsatomsv Oocmyn 00 iHpopmauii s
HenpasoMoUHUX Kopucmyeauig, a 3 JpYyroro — 3aluuiaiomo ii
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00CmMYnHOI0 | KOpucHow s odpanux xopucmyeauie. 2. ITumannus
Komn’romepHoi 0e3neku HUHI € BOXIUBUM (DAKTOpOM, IO 3yMOBIIIOE
PO3BUMOK | 3ACMOCYSAHHA KOMN’IOMEPHUX MEXHON02IU 6 YCbomy
cycninbcmei, OCKUIBKY 3apa3 3axucmumu iHpopmauiro i enacuicmo
6i0  GUKPAOEHHA a0 NOWKOONCEHHA  HEMOXIUBO, HPOCHO
oomexncuewmu izuununt docmyn, sk e Oylno Ha pauHiii cmaoii
po3eumxy xkomn’romepie. 3. [lopywenns yinicnocmi 6a3 oanux MOoxe
CTaTUCS BHACIIIOK SIK He3aKOHHOT OianbHOoCmi, TaKk 1 BTpydYaHHS
HeHAaOIlIHUX 0cib, 0 MOXXE TIPU3BECTH 10 Heda)scanoi nogediHKu
Komn’tiomepa Ta TIOB’S3aHUX 3 IIUM HE3ANIAHOBAHUX NOOiH. 4.
3abe3neuenna KOHmMPONIO 3a OOCHMYROM [O3BOJSIE GU3HAUUMU, YU
Hamazagca xmocy “z3namamu’ eauty cucmemy 3 METOI0 HE3AKOHHO20
eukopucmanta. 5. SIKIMO KOMIT'IOTEPH Ha panHiil cmaodii c6020
PO36umKy 31€OUIBIIOT0 MaAu GIHCbKOGE 3ACMOCY8AHHA, HUHI 0araTo
K GIHCbKOBUX, mMAK [ UUGLIBHUX YCMAHOE MICTATH Y CBOIX
KOMIT'IOTepax KoH@idenyitiny i uinny ingpopmauiro. 6. TepMminom
“nimicHICTh iH(pOpMamii” 3a3BUYail Ha3UBAIOTh OOCHIOGIPHICHbL OAHUX
abo pecypcie 1 3anobizanHHsa ix HeOOpeUHUM A0OO HeCAHKUIOHOBAHUM
3minam. 7. MOXHa CTBEpIUKYBAaTH, IO JINIINC HERIOKIIOYeHUll 00
Mepedici Komn’tomep € TIOBHICTIO 3aXWINEHUM Bil BTpYJIaHHS
HenpasoMo4YHUX KOopucmyeauie, Ta i TO TUIBKA TOMI, AKIO (QizuaHuN
JOCTYTI JT0 HBOTO OOMEXEHUH ofpanumu xopucmysauamu. 8. B psni
noe’azanux i3 ceKkpemuicmio z2anyseil, TaKuX SK: obopoHa,
IUTUIOMATIiSA, OKpeMi HAyKOBi MTOCTIIKEHHS, docmyn 00 iHopmauii
oOmercyemvca 3 MipKyBaHb JepkaBHOi Oesmeku. 9. B mam dac
KOMIT'IOTEpH IIHPOKO 3aCTOCOBYIOThCA B YCiX cdepax ITHOACHKOL
IISUTBHOCTI, 1 3apa3 HEMOXIWBO MOYHO hidpaxysamu Hi KiTbKICTb
KOMIT'IOTepiB Ha IUIaHETI, Hi KUIBKICTh U{00eHHUX KOPUCHY8aAUuis
Inmepnemy. 10. 3apa3z, B 100y IHTepHETY, HAYKOBEIb B IIPOIIECi CBOET
JOCTITHUIBKOT AISTEHOCTI MOXKe 30UpaTH 6i0noeiony inghopmauito 3
Pi3HUX Oxcepen 31 MIBHIKICTIO Ta JETKICTIO, SKi JOHeNaBHa Oyln
Hemucnmumumu. 11, Henpasomouni cy6’exkmu, TOOTO OCOOH, SKi
HE3aKOHHO TIPOHHWKJIM y Bally CHCTEMY, MOXYTb 3YMUCHO
erawumysamu 3a00poHy oOocmyny 00 OAHUX, 3pOOUBIIU cucmemy
HedocmynHoro. 12. Komm’roTepHa 3II0YMHHICTH, fKa HUHI Halyrna
BEJIMKHAX MAacIuTaliB, 3MYILye BXHUBATH 3AnOOINCHUX 3AX00i8 HABITH
TAX KOPUCTYBadYiB, sIKi HE MICTATh y CBOiX KOMII IOTepax
KoHuioenyinnoi adoo yinnoi ingpopmauii.
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Exercise 56. Do the following assignments.

1. Add some more safe computing rules to those listed in text 6.

2. What antivirus software do you prefer? Why? Share your experience
in using antivirus software with your group-mates.

3. Discuss the advantages and disadvantages of different antivirus soft-
ware.

UNIT 12. SOFTWARE AND DATA SECURITY

Exercise 1. Study the basic vocabulary.
a) terms

software security — 3axucrt (6e3rexa) mporpaMHOro 3abe3rneueHHs

buffer overflow — nepenoBuenns 6ydepy

protection failure — BigmoBa 3axucry

design compartmentalization — po3apo6ieHicTs IPOEKTYBAHHS

fragility — spaznuBicts

circumvention — o6xin

script — crienapiif, CKpuIT

buggy code — ko, 110 MiCTHTH TOMUIIKH

abuse case — BuIa0K HEMPABUIBLHOTO (3T0BMHCHOT'0) BUKOPUCTAHHSI

scenario — crieHapiit, miaH mii

attack pattern — cxema araku

use case — BapiaHT BUKOPHCTaHHS

architectural risk analysis — anasi3 apXiTEeKTypHOT'O PH3HKY

penetration testing — BumpoOyBaHHS Ha MOKJIMBICTb MPOHUKHEHHS 10
CUCTEMH, TECT Ha 3aXHUCT BiJl HECAHKIIIOHOBAHOTO JTOCTYITY

risk-based security testing — rectyBaHHsI 3aXHIIIEHOCTI, 110 6a3yeTHCS HA

OLIHIII PU3HKIB
operational security — Ge3reka B eKcruTyarartii

b) nouns

MISUSE — HenpaBHIIbHE 3aCTOCYBAHHS (BUKOPUCTAHHS)
practices — iHcTpyKIIil
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touch point of sth — mym: Touka MOTHKY dYOroCh; MHTAHHS, IO

CTOCYETHCS YOI OCh
ambiguity — HeoIHO3HAYHICTH
mitigation — mom’KIeHHs (32yOHUX HACAIOKIB)
severity — cepiio3HiCTh, KPUTHYHICTD
precaution — 3amobiKHU#T 3axin

c) verbs

reinforce, enforce — migcumroBaTH, ITOCHUJIIOBATH,
30UTBIIYBATH

go about — 3aiiMaTHCS (YUMOCH), B3ITUCS (00 4020Ch)

make sure — mepekoHaTHC, TIEPECBiTINTHCS

d) adjectives

complicated — ckmamuuit
weak — crraOxwii

3MIIIHIOBATH,

well-documented — mmepexOHIMBO MATBEPKEHUN ITOKYMEHTATEHUMHU

JI0Ka3aMu
tangible — BimayTHMIt

Exercise 2. Choose nouns among the following words. Put the first let-
ters of the nouns into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-

self.

Possible, continuous, penetration, complicated, requirement, un-
trustworthy, avoid, optimization, clarify, template, eliminate, obvious,
error, detect, crime, reinforce, weak, tradition, architectural, tangible,
buggy, implementation, occur, properly, observation, apply, incorporate,

network.

N N I I R

Exercise 3. Give synonyms (a) and antonyms (b) for the following

words:
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a)

means, engineering, continue, complicated, bug, fragility, properly, im-
prove, secure, widely, developer, attacker, critical, incorporate, clearly,
define, clarify, detect, eliminate, obvious, trustworthy, perform, consid-
er, prioritize, security break, apply, provide, tangible, contain;

b)

trustworthy, input, simple, tangible, secure, correctly, easy, encrypt,
possible, external, weak, obvious, include.

Exercise 4. Write derivatives of the words below and explain their
meanings.

Model: consider — consideration — considerate — considerable — consid-
erably

Consider, correct, vulnerable, trust, architect, fragile, identify, fail, bug,
clear, compartment, require, behave, penetrate, weak, differ, implement,
continue, operate, describe, provide, secure, force.

Exercise 5. Give Ukrainian equivalents for the following word combina-
tions.

Software security; the means of engineering software; to continue func-
tioning correctly under malicious attack; to be reinforced by the contin-
uous growth of software vulnerabilities; to double each year; compli-
cated problems; implementation bugs such as buffer overflows, race
conditions, and untrustworthy input problems; architectural flaws such
as protection failures, misuse of cryptography and broken access con-
trol; along with design compartmentalization and fragility; tools to iden-
tify bugs; to enforce secure coding; to contain well-documented design
flaws; to allow easy circumvention of encryption; to consider available
examples of configurations, scripts, and buggy code to avoid repeating
mistakes; in order to understand how to build secure software; breaking
code; to be incorporated at critical points within the development life
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cycle; the touch points of software security; critical data elements and
user authentication; to define abuse cases to describe scenarios; im-
portant non-normative behaviour that should not be allowed to occur;
possible attack patterns, requirements, and use cases; to clarify what
should not be allowed to happen; to review code; to detect security vul-
nerabilities; to eliminate obvious errors; to perform an architectural risk
analysis; to consider resistance to attack, design ambiguity, and design
weakness (fragility); to prioritize identified risks for mitigation; penetra-
tion testing; to evaluate the operational severity of risks; to perform risk-
based security testing; to concentrate on ensuring that security breaks
won’t occur; to make sure obvious vulnerabilities are not missed; apply-
ing a few relatively simple precautions; to make a tangible difference.

Exercise 6. Read and translate text 1.

Text 1. Software Security Problems and Practices

Software security is the means of engineering software so that it
continues functioning correctly under malicious attack. The security
problem is reinforced by the continuous growth of software vulnerabili-
ties that more than double each year. Software security problems are
complicated. At a high level there are two major categories: (1) imple-
mentation bugs such as buffer overflows and untrustworthy input prob-
lems and (2) architectural flaws such as protection failures, misuse of
cryptography, broken access control, along with design compartmentali-
zation and fragility. Software security is about building things properly.
Tools to identify bugs are improving, but popular languages such as C
and C++ do not enforce secure coding. Widely used communication
protocols are weak; one example is the 802.11b WEP protocol which
contains well-documented design flaws that allow easy circumvention
of encryption. Developers must learn from past mistakes so as to better
write secure code. They must consider available examples of configura-
tion, scripts, design flaws, and buggy code to avoid repeating mistakes.

In order to understand how to build secure software, the develop-
er must understand how an attacker goes about breaking code. These are
the best practices that should be incorporated at critical points within the
development life cycle (the touch points of software security):

* Clearly describe the security needs of functional requirements such as
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protection requirements for critical data elements and user authentica-
tion.

* Define abuse cases to describe scenarios of important non-normative
behaviour that should not be allowed to occur. Build an attack model
from possible attack patterns, requirements, and use cases to clarify
what should not be allowed to happen (anti-requirements).

* Review code with a tool that detects security vulnerabilities to elimi-
nate obvious errors.

» Perform an architectural risk analysis to consider resistance to attack,
design ambiguity, and design weakness (fragility). Prioritize identified
risks for mitigation.

» Use penetration testing to evaluate the operational severity of risks
identified in risk analyses.

+ Perform risk-based security testing using the abuse cases and architec-
tural risk review to identify critical test scenarios. Concentrate on ensur-
ing that security breaks won’t occur.

» Involve operational security resources to apply their knowledge and
provide for external review to make sure obvious vulnerabilities are not
missed.

These touch points should be introduced into any software devel-
opment life cycle. Even applying a few relatively simple precautions
can make a tangible difference in moving along the path toward secure
software. Now everybody agrees that software security is central to
computer security and it is time to put this philosophy into practice.
Exercise 7. Find in text 1 the English for:

3aXUCT TPOTPaMHOTO 3abe3medeHHs; 3acid po3pOoOKH IMPOrpaMHOrO
3a0e3reveHHs; MPOJOBKYBATH IPABIIIBHO (DYHKIIOHYBAaTH 332 yYMOBH
3IIOBMEICHOI JIii; MOCTiliHE 30UIbIIEHHS CIA0KUX MICIh Y TIPOrpaMHOMY
3a0e3rmedenHi; 3pocTaTH OUTBIT HDK BJABIYI KOXXHOT'O POKY; TTOMILUIKH
peamizamii, = TepenoBHeHHs  Oydepy;  mpoOmemu,  3yMOBIEHI
HEHaMIMHICTIO BXigHOI iH(OpMaIii; apxiTekTypHi aedexkTH; BigMoBa
3aXHCTy; HENpaBWIbHE BUKOPUCTAHHA Kpunrorpadii; mopyrieHuid
KOHTPOJb JOCTYIY; PO3APOOJIEHICT NPOEKTYBaHHS Ta Bpa3lIUBICTB;
MIIBUILYBaTH HAIIHHICTh KOIYBaHHS; YHHKATH TOBTOPEHHS MOMMIIOK;
37aMaTW KOJ; TIMTaHHS, IO CTOCYIOTBCS 3aXHCTy IPOTPaMHOTO
3a0e3MeUeHHs; Ba)JIMBI €MEMEHTH JaHuX; BH3HAYATH BHUIAJKU
HENpaBWIBHOIO BUKOPUCTAHHS; 3’CYBaTH, YOro HE MOXKHA JIOITYCKATH;
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MepeBipATH KO, BHUSIBIISATH CIAaOKi MiCHsl 3aXHCTY; YCYHYTH OYEBHIHI
MOMUJIKH; 3AIMCHUTH aHali3 apXiTeKTYpHUX PHU3HKIB; BpaxoBYBaTH
MPOTHUJII0 aTakaM Ta HEOAHO3HAYHICTh KOHCTPYKIIII, YIOpSIKOBYBaTH
BHSIBJICHI PU3HMKH BIAMOBIIHO 10 MPIOPUTETIB 3 METOK 3amo0iraHHs
HEraTUBHUX HACTIJKiB; OLIHIOBAaTH (YHKIIOHAIGHY CEpHO3HICTD
BUSIBJICHUX PH3MKIB, BHM3HAYaTH BAKIMBI CICHApii TECTYBaHHS;
30CepPEeqUTHCS HA METO/IaX 3alo0iraHHs MOpYyLIeHHs! Oe3MeKH; BiTHOCHO
MPOCTi 3aN001KHI 3aX0/I; BiJUyTHA Pi3HUIIL.

Exercise 8. Say whether the statements below are true or false. Correct
the false ones.

1. Software security is the means of modelling software so that it con-
tinues functioning correctly under malicious attack. 2. The security
problem is reinforced by the continuous growth of software vulnerabili-
ties that more than double each 5 years. 3. Software security problems
are complicated. 4. At a low level there are two major categories: (1)
implementation bugs such as buffer overflows and untrustworthy input
problems and (2) architectural flaws such as protection failures, misuse
of cryptography, broken access control, along with design compartmen-
talization and fragility. 5. Tools to identify bugs are improving and pop-
ular languages such as C and C++ enforce secure coding. 6. Developers
must learn from past mistakes so as to better write secure code, they
must consider available examples of configuration, scripts, design flaws,
and buggy code to avoid repeating mistakes. 7. In order to understand
how to build secure software, the developer must understand how an
attacker goes about breaking code. 8. Some touch points of software
security include: describing the security needs of functional require-
ments, defining abuse cases to describe scenarios of important non-
normative behaviour and reviewing a code with a tool that detects secu-
rity vulnerabilities. 9. Applying a few relatively simple precautions can-
not make a tangible difference in moving along the path toward secure
software. 10. Now everybody agrees that software security is central to
computer security and it is time to put this philosophy into practice.

Exercise 9. Form all possible word combinations with the words from
both columns. Translate them.

1) to understand a) abuse cases
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2) to be incorporated at b) secure coding

3) to enforce c) relatively simple precautions

4) to define d) critical points

5) to allow e) how to build secure software

6) to detect f) obvious errors

7) to learn from g) easy circumvention of encryption
8) to eliminate h) resistance to attack

9) to consider i) past mistakes

10) to apply j) security vulnerabilities

Exercise 10. Fill in the blanks with prepositions from, with, by, under,
of, at, in, about, within, into, along, to, toward where
necessary.

1. Software security is the means ... engineering software so that it con-
tinues functioning correctly ... malicious attack. 2. The security prob-
lem is reinforced ... the continuous growth ... software vulnerabilities
that more than double each year. 3. ... a high level there are two major
categories. 4. Software security is connected ... building things proper-
ly. 5. Developers must learn ... past mistakes so as to better write se-
cure code. 6. ... order to understand how to build secure software, the
developer must understand how an attacker goes ... breaking code.
7. There are the best practices that should be incorporated ... critical
points ... the development life cycle (the touch points ... software secu-
rity). 8. Clearly describe the security needs ... functional requirements
... critical data elements and user authentication. 9. These touch points
should be introduced ... any software development life cycle. 10. Ap-
plying a few relatively simple precautions can make a tangible differ-
ence ... moving ... the path ... secure software. 11. Software security is
central ... computer security and it should be put ... practice.

Exercise 11. Fill in the blanks with proper terms (data security, pene-
tration testing, software development life cycle, software security, im-
plementation bug, architectural flaw, software bug, computer security,
vulnerability) to complete the sentences.

1. is a bug such as buffer overflows and untrustworthy input
problems. 2. is a branch of computer technology that deals
with preventing and detecting unauthorized use of your computer.
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3. is the inability to withstand the effects of a hostile envi-
ronment. 4. is a protection failure, misuse of cryptography,
broken access control, design compartmentalization and fragility. 5.
is the means of ensuring that data is kept safe from corruption
and that access to it is suitably controlled. 6. is an error, flaw,
failure, or fault in a computer program or system that produces an incor-
rect or unexpected result, or causes it to behave in unintended ways. 7.
is a sequence of steps aimed at creating software including
specifying requirements, design, coding and verification. 8.
is the means of engineering software so that it continues func-
tioning correctly under malicious attack. 9. is a method of
evaluating computer and network security by simulating an attack on a
computer system or network from external and internal threats.

Exercise 12. Answer the questions on text 1.

1. What is software security? 2. What is the software security problem
reinforced by? 3. What are the high level software security problems?
4. What is the role of popular languages such as C and C++ in enforcing
secure coding? 5. What must developers learn from so as to better write
secure code and what must they consider? 6. What must a developer
understand in order to build secure software? 7. What should be incor-
porated at critical points within the development life cycle? 8. What se-
curity needs of functional requirements should be clearly defined?
9. What is an attack model built from? 10. What is code reviewed for?
11. What is the purpose of architectural risk analysis? 12. What is pene-
tration testing used for? 13. What must be performed to identify critical
test scenarios? 14. What must operational security resources be involved
for? 15. What can make a tangible difference in moving along the path
toward secure software? 16. Do you agree that software security is cen-
tral to computer security?

Exercise 13. Put all possible questions to the sentences below.

1. The security problem is reinforced by the continuous growth of soft-
ware vulnerabilities. 2. At a high level there are two major categories of
software security. 3. Popular languages such as C and C++ do not en-
force secure coding. 4. Developers must learn from past mistakes so as
to better write secure code. 5. The best practices should be incorporated
at critical points within the development life cycle. 6. Now everybody
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agrees that software security is central to computer security.

Exercise 14. Translate into English.

1. 3axucr mnporpamHoro 3abesrneyeHHss — 1€ 3acid po3poOKu
mporpaMHOro  3a0e3neueHHs,  SKMA ~ rapaHTye, 100  BOHO
MPOIOBKYBAaTUME MPABUIILHO (DYHKIIOHYBaTH 32 YMOB 3JIOBMUCHUX JIiH.
2. Tlpobnema Oe3MeKH MOCHIIOETHCS Uepe3 IMOCTiHHEe 30UTbIICHHS
Bpa3JMBHUX MICIlb Y IIporpaMHoMy 3a0e3nedeHHi. 3. [lomuku peaizamii
BKIIIOYAIOTh  TepernoBHeHHS Oydepy Ta mpobimemu, 3yMOBIEHi
HEHaJiiHICTI0 BXimHOi iHopMamii. 4. ApXITeKTypHI MOMHWIJIKH
BKIIOYAIOTh  TMOMWJIKM  3aXHCTy,  HENpaBWIbHE  3aCTOCYBaHHS
kpunrorpadii,  MOPYIIEHHS  KOHTPOJIIO  JOCTYIy  pa3oM 3
PO3IPOOJICHICTIO TIPOSKTYBAHHS Ta BPA3JIUBICTIO. 5. 3aCO0M BHSBIICHHS
ITOMMJIOK BIOCKOHAIIOIOTHCS, ajie Taki momyssapHi MoBH, sik C ta C++
HEe MIJBMILYIOTh HaIINHICTh KoAyBaHHs. 6. [lomupeHi KOMyHiKaIlifdHI
MPOTOKONH € CIa0KUMH, BOHH MICTITh JeQEeKTH MpPOCKTYBaHHS,
[IEPEKOHIMBO MIATBEPKEHI JOKYMEHTAJIbHO, Ta MAO3BOJIIOTH JIETKO
npoectn po3mudpyBaHHS. 7. Po3poOHHWKM TOBHHHI BpaxOBYBaTH
icHyroUl 3pa3ku KoHQIryparii, cieHapii, Ae@eKTH MpoeKTyBaHHS Ta
TIOMUJIKOBI KONIW, a0W YHWKHYTH IIOBTOpPEHHS moMuiiok. 8. Illobu
nmoOyayBaTH HaJiifHE MpPOrpaMHe 3a0€3MEeUCHHs, PO3POOHHMK MMOBHHECH
3pO3yMITH, SKHM YMHOM 3JIOBMHUCHHK 37mamye koa. 9. Ocpk Haifkparri
METOJH, AKi Tpeba BBECTH IO KIIOYOBUX TOYOK Yy IPOIECI KUTTEBOTO
UKy PO3pOONIEHHS (TOYOK JMOTHKY, IO CTOCYIOTBCS 3aXUCTy
nporpamuoro 3abesnedenHs). 10. [TorpiOHO UiTKO ommcaTtH MOTPeOH
(hyHKITIOHATPHUX BHUMOT 337151 OE3MeKH, TaKhuX SIK BUMOTH 3aXUCTY
BOXJIMBUX €NIEMEHTIB JaHUX Ta ayreHTu(ikamii kopuctyBada. 11.
HeoOxinmHO BM3HAYNTH BUNAJKHA HEMPABIJIBHOTO BUKOPHUCTAHHSI, 1100
OIMCAaTH CIIEHapii HemTaTHOI IMOBEHIHKH, fKi Tpeba 3amobirtu. 12.
[lepeBipTe KO IHCTPYMEHTOM, IO BHUSBHUTH CIAOKi MICIST O€3MEKH IS
TOro, 00 YCYHYTH oOueBMAHI noMmwikd. 13. 3pobite aHami3
ApXITEeKTYpHOTO  PH3UKy, MO0M BpaxyBaTH TMPOTHIIFD  aTaiii,
HEOAHO3HAUYHICTh Ta cnaOkicTh KoHCTpykuii. 14. VYmnopsuakyiite
BHSIBJICHI PU3WKH BiMTOBIHO 10 TPIOPUTETIB 3 METOI 3armobiraHHs
HEraTUBHWUX HachiakiB. 15. 3acTocoByiiTe TecT Ha 3aXUCT BiA
HECaHKLIOHOBAHOTO  JAOCTyIy, 100  OLIHUTH  (YHKIIOHAIBHY
cepilo3HicTh BuABNEHMX pus3ukiB. 16. IlpoBenmite TecTyBaHHS
3aXHILEHOCTI, 110 Oa3yeTbCd HA OLIHLI PHU3UKIB, BHUKOPHUCTOBYIOUH
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BUIAJKA HENPaBUIIBHOTO 3aCTOCYBAaHHS Ta MEPEBIPKY apXiTEKTYpHUX
PHU3HUKiB, MIOOM BHM3HAYMTH BaKJIMBiI cueHapii TectyBanHs. 17. Taki
TOYKU JOTHKY MarOTh OyTH BBEIEHI /10 OyAb-SIKOI'0 YKHTTEBOTO ITUKITY
po3po0sIeHHS MporpaMHOro 3abesmedeHHs. 18. HaBith 3acrocyBaHHs
JEKITBKOX BIAHOCHO MPOCTHX 3alO0DKHHMX 3aXOMiB MOXE BiT4yTHO
MOJIMIIATH 3axHCT MporpaMHoro 3abesmedeHHs. 19. 3apa3  Bci
MOTO/KYIOTBCS 3 THM, IO 3aXUCT IPOTrPaMHOTrO 3a0e3NeueHHS €
TOJIOBHHM y KOMII'FOTEpHIH Oe3meli, i HacTaB dYac peasizyBaTd IO
¢inocodiro Ha MPAKTHIIL.

Exercise 15. Retell the text “Software Security”.

Exercise 16. Read and translate text 2.
Text 2. Building Secure Software

External faults that threaten the software’s dependable operation
are seen as a security issue when (1) the faults result from malicious
intent or (2) the faults, regardless of their cause, make the software vul-
nerable to threats to its security. Security is about preventing adverse
consequences from the intentional and unwarranted actions of others.

To be considered secure, software must exhibit three properties:
1. Dependability: Dependable software executes predictably and op-
erates correctly under all conditions, including hostile conditions, in-
cluding when the software comes under attack or runs on a malicious
host.
2. Trustworthiness: Trustworthy software contains few if any vulner-
abilities or weaknesses that can be intentionally exploited to subvert or
sabotage the software’s dependability. In addition, to be considered
trustworthy, the software must contain no malicious logic that causes it
to behave in a malicious manner.
3. Survivability (also referred to as “Resilience”): Survivable or
resilient software is software that is resilient enough to (1) either resist
(i.e., protect itself against) or tolerate (i.e., continue operating dependa-
bly in spite of) most known attacks plus as many novel attacks as possi-
ble, and (2) recover as quickly as possible, and with as little damage as
possible, from those attacks that it can neither resist nor tolerate.

The objective of secure software development is to design, im-
plement, configure, and sustain software systems in which security is a
necessary property from the beginning of the system’s life cycle (i.e.,
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needs and requirements definition) to its end (retirement). Experience
has taught that the most effective way to achieve secure software is for
its development life cycle processes to rigorously conform to secure
development, deployment, and maintenance principles and practices.
Organizations that have adopted a secure software development life cy-
cle (SDLC) process have found almost immediately upon doing so that
they have begun finding many more vulnerabilities and weaknesses in
their software early enough in the SDLC that they are able to eradicate
those problems at an acceptable cost. Moreover, as such secure practices
become second nature over time, these same developers start to notice
that they seldom introduce such vulnerabilities and weaknesses into
their software in the first place.

Exercise 17. Answer the questions on text 2.

1. When are external faults that threaten the software’s dependa-
ble operation seen as a security issue? 2. What properties must
software exhibit to be considered secure? 3. What is dependable
software? 4. What must software contain to be considered trust-
worthy? 5. What is survivable or resilient software? 6. What is the ob-
jective of secure software development? 7. What is the most effective
way to achieve secure software?

Exercise 18. Write out all Non-Finite forms of the verb (Infinitives, Par-
ticiples and Gerunds) from the text of Exercise 16.
Identify their forms and functions.

Exercise 19. Translate the following sentences. Define the forms and
functions of all Non-Finite forms of the verb.

1. Many of Microsoft software products are predominantly designed
using the “trusted system” approach. 2. Malicious software is software
designed to infiltrate a computer system without the owner's consent.
3. Having attached itself to executable files or documents, the virus
propagates to other programs on the computer. 4. Spyware programs
installed as Trojan horses are commercially produced for gathering in-
formation about computer users. 5. Having been attacked by hackers,
the program lost some encrypted data. 6. Science fiction is fiction deal-
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ing with imagined scientific discoveries and advances. 7. The main rea-
son for adding security practices throughout the Synchronous Data Link
Control (SDLC) is to establish a software life cycle process codifying
both caution and intention. 8. Creating a secure development communi-
ty using collaboration technologies and a well-integrated development
environment promotes a continuous process of improving and focusing
on secure development life cycle principles and practices. 9. Not having
found necessary data they used new information technologies. 10. The
presence of automated assistance to the controllers should reduce the
need for coordination. 11. A programming language is a special coding
system designed for writing instructions for a computer. 12. Having
been invented for solving mathematical problems, FORTRAN allowed
programmers to write algebraic expressions.

Exercise 20. Translate the sentences paying attention to the Infinitive,
Participial and Gerundial Complexes.

1. Everybody agrees with software security being central for computer
security. 2. They saw the delegation enter the University. 3. A firewall
being installed, spyware cannot gain access to the internal network.
4. We know of Windows having been developed by Microsoft. 5. He is
said to become a good programmer. 6. The specialist was considered
being experienced in the area of human-computer interaction. 7. Their
following this principle minimized software vulnerability to attack.
8. The teacher wanted him to write a new computer program. 9. The
programmer was seen reviewing and debugging the code. 10. We rely
on this device operating properly. 11. A machine language is known to
be a low-level language. 12. Computer scientists were considered de-
veloping new high-level languages. 13. | insist on this software being
debugged immediately. 14. Data processing was considered finished.
15. I want you to be more attentive at the lectures.

Exercise 21. Memorize the following types of conditional sentences.

I. Real situation | 1) If I am not busy, | will | 1) Skmo s He Oyay
in the future. help you with the prob- | zaiiuaruii, TO mOMOMOXY

lem. 1001 13 3a1a4€r0.
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gram, it will work cor-
rectly.

nporpaMmy, TO BOHa Oyne
NPaIOBATH MPABUIIBHO.

Il. Unreal situa- | 1) If | were (was) not | 1) Sk6u s He OyB 3aBTpa
tion in the pre- | busy tomorrow, | would | 3aftuaruii, T0 momomir Ou
sent/ future. help you with the | To6i 3 3amauero.
problem. 2) SxOum MU HaIaroIuind
2) If we debugged the | mporpamy (cworommi), TO
program, it would work | Bona 0 npairoBaia
correctly. HPaBHIIBHO.
I11. Unreal situa- | 1) If I had not been busy | 1) SIxOu s He OyB 3aiiHsTHIi

tion in the past.

yesterday, | would have
helped you with the
problem.

2) If you had worked
systematically, you
would not have failed
the exam.

BYOpa, TO JOMOMIr OM TOOI
3 3a71a4el0.

2) SIkOu TH CHCTEMATHYHO
NpAaIfoBaB, TO HE MPOBAJIHB
0u ex3aMeH.

IV. Mixed type
(combination of
unreal situation
in the present
and in the past).

1) If | were (was) as
clever as you, | would
not have failed the exam.
2) If we had debugged
the program yesterday, it
would work correctly
(today).

1) Sxbu s OyB Takwmii
pO3YMHHH, SK TH, TO HE
MIPOBAJIMB OW €K3aMEH.

2) Slxkbm M®m HaTaromuIu
mporpamy B4Opa, To BOHA 0
MpamoBaia MIPaBIIIEHO
(crorommi).

Exercise 22. Complete the sentences making use of all possible types of
conditionals. Translate them.

1. If you (know) English well, you (work) abroad. 2. If you (study) well,
you (be) a good specialist. 3. If you (be) an experienced worker, you
(can make) a good career. 4. If you (have) a good memory, you (can
learn) easily many programming languages. 5. If you (know) a lot of
programming languages, you (find) a good job. 6. If you (install) a virus
scanner, your computer (be) protected. 7. If antivirus software periodi-
cally (receive) virus definition, updates of the software effectiveness (be
maintained). 8. If the resulting software (comprise) well defined, inde-
pendent components, that (lead) to better maintainability.
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Exercise 23. Complete the sentences using the verbs in the proper form.
Translate the sentences.

1. If the problem (be) not well-defined, it (result) in poor design. 2. If
you (work) harder, you (make) more progress. 3. If he (work) harder
yesterday, he (make) fewer mistakes. 4. If | (have) a dictionary, | (trans-
late) the article yesterday. 5. If you (not work) systematically, you (fail)
the exam. 6. The teacher (be) displeased if you (not do) the laboratory
work. 7. If you (be) a professional associated with design and drafting,
you (find) this book informative. 8. If you (widen) your knowledge
about CAD applications, you (change) drawings with minimal effort. 9.
The experiment (give) good results if you (have) more accurate input.
10. If the program (be) maintained, it (work) properly. 11. If you (write)
the program yesterday, we (begin) debugging and testing just now.
12. If instructions (be) translated into machine language, they (be) pro-
cessed by the computer. 13. If your program (be) very small, you (skip)
the step of designing. 14. If you (be) more experienced, you (find) this
step very useful.

Exercise 24. Analyse the following examples of subjunctive mood us-
age.

1. I wish | were (was) more | 1. [lIkoza, 1m0 MeHI HE YK€ MOMIACTHIIO
successful at the exam. Ha ek3ameHi. (Jloope Oymo 0, komu 6 MeHi
OiITBIITe TIOMACTHIIO HA eK3aMeHi. )

2. 1 wish I lived in the hostel. | 2. [IIkoxa, 110 51 HE KUBY B I'YPTOKHUTKY.
(Hdobpe Oyno 6, xomu © s KHUB Yy
TYPTOXHTKY.)

3. 1 wish you had translated | 3. Illkozma, 110 BH HE MEPEKJIAIN CTATTIO
the article yesterday. Buopa. (J{obpe Oymo 6, komu O BH
TIepeKIIaIA CTATTIO BYOpPA.)

4. | wish she would come to | 4. Illkoma, 1m0 BOHa He TMpHiAAE B
the university tomorrow. yHiBepcuTer 3aBTpa. (JJodpe Oyio 6, konu
0 BOHA MpUHIILIA B YHIBEPCUTET 3aBTPA.)

5. | wish you could give the | 5. Illkoma, 1m0 TH He [JacH MeHi
verified data to me next week. | mepeBipeHi JaHi HAaCTYIHOIO THXKHS.
(1oOpe Oynmo O, konmu O TH JaB MeHi
NepeBipeHi 1aHi HACTYIHOTO THXKHSL.)

265




Exercise 25. Complete the sentences using the verbs in brackets in the
proper form. Translate the sentences.

1. I wish I (can) speak English better. 2. I wish | (pass) my module test
last month. 3. He wishes he (not break) the system. 4. | wish I (be) a
software developer. 5. | wish you (read) more in future. 6. I wish I
(know) Spanish. 7. She wishes she (learn) the lesson. 8. | wish | never
(suggest) this idea. 9. He wishes he (earn) more money. 10. | wish he
(write) the composition yesterday. 11. | wish it (be) not late to go to the
conference. 12. | wish you (know) physics better. 13. My friend wishes
he (enter) the University. 14. | wish you (have) more practice in devel-
oping software. 15. | wish we (go) to the library yesterday. 16. We wish
we (buy) a book on software design. 17. He wishes he (join) the English
speaking club last month. 18. | wish you (make) fewer mistakes in the
dictation. 19. | wish you (start) the experiment already. 20. | wish this
notebook (be) not so expensive.

Exercise 26. Translate into English.

1. Byno 6 mobpe, sxbu 3apa3 Oynu KaHikymd. 2. SIkOu 51 OyB Ha Bamomy
MicIli, TO TopaauBcsi © 3 Oarbkamu. 3. SIkOW BW IOMOMOITHA MeEHi
PO3B’sI3aTH 110 3a/1a4y, TO 51 OyB Ou Bam myke Busrunwmid. 4. llIkoxa, mo
BH 3aITiI3HIIIMCS Ha JIEKII0. 5. SIkOM MU oTpuMany iHCTPYKLii BUOpa, TO
3pobmnn 6 pobory BuacHO. 6. SIkOu s 3HAB (paHITy3bKy MOBY, TO YKe
naBHO O ToroBopwB 3 Hew. 7. SIkOm y Hac Oymo OinmbIe MPaKTHIHUX
3aHSTH 3 aHTIIHCHKOI MOBH, MU 0 Kpaire 3Hanu 1er mpeamer. 8. llkona,
0 HaM paHille He Chajo Ha AyMKY HPOIIYKaTH KHHUTY B Oi0mioTerri.
9. SxOu s OyB yCIIIITHUM MPOTPaMicTOM, TO MpPaIIOBaB OM 3a KOPIO-
HoMm. 10. lIkoma, mo BoHA HE mpHiine 3aBTpa Ha 3aHATTS. 11. SxOu meit
METOJ TIPOEKTYBaHHA OyB OUIBII JETaTbHO BHBYEHHUH, HOTO O IIMPOKO
3aCTOCOBYBAJI HA MPaKTHIIL.

Exercise 27. Play a game. Look at this sequence of sentences, then use
the prompts below to act out similar hypotheses.

S1: If computers were more powerful, they would replace people.
S2: If people were replaced by computers, they would have more free
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time.
S3: If they had more free time, they would go on holiday.
S4: If they went on holiday...

e IfIwon$ 1,000,000 ...

e IfI were an experienced software engineer ...

e IfI studied abroad...

Exercise 28. Study the vocabulary to text 3.
Data erasure — ctupaHHs JaHUX, pyHHYBaHHS iH(popMmarrii

disk encryption software — nporpamHi 3acoou mUppPyBaHHS AUCKY
disk encryption hardware — anapathi 3acodu mmudpyBaHHs TUCKY

on-the-fly encryption — oneparuBHe mmbpyBaHHs, MUPPYBaHHSI B
pearbHOMY Yaci
transparent encryption — “mposope” (HeromitHe) mmdpyBaHHS (He

3anedicums 8i0 XapaKmepucmuxk cucmemu i He
BNIUBACE HA T HOpMATbHE YHKYIOHYBAHHS)
hardware-based security — amapaTHMii 3aXHCT; 3aXHCT, IO
320€3MeUyeThCS arlapaTHAMH 3aco0aMu
security solution — pimreHnst cTocOBHO 3a0€3IeYEHHS 3aXUCTY
tamper — 1) 3mamyBaTH 2) icyBaTs 3) ¢anblryBaTH, TiApOOIITH
security token — mapkep mOCTyIy, TOKEH ((izuunuti npucmpitl, AKuil
HA0AEMbCsi  ABMOPU30BAHOMY  KOpucmysauesi 3
MemoI CRpUaHHA 8 aymeHmugixayii)
personal identification number (PIN) — ocobucruii imenTHdiKamifiHmii
Homep, [1IH-xon
dongle — 1) (erexmponnuil) 3aXUCHAN KITFOY-3arIIyIIKA (1i0 €OHYEMbCS
00 nopmy 66e0eHHA-8UBCOeHHs); 2) eNeKTPOHHUH MpHUCTpiit
3aXUCTY (8 CIMpPYKmMYypi Komn tomepa)
log in — peectpyBatucst B cuctemi (Mepexi)
log out — BuxoauTH 3 cucTeMH (MEpExi)
privilege level — piBerp npuBineiB, piBeHb TOCTYITY
privileged operation — npuBineiioBana onepaitis
unauthorized personnel — ctopoHHiii IepcoHat, CTOPOHHI 0COOH
overwriting - mepesaruc
steal (p. stole, pp. stolen ) — kpactu
obscure — npuxoByBaTH, pOOUTH HEMOMITHHM
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expose — 1) pobuTy BUANMHUM, IOKa3yBaTH; BUCTABJIATH HAIOKa3
2) migmaBatH aii

reside — mepebyBaTH, MiCTUTHCS

controller — koHTpoIEp, MPHUCTPIi KepyBaHHS

policies — 3axonu

representative — npeacTaBHUK

software release — Bepcist mporpaMHoro 3ade3meueHHs

vendor — mocravanbHHUK, TPOIaBELb

overwriting — nepesarnuc

asset — pecypc, nudpoBuii 00’ €KT

retire — mym: BugagsTH

proof — HempOHUKHMIH, HEMPOOWMBHUIA, MITTHHIHA

hence — Tomy, 3Biacu

therefore — Tomy, oTxe

Exercise 29. Choose verbs among the following words. Put the first let-
ters of the verbs into the cells in the same order. Read and
translate the word. Try to compose a similar exercise your-
self.

Outsourcing, ensure, suitably, unauthorized, notify, vulnerable,
solution, compromise, transparent, asset, retire, proof, however, yield,
privileged, protect, malicious, similar, tamper, privacy, identify, pur-
pose, erasure, obtain, masking, token, negotiate.

- r r [ [ [ [ |

Exercise 30. Give synonyms (a) and antonyms (b) for the following
words:
a)

privacy, security, erase, malicious, login, vendor, customer, personnel,
asset, ensure, corrupt, require, gain, enable, reside, obscure, purpose,
therefore, suitably, safe, means, refer to as, hacker, completely, com-
promise, resilience, resist, withstand, developer, mask, tamper;

b)

authorized, usable, privacy, safe, login, personal, recoverable, secure,
manual, possible, sensitive, transparent, malicious, weakness, effective,
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necessary, few, cause.

Exercise 31. Write derivatives of the words below and explain their
meanings.

Model: intent — intention — intentional — intentionally

Intent, use, safe, suit, similar, author, source, represent, recover, solve,
encrypt, corrupt, differ, access, combine, expose, inform, maintain, pro-
duce, complete, survive, object, secure, weak, threat, depend, predict,
execute, develop, use.

Exercise 32. Translate the word combinations below into Ukrainian.

To be suitably controlled; to ensure privacy; backups, on-the-fly encryp-
tion or transparent encryption; to prevent data from being stolen; a mali-
cious program; to corrupt the data in order to make it unrecoverable or
unusable; security tokens; in order to be compromised; to gain physical
access; to allow a user to login, logout and to set different privilege lev-
els by doing manual actions; the current state of a user; to be vulnerable
to malicious attacks by viruses and hackers; after a malicious access is
obtained; to perform unauthorized privileged operation; to protect the
operating system image and file system privileges from being tampered;
to ensure recovery of the data which has been lost; the process of ob-
scuring (masking) specific data within a database table or cell; to ensure
that data security is maintained and sensitive information is not exposed
to unauthorized personnel; outsourcing vendors; data erasure; data resid-
ing on a hard drive or other digital media; to ensure that no sensitive
data is leaked when an asset is retired or reused.

Exercise 33. Read and translate text 3.
Text 3. Data Security

Data security is the means of ensuring that data is kept safe from
corruption and that access to it is suitably controlled. Thus data security
helps to ensure privacy. It also helps in protecting personal data. The
technologies of data security are: disk encryption, hardware-based
mechanisms for protecting data, backups, data masking and data eras-
ure.

Disk encryption is the technology that encrypts data on a hard
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disk drive. Disk encryption software or disk encryption hardware can be
used for this purpose. This technology is often referred to as on-the-fly
encryption or transparent encryption.

Software-based security solutions encrypt the data to prevent data
from being stolen. However, a malicious program or a hacker may cor-
rupt the data in order to make it unrecoverable or unusable. Similarly,
encrypted operating systems can be corrupted by a malicious program or
a hacker, making the system unusable. Hardware-based security solu-
tions can prevent access to data and hence offer very strong protection
against tampering and unauthorized access.

Hardware-based computer security offers an alternative to soft-
ware-only computer security. Security tokens may be more secure due
to the physical access required in order to be compromised. Access is
enabled only when the token is connected and correct PIN is entered.
However, dongles can be used by anyone who can gain physical access
to the system. Newer technologies in hardware-based security solve this
problem offering proof security for data.

The hardware-based security uses a device that allows a user to
log in, log out and to set different privilege levels by doing manual ac-
tions. The device uses biometric technology to prevent malicious users
from logging in, logging out, and changing privilege levels. The current
state of a user of the device is read by controllers in peripheral devices
such as hard disks. lllegal access by a malicious user or a malicious pro-
gram is interrupted based on the current state of a user by hard disk and
DVD controllers. Hardware-based access control is more secure than
protection provided by the operating systems as operating systems are
vulnerable to malicious attacks by viruses and hackers. The data on hard
disks can be corrupted after a malicious access is obtained. With hard-
ware based protection, it is impossible for a hacker or a malicious pro-
gram to gain access to secure data or perform unauthorized privileged
operations. The hardware protects the operating system image and file
system privileges from being tampered. Therefore, a completely secure
system can be created using a combination of hardware-based security
and secure system administration policies.

Backups are used to ensure recovery of the data which has been
lost.

Data masking is the process of obscuring (masking) specific data
within a database table or cell to ensure that data security is maintained
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and sensitive information is not exposed to unauthorized personnel. This
may include masking the data from users (for example, banking cus-
tomer representatives can only see the last 4 digits of a customer’s na-
tional identity number), developers (who need real production data to
test new software releases but should not be able to see sensitive finan-
cial data), vendors, etc.

Data erasure is a method of software-based overwriting that com-
pletely destroys all electronic data residing on a hard drive or other digi-
tal media to ensure that no sensitive data is leaked when an asset is re-
tired or reused.

Exercise 34. Find in text 3 the English for:

3acio 3aXUIIEHHS HaHUX BiI IICYBaHHS; 3abe3meuyBaTu
KOH(DIeHIIHHICTR; MU(pPYBaHHS TUCKY, alapaTHi MEXaHIi3MHU 3aXHCTy
JIAHHUX Ta PE3EpBHI KOIii; MACKyBaHHS Ta CTUPAHHS JIaHUX; HA3WBATHCS
onepaTUBHMM  mu(pyBaHHSIM ab0  Mpo3opuM  IMUPPYBAHHSM;
3amo0iraTy KpaJiKIlli JaHUX; IICYBAaTH JaHI IJIS TOrO, 100K 3pOOHTH iX
HEBIIHOBIIOBaHMMU  ab0  HENpUAATHUMU Ul  BUKOPHUCTaHHS;
3a0e3meuyBaTi TOTY)KHHM 3aXHCT BiJ 3JlaMy Ta HECaHKITIOHOBaHOTO
JOCTYILY; JO3BOJIITU AOCTYI B Pa3i MIAKIIOYEHHS MapKepy AOCTYIly Ta
BBeneHHs npaBwiibHOro [1I1H-kony; BUKOPUCTOBYBATH 3aXMCHUM KIIFOU-
3aMIylIKy; PEECTPYBaTHCS, BUXOAWUTH 13 CHCTEMU Ta BCTAaHOBJIIOBATU
pi3HI piBHI JOCTyIy; 34YMTYBATHCS KOHTpollepamu TepudepiiHnx
MIPUCTPOIB; OIepallifHi CHUCTEMH, BpazIWBI M0 3JIOBMHUCHUX IIiH;
BUKOHYBATH HECAHKI[IOHOBAaHI MpHBiIEHOBaHI omeparii; MOBHICTIO
3axMILeHa cucTema; 3abe3levyBaTH BiAHOBJICHHS BTPAauyCHHX [aHUX;
MpoIeC MPUXOBYBAaHHs (MAacKyBaHHS) JaHWUX; MacKyBaHHS iH(opmarrii
BiJl KOPHUCTYBadiB, PO3POOHMKIB Ta MOCTAYAIBHUKIB; PyWHYBaTH NaHi,
O MICTATECA Ha  JKOPCTKOMY  JTHCKYy; 3amo0iraTd  BHUTOKY
KOH}iIeHIiHHOT iHpOopMartii; BHIIAJISITH abo TTOBTOPHO
BHUKOPHCTOBYBAaTH pecypc.

Exercise 35. Say whether the statements below are true or false. Correct
the false ones.

1. Data security is the means of ensuring that data is kept safe from cor-
ruption and that access to it is suitably controlled. 2. Data security helps
to ensure privacy and to protect personal data. 3. The technologies of
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software security are: disk encryption, hardware-based mechanisms for
protecting data, backups, data masking and data erasure. 4. The technol-
ogy of encrypting data on a key drive is often referred to as on-the-fly
encryption or transparent encryption. 5. Software-based security solu-
tions encrypt the data to prevent data from being corrupted. 6.
A malicious program or a hacker may corrupt the data in order to make
it unrecoverable or unusable. 7. Software-based security solutions can
prevent access to data and hence offer very strong protection against
tampering and unauthorized access. 8. Dongles can be used by anyone
who can gain physical access to the system. 9. The software-based secu-
rity uses a device that allows a user to log in, log out and to set different
privilege levels by doing manual actions. 10. Hardware-based access
control is more secure than protection provided by the operating systems
as operating systems are vulnerable to malicious attacks by viruses and
hackers. 11. The data on hard disks can be corrupted after a malicious
access is obtained. 12. With hardware-based protection, it is impossible
for a hacker or a malicious program to gain access to secure data or per-
form unauthorized privileged operations. 13. A completely secure sys-
tem can be created using a combination of hardware-based security and
secure system administration policies. 14. Backups are used to ensure
recovery of the data which has been rewritten. 15. Data masking is the
process of obscuring (masking) specific data within a database table or
cell to ensure that data security is maintained and sensitive information
is not exposed to unauthorized personnel. 16. Data erasure is a method
of software-based overwriting that completely destroys all electronic
data residing on a hard drive or other digital media to ensure that no
sensitive data is leaked when an asset is retired or reused.

Exercise 36. Form all possible word combinations with the words from
both columns. Translate them.

1. to be a) being stolen

2. can be used for b) on-the-fly encryption
3. to offer c) data

4. to be referred to as d) suitably controlled

5. to enter e) an alternative

6. to prevent from f) this purpose

7. to corrupt g) physical access

8. in order to h) the correct PIN
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9. to protect i) be compromised
10. to gain j) the operating system image

Exercise 37. Fill in the blanks with prepositions on, for, to, by, in, of,
from, against, out where necessary:

1. Data security is the means ... ensuring that data is kept safe ... cor-
ruption and that access ... it is suitably controlled. 2. The technologies

. data security are: disk encryption, hardware-based mechanisms ...
protecting data, backups, data masking and data erasure. 3. Disk en-
cryption is the technology that encrypts data ... a hard disk drive. 4.
Software-based security solutions encrypt the data to prevent data ...
being stolen. 5. Encrypted operating systems can be corrupted ... a ma-
licious program or a hacker, making the system unusable. 6.
Hardware-based security solutions can prevent access ... data and hence
offer very strong protection ... tampering and unauthorized access. 7.
Newer technologies ... hardware-based security solve this problem of-
fering proof security ... data. 8. The device uses biometric technology

to prevent malicious users ... logging ... , logging ... , and changing
privilege levels. 9. The current state ... a user ... the device is read ...
controllers ... peripheral devices such as hard disks. 10. Hard-

ware-based access control is more secure than protection provided ...
the operating systems as operating systems are vulnerable ... malicious
attacks ... viruses and hackers. 11. The data ... hard disks can be cor-
rupted ... a malicious access.

Exercise 38. Fill in the blanks with proper terms(data erasure, backups,
data masking, hardware-based security solutions, disk encryption, da-
ta security, software-based security solutions) to complete the sentenc-
es.

1. can prevent access to data and hence offer very strong pro-
tection against tampering and unauthorized access. 2. is the
means of ensuring that data is kept safe from corruption and that access
to it is suitably controlled. 3. encrypt the data to prevent
data from being stolen. 4. is the technology that encrypts data
on a hard disk drive. 5 is @ method of software-based over-
writing that completely destroys all electronic data residing on a hard
drive or other digital media to ensure that no sensitive data is leaked
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when an asset is retired or reused. 6. is the process of ob-
scuring (masking) specific data within a database table or cell to ensure
that data security is maintained and sensitive information is not exposed
to unauthorized personnel. 7. are used to ensure recovery of
the data which has been lost.

Exercise 39. Answer the questions on text 3.

1. What is data security? 2. What does data security help in? 3. What
are the technologies of data security? 4. What is disk encryption?
5. What is the difference between software-based security solutions and
hardware-based security solutions? 6. Why may security tokens be more
secure? 7. When is access enabled, provided that security tokens are
used? 8. What does hardware-based security device allow a user to do?
9. What technology does this device use? 10. What is the operating
principle of hardware-based security? 11. Why is hardware-based access
control more secure than protection provided by the operating systems?
12. How can a completely secure system be created? 13. What are back-
ups used for? 14. What is data masking? 15. What may data be masked
from? 16. What is data erasure?

Exercise 40. Put all possible guestions to the sentences below.

1. Data security helps to ensure privacy. 2. The technologies of data se-
curity are: disk encryption, hardware based mechanisms for protecting
data, backups, data masking and data erasure. 3. Disk encryption soft-
ware or disk encryption hardware can be used for this purpose. 4,
This technology is often referred to as on-the-fly encryption or transpar-
ent encryption. 5. A malicious program or a hacker may corrupt the data
in order to make it unrecoverable or unusable. 6. Encrypted operating
systems can be corrupted by a malicious program or a hacker, making
the system unusable. 7. Hardware based computer security offers an
alternative to software-only computer security. 8. The device uses bio-
metric technology to prevent malicious users from logging in. 9. The
current state of a user of the device is read by controllers in peripheral
devices such as hard disks. 10. The hardware protects the operating sys-
tem image and file system privileges from being tampered. 11. Backups
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are used to ensure recovery of the data which has been lost.

Exercise 41. Translate into English.

1. 3axucr maHux — e 3aci0 3a0e3ledyeHHs 3aXUILEHOCTl NaHUX Bif
MICYBaHHS 1 HAJEKHOTO KOHTPOJIIO 32 AOCTYIIOM 10 HuX. 2. Takum
YUHOM, 3aXHCT JaHUX Joromarae 3a0e3neunTd KOH(DIIEHIIHHICT. 3.
TexHomorissMu  Oe3nekn JaHUX € WMGPYBaHHA JHCKY, arapartHi
MexaHi3MH 3axucty iHpopmarii, pe3epBHI KOMii, MacKyBaHHS Ta
CTHpAHHS JaHUX. 4. HludpyBanHss TUCKY — II€ TEXHOJOTis
mmdpyBaHHs JaHWUX Ha KOPCTKOMY Aucky. 5. L{to TexHoiorito 4yacro
HA3UBAIOTh OMepaTUBHUM abo mpozopuM mudpysanHsaM. 6. [IkimmmBa
mporpaMa abo xakep MOXYTh 3IIICYBaTH JaHi Ta OINEpPaIiiHI CHCTEMH,
3pOOHTH 1X HEBITHOBIIOBAHUMH 200 HEMIPUIATHUMH JUISI BUKOPUCTAHHSI.
7. PileHHs CTOCOBHO 3a0e3MeueHHs 3aXKMCTy alapaTHUMH 3aco0aMu
MOXYTh 3aII00IITH JOCTYITY JO iH(OpMallii, i TOMy IPONOHYIOTh JTy¥Ke
MOTYXHHH 3aXHCT BiJ| 3JaMy Ta HECaHKI[IOHOBAHOTrO JIOCTyITy. 8.
Mapkep noctymy MoXKe OyTH HAIIHHIIMM dYepe3 Te, IO Uil HOro
MopyILIeHHS MoTpioeH ¢iznynuii gocrym. 9. JlocTynm J03BONCHUMN JIUIIE
B pa3i MIgKIIOYEHHS MapKepy MOCTYIy 1 BBemeHHs mpasmibHoro ITTH-
komy. 10. Ilpore, Toif, XTO oTpuMye (I3UYHHNA HOCTYN IO CHCTEMH,
MOXK€ BUKOPHCTATH 3aXHUCHI Kitoui-3armymkd. 11. AmapaTHuil 3axuct
BUKOPHCTOBYE MPHUCTPid, IO JO3BOJISE KOPHCTYBady PEeCTpyBaTHCA,
BUXOIUTH 13 CHCTEMH Ta BCTAHOBIIOBATH Pi3HI piBHI goctymy. 12.
IloToynuii cTtaH KOpHUCTyBaya 34YUTYETbCS  KOHTPOJEpaMH B
nepudepiftHIX TPHUCTPOSIX, HANPUKIAIL B KOPCTKAX IUCKax. 13.
HeneranpHuii  mocTynm 370BMHCHHKAa a00 IIKTMBOI  Iporpamu
TIepEepUBAEThCA KOHTpOJIEpaMu KopcTkoro aucky i DVD. 14.
AmnapaTHHH KOHTPONIb JOCTYNy € HAJIHHIOIMM, HDK 3aXHCT, IO
3a0e3MmedyIoTh OmepaliiiHi CHCTEMH, TOMY IO BOHU € BPa3IMBUMH JIO
3MOBMHCHHX il BIpyciB Ta xakepiB. 15. AmapaTHWil 3axucT
YHEMOXKIIMBITIOE OTPHUMaHHS JIOCTYNy A0 3axwineHoi iHdopmarii abo
BUKOHAHHS HECAHKIIIOHOBAaHMX NPHBUICHOBAHUX oOmepaliid Xakepamu
a00 MWKIMBUMH TporpamaMu. 16. AmapatHi 3aco0M 3axUIIAIOThH
olepariifHy CUCTeMy Ta TpuBinei (aiioBoi cucteMu Bijx ncyBaHHs. 17.
Otxe, TIOBHICTIO 3aXHIEHY CUCTEMY MO)KHAa CTBOPHUTH 3a JIOTIOMOT OO
MOEHAHHS anapaTHOro 3aXMCTy Ta HAOIMHUX 3axOdiB CHUCTEMHOIO
aaMiHicTpyBaHHs. 18. PesepBHiI Komii BHKOPUCTOBYIOTHCS — JUIA
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3a0e3nedyeHHs] BiIHOBIIGHHA BTpayeHUX AaHuX. 19. MackyBaHHSA JaHUX
— 1Ie TpolleC MPHUXOBYBaHHS KOHKpeTHOI iHQopmamii B Tabnwmui abo
KOMIpIIi 0a3u JaHuX Jjis 3a0e3neueHHs MITPUMKH 3aXUCTy JaHUX Ta
MPUXOBYBaHHS  KOH(QimeHUiliHOT  iHGopMmamii BiI  CTOPOHHBOTO
nepconany. 20. BoHO Moke BKIIOYaTH MacKyBaHHs iH(opmaiii Bif
KOPUCTYBayiB, pO3POOHHUKIB Ta ocTavyaabHUKIB. 21. CTUpaHHS JaHUX —
e METoJl TMepenucyBaHHs, IO MOBHICTIO pyHHYe iHpOpMaIilo, sKa
MICTUTBCSI Ha >KOPCTKOMY JHMCKY a00 IHIMX HU(POBHX HOCIAX, abu
YHEMOXIIMBIIFOBATH BUTIK BayKJIMBOI iH(POpMAIIil IMiJ] Yac BUAAICHHS a00
MOBTOPHOTO BUKOPUCTAaHHS PECypCy.

Exercise 42. Compose a dialog on data security.
Exercise 43. Read, translate and write a summary of text 4.

Text 4. Data Masking

Data masking is the process of obscuring (masking) specific data
elements within data stores. It ensures that sensitive data is replaced
with realistic but not real data. The goal is that sensitive customer in-
formation is not available outside of the authorized environment. Data
masking is typically done while provisioning non-production environ-
ments so that copies created to support test and development processes
are not exposing sensitive information and thus avoiding risks of leak-
ing. Masking algorithms are designed to be repeatable so referential in-
tegrity is maintained.

Common business applications require constant patch and up-
grade cycles and require that 6-8 copies of the application and data be
made for testing. While organizations typically have strict controls on
production systems, data security in non-production instances is often
left up to trusting the employee, with potentially disastrous results.

Creating test and development copies in an automated process re-
duces the exposure of sensitive data. Database layout often changes, it is
useful to maintain a list of sensitive columns without rewriting applica-
tion code. Data masking is an effective strategy in reducing the risk of
data exposure from inside and outside of an organization and should be
considered a best practice for curing non-production databases.

Effective data masking requires data to be altered in a way that
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the actual values cannot be determined or reengineered, functional ap-
pearance is maintained, so effective testing is possible. Data can be en-
crypted and decrypted, relational integrity is maintained, security polic-
es can be established and separation of duties between security and ad-
ministration established. Common methods of data masking include:
encryption/decryption, masking and substitution.

Exercise 44. Speak on effective data masking techniques.
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SUPPLEMENTARY READING

Text 1. Class Model

Class diagrams are fundamental to object-oriented analysis and
design. The Unified Modelling Language (UML) is the industry stand-
ard notation for class diagrams. The class model shows static class ob-
jects in a system and the relationships between them. Two particularly
important relationships are generalization (inheritance) and aggregation
(whole-part). Each class object on the diagram often shows the class
name, its attributes and operations. Details like data types for attributes
and arguments for operations can also be shown on the diagram for
some notations. Many class modelling notations are available but most
developers have standardized on UML as illustrated below (Fig.1).

AddPoint

Dbject

]

Modi fyPoint
DeletePoint
AddLoop
Modi fyLoop
DeletelLoop

TestilarmConditions

Soundilarms

Monitor
Override

Generic Display
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Point=sindLoopsLock
InputDatalock
LoopfSecPointList
LoopGainkist
LoopEnablelist
PointDatalist

MapPointToPortList

GetPoint
PutPoint
GetLoop
PutLoop
GetPort
PutPort
LockPointsindLoops
TnlockPointsbindLoops
LockIOData
TnlockIOData
GetI0Data
FPutI0Data

Fig.1. UML Class Model
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Notes
Notation — HoTaisi, cucTeMa Mo3Ha4eHb, HA0IP CUMBOJIB 1 MPABHJI JUIS
3aIKCy CUHTAKCUCY
generalization — y3aranbHeHHs
inheritance — 1) ycnagkyBanHs 2) ciaamyHa 3) cnaaok
aggregation — arperyBaHHs (Mexanizm 6a2amopazo8020 GUKOPUCTIAHHS
OOHUM 00 €KMOM Memooi8 IHWO020 00 €kma,; 3a3HaA4eHUl
MEXAHIzM peanizye po3nooin inmepgelicis)
event handler — 06poOHUK mo/Tii
point — myHKT
point data — koopMHATH TOYOK, JIaHi PO KOOPIHHATH
map point — miau (cxema) TyHKTIB (KOOpOuHam)
override — 1) mepesusnauenns 2) o0xix 3) ckaCyBaHHS (KoMaHOU)
alarm monitor — moHiTOp aBapiiftHUX CUTHAIIIB
alarm condition — aBapiiina (HeGe3euHa) cuTyartis
sound alarm — 3BykoBe TOmepemKeHHs Mpo Hebe3meKy
shared memory — po3mozmizaeHa mam’sTh
generic — TumoBuiA, CTaHAAPTHUH, 3BHYAMHIIM
lock — 1) 3amukatu, 6mokyBaTH 2) 3aMHKaTH, OJIOKYBaTH
unlock — 1) posmukatu, po3610KOBYBaTH 2) po30IOKYBaHHS
loop gain — xoediIieHT miaCHIEHHS 3aMKHEHOTO JTAHITIOTa
enable — 1) aktuByBaTH, BMUKATH 2) PO30JOKYBATH 3) YMOXKIIHBIIIOBATH,
JI03BOJISTH
port — mopt

Assignments

1. Read and translate text 1.
2. Find in the text the English for:

MMOKa3yBaTH CTAaTH4YHI O0’€KTH KJIacy Ta BaKIIMBI BiHOIIEHHS MK
HUMM; Yy3araJibHEHHs (HAcCllilyBaHHs) Ta arperyBaHHs; IOKa3yBaTH
Ha3By KJIacy, HOro aTpuOyTH Ta omeparii; arpuOyTH Ta apryMeHTH JUIs
oleparliif; cucTeMa I03HAYeHb Y MOJIETIOBaHHI KJaciB; 0OpOOHWK
MOJIifi; MOHITOpP aBapiiiHMX CUTHAIB; 3BYKOBE IIOTMEPEMKEHHS IIPO
Hebe3neKy; Hebe3leyHa CUTYaIlis, pO3MOiieHa TaM ATb.
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3. Ask questions on the text.
4. Use Fig.1 to describe a UML class model.
Text 2. Data Model

An entity-relation diagram, called an ERD, illustrates the data
structure of an information system. A database can be designed using
logical and physical data models that highlight primary and foreign
keys. Martin’s Information Engineering notation is typically used for
data models. An entity-relation diagram (ERD), also referred to as a da-
ta model, typically shows the name of each entity, its list of attributes
and relationships with other entities. Primary keys can be identified for
each entity and foreign keys can be used to express relationships be-
tween entities.

Often the data model is later implemented by generating Struc-
tured Query Language (SQL) for a Relational Database Management
System (RDBMS) where entities become tables and attributes become
columns. Martin’s Information Engineering notation is illustrated in
Fig.2.
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'DATE: DATE :
'NAME: Charz0 '
eo... CLIENT . | COMPANY: CharZ0 ;
= CLIENTID: INTEGER ' TOTAL:Dollarimount
NAME: Charz0 ' '
COMPANY: CharZi STTTmTTmmTommmmmmmemnes )
STREFT:Charzn _________ PRODUCT
EITY'FhErZD @ PRODUCTID: INTEGER
STA?E.EharSD NANE - Chardd
2IP:Charz DESCRIPTION: Chardd
% PRICE:Dollarimount
__________ OBDERFORM .
@/ OEDERFORMID: INTEGER
DATE:DATE H } ORDERLINE
SUBTOTAL: Dollarimount o= ORDERLINEID: INTEGER
TA¥:Dollarimount QUANTITY: INTEGEL
SHIPPING:Dollarimount =3 ORDERFOFMID : INTEGER
TOTAL:Dollarinount =3 PRODUCTID: INTEGER
=3 CLIENTID: INTEGER

Fig.2. Information Engineering ERD
Notes

Data model — monens nanux

entity-relation diagram (ERD) — miarpama BigHOIIIEHb JIOTTYHUX 00 €KTIB-
cytHocreld, ER-nmiarpama

highlight — miakpectoBaTH, BUIIATH, aKIIEHTYBATH yBary

primary key — nepBunnuii ki1to4 (6 6azax oanux)

foreign key — 3oBHimHii k04 (6 6azax darnux)

information engineering — indopmariiiina imkeHepis, iHpOTEXHIKa

entity — (Jroriunuii) 06’ €Kt

Structured Query Language (SQL) — MoBa CTPYKTYpOBaHHX 3aluTiB,

MoBa SQL
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Relational Database Management System (RDBMS) — pensuiiina
cucreMa kepyBaHHs Oazoro manux, CKPBJl (ingpopmayio e
maxux 6azax oanux 30epieaiomsv y 080SUMIPHUX MAOIUYSX, K]
nazusaromo  gionowennamu  (relations); koowcnuti  cmosneyw
mabnuyi mac nazey ampubym (attribute), saxuii onucye mun
eleMenmié  cmoenysi, pA0OK OaHux madauyi HA3UEAIMb
xopmedic (tuple)

dollar amount — cyma B nomapax

ID (identifier) — inenTudikarop

char (character) — 3nak

Z|P — HalibinbII MOMMPEHNH CTaHAAPT YIUTBHEHHS; (opMaT apXiBiB Ha

FTP (File Transfer Protocol)-cepsepax

integer — misie YuCIO

shipping — mocraBka, BiapaBIIeHHs, BiJIBAHTaKEHHS

orderline — kinbKicTh HAHMEHYBaHb y 3aMOBJICHHI

Assignments
1. Read and translate text 2.
2. Find in the text the English for:

MOJCTh IaHWX; JiarpaMa BiTHONIECHb JIOTIYHUX 00 €KTIB; BHILIATH
TIEPBUHHI Ta 30BHIMIHI KIIFOYil; COUCOK aTpUOYTIB Ta 3B’S3KiB 3 IHIIMMHU
JIOTIYHAMH 00’€KTaMH; MOBa CTPYKTYPOBAaHWX 3allWTIB; peNsIiiiHa
cucrema kepyBanHs 0azoro mannx (CKPB/I); mincymok; cyma B momapax;
TIJIe 9MCi0; imenTudikaTop.

3. Ask questions on the text.

4. Use Fig.2 to describe Information Engineering ERD.

Text 3. Process Model

The process model is typically used in structured analysis and de-
sigh methods. Also called a data flow diagram (DFD), it shows the flow
of information through a system. Each process transforms inputs into
outputs.

The model generally starts with a context diagram showing the
system as a single process connected to external entities outside of the
system boundary. This process explodes to a lower level DFD that di-
vides the system into smaller parts and balances the flow of information
between parent and child diagrams. Many diagram levels may be need-
ed to express a complex system. Primitive processes, that don't explode
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to a child diagram, are usually described in a connected textual specifi-
cation.
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Fig.3. Yourdon/DeMarco DFD

The Gane & Sarson style DFD shown in Fig.3 is typically used
for information systems. The diagram shows the flow of information in
a small software company.
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Fig.4. Gane & Sarson DFD

Notes

Data flow diagram — giarpama moTokiB 1aHHX
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context diagram — KOHTEKCTHa jiarpaMa (Moodenb, sKA 300paxcyc
cucmemy 3 ii OMOYEHHAM HA BUCOKOM) pIGHI
abcmpakyii, — 6oHa Micmumb 00 '€kmu, SKi €
308HIUHIMU CIMOCOBHO CcUCmeMU | 63aEMOOIIOmb 3
Helo, ale 6OHA He MNOKA3Y GHYMPIWHIO CMPYKIMypy
cucmemu ma it NO8eOdiHKYy)

explode — mym: po3duBatucs (ha ckiadosi)

parent diagram — nopo/pKyBajibHa Jiarpama, Jiarpama repiioro piBHs

child diagram — nopo/pkena miarpama, giarpaMa Ipyroro piBHs

specification — crertudikarrist

packet queue — gepra makeris

trigger — mycKoBHii CHTHAI

key entry — kiaBiiHe BBeIeHHS

receiver — npuiimau

PAT = PaT= P&T — 1) (picture and text) — “majroHOK i TEKCT”, pEXKUM

a6o ¢ynxmis PAT 2) program association table — raGiums 3
repepaxyBaHHIM MPOrpaM MOTOKY Ta X imeHTH(IKaLis

match — BianoBigHicTk, 36ir

sales income — mpubyTOK Biz peaizarii

invoice — paxyHok-gakTypa

inventory — inBenTapu3aiiist, 00IIiK TOBapy

Assignments

1. Read and translate text 3.
2. Find in the text the English for:

ImiarpamMa TIOTOKIB  JaHWX; METOMU CTPYKTYPHOTO aHalizy Ta
MPOEKTYBaHHS; 30BHIIIHI 00 €KTH; 3a MEXaMH CHCTEMH; Jiarpamu
MEepIIoro Ta JPYroro piBHS; IPOSKTYBaHHS Ta aHali3 CHCTEM B
pearbHOMY 4aci; TeKCTOBa cIeudikallis; BiEOBUXIiI; depra IMaKeTiB;
KIJIABIllITHE BBEJEHHS; AaKTUBYBATH, NOTPeOM KIIEHTIB, MiATpPUMKa
CHOXHMBAYiB; peKiiaMa; BUTpPATH Ha PO3POOKY; TEXHIYHA MIATPUMKA;
BHITYCK TIPOIYKIIi{; MPOBEIEHHS OyXrairepchbkoro OONIKy; CHpPOBHHA,
OIpaIlbOBYBAaTH 3aMOBIICHHS; JUJIOBI JOKYMEHTH, TPUOYTOK Bil
peauizaiii; paxyHok-(hakTypa; 00K ToBapy.

3. Ask questions on the text.

4. Describe Yourdon/DeMarco and Gane & Sarson DFDs using figures 3
and 4.
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Text 4. State Models

The state model describes the states and events in a system using
a diagram or table. There are many different types of state diagrams and
tables. Causal loop diagrams are used for system models.

In a structured analysis and design method, state models show the
modes in a system and usually connect to data flow diagrams using con-
trol bars and control flows. In an object-oriented approach a state model
is typically used to describe the lifecycle of a complex object. The Harel
state model illustrated in Fig.5 has become popular in recent years due
to its ability to express concurrency.

Configure

Configuration

Edit
Fields

TpdateTineTick

Edit Done
Confiqare

ine

Tpdate
Complete

Fig.5. The Harel state model

Tables are also an effective way of expressing information about
states and events as illustrated in the state transition table below. Tables
can be created with the table editor much like filling in cells of a spread-
sheet. Tables can also be generated automatically from information in a
state diagram.
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STATE EVENT ACTION MNEXT STATE

Eill Detectad Load Eill Verify Dollar
Venty Dallar | Venfication Failed Feject Eill Wait For Dollar
Verty Dallar I Verification Passed Dispanse Coins Dispansing Coins

Dispensmg Coms | Safficient Funds Femain Liocept Another Dollar Wait For Dollar
Dispernsing Coins I Insufficient Funds Femain | Turm On Ot OFf Money Light] Cnat Of Moneyr
Crat Of Money I Money Eefill Aecept Another Dollar Wait For Dallar

Fig. 6. State transition table

Notes
State model — monens craniB
causal — npuuuHHMIA
loop diagram — koHTypHa cxema
bar — mpsaMOKyTHUK (ka 610K-cxemi)
control flow — moTik kepyBaHHsS
concurrency — mapanenizm
update time — gac MOHOBIEHHS JaHHX
tick — immysbc
state transition — mepexinx cranis
bill — 6ankHoTa, KyITIOpa, paXyHOK
reject — He mpuiiMaTH, BAKHIATH
dispense — BumaBaTH
coin — MoHeTa
sufficient — mocraTHiit
funds — rpori, komTH, cyma
refill — 1) momoBHeHHS 2) MOITOBHIOBATH

Assignments

1. Read and translate text 4.
2. Find in the text the English for:

ONMCYBaTH CTaHM Ta IMOJil; METOA CTPYKTYpHOIO aHalizy Ta
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MPOEKTYBaHHS; 00’ €KTHO-OPIEHTOBAHMIA MiAXiM; Yepe3 CBOIO 3/IaTHICTh
mepenaBaTH  [apajieni3M; IMIOYJIbC 4Yacy IIOHOBJEHUX JaHUX;
edexTuBHUIT cmocid mpencTaBieHHs iH(oOpMarii; TAaOMHUIS TMepexomy
CTaHIB; 3allOBHEHHS KOMIDOK eNIeKTPOHHOI TaOJwWIli; 3aBaHTaXyBaTH
KyMIopy; TEpeBIipATH Aojapy; BHIABaTH MOHETH; JOCTaTHS CyMa;
HEIOCTAaTHSA CyMa; 3acBITHTH Tabjio ‘“‘HeMae Tpoliel’; MOMOBHIOBATH
rpoLi.

3. Ask questions on the text.

4. Use Fig.5. to describe the Harel state model.

Text 5. Object Models

An object model shows object instances, their operations and
messages between objects to document the design mechanisms within
an object-oriented design. Each diagram illustrates a part of the design
with a collection of communicating objects.

Popular notations include UML sequence diagrams and UML col-
laboration diagrams.

UML communication (called collaboration prior to UML 2.0)
diagram is a type of object interaction diagram that emphasizes the data
links between participants. It is illustrated in Fig.7 below with associa-
tion lines drawn between objects and couples attached to the lines show-
ing the name, direction and parameters of object operation calls.
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Z:LockPointsindLoops 6 GetPoint
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L:Editparameters
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Fig.7. UML Communication Diagram

The UML Sequence diagram (Fig.8) shows the same type of in-
formation, but it highlights the time sequence of object operations and
events.
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Fig.8. UML Sequence Diagram

Assignments

1. Read and translate text 5.

2. Answer the questions on the text.

- What does an object model show?

- What is UML communication?

- What do the couples attached to the lines in UML communication dia-
gram show?

- What does the UML sequence diagram highlight?
3. Describe a UML Communication Diagram and UML Sequence Dia-
gram using figures 7 and 8.

Text 6. Task Model

The task model is used to create high level system or architectural
diagrams of a software system or lower level task diagrams showing
threads of execution.

Architectural diagrams (Fig.9) illustrate the physical design of
complex systems using processors, devices and interfaces. Client-server
or other distributed systems can be shown with predefined or user de-
fined icons like computers, printers or communication systems.

! Tideo Output

CRT
Backplane
Character Input / \

e (9 =

Eeyboard Measured Imput Control Output

Fig.9. System (Architectural) Diagram
Task diagrams (Fig.10) show detailed interactions between inde-
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pendent threads of execution (tasks or interrupt service routines). These
interactions use operating system services including queues, sema-
phores, mailboxes, event flags and input/output ports.

Backplane i " ——*
Queue Gcan I/70 Measured
100 msec Input

30 m=sec

I/0 Data

) Loop Control Contral
Loop Attributes 100 msed Dhat paat

Fig.10. Task Diagram

Notes
Thread — morik, Tpex
task model — momens 3amaui
backplane — 3’eqnyBasbHa mata
interrupt service routine — mignporpama oOpoOIEHHS ITEpEPUBAHHS
semaphore — cemadop
event flag — mpamopenp nomii
msec (millisecond) — minmicekynaa
wakeup — akTuBizais

Assignments

1. Read and translate text 6.
2. Find in the text the English for:

apXiTeKTypHi1 JiarpaMd,; TIOTOKM BHKOHAHHS, Jiarpama CHCTEMH,
PO3IIONUIEH] CHUCTEMH; TOINEPEAHbO BU3HAUEHI MIKTOrpaMu; aAiarpama
3ajgadi, 3’€IHyBajJbHA IUIATa; Nporpama OOpOOJIEHHS IepepHUBaHHS,
TparopeIs Noil; BUMIpPSIHAN BXiJl; aKTUBI3aIlis.
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3. Answer the questions.

- What is the task model used for?

- What do architectural diagrams illustrate?

- What can client-server or other distributed systems be shown with?

- What do task diagrams show?

- What do the interactions between independent threads of execution
use?

4. Describe a System (Architectural) Diagram and a Task Diagram us-
ing figures 9 and 10.

Text 7. Software Development

In today’s software world, there are boundless discussions and thoughts
around “how best to develop software.” There are many books and standards
written on this subject. However, it all comes down to the organization, the
expectations of the users/business, and how much time and money is provided
to software projects.

The Integrated Development Environment (IDE) directs an organization
toward specific tools as well as techniques of modelling.

If an organization requires documentation, there are several possible
approaches to design and modelling techniques. Most of the expectations in
any development organization are focused on creating the code. While design is
an absolute necessity, the method of describing the design varies greatly, as
does the technigques used to produce such designs. The level of detail will
often dictate the effort and time required to produce the artifacts that
communicate the design of the system.

Technology offers some great capabilities in pulling together the design
of any software system. Regardless of platforms, the technologies available to
create models are vast and highly efficient in today’s development world.
Design techniques include standard modelling languages such as the Unified
Modelling Language (UML), frameworks such as the Model-Driven Architec-
ture (MDA), and software processes such as the Enterprise Unified Process
(EUP). Tools are available for download, purchase from various vendors, and
even developed in-house. Modelling tools that support the standards should
be the first choice for organizations. The Integrated Development Environ-
ment (IDE) directs an organization toward specific tools as well as tech-
nigues of modelling.

In most discussions of “how” modelling is accomplished, the conver-
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sation will ultimately include topics such as diagrams, artifacts, technologies,
and platforms. While this certainly does not sum up modelling as a phase of
development, it is often the primary considerations. While having these
discussions will guide the organization towards appropriate decisions of
“how to design,” you must also consider standards such as the Software
Engineering Body of Knowledge (SWEBOK), IEEE 1074-2006, and ISO
9001 for appropriate design techniques and concerns.

Assignments

1. Read and translate text 7.

2. Ask questions on the text.

3. Decipher the abbreviations: MDA, 1SO, UML, IDE, SWEBOK,
EUP

4. Divide the text into logical parts and entitle each of them.

Text 8. ModellingTechniques

Modelling techniques usually come down to artifacts (diagrams).
You must define the desired artifacts for the system definition, the audience
for the artifacts, and how the artifact will be used. If documentation is the goal,
then technology and techniques should work towards delivering structured
output, be that in the form of a document or a graphics representation of the
design (diagrams). The goal should be to produce only what is needed and
what is effective to communicate the design. You should not produce content
or artifacts “just because you can.” Reduce output for the system specifica-
tion to pertinent details, focusing more information on software model-
ling and UML.

If you want to effectively communicate the architect's design to the
developers producing the code, then technology that closely ties design
techniques with the resulting code should be your focus. Little attention to
documentation output and large focus on effective communication will
help produce desired project results. People and processes define effective-
ness for development results while technology defines the efficiency of that
same effort. Design is the software development life cycle (SDLC) step be-

293



tween the customer needs and the developer code. Make that step as stream-
lined and effective as possible while being efficient on the part of all interest-
ed parties. If customers don't need to see it, discuss it, or approve it, then do
not consume their time by producing it. If developers spend unnecessary
cycles translating documents to code, give them efficiency by sharing design
technologies in the coding phase. The techniques that accomplish bringing
together requirements, design and code should be the focus for improving the
development effort. This is true whether waterfall or agile methods are the
software development process for the organization.

Assignments

1. Read and translate text 8.
2. Ask questions on the text.
3. Speak on software design and modelling.

Text 9. Holographic Storage

Holographic storage has been a dream of scientists for 30 years.
“Many of the ideas are nearly as old as hard disk magnetic recording,”
said Glenn Sincerbox, a data storage expert for the International Busi-
ness Machines Corporation, who worked on holographic memory in the
1960’s. But while magnetic recording has blossomed into a huge indus-
try, holographic storage has never emerged from the laboratory. But
nowadays the experimental memory device stores information using
holograms, those shimmering three-dimensional images that are com-
monly seen on credit cards, and each person has opportunity to use in
everyday life. But the creation of these cards required great efforts of
Microelectronics and Computer Technology Corporation scientists (a
computer-industry consortium usually known by the initials M.C.T.C).
While there are still formidable obstacles, M.C.T.C. researchers are con-
fident that the holostore, as they call it, will be available later this dec-
ade.

Holographic storage differs from disk drives in three respects:
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1. Disk drives store information in only two dimensions, on the flat
surface of the disk. Holographic systems store information in three di-
mensions inside a cube of special material, allowing packing more in-
formation into a given space.

2. Disk drives have moving parts. It can take many thousandths of a
second - an eon for computers - for the recording head to reach the spot
on the spinning disk where the desired data is stored. But holographic
systems can be built with no moving parts and, using lasers, can find the
needed data in a millionth of a second.

3. Perhaps most important, disk drives store or retrieve a single bit —
a zero or one of computer code — at a time. Holographic systems store or
retrieve an image at a time, and each image can consist of thousands or
even millions of bits.

The computer holograms consist of a pattern of black-and-white
squares that represent zeros and ones. Each pattern is known as a page,
which can consist of millions of bits, and as many as 100,000 pages
might be stored in a single crystal.

The intersection of two beams creates an interference pattern of
light and dark areas, which in turn changes the light-bending character-
istics of the crystal.

To retrieve the data, the reference beam alone is shined through
the crystal. Its light is bent in such a way that the original image of the
page is reconstructed. Pointing the reference beam at different angles
retrieves different pages.

Some experts say holographic and other futuristic storage systems
may never catch up with disk drives or with semiconductor chips, both
of which continue to advance in storage capacity and to become cheap-
er. To overcome the slow speed at which disk drives transfer data, com-
panies are starting to use arrays of drives working in parallel.

But excitement about holographic storage has picked up recently
as several significant developments have been reported. Bellcore re-
searchers have developed a chip that contains 10,000 microscopic la-
sers. Each laser points to the crystal at a different angle, so retrieving a
particular page requires turning on the correct laser, which is faster than
trying to steer a single reference beam.

Holography is not the only thing that demands the specific atten-
tion. With Pentagon funding, Peter M. Rentzepis, professor of chemistry
at the University of California at Irvine, is working on a similar three-
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dimensional storage system using a different principle. In his system,
two laser beams are sent into a storage cube at right angles to each oth-
er. The cube is made of plastic laced with an organic chemical that has
the property of allowing single laser beams of a particular frequency to
pass through. But at the point where two beams cross, their combined
energy is such that they are absorbed, producing a change in the materi-
al. Changed spots can be used to represent ones in the digital code; un-
changed spots, zeros.

Assignments

1. Read and translate text 9.
2. Ask questions on the text.
3. Write a summary of the text “Holographic storage”.

Text 10. Storage Structures
Databases may store relational tables/indexes in memory or on
hard disk in one of many forms:
ordered/unordered flat files
ISAM (Indexed Sequential Access Method)
heaps
hash buckets
logically-blocked files
B+ trees
The most commonly used are B+ trees and ISAM.
Object databases use a range of storage mechanisms. Some use
virtual memory-mapped files to make the native language (C++, Java
etc.) objects persistent. This can be highly efficient but it can make mul-
ti-language access more difficult. Others disassemble objects into fixed-
and varying-length components that are then clustered in fixed sized
blocks on disk and reassembled into the appropriate format on either the
client or server address space. Another popular technique involves stor-
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ing the objects in tuples (much like a relational database) which the da-
tabase server then reassembles into objects for the client. Other tech-
niques include clustering by category (such as grouping data by month,
or location), storing pre-computed query results, known as materialized
views, partitioning data by range (e.g., a data range) or by hash.

Memory management and storage topology can be important de-
sign choices for database designers as well. Just as normalization is used
to reduce storage requirements and improve database designs, converse-
ly denormalization is often used to reduce join complexity and reduce
query execution time.

Indexing

Indexing is a technique for improving database performance. The
many types of index share the common property that they eliminate the
need to examine every entry when running a query. In large databases,
this can reduce query time/cost by orders of magnitude. The simplest
form of index is a sorted list of values that can be searched using a bina-
ry search with an adjacent reference to the location of the entry, analo-
gous to the index in the back of a book. The same data can have multi-
ple indexes (an employee database could be indexed by last name and
hire date.)

Indexes affect performance, but not results. Database designers
can add or remove indexes without changing application logic, reducing
maintenance costs as the database grows and database usage evolves.

Given a particular query, the DBMS’ query optimizer is responsi-
ble for devising the most efficient strategy for finding matching data.
The optimizer decides which index or indexes to use, how to combine
data from different parts of the database, how to provide data in the or-
der requested, etc.

Indexes can speed up data access, but they consume space in the
database, and must be updated each time the data are altered. Indexes
therefore can speed data access but slow data maintenance. These two
properties determine whether a given index is worth the cost.

Transactions

Most DBMS provide some form of support for transactions,
which allow multiple data items to be updated in a consistent fashion,
such that updates that are part of a transaction succeed or fail in unison.
The following rules characterize this behaviour:
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Atomicity: Either all the data changes in a transaction must hap-
pen, or none of them. The transaction must be completed, or else
it must be undone (rolled back).
Consistency: Every transaction must preserve the declared con-
sistency rules for the database.
Isolation: Two concurrent transactions cannot interfere with one
another. Intermediate results within one transaction must remain
invisible to other transactions. The most extreme form of isolation
is serializability, meaning that transactions that take place concur-
rently could instead be performed in some series, without affecting
the ultimate result.
Durability: Completed transactions cannot be aborted later or their
results discarded. They must persist through (for instance) DBMS
restarts.
In practice, many DBMSs allow the selective relaxation of these

rules to balance perfect behaviour with optimum performance.

Replication
Database replication involves maintaining multiple copies of a

database on different computers, to allow more users to access it, or to
allow a secondary site to immediately take over if the primary site stops
working. Some DBMS piggyback replication on top of their transaction
logging facility, applying the primary’s log to the secondary in near re-
al-time. Database clustering is a related concept for handling larger da-
tabases and user communities by employing a cluster of multiple com-
puters to host a single database that can use replication as part of its ap-
proach.

Assignments

1. Read and translate text 10.
2. Ask key questions on the text.
3. Make up a plan of the text.

Text 11. Effective Use of Architecture
Effective use of architecture is indicated by the creation of a plan,

addressing critical system-wide issues, for structuring the resulting sys-
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tem and then developing the system in compliance with that plan. Thus,
most effective architectures are defined prior to detailed development
and constrain detailed design. They carry the decisions made by the ar-
chitect and disseminate those decisions to developers.

There must be clear identification of structural patterns and coor-
dination patterns that abstract important characteristics of the applica-
tion domain. The architects must clearly identify a small number of key
patterns of structure that are sufficient for implementation of the system.
These structural patterns are templates for the organization of the system
and elaboration of its components. They must be clear and understanda-
ble with minimal complexity and the number of patterns must be rela-
tively modest. Each pattern, to be effective, must leverage a substantial
portion of the system organizational structure. They serve to reduce the
variability of design across a system while clearly identifying the antici-
pated locations for variation. The reduction of variability minimizes the
complexity of the system allowing more effective reasoning about the
system as a whole based on the understanding of the characteristics of a
small number of repeating patterns. They also facilitate the standardiza-
tion of infrastructure services and common utilities and provide a con-
sistent context for components that increases component reusability.
The notion of leveraging system understanding from the characteristics
and properties of a small number of archetypes applies equally to coor-
dination of activities in the system. These coordination patterns or pro-
tocols characterize the interactions that are permitted between compo-
nents of the system and allow designers to leverage understanding of
how the system components dynamically interact by understanding the
properties and behaviour of a small number of coordination protocols.
Each interface in the system is mechanized with one or more of these
coordination protocols. The architecture usually embodies these coordi-
nation patterns in infrastructure capabilities that are made available for
use by the various system components.

Architectures must provide identification of partitions within the
system. A primary division is that between system infrastructure and the
applications. The architecture must clearly identify the existence of a
system infrastructure, defined in detail by the architecture specification,
and the existence of the system applications, parts that implement the
mission specific functionality of the system. Infrastructure is ubiquitous
and provides capabilities to all applications uniformly. The architecture
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specification identifies the details of infrastructure design and character-
istics, including the interfaces used by applications. This gives an un-
ambiguous picture of what system capabilities are provided as common
services to the application developers and allows them to focus on ap-
plication related details and not be diverted by functionality required to
integrate their components into the system. Further partitions are identi-
fied within the infrastructure to organize the system wide capabilities
and allow efficient allocation of requirements related to common ser-
vices and overall integration of the system. Applications partitions are
also identified along with the allocation of functional requirements to
them. This represents the first mechanism for validating the coverage of
system requirements. Application partitions provide placeholders for
mission specific functionality defined by the application developers.

Partitions are a way of ordering a system in its decomposition.
There are a great many ways of organizing solutions to a design prob-
lem but partitions are not arbitrary. We generally expect tighter cohe-
sion and coupling among components within the same partition than
between components across partition boundaries. Partition boundaries
are often a location where architectural constraints govern the interac-
tion of components. Tighter cohesion between the functions allocated to
a partition allows® for components within a partition that are more tight-
ly focused on a specific set of application capabilities and helps reduce
the number of interfaces required within partitions and between parti-
tions. Partitions do not necessarily reflect the physical model of the sys-
tem or structure of compilation units.

An architecture must identify interfaces between the target system
and external systems and major and critical interfaces within the target
system itself. Architectural views should be provided that illustrate the
interfaces and identify those infrastructure capabilities (and the coordi-
nation patterns they implement) used to mechanize each interface. Ar-
chitectural views for a reference architecture will identify the external
and component level interfaces by specific details where known and by
abstractions where they are determined by target system elaboration.
Target architectures will provide specific details of interface content.

Assignments
1. Read and translate text 11.
2. Ask key questions on the text.
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3. Give the gist of the text.
Text 12. Architectural Specification

The architectural specification should fully characterize interface
mechanisms so that infrastructure developers will know what to build
and application developers will know what capabilities are available and
how to use them.

The architectural specification should identify common services
and utilities, other than interface mechanisms, that the infrastructure will
provide. The specification should describe how they are used, what their
intent is, what assumptions are incorporated in their design, and the de-
tails of their interface. The architecture should identify system states and
modes and describe what each component is expected to provide to sup-
port those states and modes and what general behaviours they can ex-
pect from the system in each state and mode.

lallow for — nepenbauary; BpaxoByBaTH, 6paTH 10 yBaru
The development environment in support of the architecture should pro-
vide structural types used for component construction. Structural types
are a realization of structural patterns identified during architectural de-
sigh and embody the coordination protocols supported by the infrastruc-
ture. They identify locations where developers must provide functionali-
ty and where development tools or templates provide default capabili-
ties. Each component of the system is an instance of a structural type
defined by the architecture. The environment may provide special tool-
ing, component templates, or instruction guides for developers to use in
instantiating these types.

The architectural design must provide an effective information
protection strategy to encapsulate components, infrastructure, and exter-
nal interfaces. This protection strategy supports a decoupling of compo-
nents from the implementation details of other components and external
systems. Within the constraints of performance requirements this is one
of the most important properties enforced by an architecture. It ensures
conceptual integrity by managing proliferation of complexity and allows
abstraction of stereotypical behaviours. It is a major contributor to the
ability of the architecture to provide intellectual control over the system.
It insures against side effects and hidden interfaces. An effective infor-
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mation protection strategy has a major impact on the integrability and
maintainability of the system as well as on its reliability. We look for
protection from the specific details of system components such as oper-
ating systems, file management systems, database management systems,
hardware devices, inter-process communications facilities, and user in-
terfaces.

Architectures should isolate system components from the envi-
ronment in which they operate as far as is feasible. Application compo-
nents should not be tasked with dealing with contention for system re-
sources, determining communications routing, or maintaining a model
of the location of other system components, except where unavoidable.

The architecture should provide an explicit description of the as-
sumptions built into the architecture including those required by the in-
frastructure. It should further provide a detailing of the assumptions that
components make that effect the interfaces in which they participate.
Knowledge of the assumptions used in constructing system components
is invaluable in being able to integrate the system ina timely and cost
effective manner and in maintaining the system over its lifetime.

The architecture should support the incremental addition of sys-
tem capability. The infrastructure should support incremental develop-
ment allowing new functionality to be added without requiring changes
to existing functionality or without requiring extensive retest of previ-
ously integrated components. Incremental development facilitates inte-
gration, parallel development of system components, and testing of
components as black boxes. This reduces the need to retest components
when changes are made to implementations or when common compo-
nents are incorporated into other products.

The architecture should provide instructions and guidelines for
detailed decomposition and lower level partitioning by developers dur-
ing detailed design. These should be based upon a comprehensive ap-
proach to systematize the analysis of the system and documentation of
the design. These instructions reflect choices about particular analysis
and design paradigms and, frequently, reflect capabilities of the devel-
opment support environment. It allows for compatible methods of anal-
ysis and design across the system that enable modellingof the system
and parameterization of component costs (technical as well as financial).

Architectures should foster the creation of the simplest solution to
a system problem that is consistent with performance requirements,
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functional requirements, and system qualities.
Assignments

1. Read and translate text 12.

2. Ask questions on the text.

3. Speak on characteristics of effective architecture.

Text 13. Effective Architectural Requirements

In general, an architecture should strive through its standards for
uniformity across a single class of problem. Systems are more robust
and more predictable when a uniform solution is applied across the sys-
tem instead of using a collection of unique point solutions for what is
essentially the same problem.

Adaptation instructions and implementation guidelines for the ar-
chitecture should provide a clear identification of what decisions or
kinds of decisions are left to the discretion of designers and what deci-
sions are conveyed by structural types. Adaptation instructions and im-
plementation guidelines identify where application designers must pro-
vide functionality to satisfy allocated requirements. They also identify
where implementers may use discretion in providing unique or non-
standard components or component implementations and interface
mechanizations. They further identify what infrastructure capabilities
must be used by components and what behaviour and service those ca-
pabilities provide components.

Exceptions to any architecture are probably inevitable, especially
over an extended lifetime, and in particular where a reference architec-
ture is instantiated for multiple target systems (products). There must be
specific processes defined for how exceptions are requested and adjudi-
cated including where the authority lies to grant exceptions. The pro-
cesses must ensure that exceptions are granted only for compelling rea-
sons since they are a source of complexity that can compromise concep-
tual integrity and intellectual control. They can also foster the spawning
of multiple baselines offering relatively low payback and limited addi-
tional capability in the face of high maintenance costs. The processes
must, however, be reasonable and efficient.

The architecture must anticipate the necessity for exceptions and
provide mechanisms to accommodate them with a minimal degradation
of system qualities. The architecture must be designed for change, and
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must acknowledge the need for variation. Where applicable, 1t must an-
ticipate the use of legacy components or components from other vendors
(e.g., COTS?Y) with foreign architectures in a way that preserves the con-
ceptual integrity of the system.

The architecture must clearly derive from a set of driving archi-
tectural requirements that are adjudged by the architects and other
stakeholders to be of sufficient importance to the system and its quali-
ties that specific architectural mechanisms are required to insure their
coverage. These requirements must be a manageably small set or the
resulting architecture will be unwieldy and brittle. There is a fine bal-
ance between controlling development and over-controlling develop-
ment and quashing innovation or forcing application developers to im-

1COTS - (commercial off-the-shelf) rorosuii, mo € B npomasxy;
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plement inefficient, overly complex, or fragile components. The archi-
tecture and its infrastructure should be the minimum required to guaran-
tee satisfaction of the driving requirements. Requirements not critical to
the system overall should be allocated to application components or util-
ities, as appropriate. Driving requirements should succinctly establish
the need for each capability and capabilities not supported by driving
requirements should be omitted.

The architecture must provide adequate documentation so all us-
ers can understand how to employ it and how it structures the system
and its behaviours. There must be a sufficient number of static views
and dynamic views. It should include a high level description sufficient
to impart the abstractions provided by the architecture. It also should
include sufficient details for understanding how infrastructure services
and utilities operate, what specific capabilities they provide to compo-
nents, the intent of the developers with regards to their use, and how
they are to be used. Documentation should include adaptation guidelines
for instructing architects and systems engineers how to adapt the archi-
tecture to products and how to instantiate target architectures from the
reference architecture, where applicable. Guidelines for implementation
must also be provided for component developers including a complete
description of structural types and their use in creating components.
Those guidelines must also discuss the coordination protocols that gov-
ern how the components communicate and synchronize so developers
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understand how to integrate multiple components. If architects antici-
pate the reuse of the architecture on multiple products they should pro-
vide information for systems designers on how to analyze their problem
within the framework of the architecture and guidelines for evaluating
the suitability of the architecture for their purposes.

Assignments

1. Read and translate text 13.
2. Ask questions on the text.
3. Divide the text into logical parts and entitle each of them.

Text 14. Examples of Multimedia

Multimedia is the use of several types of outputs from a computer
- or other device - in order to give the user a 'richer' and more interesting
experience. Listening to a CD with earphones is not multimedia because
you are only experiencing one media - sound. Video is a good example
that uses colour, onscreen motion and sound.

Games on computers first started out without any sound at all, and
many people thought that the inclusion of sound to a game would not
make much difference. However it was soon found that adding even
simple sounds enhanced the overall experience of the computer user.
The use of multimedia also allows the possibility of user input to make
selections and choices. This is called interactive multimedia, because
the user interacts with the material in some way.

If you send a CD of digital photos of your party to a friend and
add some sound clips, you are preparing a multimedia presentation be-
cause you are using more than one type of media. The user can also in-
teract with the material e.g. stop the display, go to various places on the
video, answer questions that are posed, select from various options that
are presented by the interactive package, can ask for help or extra in-
formation.

A virtual reality application — e.g. a cockpit simulator that is used
to train pilots on the ground - is an example of multimedia. In a virtual
reality simulator the pilot, though is not actually in the plane, feels as
though he is.

Assignments
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1. Read and translate text 14.
2. Ask questions on the text.
3. Speak on the examples of multimedia.

Text 15. Multimedia Application

Multimedia finds its application in various areas including art, edu-
cation, entertainment, engineering, medicine, mathematics, business and
scientific research. In education multimedia is used to organize comput-
er-based training courses (popularly called CBTs) and produce refer-
ence books like encyclopaedia and almanacs. A CBT lets the user go
through a series of presentations, texts on particular topics and associat-
ed illustrations in various information formats. The Multimedia Messag-
ing System, or MMS, is an application that allows one to send and re-
ceive messages containing multimedia - related content. MMS is a
common feature of most cell phones. An electronic multimedia ency-
clopedia can present information in better ways than traditional ency-
clopaedia, so the user has more fun and learns more quickly. For in-
stance, an article on World War 1l can include hyperlinks to articles on
countries involved in the war. When users click on a hyperlink, they are
redirected to a detailed article about that country. In addition, it can in-
clude a video on the Pacific Campaign. It can also present maps perti-
nent to World War Il. This can speed-up learning and improve the user
experience, when added to multiple elements such as pictures, photo-
graphs, audio and video. (It is also said that some people learn better by
seeing than reading and some others by listening).

Multimedia is heavily used in the entertainment industry, especial-
ly to develop special effects in movies and animation for cartoon char-
acters. Multimedia games are a popular pastime and are software pro-
grams available either as CD-ROMs or online. Some video games also
use multimedia features.Multimedia applications that allow users to ac-
tively participate instead of just sitting by as passive recipients of infor-
mation are called Interactive Multimedia.

Assignments

1. Read and translate text 15.
2. Ask key questions on the text.
3. Write a summary of the text.
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Text 16. Software Vulnerability to Attack

What makes it so easy for attackers to target software is the virtu-
ally guaranteed presence of vulnerabilities, which can be exploited to
violate one or more of the software’s security properties.
According to CERT, most successful attacks result from targeting and
exploiting known, non-patched software vulnerabilities and insecure
software configurations, many of which are introduced during design
and code.

The problems of non-secure software can be summed up as fol-
lows:

Software development is not yet a science or a rigorous disci-
pline, and the development process is not controlled to minimize the
vulnerabilities that attackers exploit. Today, as with cancer, vulnerable
software can be invaded and modified to cause damage to previously
healthy software, and infected software can replicate itself and be car-
ried across networks to cause damage in other systems. Like cancer,
these damaging processes may be invisible to the lay person even
though experts recognize that their threat is growing. And as in cancer,
both preventive actions and research are critical, the former to minimize
damage today and the latter to establish a foundation of knowledge and
capabilities that will assist the cyber security professionals of tomorrow
reduce risk and minimize damage for the long term.

The security of software is threatened at various points through-
out its life cycle, both by inadvertent and intentional choices and actions
taken by “insiders”—individuals closely affiliated with the organization
that is producing, deploying, operating, or maintaining the software, and
thus trusted by that organization—and by “outsiders” who have no affil-
iation with the organization. The software’s security can be threatened
e during its development: A developer may corrupt the software—
intentionally or unintentionally—in ways that will compromise the
software’s dependability and trustworthiness when it is operational.

e during its deployment (distribution and installation): If those re-
sponsible for distributing the software fail to tamperproof the software
before shipping or uploading, or transmit it over easily intercepted
communications channels, they leave the software vulnerable to inten-
tional or unintentional corruption. Similarly, if the software’s installer
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fails to “lock down” the host platform, or configures the software inse-
curely, the software is left vulnerable to access by attackers.

e during its operation: Once COTS (commercial off-the-shelf) and
open source software (OSS) has gone operational, vulnerabilities may
be discovered and publicized; unless security patches and updates are
applied and newer supported versions (from which the root causes of
vulnerabilities have been eliminated) are adopted, such software will
become increasingly vulnerable. Non-commercial software and open
source software (OSS) may also be vulnerable, especially as it may
manifest untrustworthy behaviour over time due to changes in its envi-
ronment that stress the software in ways that were not anticipated and
simulated during its testing. Any software system that runs on a net-
work-connected platform has its vulnerabilities exposed during its oper-
ation. The level of exposure will vary depending on whether the net-
work is public or private, Internet-connected or not, and whether the
software’s environment has been configured to minimize its exposure.
But even in highly controlled networks and “locked down” environ-
ments, the software may be threatened by malicious insiders (users, ad-
ministrators, etc.).

e during its maintenance: If those responsible for addressing discov-
ered vulnerabilities in released software fail to issue patches or updates
in a timely manner, or fail to seek out and eliminate the root causes of
the vulnerabilities to prevent their perpetuation in future releases of the
software, the software will become increasingly vulnerable to threats
over time. Also, the software’s maintainer may prove to be a malicious
insider, and may embed malicious code, exploitable flaws, etc., in up-
dated versions of the code.

Both research and real-world experience indicate that correcting
weaknesses and vulnerabilities as early as possible in the software’s life
cycle is far more cost-effective over the lifetime of the software than
developing and releasing frequent security patches for deployed soft-
ware.

Notes
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Assignments
1. Read and translate text 16.
2. Ask questions on the text.
3. Compose a summary of the text.

Text 17. Vulnerability Research

Vulnerability researchers tend to pride themselves on two things:
finding vulnerabilities in code that really matters (especially if it has
been heavily audited), and finding obscure and subtle vulnerabilities that
are sufficiently complicated that it’s hard to describe them in words
without a few Visio diagrams. (Pro-tip: never open Visio documents
from vulnerability researchers. Buy a whiteboard.)

Application security consultants tend to pride themselves on re-
lated things. You get dropped in the middle of a million line application
with a team of potentially hostile developers and you do your best to
quickly assemble a mental model of how a business works, what the
software does, and how it can be attacked. You never have even remote-
ly close to enough time, so you have to make your best Herculean effort
to try and find all of the problems you can across all layers of abstrac-
tion. If you’re good at it, this necessarily causes you to discard your pre-
conceived notions and find strategies that work. You have to be both
deep and broad, and if you miss something that shows up a month later,
well, you better hope your salesmen managed to get across the nuance
of how it is impossible to prove a negative.

Any good application security consultant or vulnerability re-
searcher would better be able to find both implementation and design
flaws, and everything in between.

To put it another way, if you need an application security consult-
ant and had the choice between hiring someone that could find security
vulnerabilities by reverse engineering or hiring someone who was fully
versed in design and policy review, you would better hire both of them.

Assignments
1. Read and translate text 17.
2. Ask questions on the text.
3. Speak on vulnerability experts.

Text 18. Software Security Assurance
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The main objective of software assurance is to ensure that the
processes, procedures, and products used to produce and sustain the
software conform to all requirements and standards specified to govern
those processes, procedures, and products. Software security and secure
software are often discussed in the context of software assurance. Soft-
ware assurance in its broader sense refers to the assurance of any re-
quired property of software. For software practitioners at the National
Aeronautics and Space Administration (NASA), software assurance re-
fers to the assurance of safety as a property of software. Similarly, in
other communities, software assurance may refer to assurance of relia-
bility or quality. In the context of this article, software assurance is con-
cerned with assuring the security of software.

An increasingly agreed-upon approach for assuring the security of
software is the software security assurance case, which is intended to
provide justifiable confidence that the software under consideration
(1) is free of vulnerabilities; (2) functions in the “intended manner,” and
this “intended manner” does not compromise the security or any other
required properties of the software, its environment, or the information
it handles; and (3) can be trusted to continue operating dependably un-
der all anticipated circumstances, including anomalous and hostile envi-
ronmental and utilization circumstances—which means that those who
build the software need to anticipate such circumstances and design and
implement the software to be able to handle them gracefully. Such cir-
cumstances include
o the presence of unintentional faults in the software and its environ-
ment,

o the exposure of the operational software to accidental events that
threaten its security,

o the exposure of the software to intentional choices or actions that
threaten its security during its development, deployment, operation, or
sustainment.

Software is more likely to be assurably secure when security is a

key factor in the following aspects of its development and deployment:
o development principles and practices: The practices used to devel-
op the software and the principles that governed its development are
expressly intended to encourage and support the consideration and eval-
uation of security in every phase of the software’s development life cy-
cle.
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o development tools: The programming language(s), libraries, and
development tools used to design and implement the software are evalu-
ated and selected for their ability to avoid security vulnerabilities and to
support secure development practices and principles.

e testing practices and tools: The software is expressly tested to veri-
fy its security, using tools that assist in such testing.

e acquired components: Commercial off-the-shelf (COTS) and OSS
(open source software) components are evaluated to determine whether
they contain vulnerabilities, and if so whether the vulnerabilities can be
remediated through integration to minimize the risk they pose to the
software system.

e deployment configuration: The installation configuration of the
software minimizes the exposure of any residual vulnerabilities it con-
tains.

e execution environment: Protections are provided by the execution
environment that can be leveraged to protect the higher level software
that operates in that environment.

e practitioner knowledge: The software’s analysts, designers, devel-
opers, testers, and maintainers are provided with the necessary infor-
mation (e.g., through training and education) to give them sufficient se-
curity awareness and knowledge to understand, appreciate, and effec-
tively adopt the principles and practices that will enable them to produce
secure software.

Assignments

1. Read and translate text 18.
2. Ask key questions on the text.
3. Make up a plan of the text.

Text 19. Secure Software Development Principles

The following principles should guide the development of secure
software, including all decisions made in producing the artifacts at every
phase of the software life cycle.

Minimize the number of high-consequence targets. The soft-
ware should contain as few high-consequence targets (critical and trust-
ed components) as possible. High-consequence targets are those that
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represent the greatest potential loss if the software is compromised and
therefore require the most protection from attack. Critical and trusted
components are high-consequence because of the magnitude of impact
if they are compromised. (This principle contributes to trustworthiness
and, by its implied contribution to smallness and simplicity, also to de-
pendability.)

Don’t expose vulnerable and high-consequence components.
The critical and trusted components the software contains should not be
exposed to attack. In addition, known vulnerable components should
also be protected from exposure because they can be compromised with
little attacker expertise or expenditure of effort and resources. (This
principle contributes to trustworthiness.)

Deny attackers the means to compromise. The software should
not provide the attacker with the means by which to compromise it.
Such “means” include exploitable weaknesses and vulnerabilities,
dormant code, backdoors, etc. Also, provide the ability to minimize
damage, recover, and reconstitute the software as quickly as possible
following a compromising (or potentially compromising) event to pre-
vent greater compromise. In practical terms, this will require building in
the means to monitor, record, and react to how the software behaves and
what inputs it receives. (This principle contributes to dependability,
trustworthiness, and resilience.)

Always assume “the impossible” will happen. Events that seem
to be impossible rarely are. They are often based on an expectation that
something in a particular environment is highly unlikely to exist or to
happen. If the environment changes or the software is installed in a new
environment, those events may become quite likely. The use cases and
scenarios defined for the software should take the broadest possible
view of what is possible. The software should be designed to guard
against both likely and unlikely events.

Developers should make an effort to recognize assumptions they
are not initially conscious of having made and should determine the ex-
tent to which the “impossibilities” associated with those assumptions
can be handled by the software. Specifically, developers should always
assume that their software will be attacked, regardless of what environ-
ment it may operate in. This includes acknowledgement that environ-
ment-level security measures such as access controls and firewalls, be-
ing composed mainly of software themselves (and thus equally likely to
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harbor vulnerabilities and weaknesses), can and will be breached at
some point, and so cannot be relied on as the sole means of protecting
software from attack.

Developers who recognize the constant potential for their soft-
ware to be attacked will be motivated to program defensively, so that
software will operate dependably not only under “normal” conditions
but under anomalous and hostile conditions as well. Related to this prin-
ciple are two additional principles about developer assumptions.

1. Never make blind assumptions. Validate every assumption
made by the software or about the software before acting on that as-
sumption.

2. Security software is not the same as secure software. Just
because software performs information security-related functions does
not mean the software itself is secure. Software that performs security
functions is just as likely to contain flaws and bugs as other software.
However, because security functions are high-consequence, the com-
promise or intentional failure of such software has a significantly higher
potential impact than the compromise or failure of other software.

Assignments
1. Read and translate text 19.
2. Ask questions on the text.
3. Speak on the principles of secure software development.

Text 20. What a Software Practitioner Needs to Know

The main characteristics that discriminate the developer, tester,
integrator, and sustainer of secure software from those of non-secure
software are awareness, intention, and caution. A software professional
who cares about security and acts on that awareness will recognize that
software vulnerabilities and weaknesses can originate at any point in the
software’s conception or implementation, from inadequate require-
ments, to poor design and implementation choices, to inadvertent coding
errors or configuration mistakes.

The security-aware software professional knows that the only
way these problems can be avoided is through well-informed and inten-
tional effort: requirements analysts must understand how to translate the
need for software to be secure into actionable requirements, designers
must recognize choices that conflict with secure design principles, and
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programmers must follow secure coding practices and be cautious about
avoiding coding errors and finding and removing the bugs they were
unable to avoid. Software integrators must recognize and strive to re-
duce the security risk associated with vulnerable components (whether
custom-built, COTS, or open source), and must understand the ways in
which those modules and components can be integrated to minimize the
exposure of any vulnerabilities that cannot be eliminated.

The main reason for adding security practices throughout the
software development life cycle (SDLC) is to establish a software life
cycle process that codifies both caution and intention.

Creating a secure development community using collaboration
technologies and a well-integrated development environment promotes
a continuous process of improvement and a focus on secure develop-
ment life cycle principles and practices that will result in the ongoing
production of more dependable, trustworthy, survivable software sys-
tems.

Assignments

1. Read and translate text 20.
2. Ask key questions on the text.
3. Write a summary of the text.

Text 21. Integrating Security into the Software Life Cycle

“Security enhancement” of the SDLC process mainly involves the
adaptation or augmentation of existing SDLC activities, practices, and
checkpoints, and in a few instances, it may also entail the addition of
new activities, practices, or checkpoints. In a very few instances, it may
also require the elimination or wholesale replacement of certain activi-
ties or practices that are known to obstruct the ability to produce secure
software.

The key elements of a secure software life cycle process are:

e security criteria in all software life cycle checkpoints (both at the
entry of a life cycle phase and at its exit);

o adherence to secure software principles and practices;

e adequate requirements, architecture, and design;

e secure coding practices;

e secure software integration/assembly practices;
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e security testing practices that focus on verifying the dependability,

trustworthiness, and sustainability of the software being tested,;

secure distribution and deployment practices and mechanisms;

secure maintenance practices;

supportive tools;

secure software configuration management systems and processes;

security-knowledgeable software professionals;

security-aware project management;

upper management commitment to production of secure software.
Organizations can insert secure development practices into their

software life cycle process by adopting a codified secure software de-

velopment methodology. This would help them in making progress to-

ward achieving their goals.

Assignments

1. Read and translate text 21.
2. Ask key questions on the text.
3. Speak on the key elements of a secure software life cycle process.

Text 22. Software Security Engineering

Software is ubiquitous. Many of the products, services, and pro-
cesses organizations use and offer are highly dependent on software to
handle the sensitive and high-value data on which people’s privacy,
livelihoods, and very lives depend. National security — and by extension
citizens’ personal safety — relies on increasingly complex, interconnect-
ed, software-intensive information systems — systems that in many cases
use the Internet or Internet-exposed private networks as their means for
communication and transporting data.

Dependence on information technology makes software security a
key element of business continuity, disaster recovery, incident response,
and national security. Software vulnerabilities can jeopardize intellectu-
al property, consumer trust, business operations and services, and a
broad spectrum of critical applications and infrastructures, including
everything from process control systems to commercial application
products.

The integrity of critical digital assets (systems, networks, applica-
tions, and information) depends on the reliability and security of the
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software that enables and controls those assets. However, business lead-
ers and informed consumers have growing concerns about the scarcity
of practitioners with requisite competencies to address software securi-
ty. They have concerns about suppliers’ capabilities to build and deliver
secure software that they can use with confidence and without fear of
compromise. Application software is the primary gateway to sensitive
information.

The absence of security discipline in today’s software develop-
ment practices often produces software with exploitable weaknesses.
Security-enhanced processes and practices — and the skilled people to
manage them and perform them — are required to build software that can
be trusted to operate more securely than software being used today.

There is an economic counter-argument, or at least the perception
of one. Some business leaders and project managers believe that devel-
oping secure software slows the process and adds to the cost while not
offering any apparent advantage. In many cases, when the decision re-
duces to “ship now” or “be secure and ship later,” “ship now” is almost
always the choice made by those who control the money but have no
idea of the risks. Information to combat this argument, including how
software security can potentially reduce cost and schedule, is becoming
available based on earlier work in software quality and the benefits of
detecting software defects early in the life cycle along with documented
experiences such as Microsoft’s Security Development Lifecycle.

Software security engineering is using practices, processes, tools,
and techniques that enable you to address security issues in every phase
of the software development life cycle (SDLC). Software that is devel-
oped with security in mind is typically more resistant to both intentional
attack and unintentional failures. One view of secure software is soft-
ware that is engineered “so that it continues to function correctly under
malicious attack” and is able to recognize, resist, tolerate, and recover
from events that intentionally threaten its dependability. Broader views
that can overlap with software security (for example, software safety,
reliability, and fault tolerance) include proper functioning in the face of
unintentional failures or accidents and inadvertent misuse and abuse, as
well as reducing software defects and weaknesses to the greatest extent
possible regardless of their cause.

The goal of software security engineering is to build better, de-
fect-free software. Software-intensive systems that are constructed using
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more securely developed software are better able to:

e continue operating correctly in the presence of most attacks by ei-
ther resisting the exploitation of weaknesses in the software by at-
tackers or tolerating the failures that result from such exploits;

limit the damage resulting from any failures caused by attack-triggered
faults that the software was unable to resist or tolerate and recover as
quickly as possible from those failures.

Assignments
1. Read and translate text 22.
2. Ask questions on the text.
3. Give the gist of the text.

Text 23. Software Security Practices

No single practice offers a universal silver bullet for software se-
curity. The objective is to increase the security and dependability of the
software produced by these practices, both during its development and
its operation.

Software developed and assembled using software security prac-
tices should contain significantly fewer exploitable weaknesses. Such
software can then be relied on to more capably recognize, resist or toler-
ate, and recover from attacks and thus function more securely in an op-
erational environment.

The five key rules of Software Security Engineering are as fol-
lows:

1. Software security is about more than eliminating vulnerabilities
and conducting penetration tests. Project managers need to take a sys-
tematic approach to incorporate the sound software security practices
into their development processes. Examples include security require-
ments elicitation, attack pattern and misuse/abuse case definition, archi-
tectural risk analysis, secure coding and code analysis, and risk-based
security testing.

2. Network security mechanisms and IT infrastructure security ser-
vices do not sufficiently protect application software from security risks.

3. Software security initiatives should follow a risk management ap-
proach to identify priorities and what is good enough, understanding
that software security risks will change throughout the development
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lifecycle. Risk management reviews and actions are conducted during
each phase of the SDLC.

4. Developing secure software depends on understanding the opera-
tional context in which it will be used. This context includes conducting
end-to-end analysis of cross-system work processes, working to contain
and recover from failures using lessons learned from business continui-
ty, and exploring failure analysis and mitigation to deal with system
complexity.

5. Project managers and software engineers need to learn to think
like an at