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Summary. the analysis of absence a list of critical infrastructure sectors is analyzed, taking
into account experience the developed countries of the world. The main sectors of critical
infrastructure are presented and in view of the fact that in most objects of critical infrastructure there
is an information and telecommunication system that is vulnerable to various types of cyberattacks,
a list of these sectors is proposed.

The analysis of native scientific publications [1-3] and current legislation of Ukraine [4-5]
was carried out, the problem lack of a list of critical infrastructure (CI) sectors and criteria for their
attribution to these sectors was revealed.

The problem of the absence a list sectors of the CI and elements is proposed to be solved by
analyzing sectors ClI in the majority of countries in the world and, due to international experience
[1,2], distinguishing those that exist in Ukraine.

The results of a comparative analysis (Table 1) show that the USA has the largest number of
sectors Cl, unlike Sweden. It has also been found that the most demanded sectors are banks and
finance, energy, telecommunications, since these sectors were classified by most countries in the CI.

Therefore, nowadays it is paramount to pay attention to the protection of these CI sectors.
Table 1

List sectors of the state’s ClI

State

Sector CI
Banks and Finance

Power engineering
Telecommunications

Transport

Water supply

Healthcare

Fuel and energy complex

Bodies of executive power
Emergency and Emergency Response
Public Order Protection Service
Agriculture
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It is obvious that in certain of CI sectors the main element of regular (normal) functioning of
their objects is ITS, which in general are critical information infrastructure. It is clear that ITS is
vulnerable to various types of cyberattacks which result in system halts, loss of control or failure of
the system. Due to the increasing number of successful cyberattacks on ITS, most leading countries
of the world are consolidating the critical objects of the most vulnerable ITS and networks into a
single system, since the loss or disturbance of continued functioning of such objects may lead to
significant or even irreparable negative consequences for national security and defense.

In Ukraine, in which the key element of ITS is the core element, it is necessary to include the
following sectors of the CI: banking and finance, security and defense sectors, postal communication,
transport, fuel and energy, environmental, public administration and law enforcement, life-support
network, etc. (Fig. 1)
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Figl. List sectors of Ukraine CII

Thus, the problem of lack of a list of CI sectors was analyzed, resulting in the main of ClI
sectors being allocated and ranked from the experience of the leading countries of the world. It has
been discovered that objects of Cl with ITS are vulnerable to various types of cyberattacks, therefore
the list of the main sectors of the critical information infrastructure of the state, which does not
function without ITS, is proposed.
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