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7. Skmo Bam TOTPiOHO Mi3HATHCH SKych iH(oOpMalilo crnpoOyiTe cHovaTKy
3BEPHYTHUCH O OJHM3BKHX, CYCi/liB, APY3iB.
8. Bynpre mpuxmamoM Ui CBO€l AWTHHU 1 HE BUKOPUCTOBYHTE iHTEpHET, KOIH

JTUTHHA TOPSII.
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MODEL OF PREPARING CYBERSECURITY SPECIALISTS

In recent years, the concept of skills has played a dominant role in the
personal management system. Skill means a set of characteristics of the performer of a
specific part of production activities, necessary for the effective performance of
relevant working a particular workplace, due to the fact that such performer has the
necessary knowledge, know-how, skills, experience, socio-personal qualities [2].

The skills apparatus allows you to structure the description of professional
requirements for the performance of production activities, describing them in the form
of sets of skills-requirements, each of which corresponds to a typical fragment of this
activity. Thus, the library of descriptions of typical / standardized skills can be used to
specify roles / sub-roles / profiles / positions in a specific workplace in the form of sets
of standard skills [1].
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Following [3], skills seen as the ability of an employee to perform specific
tasks of professional activity in a specific job position and at a specific time. Thus,
skills are purely dynamic entities as sociated with a specific work context. The
following classes of digital skills are defined in the cited work:

General IT skills that allow employees of the widest range of professions to use IT in
their daily work.

Professional IT skills required by specialists in the field of information technology and
their applications for the production of products, services and resources in this field.
Problem-oriented digital skills - skills of specialists who develop and use specialized
problem-oriented platforms, programs, software packages.

Complementary IT skills - skills to use the capabilities of the ecosystem to perform
certain tasks related to the use of IT in the workplace. For example, these are skills of
using social networks to communicate with colleagues and customers, promoting
product brands on e-commerce platforms, big data analysis.

Skills in the use of applications and services of the digital economy - such as the skills
of using various specialized applications that are implemented on the basis of the
infrastructure of the Internet of Things.

The skills model includes the following components:

Skill identification block: contains the name of the skill and its code in the selected
classification system.

General description: definition of the scope, purpose and general functionality of the
skill.

Description of role activities: identification of basic (labor) functions that correspond to
the functionality of the skill.

Target or operational skills: a specification of the professional requirements required to
perform the target functions of the skill, specifying the general description of the skill.
Basic skills: basic knowledge and skills required to possess and use skills at the
required level of responsibility.

A set of non-functional requirements and characteristics: additional requirements or
aspects related to this skill.

Complementary skills: digital ecosystem skills that can make new opportunities when
used in the workplace.

General IT skills: general-purpose IT tools are needed for use in the workplace.

A set of tests for compliance with the skill: a set of descriptions of typical tasks to
verify the compliance of the candidate for the role of performer with the requirements
of the skill.

History of the skill: an information base that stores stories of changes in the skill during
its life cycle[1].

The Cybersecurity Curricula 2017 document has been developed to train
cybersecurity professionals. Curriculum Guidelines for Postsecondary Degree Programs
in Cybersecurity (CSEC2017), on the basis of which training can be organized to
perform, for example, roles related to the security of system operations, including the
creation, operation, protection, analysis and testing of secure computer systems [4].

The development of this document had two purposes:
develop a comprehensive and flexible textbook on university education in the field of
cybersecurity;
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- create educational content that structures the content of the discipline of cybersecurity
for the development of training programs.

As cybersecurity is an interdisciplinary specialty it based on computer and
information technology, the implementation of academic training programs in
cybersecurity can be developed on the basis of any of the profiles of bachelor's degree
in computer science, but it is necessary to include in the curriculum policy, human risk
management factors [4].

Content
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Fig. 1. The structure of cybersecurity as a specialty [4, P. 18].

The criteria for the development of CSEC2017 were the following statements:

The foundation for cyber security is one of the areas of the computer.

Use of cross-categorical concepts that permeate all areas of cybersecurity knowledge.
Creating a body of knowledge that contains the most essential knowledge and skills in
the field of cybersecurity.

Direct connection with the range of specializations that meet the requirements of the
relevant sector of the labor market.

Emphasis on ethical behavior and professional responsibility.

In developing this document, we used some model of the cybersecurity program (CSEC
thought model), presented in Fig. 2:
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Fig. 2 CSEC model [4, p. 20].

As can be seen from the figure, the main component of the CSEC model is
the amount of knowledge that covers the security of entities such as data, software,
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components, communications, systems, organizations, society and built on the concepts

of confidentiality, integrity, accessibility, risk, hostile environment, systematic thinking.
Cybersecurity Skills Model for Attack and Defense

The following skills are defined for this category:

1. Classification of malware on the basis of analysis: malware algorithms used by

Internet technologies, runtime.

2. Detection of viruses that are activated during system boot.

3. Forecasting the consequences of harmful effects.

4. Static analysis of malicious programs.

5. Dynamic malware analysis.

6. Methods of detection of mapware Protection against malware.

7. Hacker characteristics.

8. Types of cyber-attacks and the choice of ways to protect against them.

9. Models of cyber-attacks.

10. Incident management model.

11. Detection of incidents.

12. Analysis of data on IS events.

13. Incident in vestigation.

14. Stages of incident management.

15. Incident handling.

16. Recovery from the incident.

17. Implementation of preventive and countermeasures.

18. Evaluation of the effectiveness of incident management.

19. Management of incidents related to the human factor.

20. Methods of forensic modeling.

21. Forensic analysis of OS journals.

22. Forensic analysis of images of working memory.

23. Forensics of cloud technologies.

24. Analysis and collection of artifacts [1].
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OCOBJIMBOCTI CILIKYBAHHS ¥V ALJIOBIH I MPO®ECIMHIN COEPAX

SIK mpaBwIIO, JTIOAN TIOYMHAIOTH TOBOPHUTH HPO IOCH 3 SIKOTOCh NpHBoy. [Ipn
IIbOMY IXHi Jii MOB’S3aHi 3 MPEIMETOM CIUIKYBaHHs, KU BH3HAa4Yae HOTO CyTHICTb,
Jla€ 3MOTY BH3HAUUTH HOTo CIpPsSMOBaHICTh. IIpeMeToM Hamoro aHaiily € AijloBe
CITIIKYBaHHS.

3MiCT [UIOBOTO CIHUIKYBaHHA — L€ «IUIO», MO0 SKOTO BHHUKAE 1
PO3BHBaEThCS B3aeMOZis. Takoxk iCHye DyMKa, IIO OUIOBE CIUIKYyBaHHS — II€ YCHUM
KOHTaKT MK CIIiIBPO3MOBHUKAMH, SIKi MArOTh ISl IIbOTO HEOOXiJHI MOBHOBaXCHHS Ta
CTaBJLATH Iepe]] cOO00 3aBIaHHS BUPIMICHHS KOHKPETHUX MPOOIEM.

VY ninoBoMy CIUIKYBaHHI JIeTIIE BCTAHOBHTH KOHTAKT MDK JIFOJIBMH, SIKIIIO
BOHHU TOBODSTH «OIHIEI0O MOBOIO» i NMParHyTh IO MPOXYKTHBHOI cmiBmpari. Takox
BEJIMKE 3HAYCHHS Mae€ MOpPAIbHHN acleKT AUIOBOTO CHUIKYBaHHS. Y mpodeciiHii
IISUIHOCTI JIIOJM HAMararoThbCs JOCAITH HE JIMINE 3arajibHMX, ajle W OCOOHMCTICHO
3HAYYLIMX Linel. JJopedHo 3ayBaXKUTH 1100 ETUYHOTO aCIIeKTY L[bOT0 eHOMEeHa.

Etuka ninoBoro cminkyBaHHS Oa3yeThcs Ha TaKUMX HpaBHiIax i HOpMax
MOBEIIHKY MApTHEPIB, SKi CIPUAIOTH PO3BUTKY criBmpani. [leprr 3a Bce MoBa fine mpo
3MIIHEHHSI B3a€MHOI JOBipHU, NOCTiliHE iHPOPMYBaHHS MapTHEpa MPO CBOi HAMIPH Ta
i1, 3amoGiranHs OpexHi i HeBUKOHAHHS 3000B’s13aHb.

IMpodeciiine crinkyBaHHS (OPMYEThCS B KOHTEKCTI KOHKPETHOT JisITBHOCTI,
a TOMy IeBHOIO Mipolo BOMpae B cebe 11 ocoOmmBocTi. Y (axoBiii KyabTypi
CIIIJIKYBaHHs MOJKHa BUJIUTUTH 3aTaJIbHI HOPMU CIIUIKYBaHHs, OOYMOBIICHI XapaKTepoM
COLIIAIFHOTO TOPSAIKY 1 3aCHOBaHI Ha JOCATHEHHIX MHHYJIOTO i ChOTO/IeHHA. BomHOwac
15 KyJAbTypa Ma€ iHIUBIIyadbHUH XapakTep 1 BUSBISETHCS Y CIOCO0AX CIIKYBaHHS,
K1 Cy0’€KT 00Upae y MeBHUX TUIOBUX CUTYAMLisAX I KOHKPETHHUX JIFO/CH.

Tlonpu yHiBepcanpHUI XapakTep €TUKETY, iICHYIOTh IEsKi 0COOIMBOCTI HOTO
MpOsIBY B CiM’1, TPOMaJCBKHX MicIlsiX, Ha poOoTi. Hampuknan, B odiniitaii cdepi mie
MIKHAPOJHUN TPHHIAI, 3TiTHO 3 SKAM CTaBICHHSA OO JIIOJMHUA BH3HAYAETHCA Il
iMipkem abo mocanoro, Ky BOHa 3aiimMae. Y wmiit cdepi KoKHa IIOAMHA €
IPEICTAaBHUKOM KOMIIaHii, OpraHisarii, Aep»aBy, a TOMY €THKET BHUMAarae IoBa)KHOTO
CTaBJICHHS JI0 Hel, He3aJIeXKHO Bij BiKy Ta craTi. ToMy AijoBHi eTHKET mependayae, 1o
Ti, XTO 3aiiMae OJHAKOBY IOCaay, CKaXiMo, B Oi3Heci UM TIONITHI, MalOTh
CHIJIKyBAaTHCS Ha PIBHUX.

Jami, cmyx00BHi eTHKET - e Hadlp HAWJONUIGHIIINX MPaBWII TTOBEIIHKH
mozeit Tam, 1e BinOyBaeThes iXHs mpodeciiiHa MisUTBHICTH B Oyab-sKill oprasizarii.
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