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PEDEPAT

[losicHiOBanbHA 3amUcKa 1O JAWUIUIOMHOI pobotu  «JlocmimkeHHs cucreMu
MOHITOPHHTY Ta ynpaBiiHHs enxementamu [oT»: 90 ctopiHok, 43 pucyska, 11 Tabmuup, 34

BHKOPUCTAHUX HKCPCIIL.

JOCJIIKEHHA, KOMIT'FTOTEPHA CHUCTEMA, MOHITOPHHI',
VIIPABJIIHHA, 10T, MIKPOKOMIT'IOTEP, RASPBERRY PI 4, CEPBEP, IATUNKU,
HOME ASSISTANT, AJJAIITEP.

MeTta — nMOCHIIPKEHHS ICHYIOUMX 3ac001B, BU3HAUYCHHS METOJIIB YIPABJIIHHS Ta
MOHITOPUHTY €JIeMEHTaMH [HTepHET peuen.

OO'eKT NOCHIIKEHHA — CUCTEMa, siKka 3a0e3ledye MOHITOPUHT Ta YHpPaBIIIHHS
KOMITOHEHTaMH esieMeHTamMu [oT.

[Ipeamer pochimxeHHss — 3aco0d, MPOTOKOJM, amaparHe Ta M[pPOrpaMHe
3a0e3MeUeHHsl, 3a JIOMOMOTOI0 SIKOTO B1I0YBA€THCS YIIPABJIIHHS Ta MOHITOPUHT €JIEMEHTaMHU
loT.

PoGota cknamaerbest 3 BCTyNy, TPbOX PO3ALUIIB, BUCHOBKIB, IOAATKIB, CIUCKY
BUKOPUCTAHUX JKEPEN; MICTUTh TaOJIUIll, PUCYHKH, JllarpaMH.

[lepmuii  po3Ail  TPUCBSIYEHO aHalizy TmpeaMeTHoi obnacti. I[IpoBoauThbes
JETANbHUM OTJIAN AapXITEKTYpPHUX PIllIeHb, TEXHOJOTINA, MPOTOKOJIB, THUIIIB MEPEXK,
OCHOBHHX eJieMeHTiB iHppacTpykTypu [oT.

VY npyromy po3aun Marictepchbkoi poooTu 0yJi0 MPOBEASHO MOPIBHAIBHUN aHaMTI3,
anmapaTtHoro oOJiaHaHHS Ta 3aCO001B MOHITOPUHTY ISl YIPABIIHHS eJleMEeHTaMu [HTepHeT
peuen.

Tpertiii po3ail MPUCBSIYEHO po3poOllll CXEMYy MOHITOPUHTY Ta YIpaBJIiHHSA
enemenTamu loT. 3anponoHOBaHO METOIM yIOCKOHAJIEHHS JOCTIIKYBaHOI CXEMH.

[IpoBeneHe JOCHIKEHHS  JIO3BOJIMJIO 3pOOMTH  HACTYIHI BHUCHOBKHM Ta

3aMpONOHYBATH MPOTO3UILIT, SIKI MAIOTh SIK TEOPETHYHE, TaK 1 MPAKTUYHE 3HAYCHHS.
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BCTYII

[aTepHeT cTaB HEBII'€EMHOIO CKJIAJIOBOIO CY4YacCHOTO CYCHIJIbCTBA, BIH HEOOX1THUMN
I II0JIEHHOTO 0OMiHY, MONIYKY Ta 30epiranns indopmariii.

Ha cproromnimHii AeHb, BHACTIIOK TMOCTIMHOTO TEXHOJOTIYHOTO MPOTPECy, Hac
OTOUYIOTH 0€3J114 PO3YMHUX MPUCTPOIB, K1 3MIHIOIOTh HAIllE MOBCAKACHHE XUTTS. Po3ymHI1
OyIMHKM BMIIOTh aBTOMAaTHYHO PETYJIOBAaTH OCBITJICHHS Ta OMAaJCHHS, a PI3HOMAaHITHY
TEXHIKY MOXKHA BIIJIaJICHO KEPYBATH 3a JIOMIOMOT0I0 CMapT(OHIB.

Tepwmin IoT (Internet of Things), abo [HTepHeT pedeil oxoruToe Binpasy KijibKa
aul. Lle cami mpUCTpoi, K1 BUMIILIIM B MEPEXKY Ta B3aEMOJ1I0Th Mik co0oto. Lle 1 cocid
niakIroYeHHs — M2M — To6To MalmHu—10—MaIuHu, 6e3 ydacTi aroauHu. e 1 Benuki qaHi,
4Kl Tenep reHepyroTh npuctpoi. JlaHi, aki MoxkHa (1 mOTpiOHO) 30MpaTH, aHANI3yBaTH 1
HajJanl BUKOPUCTOBYBAaTH JJIA KEpPyBaHHSAM cucTeMOl0. Ha chOrogHIIHIA J€Hb 0
pucTpoiB [0T BITHOCATHCS MUIBSIPJIM TEXHIYHUX 3aCO01B IO BCbOMY CBITY 3aBASKU SIKUM
MOXJIMBO 30HMpaT, OOpoOJATH Ta aHATI3yBaTH BEJMKI OOCSTM JaHUX, 110 Ja€ 3MOTY
3poOuTH O1IBII OOIPYHTOBAH1 PIIIEHHS, T ABUIIUTH €()EKTUBHICTb MPOIIECIB Ta MOKPAIIUTH
SIKICTh YKUTTS JTFOJICH.

Posropranna Ta ynpaniHHA cuctemMamu loT He € TpuBlabHUM 3aBAAHHSIM.
BumararoTecsi KOMIUIEKCHI TIAXOAN 10 apXITEKTypH, MEPEKEBOT0 3'€THAHHS, alapaTHOTO
Ta mporpamMHoro 3ade3nedeHHs. Kpim Toro, 301bII€HHS KUTBKOCTI MiAKTIOYEHUX MPUCTPOIB
no IoT mepexi BHOCHTH HOBI BUKJIMKH Ta Tpobiemu. OmHa 3 Takux mpoOsieM — Iie
e(eKTUBHUN MOHITOPUHT Ta YyrpaBiiHHsa enemeHTtamu loT cucremu. 3abe3nedeHHs
Oe3mnepediitHoi  poOoTH, 30ip 1 aHami3 MAaHUX, ONTHUMI3alisl PECypCiB, KepyBaHHs
MPUCTPOSIMU Ta 3a0e3redyeHHs Oe3MeKd € KPUTHUYHUMHU 3aBIaHHSIMH [JIs1 €dEeKTHUBHOL
¢ynkuionyBanug [oT cucrem.

Ha punky icHye 0e3mid 00’€kTiB, SIKi MOXKHa aBTOMaTu3yBaTu Ta ¢ipM, SKi
MPOTOHYIOTh CBOi TMOCIYTH i Iboro. Takox He BapTo 3a0yBaTv, MO TMOTpeOU B

aBTOMATHU3allli Ta BIJJAJICHOMY K€pyBaHHI BUHUKAIOTh HE TUIbKHU Y BEJIMKUX IMIATIPUEMCTB,



a i y 3BHYAMHMX CIOXKMBAuiB, SKUM IMOTPIOHO MPOMOHYBATH HETIPIIMA MPOIYKT, aje
3HAYHO JICTIECBIIUH.

Came Tomy 1 OyJi0 0OpaHO JaHy Temy, 00 JAOCTIAUTH, IO SBIISIE COO0I0 Mepexa
IHTepHETY pedeH, AKI TEXHOJOTIi Ta MPOTOKOJHM TaM 3aCTOCOBYIOTHCS, K€ MiHIMAaJIbHE
amapaTHe Ta mporpaMHe 3a0e3nedyeHHs HeoOxiaHe Mg (YHKIIOHYBaHHS CHCTEMH
KEepyBaHHs Ta MOHITOPHHTY eJleMeHTaMu [HTepHeT peueil.

Y nanHiii poGoTi Oyno TPOBEACHO JOCHIIKEHHS Ta PO3POOJICHO CHCTEMY
MOHITOPHHTY Ta YIIpaBIiHH NpUcTpossMu [HTepHeT pedeld Ha 6a3i mini—[1K Raspberry Pi.
[Ipoekt nepenbavae CTBOPEHHS KOMIIAKTHOI MEpEeXi 3 MOMJIIMBICTIO MIJKIIOYEHHS 10
Intepuety. Lls cucrema 3abe3nedye BUCOKUIM PIBEHb 3aXUCTY Ta J03BOJISIE KOHTPOIIOBATH
Ta BIJCTEXYBAaTH CTaH JATUMKIB 3a jaonomoror mepexi InrtepHer. KopuctyBau matume
MO>KJIUBICTB O€3110CEPETHBO YBIMTH B CUCTEMY Ta B3aEMOJISTH 3 IPUCTPOSIMU Y PEATTBHOMY
yaci. CuctemMa TakoXK HaJa€ THYYKICTh y PO3MIIIEHHI PI3HOMAHITHHX BUMIPIOBAIIBHUX
NpWIaaiB 3 BIANOBIAHUMHU 1HTepdelicaMu. BoHa Mae 4YuClIeHHI mepeBaru, Taki SK
eHeproe(eKTUBHICTh, I1HTEJIEKTYalbHICTh, JOCTYIHY IlIHYy, MOPTATUBHICTH Ta BHUCOKY
MPOTyKTUBHICTb.

Meta po0GoTH moJjsrae B JOCTIIHKEHHI ICHYIOUHMX 3ac001B, BU3HAYCHHS METOJIIB
yIpaBiIiHHSA Ta MOHITOpUHTY eneMeHTamu [oT. Peanizanis nmocraBieHoi Metu oOyMoBuUiIa
HEOOXITHICTIO BUPIIICHHS HACTYITHUX 3aBJ/IaHb:

— aHamiz apxitekrypu I[HTepHery Pedeil mng po3ymiHHA WOTO CTPYKTypuU Ta
KOMIIOHEHTIB,

— OCHIIPKEHHS ICHYIOUUX TUITIB MEPEX Ta TPOTOKOJIB, SIKI BUKOPUCTOBYIOTHCS JJIs
3'eIHaHHS IPUCTPOIB B €IMHY Mepexy [oT;

— OI[IHKA anapaTHOro 3a0e3MeueHHs, 110 BUKOPUCTOBY€EThCs y cucteMax [oT Ta itoro
HaJallITyBaHHS,

— aHaji3 Ta HaJallTyBaHHS MPOTPaMHOTO 3a0e3MeueHHs JUIi MOHITOPUHTY Ta
ynpasiiHHs cuctemamu [oT;

— CHHTE3 Ta y3araJIbHeHHs] OTPUMAaHUX PE3yJIbTATIB JIsl PO3POOKH PEKOMEHAAITH Ta

pIlIEHb, 1110 BUPILIYIOTh IOCTABIIEHY METY.



OG’eKTOM JOCHIDKEHHSI € CUCTeMa, sika 3a0e3leuye MOHITOPUHI Ta YIPaBJIIHHS
koMrioHeHTamu |0T.

[Ipenmerom pocmipkeHHs € 3aco0u, MPOTOKOJIM, araparHe Ta MpOrpaMHe
3a0e3MeueHHsl, 3a JIOMOMOTOI0 SIKOT0 B1JI0YBAETHCS YIIPABIIHHS Ta MOHITOPUHT €JIEMEHTaMU
loT.

Metoau nocnimkeHHs. TeopeTHYHO0 1 METOAMYHOIO0 OCHOBOIO JOCTIIKEHHS CTaB
aQHAJIITUYHUA METO/I, IO JO3BOJIAE PO3KPUTH OCOOJIMBOCTI Ta MEpEeBard pi3HUX PIIICHB,
MoHOTpadiuHuil, rpa@iuHud, CTATUCTUYHUHN, PO3PAXyHKOBHM MeTOAU. BUKOpUCTaHHS 1IUX
METO/I1B IOCIIIJIKEHHSI JO3BOJIsI€ OTPUMATH OOTPYHTOBaH1 BUCHOBKH Ta PEKOMEH1allli 111010
po3ropTtaHHs Ta ympaBiiHHS cuctemamu l[oT 3 mormsgy iX eQeKkTUBHOCTI Ta
KOHKYPEHTOCIPOMO>KHOCTI.

[HdopmariiitHoro 6a3010 JOCTIPKEHb € HayKoBa JTepaTrypa, CTaTHUCTUYHI JaHi,
aKTyaJbH1 JOCHIIKEHHA Ta myOnikamii y ramysi loT TexHonoriii, cucteM MOHITOPUHTY Ta
ynpaBiiHHS. Pecypcu wmepexi IHTepHeT, daHI 3 NpaKTUYHUX JOCIHIKEHb, BIACHI
€KCIIEPUMEHTHU Ta CIIOCTEPEIKEHHS.

Po6ota ckimagaeThes 3 BCTyMy, 3 pO3ALIiB, BACHOBKIB; MiCTUTh 90 CTOPIHOK TEKCTY,

43 pucyHkiB, 11 Tabnuipb. CiECOK BUKOPUCTAHUX JDKEPET CKIaaeThes 3 34 HallMEHYBaHb.
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PO3JLI 1
OIJISII TA AHAJII3 APXITEKTYPHUX PIIIEHb MEPEKI IHTEPHETY
PEUEN

[aTepHeT peueit oTpuMaB CBOIO Ha3By 3aBisku KesiHy Emtony, nmianpuemiiio, sskui
OyB OJHUM 13 CITIB3aCHOBHUKIB 1IeHTPY Auto—ID Ha TexniuHoMmy yHiBepcuTeTi B bocToHI.
Bin Ta Horo xomaHaa MmpHAyMald KOHLEMIIO MOB'SA3yBaHHSA 00'ekTiB 3 [HTepHEeTOM 3a
JIONIOMOT0I0 MITOK pajiouacToTHOi imeHTHdikamii (RFID). ¥ 1999 poui EmTon Bhepie

BUKOPHCTaB TepMiH «IHTepHeT peueii», KU 3 THX Iip CTaB HIMPOKO BHKOPHCTOBYBAHUM
(puc. 1.1).

/_\ . h [DxoH Pomki M1 nepuwe
/ / Docnigtmin Tim Beprep-Tli oH
( Crsopero APPANET | npMenHany [EMOHCTPYE Nepwmit | 3acToCyBaHHs

BUHaNLWoB CaiTos!
\ 3 BykopucTaniam \ BEHANHIOBMIA “ (WWWy \ TocTep, KepoBaHuit | MiDXMaLWMHHOT
\TCP/IP npoTokony naByTUHY

anapat Ao Mepexi \qepes iHTEpHET @:Monll
s

— 1982 —

N\
/TepMiH " IHTepHeT\
peueit" 6ys ynepwe|

1 999 gwmpumanwﬁ |

KesiHom EwToHom

2030

3a npornoaaMu \\ \
KinbKicTb K"“’"'CT" A Y npogax HagxoanTb LG sanyckae \

NigKNIOUEHNX npueaHaHux | Iphone - HaitaHameHuTiWa \ B NPOAaxX nepLummn
‘ NpUCTPOIB carle | NPUCTPOIB NepesuLuye niifika cMapTOHiB]  PO3YMHMIL XONOAMNBHUK
‘ 30 an‘:l KIﬂbKICTb ﬂloﬂe“ /

Pucynox 1.1 — Po3Butok [HTepHeT peueit

[areprer peuett (IoT — Internet of Things) — e koHIEMIIIsSI 00YMCITIOBAILHOT MEpPEXKi
(b13uvHUX 00'€KTIB, K1 MAIOTh BOYIOBaH1 TEXHOJIOT11 I 0OMiHY 1H(POPMAIII€I0 Mi’K COOO0I0
Ta HAaBKOJUIIHIM cepenoBuiieM. L{i 00'eKTH MOXYTh BKJIIOYATH PI3HI MPUCTPOI, JATUYUKH,

ABTOMATHYHI CHUCTEMHU Ta 1HII (i3U4HI 00'€KTH, SKI CIPOMOXKHI MITKIIOYATUCS 10
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[aTepHeTy Ta B3a€EMOJISITH 3 HUM JJIS BUKOHAHHS PI3HOMAHITHUX 3aBAaHb 1 Omeparliil.
[HTEpHET pedeil € akTyaabHOIO Ta AMHAMIYHO PO3BMBAIOYOIO Taly33i0 JOCHIIKeHb. BoHa
npencTaBiasie MoAu(IKOBaHYy Ta IHTErpoBaHy Bepcito 3BuUYaiiHoro InTepuery. 3a
IIPOTHO3aMHU, KIIBKICTh MpUcTpoiB IHTEpHET peueit (IoT) y cBiTi Maitxke moaBoiThes 3 15,1
Mmimbsipaa y 2020 poui go moHaa 29 minbapaiB y 2030 pomi. TakuM 4YMHOM KIJIBKICTH
MPUCTPOIB, IO MiIKIIOYAIOTHCS IO MEPEXKi, 3pOCTa€ MIOAHS, a iX 3'€IHAHHA 3a JOTIOMOTOI0
IPOBOJIOBUX Ta O€3ApPOTOBUX TEXHOJIOTIH HaJae HaM IOTY)XHE JiKepeso iH(opwmariii,
JOCTYyIIHE HAaM Ha KiHYMKax manbliB. Ines InTepHery peueil mossirae B PO3IIMPEHHI
MOKJIMBOCTEH JI B3a€MOJIl MK PO3YMHUMH MAalllMHAMH Ta NEPEJOBOI0 TEXHOJOTIELO.
Bapro Biji3Ha4KTH, 1110 TEXHOJIOTII, 1110 JIe)KaTh B OCHOBI [HTepHETY peueii, He € HoBuMHU [1].

MOHITOPUHT Ta KOHTPOJb MPHUCTPOIB CTAJIM HEBIA'€MHOIO YAaCTUHOK HAIIOl
0e3neku, KoOMPOpTy Ta 3py4YHOCTI. 3a TOMOMOTOI0 [HTEepHET—TEXHOJIOTIH Ta Oe3APOTOBUX
CEHCOPHHX MEpEX, MU MOXKEMO BIICTEKYBAaTH Ta KEPYBATU MPUCTPOSMHU B PEATbHOMY Yaci.
KopuctyBaui MaroTh BEJIMKI O4IKyBaHHS B1Jl [HTEpHET-TIATPUMYBAaHUX CUCTEM, OCKIJIBKH
BOHU JIO3BOJISIIOTH  BIJIAJIEHO BIACTEXKYBAaTH, JIarHOCTYBaTH, HAJaro/pKyBaTh Ta
OHOBJIIOBAaTH TMpOrpaMHE 3a0e3MeYeHHs, M0 JO03BOJIIE 3HU3UTH BUTPATH Ha
00CITyroByBaHHs Ta eKcIuTyaTariro [1].

MO>KJIMBICTh KOHTPOJIIOBATH PO3YMHHMI OYIMHOK Ta [HTepHEeT—Tpuiiaau 3a0e3neuye
3py4HICTh Ta O0e3meKy, OCOOJMBO, KOJIM BJIACHUKIB HEMae BAOMa. 3a JOMOMOTOIO
JUCTAHI[IHHOTO MOHITOPHUHTY MOJKHA CTEXHUTH 32 CTAHOM >HUTJIOBHX Ta MPOMHUCIOBHX
00'€KTIB 1 OTPUMYBATH CIIOBILLEHHS B Pa3i MOXEX1, HECAHKLIOHOBAHOTO TPOHUKHEHHS 200
BUTOKY pIIMHU YU Ta3zy, IO J03BOJSE€ BYACHO TMOBIJIOMUTH MPO 3arpo3y aBapiiHUM
ciyx6am [8].

3apa3 [nTepHeT peyeil HaOyBae Bce OUIBIIOL MOMYJISIPHOCTI Y HALIOMY LIOJICHHOMY
KUTTI, 1 I[e CTAJI0 MOMJIMBUM 3aBIISIKH HACTYITHUM TeHACHINsM Ta (pakTtopam. [To—mepre,
PO3BUTOK CyYaCHUX HU(PPOBUX TEXHOJOTINA TO3BOJUIO CTBOPUTH MpucTpoi |0T Oinbim
noctynHimuMu. [lo—apyre, 3Ha4yHO 30UIBIIMIIACH KIIBKICTh MPHUCTPOIB, SKI MarOTh
MOJKJIMBICTh MiAKIIOYATHCh 10 IHTepHeTy 3a monmomoror Wi—Fi. Kpim Toro, cMaptdonu
CTald HEBIA'€MHOIO CKJIAJOBOIO HAIIOTO TOBCSIKACHHOTO JKUTTSA Ta JO3BOJSIOTH HAM

KepYyBaTH IHITUMH ITPUCTPOSMH 3a JOMOMOI00 CBOIX (GyHKin [11].
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B nam yac, [HTepHeT peuell MMPOKO BUKOPUCTOBYETHCS B PI3HUX Taiy3six (puc.
1.2).

INNoricTuka

Po3ymHe micTo
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Pucynok 1.2 — 3acTocyBaHHs IHTEpHETY pedeit

0

Po3ymMHuin gim /\

TopriBns

BupobHuuTBO

[IpoTte, Ha CHOTOAHINIHIN I€Hb MOXHA BUIUIUTH KiJIbKa OCHOBHUX HAIPSMKIB, JI€
BiH YCHIIITHO 3aCTOCOBY€ETHCS — JIOTICTUKA, PO3YMHHH JIM 1 MICTO, MEAUIIMHA, BAPOOHHUIITBO,
TOPriBIIs, (HepMEpPCTBO.

[HTepHET peuelt MoxkHa Kinacu(iKyBaTH 32 KaTerOpisiMU, TAKUMH K JIOKATHHUHN Ta
rinobansHuit [0T, ApoTOBHIA Ta O€3IPOTOBHUH, a TAKOXK IMOOYTOBHH Ta MpoMuUcIoBUi [8].

['mo6anbHuii a60 BcecBITHIN [HTEpHET pedei 00'€Hy€e MPUCTPOT, 1110 PO3TAIIOBaHI
Ha BEJUKIN BIJCTaHI OAWH BIJ OJHOTO, 1 BOHU 3a3BHYail CHUIKYIOThCA MDK COOOKO 3a
JI0MOMOror 0e3/1potoBoro 3'eqHaHHsA. JlokanbHuil [HTEpHET pedeil BUKOPHUCTOBYE SIK
JPOTOBI, Tak 1 6e3poToBi 3'eqHanHs. Hanpuknan, cucrema «Po3ymMHu# AiM» € MPUKIATOM
JIOKAJIbHOTO, 3aKPUTOTO TIPOEKTY, JIe BC1 MPUCTPOI B3aEMO/IIIOTh MiXK COOO0I0, a IOCTYII /10
HUX Ma€ JIUIIe BIacHUK npuminieHHs. [le 3abe3neuye O6e3neky Ta BUKIIOYAE MOKIUBICTD
30BHIIIHBOTO BTPYYaHHS y 110 ekocuctemy [16].

JporoBuii [HTEepHET peyeil UPOKO BUKOPUCTOBYETHCS HAa 00'€KTaX 3 OOMEKEHUM
JOCTyNOM, Jie¢ Oe3leKka € TOJIOBHUM acHeKTOM JUIs 3aroO0iraHHs HECaHKIIOHOBAaHOMY
J0CcTyny a0o BTpaTH LIHHMX JaHUX. BUKOpHUCTaHHS MPOBIAHOTO MIAXOLY OOYMOBJIEHO
BHCOKOIO HAJAIWHICTIO Iepeiadl 1 crerialbHIMU BUMOTaMHu JI0 cepefoBuia. Hanpuknan, Ha

MPOMHUCIIOBUX O0'€KTax, A€ MPUCTPOi CHUIKYIOTBCS MDK CO0O0I0, BUKOPHCTOBYETHCS
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IPOBIJHE MIJAKIIOUEHHS, a ONepaTOpu MOXYTh CIOCTEpIraTH 3a CTAaHOM JIaTYWKIB 1
BUKOHABYMX MPUCTPOIB HA MOHITOpax. 3 1HIIOro OOKy, 6e3npoToBuUil IHTEepHET pedyeil €
HAHIOMYJIAPHIIIAM CIIOCO60M OpraHisamii B3aemoxil mpucTpois. Moro momymspHicTh
MOSICHIOETHCS BHMCOKOIO IIIBUIKICTIO TIepefadi JaHuX Ta MOOUIBHICTIO. be3nporoBuit
[HTepHeT pedeil cTae TOCTYITHUM 7Sl KOXKHOT JIFOJIMHU Yepe3 PI3HOMAHITHI MIPUCTPOI.

Y nOpoMHUCIOBOMY CEpPEIOBHII, TAaKOMYy SIK BHUPOOHHWIITBA, CKJIAIH, 3aBOAU 1
nabopaTtopii, IIMPOKO BUKOPUCTOBYETHCS MPOMHUCIOBUI I[HTepHET peuel 3 MeTOoro
aBTOMATH3allil Ta ONTHMi3alil BEPOOHMUMX mpoieci. Moro romoBHa Mera momsrae B
MOJIETIICHH] Ta aBTOMaTH3alii poOOTH B MPOMHUCIOBUX yMOBax. 3 IHIIOTO OOKy, B
JIOMAIlIHbOMY OTOYEHHI 3aCTOCOBYETHCS MOOYyTOBUM [HTEpHET peuel, e pi3Hi MOOYyTOBI
npUCTpoi 00'€qHYIOTBCA MK co00r. BiH BHUKOPHCTOBYEThCA JUIsl aBTOMAaTH3alli

IIOBCAKACHHHUX 3aBJaHb Ta BiII,Z[aHGHOPO KCPYBAHHA p13HI/IMI/I IIPUCTPOAMHU.

1.1 JociixkeHHsI TeXHOJIOTiil, MPOTOKOJIB TAa THUIIB MepexXi y KOHTEKCTI

InTepHery peueit

[oT € xoHuEenui€ero, o A03BOJIAE 3'eAHATH (I3UUHI 00'€KTH 3 LIU(PPOBUM CBITOM,
YTBOPIOIOYH MEPEXKY /i1 OOMIHY JaHUMU Ta 3a0€3MeUeHHs 3B'13Ky. AHaJ13 TEXHOJIOT1H, 110
BUKOPHUCTOBYIOThCSI B IHTEpHET pedax, BKIFOYAE PO3TJIS]] PI3HUX ACTIEKTIB, TAKUX SIK 3aCO0U
300py JaHMX, MPOTOKOJIM KOMYHIKallii, XMapHi Ta KpailoBi OO4YHCIICHHS, Oe3leka Ta
MIPUBATHICTh, aHANITUKA JaHUX, 1HTErpallis Ta craHmaprtu3ailig. lleli neranpHUit aHami3
JIOTIOMOJKE Kpallle 3p03yMITH MOXKJIMBOCTI IIUX TEXHOJIOT1H Ta iX BIJIUB HA PO3BUTOK CUCTEM
0T [19].

VY cucremax IHTepHET peuell 3aCTOCOBYIOTHCS PIZHOMAHITHI TUIA MEPEX, BHOIp
AKUX 3aJ€KHUTh BIJ] KOHKPETHHUX ToTped Ta curyauid. Okpemi THOU MEpex
BUKOPUCTOBYIOTHCS ISl MIAKITIOYSHHS TIPUCTPOIB 3 0OMEKESHHUM >KUBJICHHSIM Ta Tiepeaadi
JTAHUX Ha BEJIMKI BIJICTaHI, 1HII — JJIsI JJOKAJbLHOTO 3'€THAaHHS HAa KOPOTKIM BiJICTaHi, a € i

TaKi, 1o 3a0e3MeuyIoTh MiKITI0UEHHS 0 [HTepHEeTy Ha MIUPOKIii TepUTOpii.
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Bubip KOHKpETHOro THUIy MEpEeXi 3aJeKHUTh BiJl BUMOT Ta yMOB KOHKPETHOIO
npoekTy. Jlo OCHOBHUX THIIIB MeEpeX, 5Kl 3yCTpiuarThcsa B 1oOynoBi cucteMm [oT,
BKJIIOYAIOTh HACTYITHI BUIH [3].

Mepexi 3 HU3bKUM €HEpProCIOKUBAHHIM 1 OOMEKEHUM [1alla30HOM € 17IeaTbHUM
BapiaHTOM Ui BHUKOPUCTaHHS B JIOMi, KBapTHpi, odicax Ta B IHIIUX HEBEIUKHX
npuMiteHHsx. st iX 3acTOCYyBaHHS MOXHA BUKOPHCTOBYBATH HEBEIUKI aKyMYJISTOPH, a
1HO/I1 TTIOBHICTIO OOIATHUCS 03 HUX, MMPU [IbOMY OUIBIIICTD 3 ITUX MEPEXK € EKOHOMIYHUMU B
excrutyatariii. HaBenemo HalmommpeHinm mpuKIIau:

— Wi-Fi (Wireless Fidelity) € HalmommMpeHIIOw TEXHOJIOTi€ 0e3apOTOBOrO
3B'SI3Ky, OCKUIBKM BOHA Ma€ HHU3BbKY BapTICTh ekcrutyaramii. Wi—-Fi € crangaptHum
BapI1aHTOM JIJI1 JIOMAIIHbOIO0 Ta POOOYOr0 BUKOPUCTAHHS 1 IPYHTYEThCA HAa CTaHAApTax
IEEE 802.11. Omnak, He BCli cleHapii MIIXoasaTh s BuUKopuctanHs Wi—Fi depes
oOMe)KeHUH JT1ara3oH il Ta NOCTIHHE CIIOXKWBAaHHS €HEprii.

— Bluetooth, BHKOpHUCTOBY€E KOPOTKOIIOUY paJlOXBHJIBOBY TEXHOJIOTIIO,
3a0e3mnedye BUCOKY MIBUAKICTD Mepeadi JaHUX 1 HAJCUJIa€ CUTHAM TOJIOCY Ta 1HII THIIH
iHpopmarii Ha Bigctanb 10 10 meTpis [4].

— Zigbee € momynspHUM BHOOPOM [IJIsi CHUCTEM aBTOMAaTH3allli B JIOMAIIHbOMY
CepeIoBUII Ta MEIUYHUX NPUCTPOiB. BiH Halikpallle miaXouTh 1Jisl CTBOPEHHS OCOOMCTUX
MepeX 3 HEBEJIMKUMH NPUCTPOSIMHU, Kl CIOXKUBAIOTh MajoO €Heprii, MaroTb OOMEXEHY
MPOITYCKHY 3/IaTHICTh 1 BAKOPUCTOBYIOTHCSI B OOMEKEHOMY JT1aIla30Hi.

— Z—Wave € 111e 0JIHi€10 0€3IPOTOBOIO TEXHOJIOTIE0, CTIEIIaIbHO PO3POOICHOIO IS
Mepex [HTepHeTy pedell 3 HU3BKMM PiBHEM €HEepProcrokuBaHHI. BoHa TakoxX mparfoe Ha
HU3bKOYACTOTHOMY Jiama3oHi 1 3a0e3nedyye HaAliHy B3a€MOMIII0 MK CHCTEMaMH
aBTOMAaTH3allli B JOMAIIHLOMY CEPEIOBUII Ha PiBHI JOAATKIB.

Mepexi 3 HU3bKUM €HEPTrOCIOKUBAHHSIM Ta BEJTUKHUM J1aria30HOM MOKpUTTs (Low—
Power Wide Area Networks — LPWAN) € ogHuMH 3 KIIOYOBHX TEXHOJOTIH Is
oe3npoToBux Mepex IHTepHer peuedt. Ili Mepexi cnemiaabHO pPoO3poOJICH] s
3a0e3MedeHHs] 3B'A3Ky Ha BEJIWKIH TepuTOpii 3 HUZBKUM CIIOKMBAHHSM €HEpTii 1
BUKOPUCTOBYIOThCS Uit Ounbinocti npuctpoiB loT. Hanpuknan, LoORaWAN (Long Range

Wide Area Network) cTBOopena st 3abe3nedeHHs O€3qpOTOBOTO 3B'S3Ky Ha BETHUKI
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BIJICTaHI, B MICTaxX, cejaxX, perioHax, Tomo. Llg1 TexHosoris BiAPI3HAETHCS BUCOKOIO
MPOHUKHICTIO 1 JaJbHICTIO TMOKpUTTSA. Bona 3a0e3meuye 3B'SI30K MK MOOIIBHUMHU
MIPUCTPOSMH, IO MPAITIOIOTH Bl aKyMyJISITOPA, 1 MAIOTh IBOHANPSMHY 3aXHUIICHY Mepeaady
nanux. Hukxye HaBeneH1 HAaUTIOMIMPEHIIT TPUKIIATA TaKMX TEXHOJIOT1H:

— Cellular Networks (CrinpamkoBi Mepexi) 4G LTE (Long—Term Evolution)
MOKOJIIHHS MOOLTFHUX MEpexX 3abe3rneuye BUCOKY MIBUAKICTh NIepeaadl TaHuX, HaIIHHICTb
Ta HU3bKY 3aTPUMKY. BOHO MIATpUMYy€ BENIHUKY KUIBKICTh OHOYACHUX MIJIKIIOYEHDb Ta 1€
3MOTYy OTPUMAaTH BiJOMOCTI Y¥ OHOBJICHHS B pe€ajIbHOMY Yaci.

— 5G (Fifth Generation) HaiiHOBIIIa TeHepallis MOOUIBHUX MEpEX MPOTOHYE IIIE
OBy IIBUIKICTh Mepeladl JaHUX, 3HUKEHY 3aTPUMKy Ta IiJIBUILECHY MPOIYCKHY
3naTHICTh. BoHa Takoxk 3a0e3nedye MOKpallleHy MaclITaOOBaHICTh JJIsi MIJKIIOYEHHS
BENMKOI KUTbKOCTI [oT—mpuctpois;

— Cat—0 BigHOCATBCS A0 CTAaHAAPTIB TMepeaadi JaHUX Yy Mepekax 3 HHU3bKOIO
mBuaKicTIO Ha ocHoBI LTE. Bin 3a0e3nedye MOXIUBICTh IMepeadl TEKCTOBUX
MOBIJIOMJICHb, KOHTPOJIIO JaTYMKIB, BIJAAJICHOTO KEPYBaHHS Ta IHIIUX CIIEHApPIiB, /e HE
BUMAraeThCs nepeaya BeIMKUX 00CATIB TaHUX.

— Cat-1 € cranmaprom st MmoouteHOTO [0T B KiHIIEBOMY TiACYMKY 3aMiHUTBH 3G.
Mepexi Cat—1 nerko HasamtoByBaTH. L{e BiAMiHHMI BapiaHT 15l JOJIATKIB, SKUM MOTP10€H
roJiocoBuii a0o Opay3epHuil inTepdeiic.

— LTE Cat-M1, Takox Bimomuii sik LTE-M, € ctangapToM Mepexi 3 HU3BKUM
€HEProCroKUBaHHAM, SIKUW JO3BOJISIE MIIKIIOYATA MIJIBHOHU MPUCTPOIB 10 OJHIET MEPEKI,
3a0e3nedyroun HaaiMHui 1 eextuBHMil oOMiH manumu B loT. Bin mpaioe Ha 6a3si
texHosorii LTE 1 3a0e3nedye 3B's130k Ha BiJICTaH1 10 KIJIbKOX KIJIOMETPIB.

— NB-10T (Narrowband 10T) TexHoJ0risI paifoe Ha OCHOBI MOOUTLHUX MEPEX 1
3a0e3nedye HU3bKY IMIBUKICTh Mepeadl IaHuX, MPOTEe BUTpAUaE ayxKe Maio eHeprii. Bona
i7IcaTbHO MIIXOIUTh JUISl TIPOCTUX TPUCTPOIB [HTEpHET pede, sKi BHMararTh JOBIOTO
TEpMiHY CITy>kKOM Ha OJTHOMY 3apsijii 6arapei.

— Cat—M2 BukopuctoBye Texnozorito LTE (Long—Term Evolution) i3 ciemianpHO0O

kareropiero M2, ska 3a0esneuye miakmaodeHHs [oT mpuctpoiB. Bin mpononye Ounbii
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BHUCOKY LIBUIKICTH Mepenayi qaHux mnopiBHsHO 3 NB—IoT, ane Bce 0oAHO 3aiMIlaeThCs
eHeproe(eKTUBHUM.

— Sigfox € mpoBITHUM MINKHAPOJHUM IMOCTAYAIbHUKOM MEPEKEBHX MOCTYT IS
InTepHer peuelt, skuil mporoHye O€3ApOTOBI MEpexi AJIA MIAKIIOYEHHS MPUCTPOIB 3
HEBHCOKUM €HEpPIrOCIOKUBAHHSAM, SIK1 MOCTIMHO T€HEPYIOTh JIaHi.

[Ticist meTanbHOTO PO3MIIANY PI3HUX TEXHOJOTIH Ta THUIIB MEPEki, HACTYIHUM
KPOKOM Yy HaIlloMy JOCJIDKEHHI € aHai3 MPOTOKOJIIB, SIKi BUKOPHUCTOBYIOTECS Y Mepexkax
IoT [2].

[TpoTokonu B KOHTEKCTI [HTEpHETY pedeil BUKOPUCTOBYIOThCS AJIsl 3a0€3MeUeHHs
KOMYHIKaIlil Ta B3a€EMOJI11 MK PI3HUMHU IPUCTPOSIMU, SIK1 MAIOTh MOKJIMBICTD M1AKITIOYEHHS
no IurepHery. [HTEpHET peueld nepeadavae MmaKIIOUCHHS (PI3UMYHUX MPUCTPOIB, TAKUX SIK
CEHCOpHU, BUKOHABY1 MPUCTPOI Ta 1HIII «pedi», 0 rI00aabHOT MEpexi, 100 BOHU MOTJIA
OOMIHIOBATHUCS JAHUMH Ta B3a€EMOISITH OJTUH 3 OJHHUM.

[IpoTokonu BU3HA4YaOTh MpaBuia Ta (opMaTd, 3a SKUMHA TPUCTPOi MAalOTh
oOMmiHIOBaTHCS JaHUMU. BoHM BKJIIOUalOTh B ceOe cTaHmapTd Ta crerudikaiii, ki
JI03BOJISIIOTh PI3HUM MPUCTPOSM PO3YMITH OJUMH OJHOrO Ta ePeKTUBHO criiKyBatucs. Lle
3a0e3nedye CyMICHICTh Ta B3a€EMOJIII0 MDK PI3HUMHU TPUCTPOSIMH, BUPOOHHMKAMHU Ta
nonatkamu B mepexi [oT.

BuOip npotokoisty [HTEpHETY peuelt 3aneKuTh BiJ PIBHS apXITEKTypU CUCTEMH, Ha
aKoMy MOTp1OHO mepenaBatu Aadi. Monens OSI Hajae CTpyKTypy pi3HUX PIBHIB, Ha SKUX
3M1MCHIOETHCS Mepenada nanux. KoxeH npoTokos B cucTeMi IHTepHeTy peuelt 3a0e3neuye
B3aEMOJIII0 MK IIPUCTPOSIMHU, TIPUCTPOEM 1 MIJTIO30M, IIIH030M 1 IICHTPOM OOPOOKH JaHUX
a00 IUTI030M 1 XMapolo, a TAaKOX OOMIH JAHUMHU MIXK IIEHTpaMH 0OpOOKH JaHUX.

PiBeHp ponaTkiB B cucteMi [HTepHETY pedeil BUCTymae iHTepdericoM st 0OMiHy
JTAaHUMHU MDK KOPHUCTyBaueM 1 mpuctpoeM. Ha 1iboMy piBHI 3HAXOIATHCS MPOTOKOJIH, SIKI
BU3HAYAIOTh KOMaHIu, (GopMaTh Ta METOAM OOMIHY JaHUMHM MK MPUCTPOSIMHU Ta
nonatkamu. Bin 3a0e3nedye crnocid KOMyHIKallii, o J03BOJISIE KOPUCTYBadyaM B3a€EMOISATH
3 npuctposimu loT, HaacunaTh KOMaHIM, OTPUMYBATHU JaHI Ta KepyBaTH (QYHKIISIMU

IIPUCTPOIB.
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— MQTT (Message Queuing Telemetry Transport) serkuii mpoToKoJ Iepeaadi
MOBIJIOMJIEHB, SIKUM BUKOPUCTOBYETHCS 1J1s1 €(DeKTUBHOI KOMYHIKaIlii Mixk ipucTposimu [oT.
MQTT 3a6e3neuye macTaboBaHy pO3CHIIKY MOBIIOMIIEHb B MEPEXKI, € TPUCTPOI MOKYTh
MJMACYBAaTUCh HA TOIMKU (TE€MH) Ta OTPUMYBATH MOBIJOMIICHHS, K1 BIANOBIIAIOTH UM
TOTIKAM.

— AMQP (Advanced Message Queuing Protocol) mpoTtokoi repemadi moBiJoMJIeHb,
SKUW 3a0e3nedye MOTY)KHY Ta THYYKY KOMYyHikamito Mix mnpuctposmu loT. AMQP
JI03BOJISIE  CTBOPIOBATH CKJIA[HI TOBIAOMJICHHS 31 CTPYKTypOIO, METaJaHUMH Ta
BJIACTUBOCTSIMHU, a TaKOX MIATPUMYE PI3HI CIIeHapii TOCTABKH MOB1IOMJIEHb, BKIIOUAIOUU
HaJIHY JTIOCTaBKY Ta MiJATBEP>KEHHS OTPUMAaHHS.

— CoAP (Constrained Application Protocol) nmporokour, npu3HaueHu# 115 epeaadi
JaHUX B OOMEXKEHUX YMOBaX, TAKUX SIK MPUCTPOI 3 OOMEKEHUMHU pecypcamMul (HapHUKiIal,
HU3bKa MOTYKHICTh, OOMEKEHa MepexeBa MpoIyckHa 3AaTHICTh). COAP BUKOpPUCTOBYE
MPOCTY CTPYKTYPY 3alUT—BIANOBIIb sl €PEKTUBHOI KOMYyHIKallii Mk npuctposimu [oT ta
cepBepami, 3a0€3MeUy0ur HU3bKY 3aTPUMKY MEpEeXi Ta €KOHOMIIO €HEepTii.

— DDS (Data Distribution Service) yHiBepcallbHUI MPOTOKOJ 3B'sI3KY, pO3p00JIeHUIA
7Ust poOOTH 3 PI3HOMAHITHUMHU TPUCTPOSIMU, TIOYMHAIOYM BiJl HEBEITUKUX MPUCTPOIB JIO
BHUCOKOIPOAYKTUBHUX Mepex. DDS cnpoirye npouec po3ropTanssi, MiIBUILYE HATIHHICTb,
3MEHIIIy€ CKJIAJAHICTh KOMYHIKallli Ta HaJla€ 3py4YHUd MEXaHI3M JJIs Nepeaadl JaHUuX Mix
MPUCTPOSIMU B PO3MOAICHUX CUCTEMAX.

— HTTP (Hypertext Transfer Protocol) mmpoko BHKOpHUCTOBYBaHHA MPOTOKOIN
nepenaui ganux B IutepHeti. B IoT, HTTP BukopucToByeThcs NIt KOMYyHIKaIii MiX
npuctposimu [oT Ta xmapHuUME TUTaTGOopMaMu, JO3BOJISIIOYM MEepeaBaTu JaHl y GopMarti
3anuT-BianoBiAs. HTTP miaTtpumye pi3zui metoau 3amutiB, Taki sk GET, POST, PUT,
DELETE, 1o 103B0osisI€ B3a€MOIISITH 3 TAaHUMU Ta BAKOHYBATH pi3HI1 A1l Ha pucTposix [oT.

— WebSocket npoTtokoi, sikuii 3a0e3medye ABOCTOPOHHIM 3B'I30K MiK KIIIEHTOM 1
cepepom uepe3 onHe 3'enHanHs TCP. B IoT, WebSocket BukopuCTOBYyeThCS IS
3a0€3MeUeHHs] MOCTIHHOTO 3'€IHAHHS MDK MPUCTPOSIMU Ta IHIIMMH BY3JIaMH MEPEXKI,
JIO3BOJISIIOYM TIEpeaBaTH JaHl B PEXUMI peaJbHOro yacy 0e3 HeoOXiHOCTI MOBTOPHUX

niaKmoueHs [12].
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PiBenp TpaHcriopTy 3abesneuye HaAllHy IMepelady JaHUX MDK PIBHIMHU
KOMYHIKaIlI{HOT MOJIeJi, a TaKOX BIATOBIJA€ 3a 3aXUCT IMX JaHuX. OJWH 3 OCHOBHHX
MIPOTOKOJIB Ha PiBHI TpaHCcHOPTy — I1e Transmission Control Protocol (TCP).

TCP 3abe3neuye HalliiHy nepegady AaHUX MK JBOMa MPUCTPosiMU y Mepexi. Lle
O3HAYae, M0 BiH TapaHTye, MO JaHi OyayTh AOCTaBIICHI y MPABWIBHOMY TOPSIKY Ta 0e3
MOIIKOKEeHb. Lle mocsraeThcsl MUISXOM BCTAHOBJICHHS 3'€IHAHHS MDK BIJIIIPaBHUKOM 1
OTpUMYyBauyeM, PO30OUTTS JaHUX HA MAKETH, HyMepallil NaKkeTiB /I BITHOBJICHHS MOPSJIKY,
MiATBEPHKSHHS OTPUMaHHS Ta MOBTOPHOI Mepeaadl B pa3i BTpaTu ab0 MOUIKOIKEHHS.

Kpim TCP, icaye Takox User Datagram Protocol (UDP), axuii Takox mpaioe Ha
piBai  Tpancropty. UDP € mnporokonom 06e3 3'€lHaHHS Ta  HEHAJIIHHUM
TPAaHCIIOPTYBaJbHUKOM JaHuX. BiH He 3a0e3neuye MexaHI3MH KOHTPOJIO Mepenayl Ta
B1JIHOBJICHHS IOMUJIOK, TOMY BUKOPHUCTOBYETHCS JUIsl MIBUAKOT NIEpeiayl JaHux, e BTpaTa
OKPEMUX MAKETIB HE € KPUTHUHOIO.

MepexeBuil  piBeHb  JONOMAara€ OKPEMHUM  MPUCTPOSAM  B3aEMOJIATH 3
MapHipyTHU3aTopamu abo THITMMHU MEpeKeBUMU By3iamu B [oT—cucremi.

Bin BukoHye po3nojin ajapec [P ta mapuipytusaiiro JaHUX MIXK OPUCTPOSIMH, IO
3HAXOMAATHCS B OJIHIN Mepexi a00 Mixk pizHuMu Mepeskamu. Koxxen npuctpiii B loT—cucremi
MOX€ MaTu yHikaiabHy [P—aapecy, sika no3Bossie iaeHTudiKyBaT foro B Mepexi. PiBeHb
MEpeKi BUKOPUCTOBYE mpoTokoiu IP i MepexeBi TexHojorii, Taki sk Ethernet, Wi—Fi,
Bluetooth a6o Zigbee, s 3a6e3neueHHs 3B'13Ky MK IPUCTPOSIMU Ta MapIIPyTH3aTOPAMH.

— Internet Protocol (IP) mpoTokon BUKOPUCTOBYETHCS JJIsl MapIIpyTH3AIIii TAKETiB
nanux B Mepexi [oT. Bin Bu3zHauae opmaT makeTiB JaHUX Ta MPHUCBOIOE yHIKanbHI [P-
aZpecy MPUCTPOSIM, 110 TO3BOJISIE TM B3aEMOJIISITA B MEPEXKI.

— Internet Protocol version 6 (IPv6) noBa Bepcist nmporokoity IP, sika cTBopeHa s
3a0e3neyeHHs OUTBIIOT KUTBKOCTI JocTynHuX [P—anpec. 3 ypaxyBaHHSIM BEJIHUKOI KIIBKOCTI
[oT-npuctpois, [Pv6 Hanae Ouble agpec s 3a0e3neueHH s iX MiAKIIUeHHS 10 MEpexKl
Ta B3a€MO/11 MK COOOIO.

—6LOoWPAN (IPv6 over Low-Power Wireless Personal Area Networks) npoToko,
AKUM J03BOJIsIE TepenaBaT naketu IPv6 dyepe3 0e3apoToBI Mepexi 3 HU3BKUM

CTHIOKMBAHHSAM eHeprii, Taki sik Zigbee abo Bluetooth.
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Ha xananbHOMY piBHI JIJaH1 IEPEIAOTHCS B MEXKaX apXITEKTYypU CUCTEMH, a TaKOXK
3MIIMCHIOETHCS BUSABIJICHHS Ta BUNIPABIICHHS TOMUJIOK, SIKI MOKYTh BUHUKATH Ha (PI3UYHOMY
piBHI.

[IpoTokonM Ha KaHAJIBHOMY PIBHI 3a0€3MEeUyIOTh HAJIWHY Iepenady JaHUX MIK
loT—npucTtposiMu, BKITIIOYat0Yl B cebe METOAM BHUSIBICHHS Ta KOpeKiii momMmiok. Lle moxe
BKJIIOYATH BHUKOPUCTAHHS KOHTPOJbHMX cyM (checksums), mepeBipkd IUKIIYHOTO
pesepByBanHs (CRC — cyclic redundancy check) ab6o iHImMX MeTOAIB MJisi BUSBIICHHS
MIOMWJIOK Yy NIEPEIaHUX JAHUX.

Sxuo mig yac mepenadl JaHUX BUSIBISIFOTHCS MOMWJIKM, Ha KaHaJIbHOMY piBHI
MOYTh 3aCTOCOBYBATHUCh Pi3HI METOJIM BUIpPaBJIEeHHS NoMuiIoK. Hampuknan, Moxe OyTH
BUKOpPHCTaHa MOBTOpHA Mepe/iaya MaKeTiB 3 MOMWIKaMU a00 BUIIPABIEHHS MOMMIIOK 32
JOTIOMOT010 J1I0/1aTKOBO1 1H(pOopMallli, iIKa NEPETAETHCS Pa30M 3 JAHUMHU.

— IEEE 802.15.4 ctannmaptHuii 0€31pOTOBUI MPOTOKOJ, KU BUKOPUCTOBYETHCS
st Mepex [0T 3 HU3bKUM €HeprocnoKMBaHHsAM. BiH BU3Hayae (pi3MYHUANA Ta KaHAJIbHHM
piBHI, IO JIO3BOJISIE TEpeaaBaTH JlaHI Ha KOPOTKI BIACTaHI 3 HHU3bKUM CIIOKHBAHHSIM
eJeKTpoeHeprii. BiH BUKOPUCTOBYETbCS pa3oM 3 MPOTOKoJoM Zigbee, craHgapToM
6LoWPAN Ta iHImmMMu cTaHaapTaMu JUisl CTBOPEHHS 0€3/IPOTOBUX MEPEK.

— LPWAN (Low—Power Wide Area Network) € oqHIM 3 KIIFOYOBUX MPOTOKOJIB,
AKUH 3a0e3neuye NanbHIi 3B’ 530K Ta eHeproe(heKTUBHY KOMYHIiKaliio A npuctpois [oT.

— LPWAN mnportokonu, taki sk LoRaWAN (Long Range Wide Area Network)
CTBOpPEHMI 1J1s1 3a0e31eueHHs 0e31pOTOBOIO 3B's13Ky Ha BEJIMKI BIJICTaHI1, TaKi sIK MiCTa, ceJia
a6o perionu. LoRaWAN BukopuctoBye nporokon LoRa (Long Range), sxuii no3Bossie
repeaBaTy JIaHl Ha BEJIWKI BIJCTaHI 3 HU3BKHM CIOXKMBaHHSAM eHeprii. L{g TexHomoris
noOyJjoBaHAa Ha KOHUENIi CIOJMYYHUX BY3MIIB (gateways), siKi OpUMMarOTh JaHi BiA
kiHreBux npuctpoi. OcobmuBicTio LORaWAN € #oro BHCOKa MPOHUKHICTH 1 NalbHICTD
MOKPUTTSL. 3aBASKH HU3bKIM MIBUAKOCTI nepenayi qanux, LoRaWAN moske npairoBaTu Ha
3HAYHO OUTBLIMX BIJICTAHSIX, HIXK 1HIII TEXHOJOTIT 0€3ApOTOBOrO 3B'sA3KY, Taki sk NB—I0T
abo LTE-M.

Ha ¢i3nuHoMy piBHI 3A1MCHIOETbCA OOMIH JaHUMU MK (DI3UYHUMHU IPUCTPOSIMHU,

TaKUMU K JATYUKU, aKTyaTOPH, PO3yMHI MpucTpoi tomro. Ha mpomy piBHi loT-mepexi
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nepeaarTh €JICKTPOMArHiTHI CUTHAIM, SIKI KOAYIOTh 1HGOpMAIlII0, 110 HEOOXigHa It
30upanHHs, 00poOKku Ta nepenayi AaHux. L1 curnanmm MoxyTh OyTH IiepeaaHi 3a JOTIOMOT 010
pamioXBWib, 1H(PAYEPBOHOTO BHUIPOMIHIOBAaHHS a00 IHIIUX METOIB 3aJICKHO BIJ
BUKOPUCTOBYBAHUX MPOTOKOJIIB Ta TEXHOJIOT1H.

— Ethernet ogun 3 BapianTiB migkaodeHHs] [0T—TpuCTpoiB 10 TOKAIBHOI MEpexi
a60 xmMapHoOi iHPPaCTPYKTYpH.

— Ethernet € oHi€10 3 OCHOBHUX TEXHOJIOT1H, 1110 BUKOPpUCTOBYIOThCS B LAN. BoHa
3abe3mneduye mepeaavy AaHux mo ¢izmaHomy kabemto, Takomy sk BuTa mapa (UTP/STP),
ontuuHui kabenb (fiber optic) Ta koakcianpHuM (coaxial).Ha ¢izuunomy piBui [oT moxe
BukopuctoByBatu Ethernet misi migkitoueHHS MPUCTPOiB, 30MpaHHS AAaHUX 3 JATYUKIB,
KEepyBaHHs Ta nepeaadl iHpopmanii 10 pi3HUX MIaTGopM IS MOJAIbIIOI 0OpOOKH.

— Bluetooth 3 HuszbkuM cnoxxuBanusMm eHeprii (BLE) mnpeacraBisie coboro
TEXHOJIOTiI0, MO JIO3BOJIIE CYTTEBO 3MEHIINTH €EHEPreTHYHI BUTpaTH. BiH 3maTeH
MpaloBaTi B TOMY X CaMOMY Jiana3oHi MiAKI0YeHHs, o i knacuunuii Bluetooth. BLE
6e3rmocepeIHbO BOYI0BaHUN y MOO1IBHI1 OTepalliifHi CUCTEMH, IO CIPHUSE HOTO HTUPOKOMY
nomupeHHo. CrnenianbHo po3pobseHa A moOyTOBOI €MEeKTPOHIKH, 1 IIBHJKO HaOyBae
MOMYJIIPHOCT] 3aBISKH CBOiM E€KOHOMIYHOCTI Ta 3JaTHOCTI 3a0e3rnedyBaTd TPHUBATLY
aBTOHOMHY pOOOTY BiJl akymysisitopa [4].

— Long-Term Evolution (LTE) LTE e crammaprom O0e31pOTOBOTO 3B'SI3KY,
PO3pO0JICHUM JIUIA TIepeiayl JaHUX Ha IMIMPOKii 00aCTi MOKPUTTS 3 BUCOKOO IIBUIKICTIO 1
HU3BKOIO 3aTPUMKOI0. BiH BUKOPUCTOBYE paiOXBUJIBOBUH CIEKTP 1 MEPEXKEBY
1HGpacTpyKTypy Ui mepenadi Ta oOpoOKM JaHUX Ta MOXe OyTH BUKOPUCTAHUN MJis
nepeaadi Biieo, ayio, 300paxens Ta iHioi iHdopmariii B loT—cucremax.

— NFC (Near Field Communication) HaGip IpOoTOKOJIB 3B'A3KY, 110 BUKOPHUCTOBYE
€JICKTPOMATHITHI TIOJIS JJI Tiepeaadi iHdopmarllii Ha HeBeIHKIN BifcTaHi (3a3Budvail 10 10
cMm). 3a ponomororo NFC moskHa 3aiMicHIOBaTH O€3KOHTAKTHI TIJIATEX 1, ayTeHTU(IKAIII0
MPUCTPOIB Ta 3a0e3nevyBaTh HalIMHUI 0OMiH 1H(OpMaIETO.

— RFID (Radio Frequency ldentification) BukopuctoByetbess B loT s
imeHTrdikarii Ta B3aeMo/Iii 3 00'eKTaMH 3a TOTMOMOT00 0€3KOHTAKTHOTO Paio4acTOTHOTO

3B's13Ky. Bona Bkmouae B cebe teru RFID, 3untyBaui Ta cuctemMu KepyBaHHS JaHUMHU.
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OcHoBHa iaes TexHojorii RFID nonsrae y Tomy, 1mo 00'ekTu (Taki sSIK TOBapH, MPUCTPOI,
TPaHCIOPTHI 3aco0u ToImo) MaroTh BOymoBaHi RFID-teru, ski MICTSATH YHIKaJIbHUM
i1eHTudikaTop Ta MOXKYTh ME€peIaBaTh J1aHl 3a JOIMOMOTOI0 paaioxBmib. 3unTtyBaul RFID
3maTtHi Oe3rocepeiHb0 a00 Ha BiACTaHI 3UUTYBAaTH Il TETH, IO JO3BOJISE aBTOMATUYHO
11eHTU(iKyBaTH Ta OTPUMYBATHU JaHi MPO 00'€KTH.

— IIporoxon Wi-Fi BukopucrtoByerbcs Ha (hi3UMUHOMY PiBHI Ui 3a0€3MEUCHHS
0e3pOTOBOTO 3B'A3KYy MK PI3HUMHU NpUCTposiMu [HTepHeT peueid. Lleit mpoTokon 103Bos€
MiIKITI0YaTH Pi3HI MPHUCTPOI 10 OJHIET Mepexi Ta 3M1MCHIOBATH KOMYHIKAI[IIO MiXK HHUMH.
Onnak, BapTO BpaxOBYBaTH, 1110 BiH Ma€ OOMEKEHHM J1arma3oH JIii Ta CIOKHBA€E MOCTINHY
EHEepriio.

[Ticns aHamizy TUMIB MEPEX y KOHTEKCTI [HTepHeTy peuelt, OyJio BU3HAYEHO, 1110
OCHOBHHMMH TEXHOJIOTISIMH, SIKi IIIMPOKO BUKOPUCTOBYIOThCA, € ZigBee, Wi—Fi, Bluetooth
Low Energy (BLE), uepe3 ixHi yHiBepcallbHi MOKITUBOCTI 1 IIMPOKHI CIIEKTP 3aCTOCYBAHb.
KokHa 3 1IMX TEXHOJIOTI Mae CBOi yHIKaJbHI OCOOJIMBOCTI Ta 3aCTOCYBAHHS B PI3HHUX
cdepax loT.

B Tabmuui 1.1 HaBeneHa MOpPIBHsJIbHA XapaKTEPUCTHUKA OCHOBHHX MEPEKEBHX

TEXHOJIOT1H.
Tabmuus 1.1 — ITopiBHSHHS OCHOBHUX MEPEXKEBUX TEXHOJIOTIT
Texnomoris ZigBee Wi-Fi BLE
Crangapr 3B's13Ky IEEE 802.15.4 IEEE 802.11 IEEE 802.15.1
[IBuaKicTh 1o 0,25 Moit/c 1o 300 Moit/c 1o 3 Moit/c
nepenayl JaHux
CnoxxuBaHHS Hwusbke Bucoke Jlyxe Hu3bKe
eHeprii
YacToTHui 241Th 241Th 2.400 — 2.4835
mlarna3soH I'To
Paniyc po6otu 10 100 m 10 100 m 30 m
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[Tponorxenus Tadmumi 1.1

MaxkcumaibHa 65535 32 7

KUIBKICTh BY3JIIB y

Mepexi

bazoa Tomnosoris Citka (mesh) 3ipka Piconet

[TpoBeneHO MOCHITKEHHS PI3HUX TEXHOJOTiH, MPOTOKOIIB Ta THUIIB MEPEXi B
KOHTEKCTI [HTepHeT peueil. BuBueHi ix nepeBaru Ta HEOMIKH, @ TAKOXK BCTAHOBIJIEHO, SIKI
TUNA MEPEeX1 HalKpalle MiAXOAATh Uil pi3HUX cueHapliB. IIpaBuiibHE PO3YMIHHS IUX
aCIeKTIB J03BOJIsE 3a0e3neunT €(heKTUBHY KOMYHIKAII0O MIX MPUCTPOSIMH Ta HAJIHHY

rnepcaady JaHux.

1.2. Tunu npuctpoiB y mepe:xki loT

VY Mepexi [HTepHeT peueld MOKHA BUAUIUTH P13H1 TUIIHA NPUCTPOIB, K1 B3aEMO/IIIOTh
MIK 00010, 30Upar0Th, 0OPOOJISIIOTH Ta MEPEIAIOTh JaHI.

Mikpokoutposiepu (MCU) € KIIOYOBOIO CKJIQJIOBOIO JUIsl  3a0e3MeueHHs
(yHKIIOHAJIBHOCTI, KepyBaHHS Ta KOMYHIKalli npuctpoiB B mepexi loT. Lle HeBenmki
KOMIT'FOTEpH, sIKI BOY/IOBaHI B MIKpPOCXEMH 1 MaloTh B c001 neHTpansHuii nporecop (LIIT),
onepatuBHy mnam'ste (O3I1) 1 moctiitny mnam'ste (I[13Y).  MikpokoHTponepu
BUKOPUCTOBYIOTBCS ISl KEPYyBaHHS MPOCTHUMHM (PYHKIISIMH 1 BUKOHAHHS CleUU(PIUHUX
3aBaaHb [25].

MiKpOKOHTpOJIEpH MalOTh HU3bKE CIIOKUBAHHS €HEPTii, MOXKE MIITPUMYBATH PI3HI
nporokonu komyHikarii (Wi—Fi, Bluetooth, Zigbee, LoRa) ans oOMiny nmanumu, maTu
BOy/I0BaHI MeXaHi3MHU MU@pyBaHHs Ta ayTeHTU(DIKAIllT, a TAKOXK PO3'EMHU, SKI I03BOJSIOTh
MIJKTI0YaTH J0JAaTKOBI MOAYJ a00 JaTYUKU [JIs PO3MIMUpPEHHS (YHKIIOHATBLHOCTI

PUCTPOIO.
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Mikponporiecop (MPU) € e oqHUM TUIIOM MPUCTPOIO, [0 BUKOPHUCTOBYETHCS Y
Mepexi [HTepHeT pedeil. Bonn MaroTh O1IbITY OOYKMCIIIOBAIBHY MOTY>KHICTh MTOPIBHSIHO 3
MIKPOKOHTPOJIEPAMH 1 3/JaTHI BAKOHYBATH CKJIQ/IHIIII 3aBJaHHS.

[{i mpucTpoi 3a3BHYail MarOTh MOXJIMBICTH MIJKJIIOYATH 30BHIIIHI MPUCTPOI Ta
MOAYJ IJIsi PO3MUPEeHHS (PYHKITIOHAIBHOCTI, MaTH BOYIOBaHI MEXaHI3MH 3aXHUCTy BiJl
HECaHKI[IOHOBAHOTO JOCTYyMy, mupyBaHHsa Ta ayTeHTHUdikamii ganux. Kpim Ttoro, BoHH
B3a€EMO/IIIOTH 3 OararbMa MEpeXEBUMH MPOTOKOJIAMHU.

BOynoBani cuctemMu — 11¢ IPUCTPOi, sIKi 00'€IHYIOTh y c001 sk 00JIaqHAHHS, TaK 1
nporpamMHe 3a0e3nedyeHHs. BOynoBaHi cuctemu 3a3Buuail 0a3ytoThCs Ha MIKpOIIPOLIECOPAX
a00 MIKpOKOHTpOJEpax 1 MOXKYTh MaTH OOMEXeHI OOYHCIIOBaIbHI Ta pPeCypcHi
MOKIIMBOCTI. IX rojoBHa MmeTa — 3abesledyBaTH BUKOHAHHA cHelU(iuHUX (yHKIIH,
KepyBaTH IEBHUMHU NPOIIECaMHU, 30UpaTH Ta OOMIHIOBATUCS JAHUMHU 3 IHIITUMH IPUCTPOSMHU,
110 CIPHSIE PO3MIMPEHHIO MOXKIMBOCTEW aBTOMATHU3allli Ta ONTUMI3aLli pi3HUX c(ep KUTTSL.

Taki BOy/10BaHI CUCTEMHU 3HAXOJATh 3aCTOCYBaHHS y pI3HUX Traiy3ax. Hampukian,
B [IPOMMUCIIOBOCTI BOHU BUKOPHUCTOBYIOTHCS JUIsl KOHTPOJIIO Ta aBTOMAaTH3alii BUPOOHUYHX
mpoueciB. B aBTOMOOUIBbHIN MPOMHUCIOBOCTI 3a0€3MEYYyI0OTh KEpyBaHHS CUCTEMaMU
oe3neku, KompopTy Ta eHeproeeKTUBHOCTI aBTOMOO1T1B. Takox BOyaoBaH1 cuctemu [oT
BUKOPUCTOBYIOTbCS B TOOYTOBIM TEXHILI Ui YOPABIIHHS MOOYTOBUMH TPHUCTPOSIMH,
TaKUMH SIK XOJIOAUIBLHUKH, IPAJIbHI MAITUHU, CUCTEMH OTTAJICHHS Ta 1HIII.

[HTENneKTYyanbHI CUCTEMHU (TAaKOXK BIIOMI SIK PO3YMHI CUCTEMHU ab0 CHCTEMHU
IITYYHOTO IHTENEKTY) — L€ MPUCTPOi, MaroTh 3HATHICTh BUSBIATH, aHaIi3yBaTH Ta
IHTEepIpeTyBaT JaHl 3 OTOYEHHS. BOHM MaroTh OUIbIIy OOYMCITIOBAIIbHY MOTYXHICTH 1
MOJKYTh BUKOHYBATH CKJIQ/IHIIII 3aBIaHHs, TOPIBHSHO 3 BOYIOBaHUMHU crcTeMamu [26].

InTenexkryanbni cucteMu B Mepexi [oT 3actocoByroThes B pi3HUX cdepax.
Hanpuxman, B cMapT-OyIMHKax BOHM  KOHTPOJIIOIOTH  OCBITJIGHHS, ONAJICHHS,
KOHJUIIOHYBaHHSI TOBITPS, TOLO. B pO3yMHUX MICTaX BOHHU KEpPYIOTh OCBITIECHHSIM
BYJIMI[b, ONTHUMI3YIOTh TPAHCIOPTHUNM PyX Ta BIACTEXKYIOTh SIKICTh MOBITpA. B ramysi
3JI0pOB'sl 1 METUIIMHU BOHU JIOTIOMAaratoTh KOHTPOJIIOBATH CTaH 370POB's, HaraayBaTu Mpo

NpuiioM JIKIB Ta 3a0e3nedyBaTd AMCTAHIINHY MEIUYHY AiarHOCTUKY. B clibChbKOMY
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rOCITOJIapCTBI BOHU ONTHUMI3YIOTh TIOJIMB, KOHTPOJIOIOTH SKICTh IPYHTY Ta POCIIHH, a TAKOXK
IIPOTHO3YIOTh TIOTOJTHI YMOBH.

[Tpuctpoi, siki He mpuU3HAuUEH1 A1 OOYHUCIEHb — III MPHUCTPOi (PYHKIIOHYIOTH SIK
TOYKH 3'€THAHHS 1 epeiadl JaHuX. BoHM MOXXYTh BKJIFOUATH CEHCOPH, aKTyaTOpH abo 1HIIII
MIPUCTPOI, SIKI 30MParOTh 1 MepeaaroTh 1HGOPMAIII0 PO OTOUYIOUE CEpeIOBUIIE, ale He
MalOTh MOKJIMBOCTI BUKOHYBATH CKJIaTHI OOYHCIICHHSI.

[leperBoproBaui — Iie¢ MPHUCTPOi, SIKI 3a0€3MEUYIOTh 3B'A30K Ta B3aEMOJII0 MIXK
Gb13UYHUME TIPUCTPOSIMH Ta Mepexero [aTepHer peueil. Bonu meperBopioioTh naHi 3
JaTYMKIB a00 IHIIUX MPUCTPOiB B HUGPOBHUIM QopMar, MO J03BOJISIE 3a0€3MEUUTH

MOHITOPHUHT, ONTUMI3AI[I}0 Ta aBTOMATHU3AIIII0 MTPOIIECIB Y PI3HUX Taly3sX.

1.3 Enementu inppacrpyxrypu loT

Jns nmopaneiioro BHOOPY BIJMOBIAHOTO OOJIaIHAHHS Ta PO3YMIHHS pPOOOTH
cuctemu [oT BaXIMBUM eTanom € aHaii3 iHGPacTpyKTypH [HTepHET peuet.

[HTEpHET pedell mpuBepTae yBary 3aBAsKA CBOEMY IOTCHIANy TMOJETIIATH Ta
MOKPAIIUTH HAIIIE MOBCAKACHHE XUTTS. BiH 103BosIsIE (D13UYHUM MIPUCTPOSIM, 00JIaTHAHHIO
Ta JIaTYMKAM CIIUTIKYBATHCS Ta OOMIHIOBATUCS JAHUMH Y€Pe3 MEPEXKY, 10 BIIKpUBAE 031U
MOXJIMBOCTEN ISl MOKpaIieHHs! €()EeKTUBHOCTI, KOM(POPTY Ta OE3MEKH MOBCSKIESHHOIO
KuTTa. OjHak, U1 MMOBHOTO BHUKOpUCTaHHS moreHmiany loT morpiOHa HamiliHa Ta
edeKTHBHA apxXITEeKTypa, sika 3abe3nedynTh Oe3mepebiiiHy poOOTy BCIX KOMIIOHEHTIB
cucteM. AHam3 1HQPACTPYKTYpH € BXJIMBUM €TalloM y po3poOIll Ta BIPOBAIKEHHI
cuctemu [oT. Bin monomarae 3po3ymiTH 3B's13K1, BAMOTH Ta MPOOJIEMH, 1110 BUHUKAIOTH 111
Yyac CTBOPCHHS i€l ckiaaHo1 cuctemu [12].

[HTEepHET pedeil OXOIUTIOE MIMPOKY EKOCUCTEMY PI3HOMAHITHHX 1HCTPYMEHTIB.
Po3yMiHHS OCHOBHUX KOMIIOHEHTIB Ta METOIB iX IHTETpaIlii MOKe CTaTh KOPUCHUM IMPHU

MPOEKTYBaHH1 PI3HUX CUCTEM.
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Ha 6a3zoBomy piBHI, 0T o3Hauae Oyap—sKy CHCTEMY 3B'SI3aHUX HPHUCTPOIB, SKI
MarTh JAaTYMKH 1 BOYJOBaH1 00UYMCIIIOBaIbHI MOKIIMBOCTI. BaXIMBO 3a3HAYMTH, IO JJIS
[IUX TMPUCTPOIB HE 0OOB'A3KOBE BUKOPUCTaHHA IHTepHETy. HaBiTh JOKaIbHO MiIKIIOYEH]
IIPUCTPOI, SKI B3aEMOJIIOTh Ta OOMIHIOIOTHCS JAaHUMH, MOKYTh YTBOpIOBaTH cucteMy [oT.

Matoun 1e Ha yBasi, MU MOXXEMO DPO3IJISIHYTH CKJIAJO0BI 1HPPACTPYKTYypy IJis
cTBopeHHs cuctemu [oT 1 moxinuTy 11 Ha okpeMi eneMmeHTH (Tadm. 1.2).

Tabmuns 1.2 — Enementu iHppactpykrypu [oT

Enement Onuc
iH(ppacTpykTypu [oT
JaTuukn BukopucToBy0ThCS 1J11 BUMIPIOBAHHS (DI3UUHUX

BENWYMH, SKUMU [oT—TIpuCcTpoi AUISATHCS Yepe3 Mepexy

Kontponepu Mo030K MPUCTPOIO; BUCTYMAIOTH MOCTOM MIXK JATYHKOM 1

MEpeKer0, BUKOHYIOTh OOUHCIICHHS 1 30epiratoTh JaHi

Mepexa TexHo0r14, 10 BUKOPUCTOBYETHCS JJI1 OOMIHY TaHUMU

3 IHIIIMMHU IPUCTPOSIMU B CUCTEM1 200 XMapoIo

Xmapa OO6uuncoBaIbHI pecypcH, CXOBUIIA Ta MUTIO3U, JOCTYIIHI

yepe3 [HTepHeT

Kopucrysariipki Mo0inbHI Ta BeO—10aTKH, K1 JO3BOJISIOThH
porpaMu KOPHUCTYBaueBl B3aeMOisATH 3 cucteMoro [oT
AHaniTUKa TaHuX [HCTpyMEHTH Ta pecypcH, sIKl JO3BOJISIIOTh

KOPUCTYBa4yaM OTPUMYBATH 1H(GOPMAIIIIO BiJl CHCTEMU

loT.

TakoX BaXJIMBUM acCHEKTOM, IO OXOIUTIOE BCl Il €JIeMEHTH 1HGPACTPYKTYpH, €
3a0e3nedeHHs Oe3MeKu.

JlaTuvku € BaxxIMBUM KOMIOHEHTOM B [0T. BOHM MOXyTh KOHTpOJIIOBaTH Takxl
YMOBH, SIK TeMIepaTypa B MPUMIIIEHHI 3a JOMOMOTOI0 TEMIIEpaTypHOTO JaTdyuka ado
BIJICTEKYBAaTH TpaHCHOPTHUH 3aci0 3a nonomororo GPS. latunku [oT 3a3Buyail KUBIAATHCS

B1Jl aKyMyJIsiTopa 200 30BHINIHBOTO JXKEPEIia MOCTIHHOTO CTPyMYy.
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barato cucrem InTepHeTy pedeld MalOTh NaTYMKHU, aje JEsKi MOXKYTh OOXOIUTUCH
0e3 Hux. Hanpukian, sKio Bu xo4eTe KepyBaTh PO3YMHHUM OCBITJIEHHSAM 3a JIONOMOTOIO
porpamu, BaM 3HagoouThces e loT—koHTponep.

binburicTs cucteM IHTEpHETY pedeit MalOTh JATYMKH y CBOIHM apXiTEKTYpi, ajie aesiKi
MOXXYTb 00X0oauTHCh O3 HuX. Hampukian, skmo moTpiOHO KEpyBaTH PO3YMHHM CBITIIOM
3a TOMOMOTO0 TIPOTPaMH, B TAKOMY BHITJIKy MOTpiOeH murie loT—koHTpoep.

loT—koHTpOJIEp BUKOHY€E BaXKJIMBY pOJIb y cucTteMmi I[HTepHer pedei. Bin €
CBOEPIAHUM MO3KOM, 3a0e3Meuyroun 3B'S30K MDK JaTuukamMu Ta Mmepexero. Kpim toro,
KOHTPOJIEp YacTO BHUKOHY€E JOKalbHI oOuncieHHa. CydacHi KOHTpOJIEpU CTalOTh BCe
MOTY>KHIIITUMH, MarO4yu OLIbITy HaM'dTh Ta OOYHMCIIIOBAIbHI MOXIMBOCTI. Ll eBomrorris
CIIpUsIE PO3MOBCIOKEHHIO MepudepiiHux OoOYUCIeHb, $KI JO3BOJSIIOTH 30IMKaTU
30epiranHs Ta 0OpoOKy JaHUX OJIMKYE 0 JHKepena JaHuX.

Ak 1 JaTYMKy, KOHTPOJIEpU BUKOPUCTOBYIOTH OaTapero ado 30BHIIIHE IHKEpEJio
KUBJICHHSI.

st Toro mo6 Oyt mpucTpoeM IHTepHETY pedeil, HeoOXiJHO MaTu 3'€JHAHHS 3
Mepexero. Ko MpUCTpiid He MIJKIIOYEHUA 10 MEPEkl, TO BIH MPOCTO (PYHKIIOHYE SK
ABTOHOMHHMM OOYHMCITIOBAIBHUN TpHUCTpiil. [ cTBOpeHHsS cucteMu IHTepHETYy pedei
MPUCTPOT MOBUHHI 31MCHIOBATH 3B'SI30K 3 THIIMMH MPUCTPOSIMH a00 XMapoIo.

IcHye kinbKa TUMIB MIKIIOYEHHS, SIK1 3aJIe’KaTh B1J] BAKOPUCTOBYBAHOI ITPOTPaMHU.
I{i T MOXYTh BapitOBaTHUCh B XMApHOTO MiAKIIOYCHHS JI0 JIOKATBHOTO IIKITIOYCHHS
Ha KOPOTKI BIJICTaHI.

Jlnst B3aemosii mpucTpoiB IHTEpHETY peueld 3 XMapor YacTO BUKOPUCTOBYIOTH
xmapHy miatdgopmy loT. IcHyrOTH 1Ba OCHOBHMX BapiaHTH: CTBOPUTH BIIACHY XMapHY
1H(ppacTpyKTypy a00 CKOpHUCTATUCS MOCIYyraMy XMapHOTo MpoBaiiaepa.

XmapHa iHGpacTpyKTypa Uisl JOJaTKiB IHTepHETy pedeld MICTUTh TpaaulliiiHi
cepBicH 0OpOOKHM JaHUX, TaKl K CEPBICU JIOAATKIB, BIPTyajibHI MAIIMHU Ta 1HII1 PIlICHHS,
110 IOTIOMararoTh MpairoBatu 3 310panoto iHpopmaiiero (puc. 1.3). Kpim Toro, BoHa Takox
BKJIFOYA€E CEepBiCH 30epiraHHs, Taki sk 0a3W JaHWX KENIyBaHHsI, TOIIO. TaK0XX Ba)KJIMBOIO
CKJIaJIOBOIO XMApHOI IHPPACTPYKTYPHU € LUITFO30B1 CEPBICH, SIKI 3a0€3MeUyI0Th 301p BX1THUX

maHux Ta B3aemoiro 3 mpuctposmu. (HTTP/MQTT—cepsep, WebSocket—cepsep).
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Pucynok 1.3 — Enementu indpactpykrypu ans cuctemu loT

MaciitaOyBanHsi € BaxJIMBUM (HaKTOpOM MJii XMapHOi 1H(QPACTPYKTYypH, sKa
BUKOPUCTOBYETHCS JIJIs1 TOAATKIB [HTEpHETY peueid, 0COOIMBO IS MIAMPUEMCTB 3 BEJTUKOIO
KUIBKICTIO TIPUCTPOiB. Lle onHa 3 nmpuyuH, YoMy MiMPUEMCTBA MOKYTh BIIMOBUTHUCS BiJl
CTBOPEHHSI BJIACHOI CEpBEPHOI 1HPPACTPYKTYpH 1 MEPEUTH HAa BUKOPHUCTAHHS XMapHHUX
mwiatdopm [oT. XmapHi mmatdopmu T03BOJIIOTH JIETIIe MaciTabyBatu iHOPaCTPYKTypYy,
HDXK OyyBaTH BiacHi (i3U4HI CEpBEPH.

3aJie’)KHO BiJ CUCTEMHU, XMapHa 1HPPACTPyKTypa MOKE BHMAraTtv B3a€MOIli 3
KOPHUCTYBAI[bKUMH JIOJATKaMH, SIKI MOXYTh OyTH MOOiIbHUMHU a00 BeO—momatkamu. lle
JI03BOJISIE KIHIIEBUM KOPUCTyBauaM BiJloOpakaTu JlaHI Ta HAJACWIATH KOMaHIU [0
MpUCTPOiB. TaKKMM YMHOM pEECTpallisi, BXiJ, BIAHOBJIECHHS MapoJid, a TaKoxkK goctyn A0 API
JaHUX, CTAIOTh IOAATKOBUMU aCMeKTaMH XMapHOi 1HOPACTPYKTYpH.

VY neskux Bunaakax (ocobmuBo BLE—nopaTtku) mpuctpiii Moxke Oe3nocepeaHbo
CIIJIKYBaTHCS 3 JOJATKOM KiHIIEBOTO KOPHUCTYBaya O0e3 XMapHOTro nocepeannka [18].

31 3pOCTaHHSIM KIJIBKOCTI MPUCTPOiB [HTEpHETY peueld OTpUMYEThCS Bce OLbIIe
JaHUX, SKI Il TPUCTPOi HAACWIAIOTH JI0 XMapHOro cepricy. lle Hamae MOXJIMBICTh

BUKOPHCTOBYBATH JIaH1 JIJIsl aHAI3y Ta OTpUMaHHS IiHHOT 1H(opmarttii. B pamkax xmapHoi
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1H(PACTPYKTYpH MOXKHA MATU CUCTEMY JUIsl 30€piraHHs LIUX JAHUX, a TAKOXK pecypcH AJis
BUKOPHUCTAHHS METO/IIB aHATITUKY Ta MAIIIMHHOTO HaBYaHHS.

[HImIMMU c0BaMHM, KOJIHM MPUCTPOi [HTepHETY pedel HaJCHIAIOTh JaHi A0 XMapH,
MOXHAa BHUKOPHUCTOBYBAaTH IIl JaHI JJIi OTPUMaHHS KopucHOI iHdopMmaiii. XmapHa
iHGpacTpyKkTypa Hajmae 3acobu s 30epiraHHs LHUX JAaHUX 1 BUKOPHCTAHHS PI3HUX
AHATITUYHUX METOJIB JIJII OTPUMAHHS IIHHUX BUCHOBKIB.

OagHuM 3 BaXKIMBHUX acleKTiB 1HPpacTpykTypu € Oesneka. BoHa mae Benuke
3HAYCHHS T11]] 9ac BUOOPY Ta pO3pOOKH KOKHOTO KOMIIOHEHTA 1H(PPaCTPYKTypH. 3aJIeKHO
B1JI PIBHS YYTJIMBOCTI JAaHUX, MOKe OyTH HEOOXIJHO iX 3axuIaTH IIiJ Yac Iepenaadi Ta
30epiranns. Hanpuknan, ans 3a0e3nedeHHs Oe3MeKd MOKHAa BUKOPUCTOBYBATH IIPOTOKOJ
HTTPS 3amicte HTTP.

[Is Bumora o Oe3neKH MOKE NPU3BECTH JO BUKOPHCTAHHSA KOHTpoJsiepa 3
amapaTHUMHU MPUCKOPIOBAYaMHU JJIsi BUKOHAHHS BAXKKHUX omepamii mm@pyBaHHS. Takox
MO’K€ 3HAJOOUTHCS BCTAHOBIICHHS MPABUJI KOHTPOJIIO JOCTYIY 0 XMapHUX 0a3 IaHuX Ta
HaJAIITYBaHHS MEPEXKEBUX MPaBWI I CEPBEPIB 3 METOI OOMEXKEHHsS Iepenadi Ta
oTpuMaHHd JaHux. IIpy poOOTI 3 OCOOMCTUMHM JAaHMMH KOPUCTYBadiB HEOOXITHO
JOTPUMYBATHUCS BIIMOBITHUX TIPABWIIL, 1 PETYIISIPHO TPOBOJUTH ayIUT OE3IMEKH.

[ndpacTpykrypa IHTEepHETY peuell MOoXke BaplloBaTHCh 3aJIeKHO Bl KOHKPETHOTO
pimieHHs. OJIHaK, OCHOBHI €JIEMEHTH, sIK1 OyJIM OMMCaH1 BUILIE, € KIIFOUOBUMH AJ11 TOOY0BU
CUCTEMH, sKa Oyne CTiikoo, (YHKIIOHATBHOK, MAaCIITA00BAaHOIO, JIOCTYITHOIO,

PEMOHTONPUIATHOIO 1 eKOHOMIYHO eekTrBHOO [19].

1.4 Monitopunr IoT

Mownitopunr npuctpoiB [oT nependauae 6e3nepepBHE BIACTEKEHHS Ta YIPaBIIHHS
HiAKITI0oYeHUMH TIPUCTposiMu B Mepexki [oT (puc. 1.4). Bin 103Bosisie 30MpaTH B PEKUMI
peaJbHOro 4acy JaHl Mpo CTaH, MPOAYKTHUBHICTh 1 O€3MeKy MpUCTPOiB, 3a0e3reuyroun

6e3mnepediitHy poboTy iHbpacTpykTypu [HTEepHETY pedeil. 3aBIsIKN MOHITOPUHTY MPUCTPOIB
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MO>Ha 3aBUYaCHO BUSBIISTH MPOOIEMHU, aHOMAJTIT 1 BXKUTH HEOOX1THI 3aX0/IH, 11100 3amo0irtu
[IOTEHIIIAHUM 3005M.

Cucrema IoT ckiragaeTbes 3 IUX OCHOBHUX KOMITOHEHTIB (puc. 1.4):

— «p194» — KOHTpoJiepH 1 natuuku 10T;

— Mepeka — CEPEIOBUIIIE, 110 BUKOPUCTOBYETHCSA IS TIEpeiadl TaHuX;

— XMapa — BIJTAJICHUN cepBep, 1o 30upae Ta 00poobIise paHi,

— 1HTepdelc KopuctyBaya — MOOUTBHUN ab0 BeO—I0AATOK [JIs KIHIIEBHUX
KOPHCTYBaYiB.

MoHIiTOpUHT peuell BKJIIOYae B ceOe MOHITOPMHI OOJIaJIHAHHS, MPOIIMBKU Ta
nomatkiB. Jljs amapaTHoro 3a0e3mledeHHsT MOXKHA BIJACTEXKYBaTH TakKl mapameTpH, sK
HaIpyra, piBeHb CTPyMy, TeMIIepaTypa Ta BOJOTICTh. MOHITOPUHT J03BOJISIE BUSBISATH
KOJIMBaHHS Ta HaJAIITOBYBaTH IIOPOTOBI 3HAYCHHS IS CIOBIIIeHb. SKII0 111 piBHI
MEPEBUIIYIOTh TEBHUN TMOPIT, MOXKHA HAJICIATH CHOBIINIEHHA Ta BXXUTH HEOOX1THHUX
3aXO/I1B /i1 BUIIPABJICHHS CUTYaIIii.

[HmuM  BapiaHTOM BHUKOPHCTaHHSI amapaTHOrO MOHITOPUHTY € MOHITOPUHT
MIJKJIFOYEHHS OKPEMUX JTATYUKIB.

External attack?

Too many connection?

Memory overflow?

Noisy environment? API failures?

Tempreture fault? Poor signal quality?

App not responding?

Software reboots?
Crashes?
Power fluctuacions?

Pucynox 1.4 — Mownitopusr [oT 3 meproro morsiay

Hampuknan, MoxHa nepiogudHo ckanyBatu muHy [2C, mo0 mepexoHaTHcs, 1o

natunku [2C akTuBHI, 1 341MMaTH TPUBOTY, SIKIIO JATYMK HE pearye (110 MOXKE CBIAYMTHU
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po npobsiemy (Gi3M4HOro 3'€qHaHHs). Takok MOXHA NEPEBIPUTH Jl1ala30H BUMIPIOBaHb,
NepelaHnux TaTYuKOM. SIKII0 BOHHM 3HAXOASATHCS IalIeKo 3a MeXaMHU Jlarna3ony (moctiiHo 0
ab0 MakcuMasbHE 3HAUCHHS), 11€ MOKE CBITUUTH PO HECTIPABHICTh AaTUUKA.

Jnst moHiTOpuHTY mnpormuBku [oT MOKHa BIACTEKYBaTH Taki pedi, K KUIbKICTh
nepe3aBaHTaKEHb (SK amapaTHUX, TaK 1 MPOrPaMHUX), BUKOPUCTAHHS MaM'sTi Ta KOIH
MMOMUJIOK Ha PiBHI JpaiiBepiB. Hampukiaza, K10 B MPOIIMBIN CIIOCTEPITa€ThCS HAIMIpHA
KUIBKICTh NIEpPE3aBaHTAXKEHb MTPOTPAMHOTO 3a0€3eUEHHS, TO, MOXKIIMBO, B KO € IOMUJIKA,
sKa MOKE€ BUMaratu OHOBJICHHS. SIKIIIO BUKOPUCTaHHS MaM'ATi MEPEBUIIY€E MEBHUN MOPIT,
KOMaH/JaM MOXe€ 3HaJ00MTHCS BUMKHYTH J€SK1 3aBAAHHS 3 HIKYUM IPIOPUTETOM, TOKU
BUKOPHUCTAHHS [TaM'sIT1 HE TIOBEPHETHCS IO PIBHS, HHXKYOTO 3a MOPIT.

3aJie)KHO BlJ BalllOrO CHEHApil0 BUKOPUCTAHHS, MOXYTh I1CHYBaTM ¢ 1HIII
MOKa3HUKH, SIK1 CH1J BiJicTexXyBaTu. Hanpukiian, po3risiHeMo porpamy, B sIKId IPUCTPIN
nepeOyBa€e B CIUISTIOMY PEKUMI, KOJIU BIH HE BUKOPUCTOBYETHCS, 1 IEPEXOAUTH B aKTUBHUHN
PEXUM MPU B3aEMO/III 3 KOpucTyBaueM. Yac, HEOOXITHUI I NEPEXOAY 3 PEXKUMY CHY B
aKTUBHUH PEXKUM, € CeHU(PIIYHOI0 METPUKOIO JIJIs1 KOHKPETHOTO J104aTKa.

XOopomuM TMPUKIA[OM TAaKOTO MNPUCTPOIO € PO3YMHUM ABEpHU 3amMok. BiH
3aJUIIAETHCA Yy CIUIIYOMY PEXUMi, JOKM HE BUSBHUTH B3a€MOJIi 3 KOpPUCTyBaueMm. Y
CIUISTYOMY PEKMMI MPUCTPI CHOKKUBAE MIHIMYM €Heprii, 100 MATPUMYBAaTH CBOI OCHOBHI
¢Gynkuii. 3a3Buuail 1e nepeadayvae OYIKYBaHHS MEBHHUX CHUTHAIB I NPOOYIKEHHS,
HaIPUKJIIAJ, CUTHATY BiJl JATYHKIB, IO BKa3YIOTh Ha B3a€EMOJIIIO 3 KOPUCTYBaYEM.

Po3ymHui nBEpHUI 3aMOK MOXKE NEPEUTU B aKTUBHUW PEKUM, KOJIM KOPUCTYyBay
HaOIMKAEThCA 10 IBEpeH 13 3apeecTpoBaHUM cMapT(HPOHOM. 3aMOK MOKE BUKOPUCTOBYBATH
texHosorito Bluetooth Low Energy (BLE), mo6 BusiBuTH HaOmmkeHHs cMmapTdhoHa
KopucTyBavya. Sk Tinbku cMapToOH KOpHUCTyBada BHSIBICHO, PO3YMHHHA 3aMOK
MPOKUIAETHCS 1 CTa€ TOTOBUM 70 BHKOpuUcTaHHs. [licis Toro, sik KOpUCTyBad yCHIIITHO
BIIYMHUB JIBEP1, IPUCTPIN MOBEPTAETHCA B CIUIIYUHN PEXKUM Yepe3 3aJaHuil MPOMIKOK Yacy,
TaKUM YHHOM 30€pirarouu 3apsij akyMmyJsTopa.

[le nume oxuH 13 MPUKIAAIB TOTO, SIK MPUCTPOi [HTEpHETY peueld MOXKYTh

BUKOPUCTOBYBATH CIUIIYUM 1 aKTUBHUI PEXUMHU ISl ONTUMI3allli eHeprocnokupanHs. Ls
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TEXHOJIOT1sl 0COOJIMBO BaXKJIMBA JIJISI IPUCTPOIB, 1110 KUBIIATHCS Bl OaTapei, abo MpUCTpOiB,
JUTSL SIKAUX €HEPro30epe’KeHHs € KIIFOUOBUM MUTAHHSM.

Mounitopunr mepexi. [Totoku nanux loT moTpiOHO KOHTpOIIOBAaTH Ha HAasIBHICTh
MOMUJIOK. JIJIsI MOHITOPHUHTY MEPEX1 CIIiJI BIICTE)KYBATH Taki IMOKa3HHUKHU, SK 3aTPUMKa,
MOMWJIKK B TaKeTaxX, KUIbKICTh TaiiMayTiB 3'eqHaHHS, (Pa3oBe TpeMTiHHS HHU(PPOBOTO
CUTHaJIy JaHMUX 1 TOBTOPHI Mepeaayi.

Hanpuxknaa, npunyctumo, 1mo npuctpiit [oT BUKOPHUCTOBYE CTUIBHUKOBHM 3B'SI30K.
Koxen mpuctpiit Mae SIM—kapTy BiJ oneparopa CTUIbBHUKOBOTO 3B'SI3KY. SIKIIO MpUCTPOi B
NIEBHOMY PETiOHI MalOTh MOTAaHUN 3B'SI30K 1 BUCOKI 3aTPUMKH, 1€ MOXE O3HAuyaTH, IO
MOTPiOHO 3MIHUTHU MOCTaYaIbHUKA TTOCIIYT JUISI IPUCTPOIB, K1 MOCTAYAIOTHCA B IIEH PETiOH.

KpiM Toro, Benuka KUIbKICTh HEBIAMOBITHOCTEN KOHTPOJIBHUX CYM MOXE CBITYUTH
Ipo Te, IO MPUCTPIM Mpalroe B Ay’Ke IIYMHOMY cepenoBulll. Hampukmnan, y 3acTocyHKy
JUTSL BIICT€KEHHS TPAHCIOPTHUX 3ac001B, IPUCTPIA MOKe OyTH MepeMIilleHui moiail Bij
JIBUTYHA.

Mouitopunr xmapu. ll{opasy, konu nporpama nepeadayae MiAKIIOUEHHS 10 XMapH,
MOHITOPHHT XMapH € KPUTHYHO BAKIUBUM. BaXTMBUMHU MOKa3HUKAMHU [JIsI XMAapHOTO
MoHiTopuHry [oT €:

— 3aBaHTaXCHHS MIPOLIECOpa,;

— BUKOPUCTAHHS MaM'ATi;

— KIJIBKICTh AKTUBHUX 1 HEAKTUBHUX 3'€THAHD,

— KUIBKICTH HEBJAJINX 3aIIUTIB,

— KUTBKICTh HEBJIATIUX CIIpo0 aBTeHTHU(DIKAIII].

Hampuknan, sikugo B mepexi 1000 mpuctpois, 50000 akTUBHUX 3'€JHAHB 1 BETUKHIA
B1IJICOTOK HEBJAJUX 3aIUTIB, 1€ MOXKE CBITUUTHU PO TE€, 110 CEPBEP 3a3HAB PO3MOIICHOT
aTaku Ha BiIMOBY B o0ciyroByBaHH1 (DDoS—araka). fxmio € 1000 aktuBHuX 3'eqHanb 1 500
HEAaKTUBHUX, II€ MOXX€ BKa3yBaTH Ha Te, IO MPHUCTPOI HE 3aBEPIIYIOTH MOMEpeaHi
3'€lHaHHA, KOJM 1HII1I0I0Th HOBI. LI[06 BupimmTH 10 NpobieMy, MOXKE 3HAAOOUTHCS

OHOBJICHHS ITPOIIMBKHU npuUcTporo [oT.
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Skiio 31 301UIBIIEHHSM KIJIBKOCTI MPUCTPOIB 3aBAaHTAKECHHS IMpoliecopa 1 mam'sri
MOYMHAE MePEeTUHATH KOMGOPTHUI PiBEHb, 11€ MOKE 03HAYATH, 1110 HACTAB Yac abo nmepenTu
Ha pecypcu OUIbIIOT €EMHOCTI, @00 301TBIINTH KIIBKICTh PECYPCIB 3 TI€I0 K €MHICTIO.

MOHITOPUHT KOPUCTYBAILKOTO 1HTEpdeHCcy BKIOUae B ce0e BIICTEKCHHS METPHUK
Ta BHUKOPUCTaHHS JOJATKIB KIHIEBUMH KOpUCTyBauamu. Hampukian, MoxkHa
BIJICTTIIKOBYBAaTH TaKli TOKA3HWKHW, SK KITbKICTh BHIMAJKIB, KOJHM TIpOrpama IMpaIfioe
HEKOPEKTHO, KIJIbKICTh IOMUJIOK «J10AaTOK He Bianoigae» (ANR) 1 mpob6iem 3 API.

Tenep, komau Mu 3'ACyBajH, 0 TaKe MOHITOPUHT [HTEpHET pedeit, po3TiasTHEMO, K
11e pOOUTHCHI.

Cucrema moniTopunry loT BuMarae MexaHi3MiB nepeadi JaHuX, sKi 3a0e31e4y0Th
IIBUJIKY JOCTaBKY CIOBIIIEHb O HEOOX1AHOTO MicCIlsl Mpu3HadeHHd. Ha BHCOKOMy piBHI
ICHye TpU 3arajbHi MIIXOAM A0 HaJAIITYBaHHS MeEXaHI3MIB Iepefadl JaHuX IS
MoOHITOpUHrY loT:

— OesnepepBHUN — mOpu Oe€3MEpepBHOMY MOHITOPUHTY JaHl Oe3lepepBHO
HAJICUJIAIOTHCS JI0 BAIllOi XMapy B KOKHOMY ITaKeTl JaHUX;

— HA OCHOBI CHOBIUIEHb — IMPU MOHITOPUHIY HA OCHOBI CHOBINIEHb /0 XMapu
HaJICUJIAFOTHCS JIMIIE TIPIOPUTETHI MAKETH;

— ONWUTYBaHHS — IMiJ 4Yac MOHITOPMHIY Ha OCHOBI ONUTYBaHHS xmapa a0o
KOPHCTYBa4 OMUTYE MPUCTPOI I OTPUMAHHS METPHK.

HanamryBaHHs CIIOBIIIEHD € BAYKIUBOIO CKIIa0BOIO MOHITOPUHTY [0T, ockinbku
3a0e3neuyeThcsl BUacHe 1H(POPMYBaHHSI KOPUCTYBaUiB PO MOXKJIIMBI podseMu. i 1boro
MOKHA HAJIAIITYBaTH CIOBIIICHHS Ha €JIEKTPOHHY IMOIITY Ta MOO1UIbHI TeTedOoHH.

VY Toi1 yac ik CHOBIIIEHHS JOTIOMaraloTh MPUBEPHYTH yBary /10 HeraitHoi mpooiemu,
iH(dOopMaIiiiHI MaHeNl HaJaiTh OUIBII MOBHY KapTHHY 1 JOMOMAraroTh 30pIEHTYBATHUCS
100 MMOJANIBIINX TIH.

[HdopmariiitHa maHenb Ma€e BeIUKe 3HaAYCHHS 1711 MOHITOpUHTY [0T, ockinbku BoHa
3a0e3nedye AOCTYN JI0 BEJMKOI KIIBKOCTI JAHMX 3 PI3HUX MPUCTPOIB B OJHOMY MicIi. 3a
JOTIOMOTOI0  ITi€] TaHEed l KOPHUCTyBad MOXKE KOHTPOIIOBATH Ta B3aEMOMISATH 3
MiIKITIOYCHUMH TPUCTPOSIMH, a TaKOX OTPUMYBaTH CIOBIIIEHHS MPO HEMOJAIKA Ta

noTpedy y TeXHIYHOMY OOCITyTOBYBaHHI.
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KopuctyBaui MOKyTh HaJlalITOBYBaTH 1H(MOpMaIliiiHy naHenb [HTepHeTy pedeil Tax,
o0 BOHA BIJINMOBia)Ia TXHIM MTOTpedam, a TaKOXK MepeiaBaTH JaHl 3 Hel Ha CBOi MPUCTPOI.
[Ipn wamamTyBaHHi iHGOpMaIifHOI TaHENi, BOHM MOXYThb BHOMpPATH TUIBKU Ty
iH(opMariito, sKa iX I[IKaBUTh.

[Tpu BUOOpPI IHCTPYMEHTIB AJI1 MOHITOPUHTY KOMIIOHEHTIB IHTEpHET peueit BapTo
BpaxoByBaTH HACTYMHI KpUTEPIi, K1 JOMOMOXKYTh 3HAWTH HAMKpaIlll pillleHHS Ha PUHKY:

— IHCTPYMEHT MOBUHEH HaJlaBaTH HEOOX1AH1 PYHKIIIT 1711 MOHITOPUHTY 1 KEpyBaHHS
komnonentamu loT. Ile moxke OyTu BiACTEXKEHHS CTaHy NPUCTPOIB, aHaNI3 JaHHX,
CIIOBIIICHHS TIPO TMO/Iii TOIIIO;

— IHCTPYMEHT Ma€ €(PEeKTUBHO MPAIIOBATH 3 BEJIUKOIO KUIBKICTIO MiAKIIOYECHUX
MPUCTPOIB 1 00pOOJIATH BENMKI 00CATH AaHUX. BaximBo, mo0 BiH MIr MacIiITadyBaTHUCS
pasoM 3 poctoM Bamoi [oT iHdpacTpykTypH;

— NPUAUIITH yBary 3axojaMm O€3MeKH, SIKi HaJa€ 1HCTpPYMEHT. BiH MOBUHEH MaTu
MeXaH13MH U (pyBaHHS JaHUX, Ay TEHTU(PIKALII0 KOPUCTYBAYiB 1 3aXUCT B1J NOTEHLIMHUX
3arpo3 Kioepoes3IeKu;

— MepPEeKOHANWTEeCs, [0 IHCTPYMEHT 3JaTHUN MPAIIOBATH 3 BAITUMH M1IKIIOYCHUMU
npuctposimu Ta miatgopmamu loT. Bin moBuHeH miaTpumyBaTH MOTPIOHI CTaHAAPTU
KOMYHIKaIlii 1 IpOTOKOJIH;

— BUOEpITh IHCTPYMEHT, SIKUW Ma€ 3p0o3yMiInil iHTepderic KopucTyBaya i IpoCTUl
nporiec HamamrtyBaHHSA. lle mgomomoske 3MEHIIUTH dYac 1 3yCHJUISA, HEOOXigH1 s
PO3rOpTaHHs 1 BUKOPUCTAHHS CUCTEMU MOHITOPUHTY;

— TMepeBipTe, SKUM YWUHOM HAJAEThCS TEXHIYHA MIATPUMKA Bil PO3POOHUKIB
iHCTpyMeHTy. BakiuBo, 1mo6 BOoHM OyiM JOCTYIHI JIJisi BUPIMICHHS MPOoOJeM 1 HaJaHHS
OHOBJICHb 3 YCYHCHHSMH ITOMWJIOK Ta HOBUMHU (DYHKITISIMU;

— OILIHITH BApTICTh IHCTPYMEHTY, BKIIOUAIOUM BUTPATH HA JIIEH311, MATPUMKY Ta
oHoByieHHs. [lopiBHsMTE 11HY 3 HOT0 (DYHKI[IOHATBHICTIO Ta MOMKJIMBOCTSIMH, 1100 3HAUTH
ONTUMAaJIbHUM OajaHc.

3 gyacom 710 BkKe OOy J0BaHOT CHCTEMH MO>KHA JIOJIJaTH aBTOMATHU30BaHy PEaKIliio Ha

npoOjemMu Ta ix ycyHeHHs. Hampuknan, koiu cepBep BUHIE 3 Jlaay, CHCTEMa MOXKeE
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aBTOMATHYHO Hajiciatd SMS-—moBigomiieHHs a00 CIOBICTUTH KOPUCTYBadiB PO
npoOJiemMy.

AHaNOrI4HO, AKIIO TEMIEpaTypa KPUTHYHO BAKIMBOTO KOMIIOHEHTA MEPEBUIILYE
NEBHUN MOPIT, cUCTeMa MOXe€ OyTH BUMKHEHA Ha KOpOTKHMM yac. lle Moxe 3axucTtutu
KOMITOHEHT BiJ] OUITKOIXKEHHSI.

BaxnuBo po3ymiTH, 10 MOHITOPUHT I0TIOMAarae BUSIBUTH CUMIITOMU POOJIEMH, ajie
HE 3aBXAM PO3KpUBa€ ii KOpeHeBy MNpuuuHy. Hampukiaa, BUCOKE HaBaHTAKEHHS Ha
XMapHHl cepBep - e Jume cumnToM. llepmonpuunnoro moxe 0ytn DDoS—araka, mio
BUMarae 3MiH y cucTtemi Oe3reku, abo HECHpaBHICTh MPUCTPOIO, KA 3MYIIyE HOTO
BCTAHOBJIIOBaTH Oarato 3'€JHaHb 3 XMaporo, L0 MOTpeOye OHOBJIEHHS MPOLIMBKHU. J[ist
YCHIIIHOTO BHPIIMIEHHS MNPOOJIEMH Ba)XJIMBO MAaTH KOMIUIEKCHE PO3YMIHHS CHCTEMH,
BUTPATUTH 4Yacy Ha BUSBJICHHSI Ta YCYHEHHS KOPEHEBOI MPUYMHU. TaKoX BaXXJIMBO
BpPaxOBYBaTH MHHYJI1 IOMHJIKH Ta HABYATUCS HA HUX, 00 YHUKHYTH MOAIOHUX MTPOOIEM y
MaiiOyTHBOMY.

[lepeBaru moniTOpuHTY [HTEpHET peyeil:

— MOHITOPUHI NPOIYKTUBHOCTI TPUCTPOIB IHTEpHET peued jponomarae
ONTHUMI3yBaTH PO3MOJII PECypciB Ta MiJBUIYBATH 3arajbHy MPOTYKTUBHICTH MEPEXKI.
AKTHBHE BUpILIEHHS Npo0JieM NPOAYKTUBHOCTI O3BOJSE KOPUCTyBauyaM 3a0e3reuyBaTu
6e3nepediitHy poOOTy 1 MaKCHMMI3yBaTH €()EKTUBHICTh BCI€T CUCTEMU;

— aHamizytouu nani npuctpoiB loT, MoHiTOpUHT 103BOJIsIE TIepeadayaTu nMoTpedy B
TEXHIYHOMY OOCIyrOoBYBaHHI MPHUCTPOIB Ta 3amo0iraTd MOXJIUMBUM Hemnosaakam. lle
J030JI51€ TJIaHyBaTH 00CIIyTOBYyBaHHS 3a3/JaJIeT1 b, 10 JONIOMArae CKOPOTUTH 4ac MPOCTOIO
Ta e()eKTUBHO BUKOPUCTOBYBATU PECYPCH;

— YIpaBJiHHSA BCe OUIBIIOI0 KUIBKICTIO PUCTPOiB [0T cTae ckiiagHuM 3aBIaHHSM.
MOoHITOPUHT HaJla€ EHTPATI30BaHUM KOHTPOJIb Ta BUIUMICTb, JO3BOJISIIOYN PO3ITUPIOBATH
MacimTabu [HTepHeTy pedeit 0e3 BIUIMBY Ha MPOAYKTUBHICTH 00 O€3MeKy Mepexi;

— OTPUMAaHHS CIIOBIIICHh Y PEKUMI PEaJbHOTO 4acy J03BOJISIE BaM OIEPATHBHO
pearyBaTh Ha HaJ3BUYAiiHI CcUTyallli Ta BHpINTyBaTH MpPOOJIEMHU, SIK TUIBKH BOHH
BUHUKAIOTh. L{i CIOBIIIIEHHS JOTTOMAararoTh CKOPOTUTH 3aTPUMKH Ta 3a0€3MeYNTH HAHBUIILY

MPOyKTUBHICTh BCIX MPUCTPOIB;
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— wMoHiTopuHr JloT pomomarae CKOpPOTUTH HEOOXIJHICTh y PpYy4YHIH mpairi.
Hanpuxitan, mpoBeIeHHs IEPEBIpOK BUMArae 4acy Ta 3yCuilb, OCKUTBKA MalCTpy MOTPiOHO
iXxaTd 0 Miclig po3TamryBaHHA oOjagHaHHSA. Aje 1atdopmu MOHITOpUHTY [HTEpHETY
pedell 3MEHIIYIOTh 1 HaBiTh YCYyBalOThb IIeH BHUJ Mpaili, OCKUIBKKA BCsA 1H(opMaris mpo
oOnanHaHHs Oyze BimoOpaxaTucs Ha iH(QOpMaLiiHINA TaHEeI.

MOHITOPUHT Ipa€ BaXIUBY POJIb Y MOOYI0B1 MaciITa0OBAaHUX Ta HAAIMHUX CUCTEM.
KoxeH KOMIMOHEHT MoTpedye yBaXKHOTO KOHTPOJI0. BUKOPHCTOBYIOUHM KOHIICTIIIT, SIKi MU

PO3TIISTHYJIU BUIIIE, MOKHA PO3POOUTH BIACHY cTpaTerio MoHITOpuHTY [oT.

1.5 BuOip TexHouorii ajs nooyaosu mepexki loT

Bubip TexHosorii Mae Ba)XJIMBE 3HAYEHHS, OCKUIBKM BiH BH3HAYa€ MOMJIMBOCTI,
GyHKIIOHANBHICTE Ta e(eKTuBHICTH cucteMu. Ilepen BuOOpOM TexXHOMOTIT s
MOHITOPUHTY Ta ymnpaBiiHHsA enemeHTamu [oT, mTpoBOAMBCS peTenbHUN  aHami3
XapaKTEPUCTHK Ta BUMOT, SKMMHU TIOBUHHA BIAMOBIAATH 1151 cuctema [22].

VY Garatbox clieHapiax NoTpiOH1 O€3APOTOBI MEpeXKI1 3B'SI3KY, Kl HE MatOTh BUCOKO1
IIBUJIKOCTI Mepe/laBaHHs, ajie € HaJIMHUMH, CTINKUMH Ta NPOCTUM. TakoK BaXJIUBO, 1100
oOJjafHaHHSA JUIsl [IMX MEPEX MOIJIO MPAaLoBaTH TPUBAJIHUI Yac Bl aBTOHOMHHX JDKepe
KUBJICHHS, OyJI0 JOCTYNHHMM 3a IIHOK Ta KOMMNAakTHUM. OJMH 13 NPUKIAIIB TaKOIro
3aCTOCYBaHHS — KPO3YMHUHN JIM».

VY pe3ynbTarTi, miciis BU3BHAYEHHS OCHOBHHUX XapaKTEPUCTUK, BUMOT 1 aHAJI3y PI3HUX
TEXHOJIOT1M, MPOTOKOJIIB Ta TUIIB MEPEX1, OYJI0 MPUUHSATO PILLICHHS BUOPATH TEXHOJOTIIO
ZigBee. s TexHOJIOTIA OMHUCYE CTIHKI, MacTaboBaH1 0€3APOTOBI MEPEXKI, K1 € TPOCTUMHU
y pO3ropTaHHi Ta MIATPUMYIOTh HAlPI3HOMaHITHIII 3aCTOCYHKH.

Mepexi ZigBee, Ha BiAMIHY BijJ IHIIUX OE€3POTOBUX MEPEX Nepenayl JaHHX,
MOBHICTIO BIATIOBIIAIOThH TIEPEPAXOBAHUM BHUIIE BUMOTAM, a CaMe:

— 3a0e3neyye CaMOBIJIHOBJIEHHSI Ta TrapaHTOBaHY JOCTAaBKY TIIAKETIB 3aBASKU

BUKOPHCTAHHIO MEPEKEBOI TOMOJIOTIT «ciTka» (mesh) Ta cremianbHUX aNTOPUTMIB
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MapipyTu3ailii. ¥ pasi oOpuBy 3B'S3Ky MK OKPEMHUMHM By3JlaMH a00 BIIMOBOIO SIKOTOCh
eJIeMEHTa, 11 Mepeska 3/JaTHA BIJHOBUTH 3B'S130K 1 3a0€3MeUUTH HAA1IHY NIepeiauy MaKeTiB;

— cneuudikamis ZigBee Biiovae KpuntorpadiyHUE 3axXUCT JaHHUX, IO
nepenarThes yepe3 0e31pOTOB1 KaHaJM, a TAKOK THYUYKY MOJIITUKY O€3MeKu;

— mpuctpoi ZigBee XapakTepu3yrOThCs HU3bKHM CIIOKHBAHHIM €JIEKTPOCHEPTi,
0COOJIMBO KIHIIEBI MPHUCTPOi, SKI MOXYTh MpAIOBaTH J0 TPbOX POKIB BiJ 3BUYAIHOI
Oaraperiku (opmaty AA. lle nmocsraerbcs 3aBASIKM HAsBHOCTI PEXUMY «CHY», SIKUN
JI03BOJISIE€ TIPUCTPOSIM EKOHOMUTH €HEPTiIO;

— Mepexa ZigBee € caMoopraHizoBaHo0, ii CTPyKTypa (OpMYy€eThCs aBTOMATUYHO
HUIIXOM IpU€eAHAHHS (200 TOBTOPHOIO MPUEIHAHHS) IPUCTPOIB O MEPEXKI, BPaXOBYIOUHU
napametpu npodimo crexka koHdirypatopa. Ile m03BoJisie 3a0e3MEUUTH  MPOCTOTY
pPO3rOpTaHHs Ta JIETKICTh MAacIITa0yBaHHS IIJISXOM MPOCTOTO MIAKIIOYEHHS J10JaTKOBHUX
IIPUCTPOIB;

— npuctpoi ZigBee € KOMIAaKTHUMH 1 MalOTh IOCTYMHY LIHY.

VY mepexi ZigBee 3B's130K B1J10yBa€ThCS IMIJISIXOM IMOCTIIOBHOI TIEpe/iayi MakeTiB BiJl
By3J1a JDKEpea 10 By3Jia ajpecara. J[js Iboro BUKOPUCTOBYIOTHCS KiJIbKa allbTEPHATUBHUX
AITOPUTMIB MapIIPyTH3AIIli, IKI BUOMPAIOTHCS aBTOMATUYHO.

Cranpapt ZigBee no3BoJisie BUKOPHUCTOBYBAaTM KaHAIW y PI3HUX YAaCTOTHUX
niama3zoHax. Halikpaimia MmBUAKICTH Tepefadl Ta HaWBUIA CTIMKICTh JO MEPELIKO
JOCSITaloThCs B aianasoHi Bif 2,4 1o 2,48 I'T. ¥V npomy niamazoni nependayeHo 16 kanamis
mpuHoro 5 M.

VYV wMmepexax ZigBee, ne akieHT poOMBCS Ha 3MEHIIECHHI CIIOKHUBAaHHS €HEprii,
KOMITAKTHOCT1 Ta JOCTYMHOCTi, Oyja JOCATHYTa BIJHOCHO HU3bKa IMIBHJIKICTH Tepeaadl
TaHHX.

Bincranp Mk poOourMMHU CTaHIISIMU Y Mepexi ZigBee Mo)ke CTAaHOBUTHU JECSTKH
METpIB BCEpeIuHI MNPUMINIEHh 1 COTHI METpPIB Ha BIJKPUTOMY TMOBITPl. 3aBASKU
peTpaHCyslii CUTHATy Mepe)ka MOKe MOKPUBATH 3HA4YHI TEPUTOPIi, A0 KUIBKOX THUCSY

KBaJPAaTHUX METPIB Y MPUMIIIEHHI 1 KUTBKOX TeKTapiB Ha BIAKPUTOMY MPOCTOPI.
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PO3/1I 2
JTOCJIIKEHHSI AMTAPATHOT'O OBJAJTHAHHS TA 3ACOBIB
MOHITOPUHTY JUISI YIIPABJIHHSI EJIEMEHTAMHY IHTEPHETY PEYEN

Jns 3a0esneyeHHs (DYHKIIOHYBaHHS CHCTEMH YIPaBIIHHS Ta MOHITOPUHTY
nOTpiOHO BUOpATH Take armapaTtHe 3a0e3rnedeHHs, ske Oyie BAKOHYBATH MOCTaBJICHI 3a1a4i
Ta L.

Pimenns Ha 6a3i [HTepHeT peuelt cTatoTh Bce OLIbIIT 3aTpeOyBaHUMU CaMe TOMY, 1110
Jal0Th TOCTaYaJbHUKAM «PO3YMHHX» PIIIEHh MOXJIMBICTh OTPUMYBATHU JIOJATKOBUMN
NpUOyTOK, JI€ «PO3yMHa» IIOBEMIHKA MOXE€ JaTH ICTOTHUHA MPHUPICT «KOPUCHOCTI»,
CIO’KMBYOI BAPTOCTI MPUCTPOIO a00 cucTeMu. Tak, BEHTUIISATOP, KU «Cam» BUMHUKAETHCS
IIpU JOCSITHEHHI NOTPIOHOI TeMIepaTypu, EKOHOMUTh BIIACHUKY EJIEKTPOEHEPTII0 1 TOMY
MOX€ KOIITYBaTH I HOTO JIOpOKYe. A BEHTWIATOp, KU Ie ¥ «0auuThy, KOJIU B
MIPUMIIIICHHI € JIFOAH, a KOJM Hi — [IHHUH 11e O1JIbIIIe.

AJnle K TeXHIKa MOXE CTaTH «po3yMHOIo»? [lo—mepiiie, 3a paxyHOK, BJIaCHE, CBOEI
KOHCTPYKIIiT — II51 KOHCTPYKIIiS MOKe OyTH TaKO¥0, 1110 TTOBE/IIHKA 1 JIOTiKa pOOOTH CUCTEMU
OyJie BUTJIAIaTH PO3YMHOIO.

[To—napyre, 3a paxyHOK «IHTEJIEKTyali3allli» — OCHAIEHHS CUCTEMU MPUCTPOSIMU
JOCHUTbH CKJIAJIHE 1 «PO3YMHE» PILIEHHS Ha0arato NpoCTIIMMU CIOcO0aMu, HIXK 3a paXyHOK
CTBOPEHHS BiNOBITHOI KOHCTPYKIIii [16].

Hapemri, TpeTiii nuIsiX — MOBEIHKA CUCTEMH CTa€ «PO3YMHOI0» BHACHIJIOK TOTO,
10 BOHA B3a€EMOJIIE 3 THITUMU CUCTeMaMHu. Tak, JJii eKOHOMIi eHeprii CUCTeMi OMMaJICHHS
MOTPIOHO KOPOTKOCTPOKOBUM TIPOTHO3 moromu. lleld mporHo3 MokHA OTpHMAaTH,
BCTAHOBMBIIIM BIJIMOBIJIHI JaTYUKU 1 cucTeMy oOOpoOku iHopMauii 3 HHUX, 3AaTHY
MPOTHO3YyBaTU MOroay (MiHI-METEOCTAHI[II0), @ MOXHa MPOCTO 3aIpPOCUTH TOroAy B
InTepneri. | B ToMy, 1 B 1HIIOMY BHIIAJKy MMOBEAIHKA CUCTEMHU OTOYEHHS Oy/e BUTIISAIATH

«PO3YMHOIO».
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BaxxnuBo, 1110 B OCTAaHHBOMY MPUKJIA1 3 TOUKU 30pY 3aMOBHHKA CUCTEMA Befle cebe
NPaKTUYHO OJIHAKOBO —  BIAMOBIAHO, 3aMOBHUK TOTOBUM 3alIaTUTH 32  IIO
GYHKIIOHANBHICTE OAHY 1 Ty X wiHy. OgHaK Ans MOCTadyadbHUKA TakKoi CHUCTEMH
opraHizailisi MmiaKiaoueHHs 11 A0 [HTepHery OyJe KOIITYBaTH 3HAYHO JICHICBIINE, HIXK
pOo3po0Ka IHTENEeKTyaTbHOT METEOCTaHIII].

3aBIsSKU IHTENEKTY 1 3B'SI3HOCTI YCTAaTKYBaHHS 3'SBISIETHCS HOBUI HaOIp (yHKIIIM.

[x MO>XHA PO3IINUTH HA YOTUPH TPYIIH:

— MOHITOPHHT;

— YNpaBIliHHS;

— aBTOMAaTHU3Allis;

— aBTOHOMHICTBb.

Kosxna yHKIIIs, BaKIMBa 1 caMa 1o ¢001, BUSBIISIETHCS CBOT'O POJTY CXOAUHKORO JIJIsI
HacTynHoro piBHs. Hampukinan, ¢yHKIIS MOHITOPUHTY € OCHOBOIO Il YHPAaBIIIHHS,
onTUMi3allii Ta aBTOHOMHOCTI TE€XHIKH. Y pe3yibTaTi (PYHKIliSI MOHITOPUHTY J103BOJISIE
3HAYHO TMOJIETIIUTA Ta ONTHUMI3YBaTH KOPUCTYBaHHS CHCTEMOIO, SIKA MOHITOPHTHCS.
Kommanis moke BuOupatu Takuii HaOip dyHKIIH, 1100 11 IpoayKIis Oylia MaKCUMaIbHO
KOPHUCHOIO IS CTIOKMBada i TAKMM YHHOM, BOHA MOXE 3MIIIHIOBATH CBOIO KOHKYPCHTHY
no3uuito Ha puHKy [oT.

Bi3zpMeMo, Hampukiaa, aBTOMAaTUYHHUMA caj, TapHUK, TEIUIMIIO, JI€ CaMOCTIMHO
3MIMCHIOETBCS TOJIUB, MIATPUMAHHSA MOTPIOHOI TeMIepaTypu, BOJIOTOCTI, PIBHS
OCBITJICHOCTI Ta 1HIIE. Taka cucTteMa KOPUCTYBATUMETHCS MOMUTOM THUMH, XTO HE XOue
BUTpayaTu 0araTto 4yacy Ha JOTJISA 3a POCIMHAMH, a TAaKOXK MOXKE HE MaTH JJIS IbOTO
MO>KJIUBOCTI B MEPIOAM TOBrOi BIACYTHOCTI IEPCOHAIY, BIAPSAKEHHS, BIITYCTKHU 1 T. 1.

OpHiero 3 mpobJieM, Ky BUpilIye (YyHKIIS MOHITOPUHTY € YCYHEHHS 3aHETIOKOEHHS
10/I0 TOT'0, UM BCE B MOPSAIKY 3 POCIMHAMHU I11]1 YaC BIACYTHOCTI: UM € BOJA B CUCTEMI, IO
CIIO’KMBAE EJIEKTPUKY Ha JIaHUM MOMEHT Ta MPOTSITOM JIHSI, Y1 MOXKE CUCTeMa BEHTHIISIIIT
3a0e3neunTH MOTPIOHY TeMIIepaTypy, AKIIO B MPUMIIIEHH] CTAJI0 3aHAITO CIIEKOTHO Ta 1H.

KiieHT HameBHO 3ariaTuTh OUIBIIE, SKIIO HAAATH HOMY MOXKJIUBICTh B OYIb—SIKUN
MOMEHT 3HATH, K1 YMOBU B HOTO «PO3YMHIHN TEIUIUII».

TakuMm 4YWHOM, TpOAAXHA BaPTICTh IBOTO PIMICHHS 3 (YHKIIEK BiIJIAJICHOTO
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MOHITOPUHTY TIapaMeTpiB MOXe€ 3pPOCTH ICTOTHO, B TOM wyac, sK 1 peamizaiis s
BUpOOHUKAMU OyJie TOCUTh MPOCTOI0. B pe3ynbTaTi 3acTOCYBaHHSA TEXHOJIOTIT IHTEPHETY
pedeii J03BOJIUTH BUPOOHUKY OTPUMATH J10AATKOBHI MPHUOYTOK.

Ille Bumie croxuBYa BapTICTh OyJe, SKIIO J0JaTH (YHKIIO yIpaBiHHS, 100
3aMOBHUK MIT IUCTaHIIIITHO HE TUTbKHU OTPUMYBATH iH(OpMAaIIiio PO YMOBH, a i 3MIHIOBATH
iX Ha CBI{ PO3CY/ BiIMOBITHO BiJ CE30HY Ta HAOOPY POCIIHH.

HamneBHO B Temiuiii MiirpiB BKIIOYAETHCS aBTOMATHYHO, SIKIIIO TEMIIepaTypa najaae
HIOKUE 3a7aHOi MEXi, ajie MOXKJIMBO, HE BapTO MOro BKIIOYATH, SKIIO 3HATH, IO IO
IIPOrHO30M IIOTOJIM 30BCIM CKOPO OYIKYEThCS MIJBULICHHS TeMieparypu? TakuM 4HHOM,
GyHKIIS aBTOMAaTHU3alllsl 3a paXyHOK BHKOPUCTAHHS JOJATKOBOI 1H(pOpMallii J03BOJIUTH
32011 IUTH TPOII Ha yTPUMAHHS TETUTUIN 1 OTPUMATH YpOskai 3 MEHIIIMMU BUTPATAMHU.

Hapemri, 3acobamu [HTepHETY pedeil HEeCKJIaHO MOYATH CTEXKHUTH 32 KUIbKICTIO
BUTPAYEHUX MarepiaiiB, HANpPUKIAL A00pUB. ABTOMATH3yBaTH iX 3aMOBJIECHHS, a0o0
KOHTPOJIIOBAaTH CTaH €JIEMEHTIB, 110 BUMArarmTh 3aMIHM a00 OOCIyroByBaHHS: HACOCIB,

BEHTWJISATOPIB, IO HArpiBalOTh, OPraHI3yBaBIIM TAaKUM YHHOM CaMOJIarHOCTHKY 1

2.1 TexHiuHi xapakrepucTuku Mikpoxkomm'iorepy Raspberry Pi Ta iioro

aJbTCPHATUBH

JIns mocsATHEHHsI TOCTAaBJICHWX IIied Oylio oOpaHO Ta KYIUIGHO OJHOIIATHUMN
Mmikpokomi 1oTep Raspberry Pi 4 Model B. Bin 3matauii 3a0e3neuyBaTu sk 1 IPOCTI
MPaKTUYH1 3aBJAaHHS, HATIPUKIIA]l BABYCHHS KOMIT'IOTEpa 1 OCHOB POOOTH 3 HUM, IHTEPHET—
cepdiHTy, a TAKOX JUIsl MPOTPABAHHS B1IEO Ta MPOCITYXOBYBaHHS ay110(haiisiB, Tak 1 O1IbIII
CKJIa/IHI 3a/1a4i, Harpukiaa OyTu gactuHoro [oT cucremu, a came: cepBepoM KepyBaHHS Ta
MoHiTopuHry enementamu [oT [5].

Raspberry Pi 4 Model B — 1ie MmiHiaTIOpHHINA, PO3MIPOM 3 KpPEAWTHY KapTKy,

KOMIT'FOTEp BapTICTIO OJIM3BKO 35 moapiB 3a 6a30By MOENb 1 75 3a MakcuMalbHy. Moenb
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Raspberry Pi 4 Bukonano Ha ogHokpuctanbHiii cuctemi Broadcom BCM2711. Kpucran
BKitovae 4—snepauit 64—6itHuil mpouecop CPU Cortex-A72 (ARM v8) 3 wacrororo 1,5
[T 1 rpadiuamit nporecop GPU VideoCore VI 3 wactororo 500 MI'm. 3a manumu
BUpPOOHMKA, CHUCTEeMa Ha HOBIM apxiTekrypi cTtasia Ha 50% MIBUANIOW, HIX MHUHYII

nokoJinasA RPi (puc. 2.1).

40 Pin General-purpose
input/output Header PoE HAT Header

ISEARRREEE.

Respbercy Pi 4 Model B

Gigabit Ethernet

(©Raspoerry Pi 2018

China M 1904 |
<Adus

4-pole stereo audio
2 x micro HDMI 2-lane MIPI CSI
ports(up to 4Kp60) camera port

Pucynok 2.1 — Mikpokommn 'totep Raspberry Pi 4 Model B

Hana mozaens ocHaieHa 4 I'b oneparuBHoi mam'ati SDRAM, sika AinuThes Mix
CPU Ta GPU. Pecypci mikpokomm’'torepa 3 4 I'b mam'sti Buctaunth Ha BeO—cepdiHr 3
0e31144I0 BKJIAJ0K Ta poOOTY 3 BAXKUMH IOKyMEHTaMHU B 0()ICHUX MpOrpaMax.

KonTponep miarpumye anapatue aexoxyBanas H.265/HEVC (mo 4Kp60) Ta H.264
(mo 1080p60). Ile pozBanTaxxye CPU mig yac poGOTH 3 TOTOKOBUM BifIcO B IHTEPHETI Ta
Meperisial «BaXKUX» Bijieo(ailliB y peskuMi MeIialleHTpy .

besnporosuii Monynb miarpumye crangaptu W—Fi 802.11 b/g/n/ac ta mpotoko:
Bluetooth 5.0 BLE [5].

Jns miaxmtouenass HDMI-nucrieiB, MOHITOPIB Ta TEJIEBI30pIB Mepen0ayeHo JBa

po3'emu micro—HDMI 2.0. Yepe3 HMX MOKHa OAHOYACHO BHUBECTU 300pa)K€HHS Ha Pi3HI
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CKpaHH.

Ha Raspberry Pi 4 po3sramoBano 40 kontaktiB GPIO (puc. 2.2) ajis niakiItoueHHs
u(pPOBHUX AaTYHKIB, MOIYJIB pO3MIMpeHHs Ta iHIol nepudepii. Konrakrna rpyma GPIO
MOBHICTIO CyMiCHa 3 momepeaHiMu BepcisiMu Raspberry Pi, TomMy y KopucTyBauiB He

BUHUKAE MPOOJIEM 13 IEPEHECEHHSAM ICHYIOUHUX MPOEKTIB.

4 A\
3V3 power o

GPIO 2 (SDA)
GPIO 3 (SCL) o
GPIO 4 (GPCLKO) o
Ground o

GPIO17 o

GPIO 27 o

GPIO 22

3V3 power o

GPIO 10 (MOSI)
GPIO 9 (MISO) o
GPIO 11 (SCLK)
Ground o

GPIO 0 (ID_SD) o
GPIOS o

GPIO 6

GPIO 13 (PWM1)
GPIO 19 (PCM_FS) o
GPIO 26 o

Ground o

5V power

o 5V power

o Ground

o GPIO 14 (TXD)
GPIO 15 (RXD)

o GPIO 18 (PCM_CLK)
o Ground

o GPIO 23

GPIO 24

Ground

GPIO 25

GPIO 8 (CED)

GPIO 7 (CE1)

GPIO 1 (ID_SC)
Ground

GPIO 12 (PWMD)
Ground

GPIO 16

o GPIO 20 (PCM_DIN)
GPIO 21 (PCM_DOUT)

. J

© © 0 0 0 0o o ©

Pucynok 2.2 — Konraktna rpyna GPIO B Raspberry Pi 4 Model B

300Ky KoHTpoJiepa 3HaxoasaThes nBa moptu USB 2.0 ta npa USB 3.0. Jlo Hux
MIJKII0YAEThCA CTaHAapTHa nepudepis st KOMPOpPTHOI poOOTH: KiaBiaTypa, MHIIA,
JLKOMCTHUK Ta 1HII pucTtpoi USB.

[Topt MIPI CSI npusnauenuii Ay nigkiatoueHHs kamep Raspberry Pi. ITopt MIPI
DSI HeoOxigHui mTpsSIMOro MIAKIIOYEHHS EKpPaHHUX MOMYJiB. AyJi0 Ta BIJACOBUXIT
00'eHaHl B 4—KOHTAaKTHOMY Po3'eMi 3,5 MM, 110 J03BOJISI€ BUBECTH aHAJIOTOBHUM 3BYK Ta
KOMITO3UTHE BiJI€O.

VY HwxHIA yacTUHI TuiaTh 3HaxoauThes po3'em USB Type—C st migkitoueHHs
KUBJICHHA. PekoMeHIOBaHE KEpeNo KHUBJICHHS 3 BUXIJIHOIO HAMNpPyrow S5 BOJBT Ta
cTpymoM 3 amrepu [5].

Ha puHKy iCHYIOTH ajbTE€pHATHBHI MPUCTPOI MO BigHOIIEHHIO 10 Raspberry Pi.
Takumu anprepratuBamu € Orange Pi Prime, Banana Pi M3, Rock64, ASUS Tinker board
S, Libre Computer Renegade, Odroid H2. Po3rnsHemo ix OuIbIi JeTaabHoO.
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Orange Pi Prime BizpizHsieTbes Bin Raspberry Pi nasBaicTio nume 2 I'6aiit O3I1 1
BOynoBanuM B SoC AllWinner H5 BigeonpuckoproBauem Mali—450 GPU, mo no3Bossie
BinTBoproBaTh e 2K Bigeo. Cepen HikaBuX 0COOJIMBOCTEHN BapTO BiA3HAYUTH HAsIBHICTh
IK—npuiiMada; 1maTor MOXHa KepyBaTH 3 IMyJIbTa JUCTAHIIHHOTO KEpyBaHHS a00 3 JETKUX
MOJeNIel CTITFHUKOBHUX TenedoHiB 3 BOymoBanuMm [Y—cBiTiomiomom. 3 HeCTaHIAPTHOTO
oOnamHaHHS € TakoXX BOyaoBaHuid MikpodoH 1 Bimeointepdeiic CSI, mo miarpumye

BijeomnoTik A0 1080p na mBuakocti 30 fps (puc. 2.3).

Audio output and AV
Upgrade key
HDMI
TF card slot
savs X Y
USB OTG or el -\ Y vaw i IR @ ——ees - Wifi+BT antenna
Power supply ‘ i e 2 A SrEREE00
MIC ne X
Reset Key Wifi +BT module
Debug TTL UART Gigabit Ethernet

Power switch

DCIN

Ethernet chip

Two USB2.0

40 Pin headers IR receiver

2GB DDR RAM

- Allwinner H5
(ARM® Cortex -A53 Quad-core) 64bit

Pucynok 2.3 — Mikpokowmmn ’totep Orange Pi Prime

Ha nnati po3mipom 98 x 60 MM 3Hal1IIOCS Miclie AJ1sl po3'eMy AJis KapT rnam'siTi (10
32 I'Gaiir), Wi—Fi 802.11 b/g/n, Bluetooth 4.0, riraditaoro Ethernet, votuprox USB (Tpu
USB 2.0 Host i omuna USB 2.0 OTG) 1 GPIO-rpe6inku. € HaBiTh okpemo BuBeaeHuit UART
3 TTL piBHsIMHU, IO JO3BOJISIE B TEPMIHAJII CIIOCTEPIraTu 3a fetansmu 3aBaHTaxxkeHHs: OC.

3 ayaio obOnajgHaHHS, KPIM 3raJlaHoro BUIlE MIKpodOHA, € Ie JIHIHHUN BUXIA 1
ayniouxig B HDMI. Bigeonpuckoptosau niarpumye OpenGL ES 2.0 1 OpenVG 1.1. Cepen
niarpumyBanux OC npucytHi 1ie Ubuntu, Debian 1 Android 5.1.

®narman Banana Pi M3 noOynoBanuii Ha 0a3i BoceMmusiiepHoro SoC Allwinner

A83T (mpomecopu ARM Cortex—A7, rpadiunuii nporecop PowerVR SGX544MP1),
43



posransieTses 10 1.8 I'T'1y 1 mpartoe B orouensi 2 ['6aiit O3111 8 I'6aiiT duiem-nam'sari. Kpim
rirabitHoro Ethernet, nBox USB, Wi—Fi 802.11 b / g / n, Bluetooth 4.0 1 HDMI, na nnati
npucyTHiii SATA po3’em (puc. 2.4).

Uboot Key

SATA Power
Debug TTL UART HOMI SATA l USB OTG

MIPI DSI

Displ Interf
isplay Interface Power Supply

(5Viza DC)
10/100/1000Mbps

Enternet Interface

MIP CSI &PARALLEL
Camera Interface

#— Reset button

3.5mm Audio Jack ——s [JREREE ;& @ { Ellp o Power button

IR Receiver Mic WIiFi&BT Antenna Front Side
eMMC Flash WIiFi&BT4.0 Module
AXP813 MPU

Allwinner AB3T SOC 2GB LPDDR3
ARM Cortex A7 Octa-core

40 Pins Header

Pucynok 2.4 — Mikpokommn’totep Banana Pi M3

Tak camo, sk 1 y Orange Pi Prime, y M3 e IK-mpwuiimau, Bigeointepdeiic CSI,
ominauit UART, mikpodoHn, miniitHu# Buxin 1 ayaiosuxia B HDMI. Ha Binminy Big Orange,
y Banana e intepdeiic aucmess MIPI DSI, o6'ennanuit 3 12C ny1s1 ceHCOpHOTO eKpaHy.
Takox € 1 GPIO-Tpebinka.

Opnomnatauit kommn'torep Rock64 xommextyerbess Bke 4 ['6aiit O3II, mio
obcnyroBytoth 64—x OiTHuil ARM Cortex AS3, BigeomijacucTeMa 3JaTHa BIOPATHUCH 3
notokoM 4K Ha uvacroti 60 fps. I'padiuna mincucrema ARM Mali 450MP2 Bianosinae
OpenGL ES 2.0, OpenVG1.1 (puc. 2.5). ¥ Rock64 neranpHa JOKYMEHTAIlis 1 JKUBE,
aKTHUBHE KOM'IOHITI, TaK 1110, 3 YpaXyBaHHSIM HEMOTaHUX arapaTHUX crenudikariiii 1 miHu,

neit mini [IK — Hemoranwuii npeTeHaeHT Ha 3aminy Raspberry Pi 4 B neskux npoekrax [6].
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Pucynok 2.5 — Mikpokowmmn’1otep Rock64

Po3po6nuku Rock64 nonanu 64 konraktu GPIO, BUBIBIIM Ha HUX HaBITH CUTHAJIN
Ethernet.

ASUS Tinker board S Moxe moxBaauTHCs OUIBII BUCOKOIO MPOIYKTUBHICTIO, HIXK
1HIITI OJTHOTUIATHI KOMITFOTEPH, 32 PaXyHOK BUKOPHUCTAHHS IOTY>KHOTO YOTHPHUSICPHOTO
nporiecopa Rockchip RK3288 3 apxitektypoto ARM, 10MOBHEHOr0O JIBOKAaHAIBLHOIO
oneparuBHOO nmam'sTTio LPDDR3 o6¢csirom 2 I'b 1 BOynoBanum eMMC—HakonuyyBauem
Ha 16 I'b. Kpim Toro, y HboMy 3actocoByeThes 1HTepdeiic SD 3.0, mo 3abe3neuye
MPUCKOPEHU OOMIH JaHUMU 3 KapToro mam'sti microSD, sika MOke BUKOPHUCTOBYBATHUCS
115 30epiraHHs ONepaiiHol CUCTeMH, TOAATKIB 1 (hainiB kopucTyBaua (puc. 2.6).

I'padpiune sgpo Mali T760 MP4 3 apxitektyporo ARM, sikum ocHamieHui
komm'totep Tinker Board S, € cymicHUM 13 pI3HUMH TpOrpaMHUMH 1HTepdercamMu i
MPEKPACHO MIAXOAUTH JJIS LUJIOTO CIEKTpa MYJIbTUMEIIMHUX TOAATKIB, MOYMHAKOYU BiJl
irop 1 JOMamIHBOTO KIHOTEATpy ¥ 3aKiHYYHOUM CHUCTEMaMHM MAIlMHHOTO 30py Ta
po3mi3HaBaHHs KecTiB [6].

Komm'totep Tinker Board S mae minrpumky ¢ynkuii HDMI-CEC, mo no3Boiisie
BUKOPUCTOBYBATH JUIsl KEPyBaHHS HUM IyJIbT JUCTAHIIIHOTO KEpPyBaHHS Cy4acHOTO
TeneBizopa. Takox BIH MIATPUMYE amapaTHe MPUCKOPEHHS MiJ Yac BIATBOPEHHS BIJEO Y

dbopmarax H.264 1 H.265 (B Tomy uucii 3 po3auibHoro 31aTHIcTI0O HD Ta Ultra HD).
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4 standoffs for chassis
or breadboard mounting MIPIDSI

=T

LTI S

o A B R L T S P ;
Micro USB power —1—- fig-3°r" | 1 ' . .
input with lowinput | x s — Shielded Wi-Fi &BT
voltage detection ' with upgradable ipex
antenna header

Onboard power
on pin
Rockchip RK3288

HDMIHD & UHD =———f—s L Quadcore 1.8 GHz SoC

support with

HDMI CEC
Mali-T764 600MHz GPU

Color coded 40pin
GPIO header with

3.5mm audio
12S dual mode support

out with support
for 192k/24bit HD
audio or
microphone in
*with automatic
jack detection

Silkscreened PCB for
improved visibility
=l of headers & connections

GbE LAN (NON SHARED) S/PDIF 4 USB 2.0 PORTS

Pucynok 2.6 — Mikpokomm’totep ASUS Tinker board S

OpnonnatHuit komm'torep Tinker Board S mae cranpmapTHi st CBOTO Kiacy
iHTepdeiicu, 3okpema 40—kontaktauit GPIO 1128 3 pexxumamu Master 1 Slave aiist O1ib1101
cymicHocTi. BukopucroBytouu nporpamuuii intepdeiic GP1O, moxna cnomyuntu Tinker
Board S 3 pi3HUMH TOPUCTPOSIMU BBEACHHS, SK-OT KHOIKH, TEpeMHUKadi, CEHCOPH,
ceitinonionu. Takox mporonyerbest ABa iHTepdericu MIPL: DSI MIPI pist migkmoueHHs
nucrieiB 1 ceHcopaux madenert 1 CSI MIPI ns kamep.

Jns migkimrodeHHss 10 apotoBoi mepexi Tinker Board S mpomonye iHTepderic
Gigabit Ethernet 13 rapaHTOBaHO BUCOKOIO MPOITYCKHOIO CITPOMOYKHICTIO 32 PaXyHOK IIIHHH,
pecypcH SIKOi He pO3NOAUISIOTHCS 3 IHIIUMU IpUCTposiMU. Kpim Toro, 1ocTymnHi 6€31poTOBI
inTepdeiicu Wi—Fi 1 Bluetooth, mpuuomy ix Moayiab €KpaHOBaHUHM ISl 3aXUCTy Bij
EJIEKTPOMArHITHUX 3aBaj, a pos'eM i—PEX no3Bossie ierko MiHSITH aHTEHY Ha HaNOUIbII
BIIMOBIIHY JIJIS TOTOYHOTO MTPOEKTY.

Libre Computer Renegade (puc. 2.7) KOHCTPYKTHBHO PO3pPOOJICHUH HACTIIBKH
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CXOXHUM Ha Raspberry, HACKUIbKU ne TUIBKU MOXKJIMBO, HaIIPUKIIag, € MOJKJIUBICTB

posmictuti ROC—Rk3328—-CC npsimo B kopryci Raspberry Pi.

Pucynox 2.7 — Mikpoxomm ’totep Libre Computer Renegade

ROC RK-3328 mnoOynoBaHa Ha OCHOBI YOTHPbOX SJAEpHOro 64—x OITHOrO
nporiecopa ARM Cortex—AS53 3 pobouoro yactororo g0 1.5 I'T. SoC Taka x, sik 1 B Rock64,
TaK o TyT BU Tex maete Toil ke GPU Mali 450MP2 3 po6oyoro yacrtotoro 500 MI'u. 3
omepariiHux cucreM Ha pgaHuid MomeHT joctynHi Ubuntu 18.04, Debian 9,
OpenMediaVault 4, Station OS 1 Android 7.1.

[Tnaty ODROID-H2 0yno npencrasneno sik nepmuii x86 SBC Bin Hardkernel (puc.
2.8).

Pucynox 2.8 — Mikpokomm’totep Odroid H2

Ha nnati Bctanosnenuid npouecop Intel Celeron J4105 Gemini Lake, nBa ciotu

SO-DIMM pnsa nmam'siti, 1Ba moptet SATA Ta cmor M.2 NVMe quist 30epiranss, 18a MopTu
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Gigabit Ethernet, mnata moeanye nopta USB 3.0 Ta 2.0, a Takoxk HDMI Ta BigeoBuxoau
DisplayPort.

VY tabmuii 2.1 HaBeaeMO HMOPIBHSUIbHY XapaKTEPUCTHKY PO3TIISHYTHX MPHCTPOIB
ta miHI-TIK Raspberry Pi.

Tabmuis 2.1 — IopiBusiibHa xapakTepucTika Raspberry Pi ta ananoris

. Yacrora, | Po3wmip, | [lina,
Monens SoC [Tpomtecop | I'padika | SAnpa I ™ $
Raspberry | Broadcom Cﬁlr-\t)é\:l(— \I?irgsgécc))rrne 4 15 85.6 x 35
Pi 4B BCM2711 AT72 VI 56.5
) ) ARM
Orange P | AIWINNET | cortex | Malia50 | 4 | 1.4 | 98x60| 68
Prime H5
A53
ARM
Banana Pi | Allwinner PowerVR
M3 AS3T Cortex— 544MP1L 8 1.8 92x60| 68
A7
ARM
Rockchip Mali
Rock64 RK3328 Cortex 450MP2 4 15 56 x 85| 45
A53
ASUS ) ARM )
Tinker F;c’égggg’ Cortex— Ma&;zﬁo 4 18 |54x86| 92
board S Al7
Libre ) ARM )
Rockchip Mali
Computer Cortex— 4 1.5 85x56| 80
Renegade RK-3328 AS3 450MP2
) Intel Intel UHD
O?_:gld — Celeron | Graphics 4 2.3 111ng 111
J4105 600

3a pgaHuMM TaOIMIl MOXKHa 3pOOMTHM HAcTynHI BHCHOBKU: Raspberry Pi 4B
BUPI3HAETHCSA HAHHIDKYOIO HIHOKO Cepel yCcix Mojenei, Bchoro 35 monapis. Banana Pi M3
Ma€ HaNOIBITY KUIBKICTh sJIep — 8, 1110 MOKe OYTH BaXKJIMBHUM JIJIs1 MapaliesIbHOI 00pOOKHU
nanux. Odroid H2 BukopucroBye npomecop Intel Celeron J4105 Ta rpadiunuit mporecop
Intel UHD Graphics 600, mo mae iiomy nepeBary B 00poo611i rpadiku. Posmipu moxaenei

Bapio0TheA BiJ 54 % 86 MM 110 110 x 110 MM, 1110 TakoK BapTO BpaxoBYBaTH Mpu o0y A0BI
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cuctemu. bararo Mmozeneit BuKopuctoBytoTh ARM—Tiporiecopu 3 pisHEMH KOHQITYpaIisiMu
saep 1 rpadiYHUMH TIPOIIECOpaMM, IO Ja€ IMUPOKUH BHOIp 3aleXHO B TOTPed
KOPHUCTyBada. 3arajiomM, BUOIp KOHKPETHOI MOAeI Oy/ie 3ajie)aTu BiJ OTped, OI0KETY,
MIPOJAYKTUBHOCTI Ta pO3Mipy MpoekTy (puc. 2.9).

120

100

80

111
92
80
68 68
60
45
40 35
20 8
415 414 1.8 415 418 415 423
0 [ | || . [ | || [ | ||

Raspberry Orange Pi BananaPi  Rock64 Asus Tinker  Libre Odroid H2
Pi 4B Prime M3 board S  Computer
Renegade

B S[apa ®Yacrora, [Ty MIlina, $

Pucynok 2.9 — [lopiBHsuIbHA Jiarpama 3a IiHO0, KUTBKICTIO sIIEp Ta YaCTOTOIO

VY Tabnuiii 2.2 HaBeACHO MOPIBHSAHHSA MIITPUMYBaHUX 1HTEPPEICIB Ta OnepaTuBHOI
nam’siTi.

Tabmuus 2.2 — [opiBHsiHHSA TiATpUMYyBaHUX iHTepdeiiciB Raspberry Pi Ta ananoris

Mounens O3I1 e GPIO USB Ethernet Wi-Fi Bluetooth
416
Raspberry Cnor 1000 | 802.11b/g/n/ac
Pi 4B LPDDR4 MicroSDHC 40 4 Mowut/c 24/5TT SBLE
3200
Orange Pi 2T6 Cror 4(3x 1000
Prime | LPDDR3 | MicrosDHC | 20 | 201X | gy | 80211 D/gh 4
OTG)
BananaPi| 2T 32X 1500
M3 LPDDR3 86 eMMC 64 2.0,1x MGit/c 802.11 b/g/n 4
OTG)
3 (3.0,
416 . 1000
Rock64 LPDDR3 128 Moaiir 64 2.0, Méir/c 802.11 b/g/n 4
OTG)
Asus 4 x
) 2106 1616 1000
Tinker L PDDR3 eMMC 40 uUSB M6i/c 802.11 b/g/n 4
board S 2.0
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[TpomoBkeHHs Tadbnwmi 2.2

Mopens O3I1 Drnewm GPIO USB Ethernet Wi-Fi Bluetooth
CoerI1brueter 4106 Caor 40 330(11xx 1000 -
P DDR4 | MicroSDHC o M6it/c -

Renegade 2.0)
20T | o MGai 42 x
DDR4 ant 2 x 1000

OdroidH2 |~ - (BIOS), - 302x | o - -

cioreMMC 2.0)

DIMM

OTxe, 3riIHO JAHOTO TOPIBHSHHS Ta y XOJl aHajizy OyJi0 BH3HAYEHO, IO JUIS
JQHOTO JIOCIIPKEHHSI ONTUMAJIBHUM I10 I[iHI Ta CBOIM TEXHIYHUM ITOKa3HUKaM Oyjie MiHI—

[1K Raspberry Pi 4 Model B.

2.2 IlinOip HeoOXigHOTO 00 1aAHAHHS, esieMeHTIiB [oT

[TinGip HEoOXiTHOTO 00IATHAHHS € BOKJIUBUM KPOKOM, OCKUTEKH 3HAJI00UTHCS HE
TUTBKY caM IEHTPAJIbHUN MPUCTPIH, Takui sk panime oopanuii MiHi—IIK Raspberry Pi, a #
nepudepiiiHi.

Tax six miHi—IIK Raspberry Pi He Mae BOya0BaHOT BHYTPIIIHBOT MaM’siTi, TO OyJIO

oOpano kapty nam’sti Samsung popmaty microSDHC 32GB EVO Plus (puc. 2.10).

Pucynok 2.10 — ITigkarouenns kaptu nam’sti 1o Mini-ITK Raspberry Pi
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Bona mae y cBoemy ckmami 32 I'0 mocCTiiHOI mam’sTi, 4OTO BHCTAYUTH JJIS
BCTAHOBJICHHSI CUCTEMHU Ta ToAaibiuX MaHimyssaiiid. [1lo6 BcTaHOBUTH KapTy MOTPiOHO
BcTaBuTH ii y ciot MicroSD.

Tak sk mini—IIK Raspberry Pi He ocHamenuit moaynem ZigBee, To Oyino o6paHO
agantep SONOFF Zigbee 3.0 USB Dongle Plus.

SONOFF Zigbee 3.0 USB Dongle Plus — e yniBepcansauii USB koopauHaTop—
nuto3 Zigbee, MpU3HAYCHUN Ui MIIKIIOYEHHS O€3MOoCepeHhO0 0 KOMIT'toTepa abdo
MikpokoMITioTepa Raspberry Pi 1 Moxke BHKOPHUCTOBYBAaTHCS SK KOOpAMHATOp abo
MapuipyTusatop st mepexi Zigbee yepes ZHA ab6o Zigbee2MQTT nHa mnatdopmax
aBTOMAaTH3allli 3 BIAKPUTUM BUX1JTHUM KOJIOM, TakuX sk Home Assistant.

Bin 3a0e3neuye pobOTy 3 HIMPOKUM CIIEKTPOM MPUCTPOIB, 10 MIATPUMYIOThCS: LIeH
MOAYJIb MOKE€ BUKOPUCTOBYBATHCS sIK nuM03 Zigbee 3.0 Ha muiargopMax aBToMaTtusamli 3
BIIKDUTHUM BHXIJIHUM KOJIOM JJisl YNPABIIHHA PI3HUMH CYO—TIPHCTPOSIMU BIJl PI13HUX
BUPOOHMKIB 200 MPOIIUBKOIO (ICII-MapIIPyTU3aTOPa AJIs1 PO3UTUPEHHS J1alla30Hy MEPExi.
BiH Mae mupoKuil CIEKTp MPUCTPOIB, IO MATPUMYIOThCA, Takux ik BASICZBR3, S31 Lite
zb, SNZBO01, SNZB02, SNZB03, SNZB04, ZBMINI, S26R2ZB 1 noxaioHi.

[1{06 BcTaHOBHTH 1k amanTep MoTpioHO BCcyHyTH y ciioT USB Type—A (puc. 2.11).

Pucynok 2.11 — Ilinkmodenns ZigBee ananrepy no mini—I1K Raspberry Pi

[1i yac TecTiB 310paHOi CUCTEMH sl IOMITHB BUCOKY TEMIIEpaTypy Mpolecopa, KoJiu

temriepatypa nocsrina 80°C, BimOyBaeThCsl IEPErpiB 1 MOYMHAETHCS TPOTIIHT. [Iporecop
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MOYMHAE TIPOIYCKATH TAKTH, 100 3aM00IrTH Mo1ajIbIIIOMY MiABUILIEHHIO TeMIiepatypu. Jis
cTab1IpHO1 POOOTH CHCTEMH TTOTPIOHO OyJI0 IPUOPATH MIEPETPIB Ta TPOTJIIHT.
s uporo O0yiio o6pano Bentmwisitop — |CE Tower. Le kynep 13 pagiaTropom, AU3aiiH

SIKOTO po3podmiia kommasist 52Pi (puc. 2.12).

—

Pucynox 2.12 — BCTaHOBJeHHS KyJepy 13 paaiatopom Ha MiHI-TIK Raspberry Pi

BcranoBnennst ta cknaganas ICE Tower gocuTh mpocte. Y KOMILIEKTI € BCe
HE0OX1THE Ta MOKPOKOBA IHCTPYKIIis 3 hoTorpadisimu.

[Ticns BciX MPOBENEHHMX TECTIB, 3aCTOCYBaBIIM YTHITY vegencmd Ta sysbench,
OyJi0 OTpUMaHoO Taki pe3ysbratu (Tabs. 2.3):

Tabmuus 2.3 — Temneparypa L1 3 Ta 6€3 101aTKOBOTO OXOJIOIKEHHS

Hapantaxenns | Temmeparypa 6e3 | Tleperpis (6e3 Temmeparypa 3 Ieperpis (6e3
na 111, % oxonomxkenns, °C | oxonomkenns) | oxonomkennsam, °C OXOJIOIKEHHS )

3 48 Hi 28 Hi

15 53 Hi 29 Hi

32 61 Hi 30 Hi

53 65 Hi 32 Hi

55 73 Hi 36 Hi

67 81 Tak 37 Hi

89 80 Taxk 38 Hi

100 80 Taxk 38 Hi

JIJis HAaOYHOTO TMOPIBHSHHS TOKAa3HUKIB TEMIEpaTypu 3 Ta 0e3 BCTAHOBICHOTO
KyJepa moOyayeMo JiarpaMy, Ha sIKid BiIOOpaxaTUMYThCS 3HAUEHHS TeMIIepaTypu s

KOXKHOTO HaBaHTaXeHH:. L{e 103BOIUTh Bi3yaabHO MOPIBHATH €PEKTUBHICTH OXOJIOKEHHS
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Ta BIUIMB KyJiepa Ha 3HmkeHHs Temnepatypu LIIT (puc. 2.13).

90 81

80 73

70 61 65

60 53

o %8

40

30

20

10
0

80 80

36 37 38 38
32
28 29 30

1 2 3 4 5 6 7 8

——Temmneparypa 06e3 oxono/keHHsM, °C Temmneparypa 3 oxonomkeHHsM, °C

Pucynox 2.13 — [lopiBHsibHA Alarpama TemrepaTyp

Piznuns qysxe nomitHa. JloJaTKOBE OXOJOKEHHS HE TUTBKH 3HUKYE TEMIIEpaTypy
MIPOIIECOPY, a M 30UIbIITYE TEPMIH CIIY>KOHU MpUCTPoro, ToOTO okasHuk MTBF (Mean time
between failures) 3poctae B pa3u.

Ane 115 ctabunbHOT poboTH 24X7 MOTPIOHE TAKOXK 1 IKICHE YKUBJIEHHS. {151 1boro

oyno oopano JIBXK MARSRIVA KP3 (puc. 2.14).

’ﬂi”

Pucynok 2.14 — JIB2XK Marsriva Smart Mini UPS KP3

Jlxepeno O6e3nepebiiiHoro xmBiaeHHs Marsriva Smart Mini UPS KP3 npusnauene
1St 3a0e3nevYeHHs 0e3MepepBHOTO KUBJICHHSI MOJIEMIB, pOYTEPIB, MAPIIPYTU3ATOPIB, MiHI—

[1K, akBapiyMHOT0 00IaIHaHHSI, KAMEP B1JICOCIIOCTEPEIKECHHSI Ta 1HIIINX €JIEKTPOIPHUIIAIIB.
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[Tepemukanns JIB)XX Marsriva Smart Mini UPS KP3 nHa aBTOHOMHY pO06OTY
3MiACHIOETBCS MUTTEBO. Hanilinuii akymynstop emuictio 10000 MA*r moske 3a)KUBUTH
BiJIpa3y JeKUIbKa IPUCTPOIB 3 CyMapHOIO MOTYXKHICTIO 10 18 BT uepes po3’emu DC Ta USB.

Jlxepeno 0Oe3nepeOitHOTO JKMBJICHHS OCHAI[EHE IHTEJICKTYyaIbHOK CXEMOI0 13
3aXUCTOM BIJ HAJIMIPHOTO 3aps/KaHHS Ta PO3PS/KAaHHSA, KOPOTKOTO 3aMHUKaHHS Ta
MOXJIMBICTIO BUOOPY BUX1HOT HAIIPYTH MOCTiMHOTO cTpymy SB/9B/12B.

Jns i’ eqHanHS MikpokoMIl 10Tepy Raspberry Pi o JIBXX moTpibHO BUKOpHCTaTH
kabenb xxuBieHHss USB Type-A — Type—C.

[Ticnst BCiX MaHIMyJALiM MaeMO TOTOBY CHUCTEeMy HJisi BcraHoBieHHs [I3, iioro

HaJalITyBaHHA Ta moOymoBu ZigBee mepexi (puc. 2.15).

Pucynok 2.15 — I'oToBa cucreMa KepyBaHHS Ta MOHITOPUHTY eJleMeHTIB [0T

[ono enementiB 0T, TO B AKOCTI AaTYUKY TEMIIEPATYPH Ta BOJOTOCTI OyJI0 00paHo
Tuya IH-KO009 — e miHiaTropa#il 0€3APOTOBUI MPUCTPIH JJIT MOHITOPUHTY TapaMeTpiB

TemmepaTypH, Bojorocti [31].
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3aBASKM TIOKa3aHHSAM JaTduka B cuctemi «PosymHoro byanHky» MoxHa OyayBaTu
pI3HOMaHITHI aBTOMaru3aiii. Hanpuknan, npu AOCITHEHHI TeMrepaTypy MOBITPS HIDKYE
MEBHOTO 3HAUEHHS, YBIMKHYTH TPUCTpid 00irpiBy. AOO0 HE BHMHKATH BHUTSKHUN
BEHTWJIATOD (32 JOTIOMOTOIO pelie), TOKH BOJIOTICTh Yy BaHHIN HE OIyCTHUTHCS JIO 3a/1aHOTO
3HAYECHHS.

JlaTuuk TemmepaTypH Ipalioe 3a 6e3ApOTOBUM MPOTOKOJIOM 3B'si3Ky ZigBee, 1m0
JI03BOJIIE  MIHIMI3yBaTH  PO3MIPH  KOPIIyCYy MPUCTPOIO, a TaKOX  IMIJABUIIUTH
eHeproe(peKTUBHICTh HOTO poOoTH. EneMeHTOM KUBJICHHS CIyXHUTh MiHIaTIOpHA OaTapest
CR2450, sixoi BucTauae Ha niepiof| OLIbIe POKy. B ekcrutyararii 1aTdyuk mokasye cede siK

cTaOUIbHUM 1 HaIIHHUMA IPUCTPiH (puc. 2.16).

Pucynok 2.16 — Jlarunk Temnepatypu Ta Bojorocti ZigBee Tuya [H-K009

Hatunk Binkputrts Tuya TS0203 npusHadeHuil ans 3a0esneueHHs Oe3neku
npuminieHs. PoOoTa mpucTporo 3acHOBaHa Ha IMojadl CUTHaIY depe3 I[HTepHET Ha
MIIKJIIOYEHUA TPUCTPIA MPU pO3ZMHUKAHHI MAarHiTHOro KOHTakTy. Lle nmae xopuctyBauesi
BIIEBHEHICTh y CTOB1JICOTKOBOMY CIIPAIlbOBYBaHHI Ta CBOEUACHOMY OTpUMaHH1 1H(opmarrii
[32].

[e#t po3yMHUI TaTYMK JT03BOJISIE HE TIJIBKU 3HAYHO MMIJBUIIUTH Oe3MeKy OyIHUHKY
a60 o(icy, 3a paxyHOK MUTTEBOT'O BIJIIPABICHHS MMOBITOMJICHHS ITPO BIJIKPUTTSA ABEpE a00

BiKOH. Mloro Tako>x MO>kKHa BUKOPUCTOBYBATH JJIs pealti3allii pi3HUX CLUEHApIiB, K1 MOXKYTh
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3HAYHO TIJABUINUTH piBeHb KOoMdoOpTy KuTT. Hampukmnaa, mpu BIAKPUTTI ABepen
BMHUKAaTUMETLCS CBITJIO Yy TIEPEAINOKOi, MpU 3a4MHEHHI BIKHA CIpaIlloe CHCTEMa
KOHJIUITIFOBAHHS B OyJIMHKY a00 HaBITaKH, KOJIM WIETE, OCBITIICHHS BUMKHETHCS, BIIKPHETE
BIKHO, KOHJUIIIOHEP BIAKIIOUNTHCS 1 Tak faaii (puc. 2.17).
oTBip AnsA 36pocy HanawTyBaHb
— IHAWKaTop

Micye 3'cAHaHHA AATYHUKY

Pucynok 2.17 — Jlatuuk Bigkputts ZigBee Tuya TS0203

Hatunk pyxy mogneni Tuya 809WZT npusHaueHuil /uisi BUSBICHHS PyXy JIIOCH
a6o tBapuH. BiH Mae mupokuii Kyt BusBieHHs 120 rpamyciB 1 MOXe CrocTepiratu Ha
BijicTaHi 10 5 MeTpiB. el matunk 3mareH 3abe3meuyBaT MOHITOPHHT Y pealbHOMY Yaci
SIK BJCHb, TaK 1 BHOYI. Moro ocHoBHa GyHKIIIS TIOJIATaE y MiJIBUIICHH] PiBHSA O€3MeKH,
HAIPUKJIA, B THX BUTIAIKaX, KOJIU BIOMa HEMAE O THO1 Tt uHu. L{eil 1aTuynk € 4acCTHHOIO
CUCTEMU O€3IeKH, sIKa J03BOJII€E KOPUCTYBavYaM BIJACTEKYBATH IMO11, MOB'sI3aHl1 3 pyXoM, 1
OTPUMYBATH CIIOBIIICHHS HABITh Ha BIIJAJCHIN B IOMY BiJICTaHl. 3aBASKU HAAITHOMY
(GYHKIIIOHYBaHHIO 1 3py4HOMY 1HTEp(deiicy, BiH € HE3aMIHHUM PILLIEHHSAM IS M1IBULICHHS

piBHSI O€3MeKH Ta KOHTPOJIO HAJ MpUMIIIeHHSM (puc. 2.18).
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Pucynok 2.18 — latuuk pyxy ZigBee Tuya 809WZT

Po3ymuunii gatuuk Bonu/3aTomiieHHa ZigBee Tuya TS0207 npusHaueHui ais
BUSIBJICHHS 3aTOTUICHHSI B TIPUMIIIICHHSIX.

[IpucTpiit MO’kHa PO3MICTUTH Y BaHHIM KIMHATI, il pAKOBUHOIO a00 BaHHOIO, ITPU
BIIKDUTHUX BIKHAX, MOPYY 3 TpyOamu, Mija JaXOM — CKpi3b, /e € UMOBIPHICTh 3aTOTICHHS
a0o BUTOKY Boau [34].

[Ipy mosiBI BOAM, KOHTAKTH JaTYMKa 3aMUKAIOTHCS, TAKUM YWHOM HAJCHUJIAIOYU

CUTHaJ (TPUBOTY) MPO 3aTOIUICHHS HA IEHTpadbHUM U103 (puc. 2.19).

@4
¢

Pucynok 2.19 — laruuk npotikanusg Boau ZigBee Tuya TS0207

3a gomnomororo enekTponpuBoaiB ZigBee Tuya MokHa HajalmiTyBaTU CIEHapii,
mo0 y pasi crparbOBYBaHHS JATUYMKY MPOTIKAHHS BOJU €JIEKTPOIPHUBOIMN MEPEKPUBAIIN
BOJIY.

VY Tabmumi 2.4 HaBeneHUU TOBHUW TEPENiK MPUCTPOIB, IX MOJEN Ta HEOoOXiTHa

KUJIBKICTb.
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Tabmuis 2.4 — [epesik BUKOPHUCTAHOTO O0Ia HAHHS

Twurm puctporo Monenn KinbkicTs
Mini-I1K Raspberry Pi 4 Model B 1
Marsriva Smart Mini UPS
JBX 1
KP3
Ugreen USB Type-A —
Kabenpb xuBieHHs 1
Type C
Samsung microSDHC
Kapra mam’sti 32GB EVO Plus UHS-I 1
Class 10
ZigBee anmanTep SONOFF ZBDongle-E 1
Kynep oxomomkeHHs ICE Tower 52Pi 1
JlaTyuk TemmepaTypu Ta
P . P Tuya IH-K009 1
BOJIOTOCTI
JlaT4nK BiIKPUTTS Tuya TS0203 1
JlaTuuk pyxy Tuya 809WZT 1
JlaT4uk pOTiKaHHS BOJIU Tuya TS0207 1

Jns 3a0esneyeHHsi (YHKIIOHYBAaHHS CHCTEMM YIPaBJIIHHS Ta MOHITOPUHTY
MOTPIOHO BHOpAaTH Take arnapaTtHe 3a0e3leueHHs, sKe 3a0e3leuyBaTUME BUKOHAHHS
MOCTaBJICHUX 3a/1a4 Ta 1uiei. Tomy Oyino 3ampononoBano MiHi—IIK Pasbperry Pi, six cepiie
cuctemMu. BiH 3parHuil 3a0e3medyBaTd SIK 1 MPOCTI MPaKTUYHI 3aBJaHHS, HANPHUKIIA[
BUBYCHHS KOMIT'IOTEpa 1 OCHOB pOOOTH 3 HUM, MPOTPABAHHS BiJIEO Ta MPOCITyXOBYBaHHS
ayJio, Tak 1 OUIbII CKIaAH1 3a7a4i, Harpukiaj Oytu yactunotro [oT cucremu. Takox BapTo
3a3HaunTH, 10 MiHI-IIK Pasbperry Pi € ekoHOMHUM BapiaHTOM Jyisi HOOYIOBH CUCTEMH. A
caMme Taki [Tl 1 CTABWJIIMCH y TAaHOMY JTOCITIIKECHHI.

Bynu HaBeneHi TexHIYHI xapakTepucTHKU 1 MoxiuBocTi MiHI—IIK Pasbperry Pi ta
JIOIATKOBOTO O00JIaIHAHHS, HEOOXIJHOTO JJIs HaJallTyBaHHS CHUCTEMH YIPaBIiHHS Ta

MoOHITOpHUHTY enemeHTamu [oT.
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2.3 AHaJi3 Ta BUOIp mporpaMHoro 3ade3neveHHs 1Jisi CHCTEMHA MOHITOPUHIY Ta

ynpasJiHHs ejeMenTamu [oT

barato mpuctpoiB [HTepHET peueit MatoTh 0OMEXEH1 0OUNCITIOBATbHI MOMXJIMBOCTI.
[Iporpamue 3a6e3nedenns (I13) loT monerurye nepemimeHHs Ta 00poOKy JaHUX, 310paHUX
IIUMH TIPUCTPOSIMHU, 11100 BOHH MOTJIM B1JIJIaJICHO BUKOHYBATH CBOi Jii abo ¢yHkIi. BoHo
TaKOX Ma€ BAXJIMBY POJIb y CTBOPEHHI 1HTEpQEiCy uIsi KOPUCTYBadiB, IO JO3BOJISE
aBTOMATU3YBAaTU Ta KEPyBaTU PO3YMHUMH MPHUCTPOSIMH, a TAKOXK 3a0e3redye JOCTYyM A0
JaHUX ISl OTPUMAaHHS aKTyalibHO1 iH(popMailii. Takox, mporpamu, Npu3HaueHi 111 pOOOTH
B Mepexi [oT, nonomararoTs epekTUBHO 30MpaTH JaH1 3 TaTUYUKIB.

[Iporpamue 3a0e3ne4eHHs 1J1si MOHITOPUHTY Ta YIPaBIiHHA NpUCTposiMu [HTepHETY
peuelt Mae Oe3J14 3aCTOCYBaHb 1 IepeBar.

['ooBHA mepeBara Mojsirae y 3pydyHOMY MpOIEC peecTpallii Ta aBTEeHTU]IKaIil
npuctpoiB. Kpim 1nporo, miardopma q03BOJISIE aBTOMATU3YBaTH MPOIEC peecTparlii Ta
HAJTAIITYBAaHHS, 10 JO3BOJISIE CKOPOTUTH Yac 1 3yCHILIS.

3a J0MOMOrol0 MPOrpaMHOrO 3a0e3MEUYeHHs] MOXKHAa 3pYyYHO KOHTpPOJIIOBATH
OpuCTpOi B peXHUMI peanbHOro dYacy. BoHo Hamae OaraTo mnapaMmeTpiB, TakuX SK
MPOAYKTUBHICTh, MIAKIIOUCHHS, IMepeaaya JaHuX, dYac Oe3BIIMOBHOI poOOTH Ta
BHUKOPHUCTaHHS PECYPCIB.

VY wmepexi IHTepHET peuell MOXKYyTh OyTH MPUCTPOI 3 PI3SHUMHU KOHQITypaLisiMu.
IIpore, e He € npodnemoro. Ilporpamue 3a0e3neuenns loT Hagae MOXKITUBICTD KEPYBaTH
KOH(DIiryparisiMi OpucTpoiB, OHOBJICHHSIMHU MPOIIMBKUA Ta MOJITUKOIO OE3MEKH 3 OJHOTO
1HTEepdEicy.

[Iporpamue 3a6e3meueHHs 111 MOHITOPUHTY Ta yIpaBiiHHs npuctposimu [oT moxe
HaJaBaTh pI3HOMAaHITHI (QYHKLII, [0 BKJIIOYAE MUQPPYBaHHS, KOHTPOJIb JAOCTYIy Ta
aBTeHTHU(IKaIIIIO, 1110 3a0e3meuye Oe3NneKy JaHuX.

VY mpuctpoiB [HTepHET pedeil € BakJIMBa mepeBara MOPIBHSHO 3 TPATUIIHHUMU
MPUCTPOSIMU — BOHM MOXKYTb OyTHM KEpOBaHI Ta JOCTYIIHI JJisi YIpPaBIiHHS BIAJAJIEHO.

3aBAsSKUA CHEIiaIbHOMY NPOTPaMHOMY 3a0€3MeYeHHI0, MOKHAa BUKOHYBATH OHOBJICHHS,
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BCTAHOBJIIOBATH HOBI BEpCii MPOLIMBKY Ta MIATPUMYBATH CUCTEMY Oe3reku npuctporo. Lle
JI0TIOMara€ yCyHyTH MOJKJIMBI BPa3jMBOCTI Ta PO3MIMPUTH (DYHKIIOHATBHI MOKJIMBOCTI
MPUCTPOIO.

[Ipu BuOOPI mnporpamMHOrO 3a0e3MeueHHs I YNPaBIiHHA Ta MOHITOPHUHTY
OPUCTPOSIMH [HTEpPHET pedeii, BaXKIMBO BpaxOByBaTH HU3KY (pakTopiB. HaBenemo ocHOBHI
3 HUX, K1 TOTIOMOXYTh 00patu Haiikpaie [13 n1s HaaiitHoi 1 eeKTUBHOI CUCTEMH.

[Tpu BUOOPI BIATIOBITHOTO IPOTPaMHOI0 3a0€31eUeHHS BaXKIIUBO MEPEKOHATHCS, 1110
BOHO JIO3BOJISIE€ 3MIHIOBAaTH 1H(GOPMAIIiifHY MTaHemb. [le 103BoMMTh HaJIamTyBaTH ii 3T1IHO 3
BalllUMM MOTpedaMu Ta MEperjsfaTi BaxJIMBl acleKTd. Jleski mporpaMu TakoX Jar0Th
MO>KJIUBICTh MaTH KIJIbKA MEPCOHANTBHUX 1H(POPMAIIHHUX TTaHEIeH.

Mepexa [HTepHeT pedeit Moxke OyTH cKilagHO0. TOMy BaKJIMBO, 1100 MPOTpaMHe
3a0€3MeUeHHs] MaJI0 PI3HOMAHITHI (PYHKIIIT MOHITOPUHTY Ta 3BITHOCTI, Takl SIK aHAJITUKA,
OMOBIILIEHHS B peajJbHOMY 4acl, CTBOPEHHSI 1HAMBIAYaJIbHUX 3BITIB, TOLIO.

[Iporpama Mae 3abe3nedyBaTv 3py4YHUN JOCTYI N0 NEpUPEPIHUX MNPUCTPOIB,
TaKUX [K JaTYUKU TeMIepaTypH, pyXy, BIAKpUBaHHS JBepei Ta iHmi. Lle cmpoirye
MOHITOPHHT Ta KEpyBaHHSI.

JlaH1 3 AaTYUKIB, SKIIO MOTPAIUIATh Y PYKH KiOEP3IOUHHIIIB, MOXKYTh MPU3BECTH JI0
cepiio3Hux npobsiem. Tomy npu BUOOPI MPOrpaMHOro 3a0e3neYeHHs BapTO 3BEPHYTH yBary
Ha (yHKIIT Oe3neku, Takl gk OaratodakTopHa aBTeHTH(QIKALis, KOHTPOJb IOCTYILY,
mupyBaHHS JaHUX Ta 1HIII.

KpiM (QyHKIIOHANBHOCTI, BaXXKJIMBO TAaKOX IEPEKOHATUCA, LI0 IMOCTAYaJIbHHUK
POrpaMHOTro 3a0€3MeUeHHs IPALIOE HA PUHKY IPOTATOM TPUBAJIOTO Yacy.

3ajie)kHO Bil MOTped KOpHUCTyBaya, y MaiOyTHROMY MOXKE 3HAJA00UTHCS
MacmTadyBaHHsT CUCTeMU. ToMmy BaxkiauBo oOpatu 1uiatdhopmy, sKa 34aTHa
MaciITadyBaTHCS 1 PALIOBATH 3 I0AaTKOBUMHU MPUCTPOSIMU Ta BETUKUMU 00CSITaMu JaHUX.

OO6pane mporpamHe 3a0e3MeyYeHHs MOBHHHO MAaTH MOMJIMBICTh MIATPUMYBATH
mupokuii ciektp npuctpois [oT Bix pizHux 6penaiB. Kpim Toro, BapTo nepekoHaTucs, mo
oOpana 1utatropmMa CymicHa 3 IHIIUMU CUCTEMaMH.

Ha chorognimHiii eHb iCHy€ BeJMKAa KIJIbKICTh NMPOTPAMHUX 3aCTOCYHKIB JIIS

MOHITOPUHTY Ta YNPaBIiHHA eleMeHTaMu [HTepHeTy peueid. KibKicTh TaKuX 3aCTOCYHKIB
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noCTiHO 3pocTae, ockinbku [0T crae Bce OLIBIIT MOMIMPEHUM 1 BOKIUBUM HAIMPSMKOM.
HoBi po3po0ku 3'BIISIIOTHCS HA PUHKY, a ICHYIOU€ TPOrpaMHe 3a0€3MeUeHHs] OHOBITIOIOTHCS
Ta PO3LIUPIOE CBOI MOKIMBOCTI.

Bubip miaxoasmioro mporpaMHOro 3acTOCYHKY JUIsi CUCTEMHU MOHITOPUHTY Ta
YIpaBIiHHS eleMeHTaMu [HTepHeT pedeil € CKJIaIHOIO Ta BiAMOBIAILHOIO 3a/madeto. Bif
I[LOTO BUOOPY 3aJIeKUTh €PeKTUBHICTH Beiei Mepexi [oT, Tomy HE0OXiTHO BpaxoByBaTH BC1
BUMOTH J0 PO3POOJIOBAIBLHOI CHUCTEMH 1 aCHEKTH PO3TJISHYTI BHIe, 00 miaiopaTu
HaKpaile pileHHs.

[Ticnss mpoBeNEeHHsT PUHKOBOIO aHali3zy OyJI0 BUSBICHO KIJTbKAa MPOTPAMHUX
3aCTOCYHKIB, 5Kl BIIMIOB1Ial0Th HAIIUM BUMOTaM JUIsl pO3POOKH CUCTEMHU MOHITOPUHTY Ta
yopaBiiHHS eneMeHTamu [HTepHer pedeil. KoxkeH 3 LHMX 3aCTOCYHKIB OyB JI€TajJbHO
PO3TJISIHYTUI 3 METOI0 BU3HAUEHHSI HAWKPAIIOro BaplaHTy AJIsl HAlllOl CUCTEMHU.

Home Assistant — 1ie maTgopma qoOManHL01 aBTOMATH3AIIIT 3 BIAKPUTHM BUX1THUM
KOJIOM, SIKa JIETKO BCTAHOBIIIOETHCS 1 HAMAIITOBYETHCS HA PI3HUX MPHUCTPOSX, BKIIOYAIOYN
Raspberry Pi, i Hartucana Ha MoBi Python.

Home Assistant Mae psa 3HAYHMX TepeBar, siKi poOJsTh MOro MpUBaOIMBUM
BUOOPOM JIJIs1 peatizailii MpoeKTiB JoMalTHbo1 aBToMatu3aitii. [lo—mepiie, Bin 0a3yeTscs Ha
BIIKPUTOMY BUXI1JTHOMY KO/I1, 1110 JO3BOJISIE TOBHICTIO HAJAIITYBATH HOTO 11 CBOi OTPEOU
0e3 oOMexeHb. lle /03BoJIssle BHOCUTH BIJIAaCHI 3MiHHU, po3poOitoBaTu HOBI (yHKII abo
BUKOPUCTOBYBATH PO3IIMPEHHS, 00 CTBOPHUTH ineanbHy cuctemy. Kpim toro, Home
Assistant € 6e3KOIITOBHIM y BUKOPHCTaHHI. Takox BapTO BIA3HAYUTH HASIBHICTH BEIUKOI
Ta aKTUBHOI CMUJIBHOTH KOPHUCTYBAyiB 1 PO3POOHUKIB, 110 JI03BOJISIE OTPUMATH HEOOXITHY
JIOTIOMOTY Ta MATPUMKY y pasi notpedu. [Ipore, BapTo BpaxoByBaTH Kijbka HEAOMIKIB. [To—
nepiie, Home Assistant BuMarae caMOCTIHHOTO HaJIAIUITYBaHHS Ta MIATPUMKH, OCKIIIBKH €
camojocTaTHhOI0 Tutatrgopmoro. [lo—apyre, BuKopucTaHHS Oaratbox IHTETpariil Ta
aBTOMATH3AII MOXE CIPUYMHUTH 3HAYHE HABAHTAKEHHS HA PECYPCH CHCTEMH, 10 MOXKE
MPU3BECTH JI0 CLIOBUIbHEHHS ii PpOOOTH.

Opniero 31 ¢yHKIIHN, sKi npornoHye Home Assistant, € rHyyka B HaJalITyBaHHI
iH(opMalliiina maHenb, J0 SKOT MOXXHa OTPUMATH JOCTYHN 3 OYyJIb—SIKOIO MPHUCTPOIO 3a

JI0TIOMOTO10 BeO—Opay3epa abo mojaTky. € MOXKIUBICTD J0JaBaTH 1 BUIAISTH BIIKETH, a
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TaKkoXX 3MiHIOBaTH iX po3MimeHHs. Kpim Toro, Home Assistant Hajmae MOXIIHBICTB
aBTOMATHU3allli, [0 JO3BOJISIE HANAIITOBYBATH NIPABUIIA, SIKI BAKOHYIOTh IEBHI J11i HA OCHOBI
3alaHuX yMOB. Hampukiaj, MO)XHa HaJallTyBaTH OCBITJICHHS TakK, 00 BOHO BMHKAIOCS
IIpY MOBEPHEHH1 BIACHUKA JI0JIOMY, a00 HaJlAIITYyBaTH TEPMOCTAT TaK, 1100 BiH pEryJiroBaB
TEeMITepaTypy, BPaXOBYIOYH MPOTHO3 MOTOJIH.

OTxe, K0 BaM MOTpiOHA mmaTdopma JIJisl JOMAIIHBOI aBTOMATH3aIlli, SIKa JOBOJI1
JIETKO HAJIAIITOBYETHCA 1 Ma€ BIIKPUTUN BHXIIHMK Koa, Home Assistant moxxe OyTu
HaJIHHUM BHOOPOM.

OpenHAB — 1ie Takox miatgopma Jjis JOMAIIHBOT aBTOMAaTHU3allli 3 BIIAKPUTHM
BUXIJTHUM KOJIOM, SIKa JIO3BOJISIE KOPUCTYyBayaM IHTErPyBaTU Ta KEPYBATH MPUCTPOSIMHU BiJl
pi3HMX BHpOOHMKIB. BoHa Hanmae yHipikoBaHMI 1HTEp(eEic a1 ynpaBiiHHS BcCiMa
KOMIIOHEHTAMH CHUCTEMU 1 PO3UIMPEHI MOKJIMBOCTI JJIi HAMHMCAaHHS CIICHapiiB Ta
porpamyBaHHS, 110 POOUTS ii MPUBAOIUBUM BUOOPOM ISl KOPUCTYBAUiB 3 NOTHOJIEHUMU
TexHIYHUMU 3HaHHAMH. OgHak OpenHAB Moxe OyTH MeHII 3py4YHHM JJIs1 KOPUCTYBayiB
0e3 TEXHIYHUX HABUYOK 1 BHUMAaraTd BCTAHOBIIGHHS JOJATKOBOTO IPOTPAMHOTO
3a0e3rneueHHs Ta KoH]irypaiiiil. Bona Takoxx Moxe OyTH BCTaHOBJICHA 1 HaJallITOBaHA Ha
JOCTYITHUH 3a IIHOI MpUCTpid, Hampukiaa, Raspberry Pi. OpenHAB minTtpumye 6arato
nonyysipHux miardopm, Bkiroyaroun Linux, Windows 1 macOS, 1 po3po6ieHa Ha MOBI
nporpamyBaHHsi Java. Tako)X HasiBHa akTHBHA CIUIBHOTA KOPHUCTYBAYiB, SIKI JAUIATHCS
HaJIANITyBaHHSIMHU Ta HAJAOTh MATPUMKY [28].

OpenHAB npornonye pi3HOMaHITHI BapiaHTu 1IHTep(ency, MPOTe BOJHOYAC BIH Ma€
nyOIOBaHHS Ta HAAMIPHY KUTBKICTh CXOKHX BaplaHTIB, 1110 MOKE 3aITyTaTH KOPUCTYBAUiB.
30BHIIIHIM BUTJISIT Ta €JIEMEHTH 1HTEp(EHCy TakoX HE € HalCy4acCHIIMMHU y OUIBIIOCTI
BApIaHTIB.

I OpenHAB, i Home Assistant npornonytoTs odiriitHi MOOIIbHI AOJATKH IS
kopuctyBauiB Android ta 10S. [onatku 3a0e3nedyroTh 3py4HUN OCTYN A0 KEepyBaHHS
Bciel cuctemu 3 kuieHi. Ha o6ox mmardopmax MOCTyIHI JOJATKOBI JATYMKH, TaKi SIK
BUSIBJICHHSI TIPUCYTHOCTI, PIBEHB 3apsny Oatapei Ta reosokaisi. Haiikpamoo ¢yHKITi€R

000X J0JIaTKiB € MOXKJIMBICTh OTPUMYBATH MyII—CHOBIIIEHHS BiJ] CHCTEM aBTOMAaTH3aIlli.
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Ha miacrasi npoBenenoro anamnizy miargopmu OpenHAB moxkHa cTBepIKyBaTH,
[0 BOHA HAJA€ MIMPOKI MOXKJIMBOCTI aBTOMAaTu3allii Ta 1HTerpaii 3 pi3HOMaHITHUMH
OPUCTPOSIMH 1 cepBicamM Il JOCBIAYEHHUX KOPHUCTYBAUiB 3aBASKH CBOIM MOTYXKHIH
ctpyktypi Eclipse SmartHome. BapTo BigzHauuTu, mo auzaitn OpenHAB moske BBaxkaTucs
TPOXH 3aCTAPIINM MOPIBHSIHO 3 IHITUMHU CYYaCHUMH IIaTPOpMamMHu.

Domoticz — me me oxHa rwrardpopma JUIS JOMAIIHBOI aBTOMATH3allii, sKa
BIJI3HAYAETHCA CBOEIO JerkicTio mopiBHIHO 3 OpenHAB 1 Home Assistant, ane npu npomy
3a0e3nevyye AOCTaTHIO KimbKicTh (yHKUIA. KoHdirypailisi B OCHOBHOMY 3/1HCHIOETHCS
yepe3 BeO—iHTepdeiic, 1 Aig po3mupeHHs (yHKIIOHATBHOCTI MOXKHa BHKOPUCTOBYBATH
mwiarinu [29].

Domoticz Mae 3Ha4HO MEHIIY CHUIBHOTY KOpPUCTYBadiB MOpiBHAHO 3 Home
Assistant i OpenHab. Kpim Toro, BapTo 3a3Ha4uTH, 10 JOKYMEHTAIlisl MOXE BBa)KaTHCSI
3aCTapijiolo, 1 HE 3aBXAM JIETKO 3HAWUTH BIAMOBIAI HAa MNpoOJIEeMU, 3 SIKUMU MOXHA
31ITOBXHUCS. TakoK BOHA € JyKe CTaOlIbHOIO IIaTGopMoro, Kka JoOpe CIpaBIse€ThbCs 3
OCHOBHMMHM 3aBlaHHsMU. OJHAK, HA CHOTOJHIIIHIA JIeHb Ma€ OOMEXEHY MiITPUMKY
MIPUCTPOIB 1 KOHPIrypamii.

Domoticz, 6e3yMOBHO, BiJICTa€, KOJIM HAETHCS MPO MiATPUMKY OCTaHHIX MTPUCTPOIB,
0COOJIMBO THX, IO HaJEeXaTh J0 MPOIpIETAPHUX OpPEHIB 1 HE BUKOPUCTOBYIOTH HIMPOKO
B1JIOM1 TPOTOKOJIH.

[Ticnst aHanizy oCHOBHUX XapakTepuctuk Domoticz Oyiio BCTaHOBJIEHO, 1110 BOHA HE
Mae cyTTeBoi nepeBaru nepes Home Assistant abo OpenHab. Xoua konucs BoHa Oyna
4yJI0BOIO IIAT(HOPMOI0, 3apa3 CHIbHOTA BTpaTHia cBoro cuiry. KopuctyBaui Bce yacriiie
nepexoaaTh Ha OpenHab a6o Home Assistant. [lopiBHSIHO 3 iHITMMEU 1BOMA TIaTPOPMaMH,
Domoticz € MeHIII THY4YKOI 1 0OMeXeHO MmiATpumye npuctpoi. Ha cborogHimHii eHb,
Domoticz He € HaiikpaliM BUOOPOM.

[IpoBeneHe MOCTIAKEHHS TOMYJSPHUX IIATGOPM JOMAIHBOI aBTOMATHU3alli 3
BIIKPUTUM BUXIJTHUM KOJOM HAaJla€ MOKJIMBICTh CTBOPUTH TOPIBHSJIbHY TaOJHUIIIO, sKa
JIOTIOMOKE CHCTEMAaTH3yBaTH Ta YITKO BIIOOpa3WTH OTPUMAHI PE3ybTaTH JTOCIIKEHHS

(Tabun 2.5).
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Ta0muis 2.5 — [Mopisusuus Home Assistant, OpenHAB, Domoticz

Home Assistant openHAB Domoticz
[TinTpuMyBaHi Raspberry Pi Linux Raspberry Pi
MPUCTPOI Ta ODROID macOS Linux
maThopMu ASUS Tinkerboard Windows Windows
Generic x86-64 Raspberry Pi
Windows Docker
macOS
Linux
Docker
VirtualBox
KVM/Proxmox
VMware
ESXi/vSphere
BigkpuTurii BUX1THUMA Tak Tak Tak
KO
Mosga Python Java C++
MoO11bH1 JOJaTKH Android ta 10S Android ta 10S Android ta
10S
[TinTpumka Tak Tak Tak
[aTerparris 31 2500+ 2000+ bmmzexo 100
CTOPOHHIMU
PO3pOOHUKAMU

[TonynsapHicTe mIaT@oOpMuU Mae BETUKE 3HAYEHHS NpU BUOOpPI CUCTEMU IS
YIpaBIiHHS Ta MOHITOPUHTY eneMeHTiB [HTepHety peueii (IoT). Lle o6ymoBaeHO THM, 1110
MOMYJISIPHI TUIATPOPMHU 3a3BUYall MalOTh IMUPOKY CHUIBHOTY KOPHUCTYBauiB, aKTHUBHY
MIATPUMKY, a TaKOK OUTBIIMN HAaOlp JOCTYMHUX PO3LIMPEHb Ta MOKIMBOCTEHN 1HTErpalii 3
PI3HOMAHITHUMH TPHUCTPOSIMU Ta cUcTeMaMu. Bubip momymsipHoi miaThopMHu MOKeE
CIPUATH 3pYYHOCTI B ii BUKOPHCTaHHI, IIIBUJIKOMY PO3BUTKY MPOEKTY Ta JIOCBIAY, HASBHUX
y CHOUIBHOTI KOPUCTYBAYIB.

Home Assistant Haf3BUYaliHO MOMYJISIPHUMN, 1 cTaHOM Ha Juctonaja 2023 poky BiH
Mir noxanutucs noHaa 270000 akTUBHMX I1HCTAJALIN 4yepe3 BOYJOBaHUM 1HCTPYMEHT
anamituku. Ha mmatdopmi GitHub penosutopiit Home Assistant Core HapaxoBye MOHA

63000 30epexeHb KOpUCTyBayaMu, a IpoeKToM noaiumnucs nmoHaza 25000 pasis.
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OpenHAB ta Domoticz € MeHIII TONyJISIpHUMU TUIaTdopMamMu nopiBHsAHO 3 Home
Assistant. J{ss 300py 0OIIUPHOT CTATUCTUKHU Oy/1IeMO BUKOPHUCTOBYBATH Pi3H1 IHCTPYMEHTH.
OpuH 3 Takux iHCTpYMeHTIB — Google Trends, sikuit Hajae MOXKIMBICTH 310paTH CTATUCTUKY

111010 TTOMYJIIPHOCTI Ta TCHJCHIIIN Y BUKOPUCTaHHI1 pi3HUX I1aTdopm (puc. 2.20).

Pucynoxk 2.20 — IlopiBusinasg Home Assistant, OpenHAB ta Domoticz y Google Trends 3a

OCTaHHI 5 pOKiB

Buxopucranns Google Trends nonmomoske HajmaTu 00'€KTMBHY 1H(OpMAaLIO MpPO
MOMYJISIPHICTh 3raJlaHuX IaTGopM 1 JO3BOJIUTH OIIHUTH 3MIHM 1€ TOMyJISPHOCTI
MpoTSIroM TeBHOro rnepioay. lle m03BonMTH 3pOOMTH BHCHOBKM Ta TMOPIBHATH Pi3HI
m1aTGOpMHU 3 TOUKHU 30pYy X BILUTUBY Ta 3aL[IKaBICHOCTI KOPUCTYBAUiB.

Petitunr na GitHub BimoOpaxae 3araibHy MOMYJSIPHICTH MPOEKTY, @ TAKOXK HOTO
SKICTh Ta 3arajbHy JOBIpY. Y HaBeJIeHIN HUKUYE TaOJIMIN BKAa3aHO KUIbKICTh PEUTUHTOBUX
31pOK TSl KOYKHOTO peno3uTopito (Tabm. 2.6).

Tabauis 2.6 — Peiitunry na GitHub

[TnaTdopma Petitunr (xoBTensb 2023)
Home Assistant 63800
OpenHAB 1800
Domoticz 3344

65



Po3mip cninpHOTH Reddit 11 KOXKHOTO MPOAYKTY HE € OCOOIUBO BAKIMBUM, ajie
JlaH1 B TaOJIMII HIXKYE MOXKYTh OyTH KOPUCHUMHU JIJISI TIOPIBHSHHS M1k co0010 (Tab. 2.7).

Tabmuns 2.7 — Kinekicts coisibHOTH Ha Reddit

[Tnardopma Po3mip crminbHOoTH (*K0BTEeHb 2022)
Home Assistant 255000
OpenHAB 6000
Domoticz 972

3a cratuctukoro 3a rpyaeHb 2021 poky, maiixe 40% axktuBHHX 1HcTansuid Home
Assistant nmpairoroTs Ha Raspberry Pi 4. 3aranom, 6im3bko 57% inctamsiii Home Assistant
MpaIoI0Th Ha pi3HUX Mojensax Raspberry Pi. Ile cBiquuth npo momyasipHICTh I[OTO MiHI—
[IK cepen kopucTyBauiB.

Hpyre Miciie 3a KUIbKicTIO 1HCTasALINA (33%) HanekuTh BIpTyadbHUM MAIlIHAM.
BipryansHa MammHa Moke OyTH BCTaHOBJIEHAa Ha PI3HHUX MPUCTPOSX, BKIo4Yaroun NAS
(cuctemu 30epiraHHs MEpPEKEBUX JAHMX ), HOYTOYKH, a TakoK MiHI—IIK Ta iH1I npuctpoi.
[{s THYYKICTh Ja€ MOKJIMBICTh KOPHUCTyBauaM BUOUpPATH ONTUMAJIbHY IUIaTHOpMY st
BuKOpucTaHHI Home Assistant 3aiexHo Bij] iX HOTpeO Ta HAIBHUX PECYPCIB.

AHami3 posnoauTly akTHBHUX iHCTansamii Home  Assistant neMoHCTpye
MOMyJISIPHICTh BUKOpUCTaHHs Raspberry Pi, 3okpema moneni RPi4, a Takox MOXKJIMBICTD
BCTAHOBJIEHHSI MIaTGOpPMH Ha Pi3HUX TUNax npuctpoiB. lle Hagae mmpoxkuid BHOIp 1
THYYKICTh JJIsI KOPUCTYBauiB MIPH PO3TJIsi/l BapiaHTIB pealizallii CHCTeMU MOHITOPUHTY Ta

yIpaBIiHHS eJleMeHTaMu [HTepHeTy pedeil 3 BukopuctanHsaM Home Assistant (puc. 2.21).
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= Rasperry Pi 4
= Virtual Machine
= Rasperry Pi 3
m Generic x86-64
35.60% m Respberry Pi 3 (32-bit)
= ODROID N2
= Rasperry Pi 4 (32-bit)
= Rasperry Pi 2

ASUS Tinker Board
= ODROID C2
= ODROID XU4
= ODROID C4
= Inyel NUC

Pucynox 2.21 — [lomynsipHICTh ammapaTHOTO OOJIaHAHHS JIs BcTaHOBIeHHS Home

Assistant

PosrnsuyTi mmaTdopMu MPOMOHYIOTH IIMPOKUHA CHEKTP (PYHKIH 1 JO3BONSIOTH
KOpUCTYBayaM KepyBaTH pI3HOMAHITHUMH PO3YMHUMH MpPHCTPOSIMHU, aje BOHH
BIJIPI3HAIOTHCA 32 MPOCTOTOI0 BUKOPUCTAHHS, CYMICHICTIO Ta MIATPUMKOIO ciyibHOTH. Ha
MiJCTaBi BCi€l po3rysiHYyTOl1 iH(OpMaIli B JaHOMY poO3dimi, I MalOYTHBOI CHCTEMH

MOHITOpUHTY Ta ynpasiiaas [oT O6yno o6pano Home Assistant.

67



PO3/1T 3
HAJAIITYBAHHS 3ACOBIB MOHITOPUHTY TA YIIPABJIHHS
EJIEMEHTAMM IOT

3.1 HanamryBaHHs POrPaMHOIo 3a0e3ne4eHHsl.

Home Assistant € yHiBepcallbHOIO BUIbHOIO ONIEPALIIITHOIO CUCTEMOIO, MPU3HAUEHOIO
JUISL YIIPaBIIIHHS MPUCTPOSIMU [HTEpHETY pedeit pi3HUX BUPOOHUKIB Ta iX aBToMaTu3airli. Lle
JIOKaJbHE PILICHHS, SIK€ HE 3aJIEKUTh BiJ XMapHu ado Joctymy 10 [HTepHeTy, 1 mATpuMye
HIMPOKUI CIIEKTP MPOTOKOJIB, Takux sik Wi-Fi, Zigbee, Z-Wave, Bluetooth, Bluetooth
Mesh, IR Ta 1xmI1.

Y Home Assistant icHye po3MaiTTs clieHapiiB iloro Bukopucranusa. Hanpuknan, BiH
MOKe OyTH BUKOPUCTAHHUI IJisl KepyBaHHs O€3MEKOI0, SIKI BKIIOYAIOTh KaMEpH, CUCTEMU
CUTHAJII3allli Ta pI3HOMAaHITHI JaTYMKHU, TaKl AK JATYMKU 3aAUMIIEHHS, BIIKPUTTS, pyXy Ta
BiOpartii [7].

Takox, 11e mporpaMHe 3a0€3MEYeHHs] MOXKE€ BHUKOPHCTOBYBATHUCH JJIsi KEPyBaHHS
OCBITJICHHSIM, 3a0€3MeUy0ur MOXJIMBICTh PETYJIOBATH SICKPABICTh, KOJIP, TEIIOTY CBITIA
Ta MIJCBITKH.

Kpim Toro, cucrema Mmoxke OyTr 3aCTOCOBaHa AJi1 KEpyBaHHS MOOYTOBOIO TEXHIKOIO,
TaKOK SIK KOHIUIIIOHEPH, TMUIIOCOCH, TeNeBi3opu Ta yaiiHuku. Home Assistant Takox
JI03BOJISIE KEpyBaTH EJEKTPOKMBIICHHSIM, KOHTPOJIOIOYU PO3ETKH, BUMHKaul, peie Ta
miymibHUKU. CHCTeMa MOXE CIYKUTHU JJIsl MOHITOPUHTY PI3HUX MapaMeTpiB, TAaKUX SIK
TeMIlepaTypa, BOJIOTICTh, THCK, piBeHb CO2 Ta BUABJICHHS MPOTIKAHHS.

[Iporpamue 3abe3neuenHs Home Assistant MOXHa BCTAHOBUTH 3a JOTIOMOIOIO
YOTUPHOX PEKOMEHOBAaHUX METO/IIB YCTAHOBKHU.

Home Assistant OS € pekoMeHI0BaHUM Ta HaWJIETIIMM CIIOCOOOM BCTaHOBJICHHS.
Ile miniManbHa omepalliifHa CHCTeMa, CIEelIaIbHO ONTHUMIi30BaHa jisi poOoTu 3 Home

Assistant. Xo4a BOHa Ma€ OOMEXEHHS Ha BCTAaHOBJICHHS CTOPOHHBOTO IMPOTPAMHOTO
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3a0e3neveHHs] Ta KOHTEWHEPiB, HE OyJI0 BU3HAYCHO YKOJHHMX HEMONIKIB. 3a MaHUMH, IIeH
BapiaHT BCTAHOBJICHHS BUKOPUCTOBYETHCS 67% KOpUCTYBaUiB.

Home Assistant Container — 1ie aBTOHOMHUI CITOCIO BCTAHOBIICHHS, SIKHH ITPAIIOE
HA OCHOBI KOHTEHHEPIB 1 HE BUKOPUCTOBYE MarasuH JojaTkiB. OAHI€I0 3 MepeBar Takoro
croco0y € JIErKIiCTh YIpaBJIiHHS KOHTeHMHepaMu, HapuKIiIa, 3a gornomoroto Portainer. 3a
KUIBKICTIO BCTAHOBJICHB, II€H BaplaHT 3aliMae Ipyre MicIle.

Home Assistant Core — me mporpamMa, sIKy MOKHAa BUKOPHUCTOBYBATH Ha Pi3HUX
omeparliinux cucreMax. Jlocrymuuit y Buriaai Docker—oGpa3sy. Ilporte, BUKopuCTaHHS
HOro He [03BOJIsI€E BCTaHOBIOBaTH Docker—kKoHTeliHepu, A0JaTKU abdo0 CTBOPIOBATH
pe3epBHi kormii [7].

Home Assistant Supervised — 1ie BapiaHT BCTaHOBIJICHHSI, IKUH HaJla€e BCi QyHKIIT
Home Assistant OS 1 Mmoke Oyt BcTaHOBJIEHUN Ha Linux. €1uHa BIAMIHHICTh MOJISATAE Y

TOMY, [0 BiH HE Ha/1a€ aBTOMATHYHOT'O OHOBJICHHS MaKeTiB [7].

Tabmuus 3.1 — IopiBasHHs THiB BecTanoBieHHs [13 Home Assistant

Tumn I13 Home oS Container Core Supervised
Assistant
Apromatuzanii | Iligtpumyerscst | Iligtpumyersca | Iliarpumyerscs | IliaTpumyerscs
[Tanenn ) ) ) )
ITinTpumyeThes ITinTpumyeThes ITinTpumyeTbes ITinTpumyeTbes
Lovelace
[aTerpamii [Tintpumyetnest | Iligrpumyerbes | Iliarpumyerbea | Iliarpumyerses
ITpoextn [Mintpumyetbea | Ilintpumyetses | Ilintpumyersest | IlinTpumyerscs
Bukopucranns ) ) He )
] ITinTpumyeThes ITinTpumyeThes ) ITIinTpumyeTbes
KOHTEIHepiB MIATPUMYETHCS
_ _ He He ‘
Cymnepsizop ITinTpuMyeThes ] ) ITinTpuMyeThes
HIATPUMYETHCS HiATPUMYETHCSA
_ He He '
JlonoBHEHHS [linTpumyeThes ] ) [TinTpumyeTbes
HIATPUMYETHCS MIATPUMYEThCS
) ) ) He He )
PesepsHi komii [TinTpumyeTbes ] ) ITinTpumyeTbes
HIATPUMYETHCS MIATPUMYETHCS
_ He He He
Kepysanns OC | Ilinrpumyerbes ] ) ]
HIATPUMYETHCS MIATPUMYEThCS MIATPUMYETHCS
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Tak sk 1HIIOrO (QyHKIIOHATY Ta MOXJMBOCTel Bia MiHI-IIK He mocmiKyeThes,
OKpIM KepyBaHHS Ta MOHITOpHHTY ejieMeHTIB loT, Oyno oOpaHO TUI BCTaHOBJICHHS
nporpaMHoro 3abesnedenns Home Assistant OS.

Crnepiry noTpiGHO MIATOTYBAaTH KapTy nam’siTi. J{js iboro 3axoaumo Ha odimiitHui
caiit BupobHuka Raspberry Pi Ta 3aBantaxyemo inctansrop OC ta I13 Raspberry Pi Imager
I BiJIMOBIAHOI OTEpaIiitHO CHCTEMH.

Raspberry Pi Imager — 1ie nporpama, sika MOHTY€ 00pa3 OmnepaliiHOl CHCTEMHU Ha

SD kapTky. 3aBaHTaXXy€MO 1 BCTAHOBIIOEMO mporpamy (puc. 3.1).

(i} Raspberry Pi lmager 1.8.1 - X

Welcome to Raspberry Pi Imager
Setup

Setup will guide you through the installation of Raspberry Fi
Imager.

Itis recommended that you dose all ather applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Install to start the installation.

Pucynox 3.1 — Bikno BcTanoBienns nmporpamu Raspberry Pi Imager Bepcii 1.8.1

BigkpuBaemo mporpamy Raspberry Pi Imager, BuOupaemo tun oOiaJHaHHS —
Raspberry Pi 4, onepariiitny cucremy Home Assistant, HOCis1, B HalllOMy BHIAJIKy 1€ KapTa

nam’saTi micsoSD Ta yekaeMo aesikuii yac BctanoBsieHHss OC (puc. 3.2).

& Raspberry Pilmager v1.8.1 - O X

, Raspberry Pi

Raspberry Pi Device Operating System

Storage
RASPBERRY P| 4RMHOME ASSISTANT 0S 11.1 (RPI 4/400) GENERIC EC155 SD CARD

NEXT

Pucynok 3.2 — Bikno nporpamu Raspberry Pi Imager Bepcii 1.8.1
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[Ticns 4doro BcTaHOBIOEMO TroToBYy SD—kapty B Raspberry Pi, migkmrodaemo
apantep ZigBee, kabeni Ethernet Ta sxuBnenHs 1 3amycky. Y Opay3epi IpOTAroM KiJIbKOX
XBWJIMH oTpuMyeMo noctyn 1o Home Assistant 3a agpecoro homeassistant.local:8123 a6o

http://XXXX:8123, ne XXXX [P-anpeca Raspberry Pi (puc. 3.3).

PreparingAHome“ Assistant

(this can take up to 20 minutes)
While waiting, some suggestions:

me al

Install the official Home Assistant apps
GETITON

P> Google Play

Pucynok 3.3 — 3aBanTtaxennss OC Home Assistant

[Ticnst ycminHOi yCTaHOBKM CUCTEMA 3aIllPOTIOHYE CTBOPUTHU OOIIKOBUIA 3amuc (puc.
3.4). et oOmikoBHiA 3amuc Oyjae aJMiHICTPATOPOM 1 3aBXIM 3MOXKE BCE 3MIHHUTH [/].
BBoaumo iM’s1, im’st kopuctyBaua, naposib 1 Hatuckaemo CREATE ACCOUNT (CtBoputu

00JIIKOBHUH 3a11C):
Home Assistant

Are you ready to awaken your home, reclaim your privacy and
join a worldwide community of tinkerers?

Let's get started by creating a user account

Pucynok 3.4 — HanamtyBanas Home Assistant
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Jlai BBOAMMO Ha3BY CBOT'O JJOMY Ta BCTAHOBIIOEMO CBOE PO3TAITyBaHHS Ta CUCTEMY
onunuib. Hatuckaemo «DETECT), 00 3HalTH CBOE MICILIE3HAXOKEHHS Ta BCTAHOBHUTHU
YaCOBUU MOSIC 1 CUCTEMY OJMHHUIIb BUMIPIOBAHHSA HA OCHOBI I[bOTO MiCLIE3HAXOKEHHS.

Takok MOXKHA BCTAaHOBHUTH 111 3HAYEHHS Bpy4HY (pHuc. 3.5).

Home Assistant

Hello haadmin, welcome to Home Assistant. How would you like
to name your home?
Home

We can help you fill in this information by making a
one-time request to an external service

+

Unit System

Currency

Pucynok 3.5 — HanamryBanust Home Assistant

[Ticnst mpoBeaeHHs BCix 0a30BUX HAJIAIITYBaHb pOOMMO aBTOPU3AIIIIO 32 JIOTTHOM Ta

napoJieM, BCTaHOBJICHHI Hamu (puc. 3.6).

@ Home Assistant

Login to your Home Assistant instance

Username

Keep me logged in

LOGIN

Pucynox 3.6 — Ctopinka aBropuzariii Home Assistant

72



Sk 1 6yno onucaHo paHile, B IKOCTI kKoopauHaTopy ZigBee mepexi Oyio o6paHo
apantep Sonoff ZBDongle—E, ane s #ioro poO0oTH moTpiOHO NMpaBUiIbHE HANAIITYBaHHS.
€ nBa crocobu nns HamamtyBanHa ZBDongle-E B Home Assistant: iHTerparis uepes
Zigbee Home Automation ta nonoBHeHHs Zigbee2MQTT.

ZigBee Home Assistant (ZHA) — e 8Oy noBanwmii komnoneHT Home Assistant, sskuid
Mae MpoCcTe HaJATYBaHHs. BiH miaTpuMye MeHIITy KiUTbKiCTh IpUcTpoiB (mpubmmszHo 800),
ajie Ma€ MPAaKTUYHO TMOBHE MOKPUTTS MOMYJsApHUX Mojeneil. Jlns HamamryBanHs ZHA
HEOOX1/THO MPOIIXTHU OJIUH 3 MATpUMyBaHux ZigBee amanTepis.

ZigBee2MQTT - 1e mporpamue 3a0e3meueHHs KoopAuHaTopa ZigBee Mepexi, sike
JI03BOJISIE€ JIOKAJIIBHO KEpyBaTH MPUCTPOSIMU PI3HUX BUPOOHHKIB. BOHO moenHye Mepexy
Zigbee 3 MQTT—mporokonoM. 3aBAsSKH SKICHIA MIATPUMII, BOHO HIATPUMYE BEIUKY
KUIBKICTh NPUCTPOIB (2245) Ta BiApi3HAETbCA HaaiiHICTIO. [l #ioro poOoTH HE0OX1THO
MaTH OJIMH 3 MATPUMYBaHHX IUTIO31B [7].

Bbyno obpano nonoBHeHHs Zigbee2MQTT uvepes iioro crabiibHy, HaAliHY poOOTYy
Ta BEJIMKY KUIBKICTh MIATPUMYBAaHUX NpUCTPOiB. s nmpaBunbHoi pobotu Zigbee2MQTT
notpioHmit 6pokep MQTT. Mosquitto € pekomengoBanuM opokepom MQTT [7].

Jlns HamamTyBaHHS TOTPIOHO mepeiitu B «Jlomatkmy, «Mara3uH JTOIOBHEHBY,

oOpartu Ta BctaHoBuTH Mosquito broker (puc. 3.7).

=< Home Assistant &« Add-on Store

o\ Search
ornsag mo

>

File editor

Official add-ons

|

HACS

Mosquitto broker Genie
(Zf( An Open Source MQTT broker G The open-source, privacy-preserving voice assistant

F

Terminal

\)

Zigbee2mat Assada addons repository

Mopidy Mopidy Beta
*- Mopidy music server * Mopidy Beta music server

Pucynok 3.7 —Bcranosnenns nonosHeHHs Mosquito broker
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[licnst 4oro moTpiOHO BIAKPUTH CTOPIHKY AojnaTtky Mosquito broker, Bkiamky

«Configuration». Y napameTpax B myHKTI «loginsy» Brucyemo: username: mqtt Ta password:

mqtt (puc. 3.8).

IHopMaLis OoKyMeHTaLA Korgirypauia HypHan

Mosquitto broker

[NapameTpm

2 - : mgtt
: mgtt
: fullchain.pem
1 priviey.pem
: false
] i mosquitto

18 : false

Pucynok 3.8 — Kondirypamis nonmoBaenust Mosquito broker

Jns BcranoBieHHa ZigBee2MQTT — nomaemo penosutopit ZigBee2MQTT:
HanamTyBaHHs, «JlogaTkuy, «Mara3un nonoBHeHb». HaTuckaeMo MEHIO 3BepXy CIpaBa,
«Peno3utopiin. Y mycTii CTpiuIll 3HU3Y BCTABISIEMO aJpECy  PEMO3UTOPII0

https://github.com/Zigbee2mqtt/hassio-Zighee2mqtt Ta HaTuckaemo «aoaatm» (puc. 3.9).

< MarasvH LoNoOBHEHb

A
Q_ search PenosuTopii
2 A MepeBipUTU HafBHICTb OHOBNIEHb
Official add-ons
X Peectpu
CEC Scanner Check Home Assistant configura... deCONZ y
Scan for HDMI CEC devices Check your Home Assistant Control a Zigbee network with w v ——————
configuration against other ConBee or RaspBee by Dresden

Dnsmas

q Duck DNS File editor Genie
(- - N simple DNS server 8 Free Dynamic DNS (DynDNS or 6 Simple browser-based file editor c, The open-source, privacy-
DDNS) service with Let's Encrypt for Home Assistant preserving voice assistant

Pucynok 3.9 — Bcranosnenns ZigBee2MQTT

B marasuHi nomnoBHEHb 3’BIAThCS ABa HOBUX noaatku ZigBee2MQTT Edge — e
PO3pOOHUITbKA TIJIKA JOMATKY, y HIM paHilie 3’SBISEThCSA MIATPUMKA HOBUX MPHUCTPOIB.

HatucHiTh Ta BCTaHOBITH 3BUYaliHy cTaOuUIbHY Bepcito ZigBee2MQTT (puc. 3.10).
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Home Assistant Add-on: Zigbee2MQTT

/. Zigbee2mgqtt /. Zigbee2MQTT Edge
ii ) Useyour ZigBee devices without the vendor's bridge Development build of the Zigbee2MQTT add-on
or gateway

Pucynok 3.10 — Bcranosnenns ZigBee2MQTT

[lepeiiniTe Ha cTopinky nmomatky ZigBee2MQTT, Bkmanky «Configuration». Y

napamMeTpax noTpiOHO HamMcaTH HACTYITHI JIaHi:

Jlictunr 3.1 — Beranosnenns ZigBee2MQTT

base topic: zigbeeZmgtt
server: mgtt://core-mosquitto
user: mgtt

password: mgtt

Jlictunr 3.2 — HanamryBanus B pexxumi Y AML

data path: /config/zigbee2mgtt

socat:
enabled: false
master: pty,raw,echo=0,link=/tmp/ttyZ2M, mode=777
slave: tcp-

listen:8485, keepalive,nodelay, reuseaddr, keepidle=1, keepintvl=1, keepcnt
=5

options: '-d -d'
log: false
mgtt:

base topic: zigbeeZmgtt
server: <a href="mgtt://core-mosquitto">mgtt://core-
mosquitto</a>
user: mgtt
password: mgtt
serial:
port: /dev/ttyACMO

3axogumo B gomoBHeHHa ZigBee2MQTT Ta momaemo nmatuuku ZigBee,
BKJIFOUMBIIIH JO3B1J HA IPUETHAHHS B MepexKy. [icis moaBaHHs B MEpeKy J0/1aH1 JaTYNKH

PO3TAIIOBYEMO Y BIMIOBITHUX MICSIAX MpuMileHHs (puc. 3.11).
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Mpuaagn  MaHenb npuiadis Mana Hanawtyeawda Fpyn OTA  Touchlink XypHanu PosWwvpeHi

BeeAiTb NnapamMeTpy NoLyky

Man. ApyXHA Ha3Ba Appeca IEEE BupoGHnk Mogaean JKuBneHHA

=

Pucynok 3.11 —T'onoBHa cTopinka nonoBHeHHs ZigBee2MQTT

3aBaHTa)XXyeMO MaIly JJisl B1IOOpa)K€HHs MIJKIIOUEHHUX AaT4uKiB ZigBee y mMepexi

(puc. 3.12).

Pucynoxk 3.12 — Mamna HanamroBanoi Mepexi ZigBee

B nmanomy poszmini Oynio po3ryiSHYTO HaJjallITyBaHHS MPOTPAMHOTO 3a0e3TMeUCHHS
Home Assistant, ske € MOTY>KHMM 1 THYYKHUM IHCTPYMEHTOM [iJIsi aBTOMaTH3alii Ta

KOHTPOJIIO PI3HUX MPUCTPOiB y Mepesxi [oT.
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3.2. CTBOpeHHsI CleHapiiB aBTOMATH3alil Ta TECTYBAHHA CHCTEMH

MOHITOPUHIY Ta ynpasJiHHs ejemMeHTamu [oT

Jlis cTBopeHHS clieHapiiB mepexonuMo B «HamamryBaHHS», «ABTOMaTH3allls Ta
creHn», « CTBOPUTH aBTOMATH3AIIII0».

Croepily HaJlamTyeMO CLEHapiii BUTOKY BOJAM, I LIbOIO B SKOCTI TPUIEpy
BUOMPAEMO «CYTHICTBY» 1 BKa3yeMO paHiiie AogaHuil gatuuk mpotikanHs Tuya TS0207.
YMOBH poOOTH HE BKa3y€eEMO, IS TOTO, 1100 CIIeHapiil MpairoBaB 3aBxau. B niro odupaemo

MOOUTbHMM TeredOoH Ta BIANPaBKY CHOBIIMICHHS HAa HHOTO Y pasi crpainboByBaHHA (pHC.

3.13).

= Water Leak Bathroom Script

Triggers

v /% When Water Leak Bathroom ZigBee Sensor Moisture changes from Dry to Wet

Conditions

Actions

~ 4 Calla service 'Notifications: Send a notification via mobile_app_iphone_edk' on

—
Notifications: Send a notification via mobile_app._iphone_cdk

Sends anotification message using the mobile_app_iphone_edk integration.

message BuTiK BN y GaHHiA!

TPUBOTA!

target ‘

data ‘

Pucynok 3.13 — CtBopenHs cuieHapiro Butoky Boau y [13 Home Assistant
TakuMm e YMHOM CTBOPIOEMO 1 1HIII CLEHAapii, B HAILIOMY BUIAAKY 1€ CIIOBILIEHHS

Ha TenedoH (BCTaHOBJICHUH MOOLTBHUI gogaTok Home Assistant) y pasi cripaiibOByBaHHSI

JTATYUKY PyXy y TamOypi Ta BIAKPUTTS JiBepeit Oankony (puc. 3.14).
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= Motion Detect Vestibule Script

Triggers

v /A, When Motion Vestibule ZigBee Sensor Motion changes from Clear to Detected

Conditions

Actions

~ s Calla service 'Notifications: Send a notification via mobile_app_iphone_edk' on

e
Notifications: Send a notification via mobile_app_iphone_edk

Sends anotification message using the mobile_app_iphone_edk integration.
message 3adikcoBano Py y TaMEypil
TOTIEPEDKEHHS!

target |

data |

Pucynok 3.14 — CtBopeHHs cuieHapito BusiBlieHHs pyxy y I13 Home Assistant

Jl71st cCTBOpEHHS CLIEHAPit0 BIAKPUTTS IBepel y mporpaMHoMy 3abe3neuenHi Home

Assistant, Takox ckopuctaemocst BikHoM «CTBOpuTH aBTOMaTu3aiito» (puc. 3.15).

Door Balcony Script

Triggers

v /A, When Door Bakcony ZigBee Sensor Daor changes from any state to Open

Conditions

Actions

A 4 Calla senvice Notifications: Send a nofification via mobile_app_iphane_edk on

NONEPEIKEHHA!

Pucynok 3.15 — CtBopeHHs cuieHapito BigkpuTTs aBepeit y I13 Home Assistant

VY HacTynmHOMYy eTarli Haloro JOCIHKeHHs, OyJI0 30Cepe/IKEHO yBary Ha repeBiplil
(YHKIIIOHATEHOCT1 pO3pO0JIEHUX CIIEHApIiB aBTOMaTH3aIlii. J[Jis 1b0ro aKTHBY€EMO KOKEH 3

BCTAHOBJICHUX JaTuuKiB. [licis akTuBallii KOKHOTO JJaTYMKa, CIIOCTEPITaEMO 33 PEAKIIIEI0
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CHUCTEMH Ta TNEPEeBIPSAMO, UM HAJCHIAKOTHCS BIAMOBIIHI CHOBIIIEHHS Ha cMapTdoH (puc.

3.16).

Home Assistant

MOMEPEO>XKEHHA!
[Bepi 6ankoHy BigKpuTi!

TPUBOTA!
BuTtik Boau y BaHHin!

MONEPEO>KEHHA!
3adikcoBaHo pyx y Tambypi!

Pucynox 3.16 — IlepeBipka pob0oTH clieHapiiB aBTOMATH3AITI1

VY nanomy po3zini 0ysio MpoBEJEHO HaJAIITyBaHHS 3acO01B MOHITOPUHTY. A came
3aBaHTaXEHO Ta BCTAHOBJIEHO omnepaliiiny cucremy Ha MiHI-IIK Pasbperry Pi qns iioro
noaanbioi podotu. Ille onHUM BaXKIMBUM KPOKOM Y TAHOMY PO3JILJIi € BCTAHOBIICHHS Ta
KoH(irypariss Home Assistant.

BapTo 3a3HaunTH, 1110 1aHe AOCIIKEHHS CIIPSIMOBaHE Ha BUSBJICHHS! MiHIMAJIbHUX
HEOOXITHUX 3aCc001B Ta KPOKIB JJIsi TMOOYJOBU CBO€i BJIACHOI CHCTEMHM YIIPABIIHHS Ta
MoHITOpUHry enementamu [oT. ToMy omnucaHi BHIlle KPOKH € BaKIUBOIO YACTUHOIO LIBOTO

I[OCJIi)I)KeHHH Ta MarOTb CYTTE€BC SHAYCHHS IS Horo YCHiHIHOI‘O BUKOHAHHA.

3.3 MeToau yI0CKOHAJEHHS JOCTIXKyBaHOI cXeMH 3ac00iB MOHITOPHHIY Ta

ynpasJiHHA ejiemedTamu [oT

B cucremax MOHITOpUHTY 1 ynpaBiiHHS eneMeHTamu [oT BaxiuBy poJib BiAirpae
nmoTpeba B TOJIMIIEHHI 11X (QYHKIIOHATBHOCTI Ta eQekTuBHOCTI. [lomimmieHHs

(YHKIIIOHATFHOCTI O3HAYa€ PO3IIUPEHHS MOXKIMBOCTEH CHCTEMH, BKJIIOYAIOYH HOBI
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(GyHKIT, MATPUMKY Ta JOJaBaHHS PI3HOMAHITHUX MPUCTPOIB Ta MPOTOKOJIB, a TAKOXK
3a0e3nedeHHs OUIbII THYYKOIO HaJallITyBaHHs Ta KepyBaHHs. e 103Boisie KopucTyBauam
BukopuctoByBatd loT cucremy ans pizHHX mOTped 1 pPO3MIMPIOBATH ii (PYHKIIIOHATIBHI
MOJKJIMBOCTI 3 yacoM [7].

OmHUM 13 METOIIB MOJIMIICHHS CHCTEMH MOHITOPHHTY Ta YIIPABIIHHS €JIEMEHTAMH
IoT € momaBanHs cueHapiiB aBTomarm3arii. lleW migxiag go3Bossie 3a0e3mednTH OLTBII
THY4YKe Ta pO3yMHE YIIPaBIiHHS CUCTEMOIO.

BukopuctanHs ciieHapiiB aBTOMAaTH3aIlil T03BOJIsIE€ HANTAITYBATH PI3HOMAaHITHI il
Ta peakIlii CUCTEeMH Ha MeBH1 Moj1ii a00 ymoBH. Hampukiaa, Mo>kHa CTBOPUTH CIIEHAPiH, 110
aBTOMATUYHO BMUKA€ OMAJICHHS, KOJIM TEMIIEPATypa OIyCKAEThCS HIDKUE 3a/1aHOT0 MOPOTy,
a0o cueHapii, 1110 aBTOMaTUYHO BUMUKAE OCBITJIEHHS, KOJIM HEMA€E MPUCYTHOCTI JIOJUHU B
MIPUMIIICHH] TPOTITOM IIEBHOTO P10y Yacy.

VY ocHOBI crieHapiiB aBromaru3aitii Home Assistant exwuts koHpirypariitanii (aiin
YAML. e ¢popmar naHux, uj0 BUKOPUCTOBYEThCS JJIA MPEICTABICHHS CTPYKTYpPOBaHOI
iHdopmartii y 3pyuHomy ¢opmari. Lle rexcToBuit hopmar, sikuit MicTUTh 1HPOPMAILIIIO TIPO
KOMIIOHEHTH CUCTEMH, iX KOH(ITypaIlito Ta B3aeMOAit0 Mi>)K HUMU. OHAK, 111 CTBOPEHHS
CIIEHapiiB aBTOMAaTH3aIlll TAKOX MOKHA BUKOPHCTOBYBaTH rpadiuHuil inTepdeiic Ta Opartu
32 OCHOBY HAasIBHI ITPOEKTH, SIKI MOXKYTb OyTH TOCUTh JIETKO IMIIOPTOBAHI.

OCHOBHI TEPMIHU SIKI BAKOPHCTOBYIOTHCS IIPH HAJIAIITYBaHH1 aBTOMAaTH3aLlli.

CytHicth (entities) B cumctemMi Home Assistant BHKOPUCTOBYEThCS IS
MPEACTABICHHS NMPUCTPOIB, JATYMKIB, CEPBICIB Ta IHIIMX EJIEMEHTIB, SIKI MOXYTh OyTH
KOHTpOJIbOBaHi. Ko)kHa CyTHICTh Ma€ CBIM YHIKaJIbHUH 1IEHTU(]IKATOp 1 MOXKE MATH Pi3HI
aTpuOyTu ab0 BIACTUBOCTI, SIK1 B1IOOpa)KaroTh ii cTaH, 3MIHHI aHi a0o i1y 1H(OopMAaILiio.

Hanpuknaz, CyTHICTIO MOKe OyTH JaTYMK TEMIIepaTypu, IKUH Mae aTpuOyTH, Taki
K TOTOYHA TeMIlepaTypa, MiHIMAJbHA Ta MaKCUMallbHa Temmeparypa 3a no0y. [Hmmm
MPUKIAAOM MOKe OyTH CyTHICTh BMHKAaua, SIka MOXX€ MAaTH CTaH «yBIMKHEHO» a0o
«BUMKHEHO» Ta JIOJIaTKOB1 aTpUOYTH, sIK1 BiJ0OpaXkaroTh 1H(POpMAIIiI0 PO CTaH MPUCTPOIO

(puc. 3.17).
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PyX
entity_id
> CyTHIiCTb

piBeHb 3apsaay

JaTunk pyx.yv entity_id
MpucTpii CyTHicTb
device_id OCBITREHICTb

| entity_i_d
CyTHicTb

Pucynox 3.17 — Cxema cyTHOCTEH MMPUCTPOIO

CyTHOCTI € OCHOBOIO JIJIsl HaJallTyBaHHS aBTOMAaTH3allii, CTBOPEHHS 1HTepdency
KOPHCTYBaya Ta B3a€MO/Ii1 3 Pi3HUMH MPUCTPOSIMHU Ta cepBicamu B cuctemi Home Assistant.

3a3Buuaii, aBTOMaTH3allis BKIIOYAE TPU OCHOBHI KOMITOHEHTH.

Tpurep (trigger) — e nojis, AKa COpUYHUHSE 3ayck aBToMarusauii. Komu Oynp—
AKUW 3 TpurepiB BinOyBaeThcsi, Home Assistant mepeBipsic HasBHI YMOBH (SIKIIO TaKi
BCTAHOBJICH1) 1 BUKOHYE MEBHY Ait0. Tpurepom Moxke OyTH, HAIIPUKJIIA], BMUKAHHS MTEBHOI
CYTHOCTI, IOBEPHEHHSI JIIOAMHHU JI0 IOMY, IIEBHUHN Yac, Tomio [7].

YmoBa (condition) — 1me HEOOOB'SI3KOBUM KOMIIOHEHT aBTOMAaTH3allli, SKU
BUKOPHUCTOBYETHCS JJIs 3IHCHEHHSI i1 TUIIIE B MEBHUX yMoBax. Hampuknan, 1ie Mmoxke OyTu
oOMekeHHd poOOTH aBTOMATH3alli JIMILE Yy BUXIJHI JHI a00 YBIMKHEHHS CBITJAa TUIbKU
icIis 3aX0/y CoHI [7].

His (action) — 11 BYUMHOK, SIKUH BUKOHYETHCS 1] Yac akTUBAallli aBTomMaTu3anii. [is
MOK€ BKJIIOYATH B ce0€ KOHKPETHI BKA31BKU JUIsl MPHUCTPOIO, BUKJIUK MEBHOI MOCIYTH,
OUIKYBaHHS Ha HACTaHHS MEBHOTO Yacy Ta 1Hu aii (puc. 3.18).

YBIMKHYTU CBITNO, KOJIN NOMIYeHO PyX Ta TEMHO

turn_on light when dark
Cnyx6a Tapret Tpurep YmoBa
His ID cyTHOCTI | cTaH nnatdopmu ID cyTHOCTI
3 ctany off B ctan on CEHCOp OCBITNEHOCTI

Pucynox 3.18 — I[Ipomec aBTomaru3ariii
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Home Assistant mporonye pi3Hi THIIM TPUTEpiB, YMOB 1 il I8 HaJalITyBaHHS
aBTOMaTtm3arii (tadi. 3.2).

Tabnuis 3.2 — Tpurepu, ymosu, ais B Home Assistant

Tpurep YmoBa His
Home Assistant Abo if-then
MQTT He AKTHBYBaTH CILICHY
Webhook Ta Bubip
['eonoxkanis Tpurep Buxknuk cinyx6u
3oHa 3oHa Buxnuk momii
Kanennap Conne Buxonartu napanenbHo
[Tonis Cran BiarBoputn
[Ipuctpiit Yac 3yNMHUTH
Conue Yucnosuii cran OuikyBaHHS CIUTUBAHHS
qyacy
Cran [Tabnon OuikyBaHHs TpUrepa
Ter OuikyBaHHS 1A0JIOHY
Yac IToBTOpEHHS
Yucnosuit cTaH [Ipuctpiit
[[Ta6m0H YmoBa
[ITa6mon yacy

JlonaBaHHs cCIIEHApiiB aBTOMATHU3allli JO3BOJIIE TIOKPAIIMTH 3pPYYHICTh Ta
edexTuBHICTh BUKoprucTanHsa cuctemu [oT. KopucrtyBau Mmosxe HanmamryBaTu Oaxani Jii Ta
peakiiii cucteMu, IO CIHpOINye il ympaBiHHS Ta 3abes3reuye OUIbIl 1HTEICKTyalbHE
(GYHKIIIOHYBaHHS.

JlieBUM crIocOOOM TOJIIMILIEHHS CTBOPEHOI CUCTEMH € JOJaBaHHS PI3HOMAHITHHX
natuukiB. lLle 103BOAMTH cuCTeMi OTpUMyBaTdh Oulblle iH(POpMALii MPO OTOUyIOUe

CEpelloBHUIle 1 pearyBaTd Ha 3MiHU OUTbII TOYHO. Hampukiian, BCTaHOBJICHHS JaTYHKIB

82



OCBITJICHOCTI MO>K€ JOTIOMOITH aBTOMAaTUYHO PEryJIOBaTH OCBITJICHHS B 3aJIEKHOCTI BiJl
PIBHSI OCBITJIGHOCTI B mpuMilleHHIl. CucTemMa 3MOXK€ BMHKATH CBITJIO, SKIIO PIBEHb
OCBITJICHOCTI BITaJI¢ HUXKYE 3aaHOTO ITOPOTY.

JlaTuuk ra3y TOMOMOXE BUSBUTH HASIBHICTh MTEBHUX Ta3iB y MOBITP1, TAKUX 5K JIUM,
BYIUICKUCIIHI Ta3 abo mpomad. [{e momomarae BYacHO BUSIBUTH MOTCHINIHHO HeOE3MeuHi
CHUTYaIlli 1 3aCTOCYBaTH BIAMOBIIHI 3aX011 O€3MEKH.

JlaTuvK BOTHIO BUSIBIISIE HAsIBHICTH BOTHIO a00 BHCOKOI TemriiepaTypu. B pasi
CHpaLIOBaHHs JaT4MKa, BIH MOXKE aKTUBYBATH aBapiiiHI CUTHAIM a00 BUKIUKATU CIIyXOy
MOKEXKHOI OE3IMEKH.

BaxxnuBo 3a3HaunTH, 10 CUCTEMA, siKa rnpaiftoe Ha Raspberry Pi 3 Bukopuctanasam
Home Assistant, € nocuth rauyukoro i moaudikoBanoro. Home Assistant Hagae mmpoki
MO>KJIMBOCTI HAJIAIITYBaHHS Ta IHTETpallii 3 piI3HUMHU NPUCTPOSIMHU 1 IIaThopMamu. 3aBIsIKU
I[OMY, CUCTEMY MOYKHA JIETKO PO3IIUPHUTH, TOJAABIIN HOBI TATYMKH, HAJIAIITYBATH CKPUTITH
Ta aBTOMATH3allii, @ TAKOXK IHTETPYBAaTH i 3 IHIIMMHU CHCTEMaMH 4H cepBicamu [7].

PosmipenHst cucremMu J0JATKOBUMH JAaTYMKaMU JO3BOJIUTH OTpUMATH OiJIbIe
iH(popMalli, MOKPAIIMTA KOHTPOJb Ta ABTOMATH3ALII0 PI3HUX AaCHEKTIB JIOMAaIIHbOTO
CepeloBHUIlA Ta 3a0€3MEeUNTH OUIBIII BUCOKHM pIBEHB O€3MeKu 1 KOM(POpPTYy.

JlomiapHO TakoX JO0JATU JOJATKOBI KoopAuHATOpHw, ado ZigBee nuio3u, 1m0
JI03BOJIUTH POIIUPUTH 30HY TOKPUTTSI Mepexi [0T. OOuiBa BapiaHTH MarOTh CBO1 IIepeBaru
1 BUO1p 3aJ7I€XKUTh BiJl BAMOT 1 0COOJIMBOCTEN CaMOi CHUCTEMH.

JlonaBaHHs AOJATKOBUX KOOPJIMHATOPIB JO3BOJISIE POLIMPUTH MOKPUTTS MEPEKI,
OCKIJTbKM KOKE€H KOOPJMHATOP MOXKE MIIKII0YaTH 70 ce0e JAaTYMKU Ta MPHUCTPOI B CBOIN
30H1 mii. Ile ocobnmmBO KopucHO, Koau cucteMa 0T OXOIuIroe BEIMKY TEPHTOPIIO abo
CKJIQZIAETHCS 3 PI3HUX 30H, HAIPHUKIIAJA, BEJIUKOTrO OYJIMHKY 4M O(ICHOTO MPUMIIIEHHS 31
3B'I3aHUMH, aJie¢ BiIJaleHUMU 4YacTuHamMu. JlOoJaTKOBI KOOPAMHATOPU JO3BOJISIOTH
3a0e3neunTH CTablIbHUM 3B'SI30K Ta 30LIBIIUTH KIJIBKICTh MiAKIIOYEHUX MPUCTPOIB.

3 iHmoro 60Ky, BcTaHOBJICHHA ZigBee muro3y Takok MOXe TMOKPAITUTH TOKPUTTSI
mepexi [oT. [mo3 Moxe BUCTYNATH SIK LEHTpajdbHA BY3J0Ba TOUYKA, sIKa B3a€EMOJIE 3
KOOPJIMHATOPOM 1 MPUCTPOSIMH Yy cucTeMi. BiH Moxke OyTH po3TamioBaHUM B KIIFOUOBOMY

MICTI, IO JO3BOJISIE PO3IIMPUTH 30HY MOKPUTTS Ta MiAKITFOYATH MIPUCTPOI, K1 3HAXOJATHCS
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JaJIeKO BiJI OCHOBHOTO KOHTpOJiepa. 3aBIsIKH IUTIO3y MOXKHA 3a0€3MeYuTH CTIMKUI Ta
HaIIMHAN 3B'I30K 3 IPUCTPOSIMH, 1110 3HAXOIATHCSA Ha BiajmajicHii Bigcrani [7].

3aranom, 10JjaBaHHS JOJJATKOBUX KOOPAMHATOPIB IOMTOMAra€e pO3IMUPUTH MMOKPUTTS
mepexi 10T, a BctanoBieHHs ZigBee numo3y copusie LEHTpali3oBaHIM KOMYyHIKaIlli Ta
3a0e3neyye OUIBII THYYKHH 3B'I30K 3 BIAJAJICHUMH OpUCTpOosAMU. Bubip MK HUMH

3aJIeKUTh BiJl KOHKpETHUX NoTped Ta Bumor cuctemu loT.
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BUCHOBKHA

[TpoBeneHHsT AOCHIIPKEHHS CUCTEMH MOHITOPUHTY Ta YIpPaBIIHHS €JIEMEHTaMH
[aTepHeT peuelt y MaricTepchKid poOOTI TO3BOJWIO 3POOMTH HACTYIHI BHCHOBKH Ta
3aMpoINOHYBAaTH MPOMO3ULi, SIKI MAlOTh SIK TEOPETHYHE, TaK 1 NpaKTHUYHE 3HaueHHA. Lli
BHUCHOBKM Ta IMPOIMO3UIli CIPsIMOBAaHI HA TMOJETIICHHS YIPABIIHHA Ta MOHITOPUHTY
eneMeHTIB [HTepHeTy pedeil, a TakoK Ha BUSBJICHHsI HEOOX1THUX 3aC001B M1t pOOOTH TaKol
CUCTEMH.

VY pesynbpTaTi NpPOBEAEHUX MAOCHIIKEHb CTajlo 3pO3yMiN0, SIKI NPOrpaMHi Ta
amapartHi 3aco0u HEOOX1AH1 /Il MOOYA0BU HAIAHOI Ta €(EKTUBHOI CUCTEMU YIIPABIiHHS
Ta MOHITOpUHTY eneMmeHTamu loT. BaxnBUM acnekToM € BHU3HAUYEHHS ONTUMAabHOIO
OaJlaHCy MK BapTICTIO Ta SKICTIO MaTepiaJIbHUX BUTPAT JJIs YCIHIIIHOTO BIPOBAKEHHS
JIaHO1 CUCTEMH.

Jlane pociimkeHHs € e(peKTUBHUMH 1 KOPUCHUMU ISl BAKOPUCTAHHS, OCKUIBKU B
HbOMY HaBEJIEHO KOHKPETHI IIPUCTPOi, MPOrpaMHi 3ac00H Ta KPOKH, HEOOX1H1 JIJIs1 CHHTE3Y
IPOrpaMHOro Ta amapaTHoro 3abesnedyeHHs. Lle mae 3Mory BHKOPHUCTOBYBAaTH OTpUMAaHi
pe3yabTaTH IJisl OCOOMCTHUX IIJIel Ta MOOYA0BH BIACHOI Mepexi [HTepHeT pedei.

Y mepmomy po3auli  MaricTepchbkoi poboTH Oyino TPOBENECHO TEOPETHYHE
JOCIIKEHHS apXITEeKTYpHUX pillieHb Mepexi [HTepHeT peueid. PeTesbHO po3risiHyTO pi3Hi
TEXHOJIOT1i, MPOTOKOJIM Ta TUIM MEPEX, SKI BUKOPHCTOBYIOThCS B KOHTEKCTI loT.
BusiBneHo, 1110 icHy€e pi3HOMaHITHICTh PUCTPOIB, SIKI B3aEMOJIIIOTH MK CO0010, 30MpaIOTh,
00pOOJISIOTH Ta MEPEIA0Th JIaHI.

PosrisHyTi OCcHOBHI eneMeHTu iHMpacTpykTypu [0T, sAKi BKIIOUYAIOTH NATYUKH,
KOHTPOJIEPH, MEPEXKY, XMapHi TIaTGPopMHU, KOPUCTYBAIIBKI IPOTPaAMU Ta AaHATITUKY JIAHUX.
Oco6nmBa yBara Oyja MpuijieHa MOHITOPUHTY, SIKa € BaXJIMBOIO CKJIQJOBOI0 YaCTHUHOIO
Bciei cuctemu. Po3rnsiHyTO pi3HI METOAM Ta 3acO00M MOHITOPWHTY, CHpPSMOBaHI Ha
3a0e3nedeHHs ePeKTUBHOCTI Ta HAJAIMHOCTI (PYHKIIOHYBaHHS Mepexi [HTepHeT peuei.

OaHuM 13 KIIOYOBHUX BHMCHOBKIB PO3JUTYy € HEOOXIJHICTH BHOOPY BIANOBIIHOL

TEXHOJIOT1i JuIsi TOOYyIOBM Mepexi. BusBieHo, 1m0 BuOIp TEXHOJIOTII TMOBUHEH
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3MIMCHIOBATUCA 3 YpaxyBaHHSM BHUMOI CHCTEMH, XapaKT€PUCTUK MPHUCTPOIB Ta
1HPpaCTpyKTypH, a TaKoXX MacmTady MpoekTy. Y pe3ysbTaTi OyJIo OTpUMaHO 3HAYHHM
00CST TEOPETUYHUX 3HAHb MPO aAPXITEKTYpHI pilleHHa Mepexi [HTepHer peueit. L{i 3HaHHS
€ BOKJIMBOIO OCHOBOIO JJIsI MOAANIBIIIOTO PO3BUTKY Ta BJOCKOHAJIEHHSI CHCTEM MOHITOPUHTY
Ta ynpasiiHas y cdepi [oT.

Y apyroMy po3nisii MaricTepchbkoi poOOTH OyJI0 MPOBEACHO aHalli3, amapaTHOTO
o0JialHaHHSA Ta 3ac001B MOHITOPUHTY JJIA YIIpaBJiHHS eleMeHTaMu [HTepHer pedeit. Jlis
3a0e3neyeHHsT e(PeKTUBHOI pOOOTHM CHCTEMU HEOOXiTHO BHOpAaTH BIANOBIJHE amapaTHE
3a0e3neyeHHs, IKe 3MOKE€ BUKOHYBATH IOCTABJICH! 3aBIaHHs Ta JOCSITaTH MOCTaBICHUX
e, [HTepHeT peyeit — 11e He MPOCTO Habdlp PI3SHOMAHITHUX MPHUCTPOIB 1 JATUYHKIB, SIKI
B3a€EMOJIIIOTh MK COOOI0 uUepe3 APOTOBI Ta Oe3IpoTOBl KaHamu 3B's3ky. Lle ckiamne
MOETHAHHS PEATbHOTO Ta BIPTYaJIbHOTO CBITY, J€ B1IOYBA€ThCA B3a€EMO/II MIXK JIFOJIBMH 1
MPUCTPOSMHU. Y 3B'SI3KY 3 UM, OyJ10 3aporioHoBaHO BUKopuctoByBaTu MiHI—IIK Raspberry
Pi six ocHOBY 11 cucteMu. BiH Haziae Bci HEOOX1/THI MOKIMBOCTI 111 pOOOTH CUCTEMHU, €
€KOHOMIYHUM Ta TOPTAaTUBHUM BapiaHTOM JJisi MOOYJOBU CHUCTEMHU. BHKOpUCTaHHS
Raspberry Pi no3Bonsie 3a6e3neunty HeoOX1JHY PYHKIIOHAIBHICTh CHCTEMH 1 BIOPATHUCS 3
MOCTaBJICHUMHU 3aBAaHHsAMU. KpiM TOTO, BIH € EKOHOMIYHUM 1 TOPTaTUBHUM BapiaHTOM, 110
€ BOXXJIMBUMU (PaKTOpPaMH MPU CTBOPEHHI CUCTEMHU YIIPABJIIHHS Ta MOHITOPUHTY €JIEMEHTIB
[oT.

3po0JieHO TIOPIBHSJIBHUN aHaji3 PI3HUX CHUCTEMH MOHITOPUHTY 1 YIpaBIiHHS
enementamu [oT Ta oOpano Home Assistant sk matgopmy st po3poOku cuctemu. Lle
NOTYy)KHa CUCTEMa JOMAIlHbOI aBTOMAaTH3alli, M0 [JO3BOJIIE KOHTPOJIOBATU 1
HaJAIITOBYBATU PI3HOMAHITHI MPUCTPOI B JOMAIIHBOMY cepefoBuill. Bona Hamae
IIUPOKUN  CHEKTP MOXKIMBOCTEH, 30KpeMa BiJJaleHe KEepyBaHHS OCBITICHHSM,
BUMHKaYaMH, JAaTYMKAMU Ta JIIYUIbHUKAMH, TAKUMH SK TEMIlepaTypa, BOJOTICTh, PyX,
AKICTh TIOBITPSl, €HEProchoKMBaHHS Ta 1HIIe. Home Assistant TakoX MATPUMYE
IHTErpalio 3 pi3HUMHU BUPOOHUKAMU MPUCTPOIB, 110 J03BOJIsIE€ 00'€THATH Pi3HI MPUCTPOI
BiJl pi3HUX BEHJIOPIB B €IMHY CUCTEMY yIIpaBiiHHsA. BoHa Mae 3pyunuii BeO-inTepderic Ta

MOOUTBHI JOAATKH, K1 JO3BOJSIOTH KEPyBaTH Ta HAJAIITOBYBAaTH CUCTEMY 3 OyIb—SIKOTO
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Mmiciis. Jl03BOJIsiE CTBOPIOBATH aBTOMATH4YHI TpaBWia, rpadikd CHOKHBaHHS EHEprii,
OTPpUMYBATH CITOBIIICHHS PO MO/I1i Ta 6araTo iHIIOrO.

Jlane AOCHIIDKEHHS Ma€ BENUKE MPAKTUYHE 3HAYCHHS, OCKUIBKM HaJa€ 3MOTY
3pO3YMITH, sIK€ OOJIalHaHHS HEOOX1JHE i1 TOOYJ0BU CHUCTEMH YIPABIIHHSI Ta
MOHITOPHHTY, sIK1 IPOTPAMHI KOMIIEKCH BUKOPUCTOBYIOTHCS B LIOMY MPOIIEC, a TAKOXK AK1
KpOKHU MOTPiOHO 3poOUTH, OO CUCTEMA HAIC)KHUM YHHOM TIpaIfoBaa.

VY TpeTthoMy po3aiii MaricTepchbkoi podoTu 0yJi0 po3pobIeHO CXeMy MOHITOPUHTY
Ta ynpasiiHHa eneMmenTamu 0T 3 Bukopucranusm TexHosorii ZigBee, Mikpokomm'totepa
Raspberry Pi ta nporpamuoro 3a0e3neuennss Home Assistant. Bukopucranus 1i€i cxeMu
JI03BOJISIE CTBOPUTH €(DEKTUBHY Ta THYYKY CUCTEMY MOHITOPHHTY Ta YIPABIIHHSA, TKa MOXKE
MpaioBaTd 3 PI3HUMH THUIIAMH MPUCTPOIB Ta 3a0e3MedyBaTh IIUPOKI MOKIJIMBOCTI
HaJalITyBaHHS Ta KOHTPOJIIO.

VY po6oTi TakoX 3aMpONOHOBAHO METOJU YJIOCKOHAJIICHHS JOCIIKYBaHOI CXEMU 1
BKJIFOYAIOTh TaKl 3aX0/H:

— CIICHapiiB aBTOMAaTHU3AaIlli 103BOJIIE€ CUCTEM1 BUKOHYBATH TMEBHI [l aBTOMAaTUYHO
BIIMOBIJIHO A0 3aJaHuX yMoOB. Lle cmpusie 3pydHOCTI Ta €(pEKTMBHOCTI B YIpaBIiHHI
PI3HHMH MPUCTPOSIMU Ta mpoliecamu B cepenonuiii [oT;

— JI0/1aBaHHSl PI3HOMAHITHUX JATYMKIB JO3BOJUTH CHUCTEMI OTPUMYBATH Oljblle
iH(opMallii Tpo 0TOUYyIOYE CEPEIOBUIIIE 1 pearyBaTi Ha 3MiHU OUJIbIII TOYHO;

— JIOJlaBaHHS KOOPAMHATOPIB 1 NUI03iB ZigBee 103BOMUTH PO3IIMPUTH 30HY
MOKPUTTSI, CTBOPUTH PE3EpPBHE 3'€HAHHS, 3a0€3MEUUTH OUIbIINY CTIMKICTh, PO3MOJILIUTH
HABAHTAKECHHS Ta JIO3BOJIUTH JIETKO po3muproBaTi Mepexy loT.

B minomy, po3poOieHa cxeMa MOHITOPUHTY Ta ympaBiiHHA enemeHTamu [oT e
eeKTUBHUM 1HCTPYMEHTOM JJIsi CTBOPEHHS PO3YMHOTO CEpelOBHINA, 3a0e3Meuyrodn
3py4HICTh, e(peKTUBHICTH Ta Oe3mneKy. [IponmoHoBaHI 3ax0au JUIsl MOKpAIEHHS IIIe OiTbIIe
PO3IIUPATh MOXJIMBOCTI CUCTEMH Ta CHPUATUMYTh MOAAIBIIOMY PO3BUTKY chepu [oT

TEXHOJIOTIH.
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