MINISTRY OF EDUCATION AND SCIENCE OF UKRAINE

National Aviation University

Educational and Research Institute of Law 

Department of Constitutional and Administrative Law

INFORMATIONAL LEGISLATION
Methodical guide

for practical (seminar) classes training for students for Field of Study 08 “Law,” Speciality 081 “Law,” Educational Professional Program “Jurisprudence”

Approved at the department meeting

“28” August 2018, the minutes number 13

Performed by׃
Senior Lecturer O.M. Myronets

KYIV – 2018

MODULE 1. Informational Legislation. Legal regime of some types of information.
Theme 1. Essence and content of Information Law. Sources of Information Law. Information legislation
Plan
1. Sources of Information Law.
2. Information legislation.
Methodical recommendations

1. To answer the first question a student must tell about a concept “sources of information law.” It should be understood as external forms of expression of the norms of information law, through which the formation and consolidation of these norms occur. Thus, the system of sources of information law is represented both by national legislation and by acts of international law. A student has to disclose both of them.

2. To answer the second question a student must tell about concepts of Information legislation. It can be understood as a set of normative legal acts, separate norms (sometimes referred to as information and legal norms) the provisions of international treaties regulating relations related to the implementation of the constitutional right of everyone to information, with the implementation of information activities.

In the structure of the national information law, the norms of the Constitution of Ukraine. An independent group of the information legislation system is made up of special Laws of Ukraine regulating information relations. Decision, conclusions of the Constitutional Court of Ukraine regarding the interpretation of the norms of information legislation.

Questions for self-check
     1.   What is a source Informational Legislation?

2.
What types of sources of Informational Legislation do you know?

3.
What is informational legislation?

4.
What is national informational legislation?

5.
What is international informational legislation?

Tasks: make a diagram of sources of Informational Legislation; make a diagram to compare national and international informational legislation.

Literature: [1−13], [17], [18], [20], [29], [31], [34−38], [42].

Theme 2. Information culture. Informational security. Institutionalization of the information society
Plan
1. Informational security.
2. Institutionalization of the information society.
Methodical recommendations

1. To answer the first question a student must admit that an ensurance of information security contains activities aimed at preventing, timely detection, termination or neutralization of real and potential threats to Ukraine's information security. A student has to determine and describe types of informational security.

2. Giving the answer to the second question, a student must tell about a concept of “informatization.” It is better to determine it as a set of interrelated organizational, legal, political, socio-economic, scientific and technical, production processes, aimed at creating conditions for meeting the information needs of citizens and society through the creation, development and use of information systems, networks, resources and information technologies that are based on the use of modern computing and communication technology.

Questions for self-check
1. What is information security?
2. What is ensurance of information security?
3. What does ensurance of information security contain?
4. What is informatization?
5. What does informatization contain?
      Tasks: make a diagram of ensurance of information security; make a diagram to determine attributes of informatization.
Literature: [1−13], [34−38].

Theme 3. Information as an object of legal regulation. Access to information
Plan
1. Information as an object of legal regulation.

2. Access to information.
Methodical recommendations

1. To answer the first question a student must open a concept of information is a collection of information, knowledge and messages about an object, phenomena and processes. Also it should be admitted that public information means the information reflected and documented by any means and on any medium that was received or created in the course of the execution of the authorities by the authorities of their duties provided by the current legislation or which is in the possession of the sub-authorities of authorities, other administrators of public information.
2. Giving the answer to the second question, students must investigate and understand a right to access information. It may be understood as a constitutional right of a person, which is provided for and guaranteed by Article 34 of the Constitution of Ukraine, namely, the right of everyone to freedom of thought and speech, to the free expression of his/her views and beliefs; the right to freely collect, store, use and disseminate information orally, in writing or in another way of your choice.

Questions for self-check
1. What is information as an object of legal regulation?
2. What is public information?
3. What is a right to appeal?
4. What is a right to access information?
5. What are types of subjects of the relations in the field of access to public information?
Tasks: make a diagram of information as an object of legal regulation; make a diagram to determine types of subjects of the relations in the field of access to public information.
Literature: [12], [18], [20], [21], [16], [32], [33].

Theme 4. Information legal relations. Subjects and objects of information legal relations. Legal regimes of information resources

Plan
1. Information legal relations. 
2. Subjects and objects of information legal relations. 
Methodical recommendations

1. Preparing the first question a student must define an information relations as social relations regulated by the norms of civil and information law on the production, distribution, use of information and protection and protection of rights to it, whose participants have subjective rights and legal responsibilities. A student must disclose types of information relations that are divided into relative, absolute and quasi-absolute.

2. To answer the second question a student must determine subjects and objects of legal relations. Subjects of information relations are: citizens of Ukraine, legal entities and the state, international organizations and stateless persons. Objects of information relations are documented or publicly disclosed information about events and phenomena in the field of politics, economy, culture, health care, as well as in social, environmental, international and other spheres.

Questions for self-check
1. What are information relations?

2. What is the civil-law aspect of information relations?

3. What is the public-law aspect of information relations?

4. What are subjects of legal relations?

5. What are objects of legal relations? 
    Tasks: make a diagram of information relations; make a diagram to determine subjects and objects of informational legal relations.
Literature: [12], [16], [34−38].

Theme 5. A right to information. A right to scientific and technical information. A trade secret. Legal regime of information about a person. Protection of personal data

Plan
1. A right to information.
2. Confidential information.
Methodical recommendations

1. Preparing the first question, a student must define content of right to information. It is obligatory to understand the following definitions. A right to free-of-charge information means the right to unimpeded action to search, access, purchase, accumulate, etc. A right to free access to information means the right to familiarize yourself with it freely and to obtain information. A right to free storage of information means the right to freely hold and provide information on conditions aimed at preventing distortion, destruction, spoiling of information and its material carriers, to carry out actions for the transmission of information and its material carriers in the same manner in time and space, etc. A right to free use of information means the right to freely use, use, create and use information to meet informational needs.

2. To answer this question a student must explain confidential information is information that is in the possession, use, or disposal of individual individuals or legal entities and is distributed at their discretion in accordance with the conditions provided for by them. Confidential information includes information of a professional, business, industrial, banking, commercial and other nature. Confidential business information is a commercial secret. Service information, the disclosure of which may cause damage to the enterprise, acquires the characteristics of a variety of commercial secrets and, along with it, is the subject of civil regulation. Service information is a kind of commercial secret.

Questions for self-check
1. What is a right to free-of-charge information?

2. What is a right to free access to information?

3. What is a right to free storage of information?

4. What is a right to free use of information?
     5. What is confidential information?

Tasks: make a diagram of rights to information access; make a diagram to determine confidential information.
Literature: [1], [2], [12-16], [18], [20], [24], [30], [34−37].
 Theme 6. A concept and types of information activities. Legal regulation of electronic document management, e-government, telecommunications and the virtual Internet environment
Plan

1. A concept and types of information activities.
2. Types of information activities.
Methodical recommendations

1. To answer the first question a student must admit that an information activity is a set of actions aimed at satisfying the information needs of citizens, legal entities and the state. A student much determine the main directions of information activity are: political, economic, social, spiritual, ecological, scientific and technical, international, etc.
2. Giving the answer to the second question a student must The main types of information activity are obtaining, using, distribution and storing information. Acquisition of information is the acquisition, accumulation in accordance with the current legislation of Ukraine of documented or publicly disclosed information by citizens, legal entities or the state. Use of information is the satisfaction of the information needs of citizens, legal entities and the state. Dissemination of information is the dissemination, promulgation, and implementation of documented or publicly disclosed information in accordance with the law. Storing information is to ensure the proper state of information and its material resources.

Questions for self-check
1. What is information activity?

2. What are main directions of information activity?

3. What are main types of information activity?

4. What is obtaining of information?

5. What is distribution of information?

Tasks: make a diagram of information activity; make a diagram to determine and compare the main types of information activity.
      Literature: [12], [16−18], [21], [28], [34−37].

Theme 7. Legal regime of a state secret. Legal regime of restricted information
Plan

1. Legal regime of a state secret.
2. Legal regime of restricted information.
Methodical recommendations

1. Giving the answer to the first question a student must define state secret is a kind of secret information that includes information in the field of defense, economy, science and technology, external relations, state security and law and order protection, the disclosure of which may harm the national security of Ukraine and which are recognized as state secrets and are subject to state protection. The degree of secrecy ("special importance", "completely secret", "secret") is a category that characterizes the importance of classified information, the degree of restriction of access to it and the level of its protection by the state.

2. To answer the second question a student must define a concept of restricted information of information with limited access. 

It is information of a confidential or secret (secret) nature, the legal status of which is provided by the legislation of Ukraine, which are recognized in accordance with established legal procedures and access to which is restricted by the owner of such information.

Questions for self-check
1. What is secret information?

2. What is state secret?

3. What is degree of secrecy?

4. What types of degrees of secrecy do you know? 

5. What is confidential nature of information?

Tasks: make a diagram of secret information; make a diagram to determine and compare types of degrees of secrecy.     
Literature: [3], [6], [7], [12], [13], [14], [16], [32], [34−37], [41].
Theme 8. Protection of information legal relations. Legal liability for violation in the sphere of informational legal relations
Plan

1. Protection of information legal relations.

2. Legal liability for violation in the sphere of informational legal relations.

Methodical recommendations

1. To answer the first question a student must define protection of information. It may be undersood as a set of legal, administrative, organizational, technical and other measures that ensure its conservation, integrity and proper access to it violation of the legislation of Ukraine on information entails disciplinary, civil, administrative or criminal liability.

2. To answer the second question a student must define and explain legal liability in informational sphere is primarily the law's negative impact on the offender on the part of specific government bodies empowered to apply measures of state coercion. A student should disclose civil liability for offences in the field of access to information, civil liability for offences of the legislation on the protection of personal data, civil liability for offences in the area of ​​access to information by citizens, disciplinary liability for offences in the field of access to information, disciplinary liability for offences of the legislation on personal data protection, disciplinary liability for offences in the area of access to information by citizens. 

  Questions for self-check
1. What is protection of information?

2. What offences in the sphere of informational relations do you know? 

3. What types of legal liability for offences in the sphere of informational relations do you know?

4. What is civil liability for offences of the legislation on the protection of personal data?

5. What is disciplinary liability for offences of the legislation on personal data protection?

Tasks: make a diagram of protection of information; make a diagram to determine and compare types of legal liability for offences in the sphere of informational relations.     
Literature: [1−3], [6], [7], [9], [12], [13−16], [21], [34−37], [39−42].
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