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Abstract 

 

TheTpurposeTofTthisTprojectTisTtoTincludeTtheTcomponentsTuseTinTaTsuitable

Tnetwork.T 

ThereTareTmanyTdevicesTthatTwereTusedTinTdesigningTtheTnetwork,TsuchTasTr

outers,Tswitches,Tbackup,Tfirewall,TandTservers.TAllTdevicesTwereTconnectedTt

oTeachTotherTtoTmakeTintegrationTnetworkTsystemTandTconfiguredTbyTputting

TIPTaddressesTtoTallTdevices. 

 

TAccordingly,TitTincorporatedTseveralTmechanismsTincludingTaTfirewallTdevice

TthatTpreventsTanyTunfavorableTdataTfromTenteringTintoTtheTnetwork.TAdditio

nally,TallTdevicesTinTtheTnetworkTwereTsecuredTbyTpasswords,TandTtheseTpas

swordsTwereTencryptedTtoTbeTmoreTsecure.TMoreover,TeachTcomputerTinTthe

TnetworkTwasTsecuredTbyTantivirusTprogramsTandTaTbackupTsystem. 

 

ThisTresearchTdiscussedTinTdetailsTtheTbudgetTchallengesTthatTtheTnetworkTfa

cedTinTdevelopingTcountries.TDevelopingTcountriesThaveTaTlimitedTbudgetTthat

TaffectsTchoosingTdevicesTinTtheTnetworkTsuchTasTservers.TTheTserversTinclu

deTusedTforTthisTnetworkTdesignTareTDHCPTserverTandTDNSTservers.TThisTp

resentationTandTdesignTincludedTadditionalTcomponentsTsuchTasTaTwebTserver,

TmailTserver,Tetc. 
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Introduction 

 

NetworkTdesignTisTaTfundamentalTproblemTforTwhichTitTisTimportantTtoTunde

rstandTtheTeffectsTofTstrategicTbehavior.TGivenTaTcollectionTofTself-

interestedTagentsTwhoTwantTtoTformTaTnetworkTconnectingTcertainTendpoints,

TtheTsetTofTstableTsolutionsT(theTNashTequilibria)TmayTlookTquiteTdifferentTf

romTtheTcentrallyTenforcedToptimum.TWeTstudyTtheTpriceTofTstability,Ti.e.,Tth

eTqualityTofTtheTbestTNashTequilibriumTcomparedTtoTtheToptimumTnetworkTc

ost.TTheTbestTNashTequilibriumTsolutionThasTaTnaturalTmeaningTofTstabilityTi

nTthisTcontext:TitTisTtheToptimalTsolutionTthatTcanTbeTproposedTfromTwhichT

noTuserTwillT“deviate”.T 

 

WeTconsiderTtwoTversionsTofTthisTgame:ToneTwhereTagentsTmayTdivideTtheT

costTofTtheTedges,TtheyTuseTinTanyTmannerTtheyTdesire,TandToneTwhereTthe

TcostTofTeachTsuchTedgeTisTdividedTequallyTbetweenTtheTagentsTwhoseTconn

ectionsTmakeTuseTofTit.TWeTalsoTstudyTtheTpriceTofTstabilityTofTaTrelatedTg

ameTwhereTagentsTareTattemptingTtoTrouteTtheirTtrafficTwhileTincurringTmini

malTlatency,TinsteadTofTtryingTtoTconstructTaTnetworkTofTminimalTcost. 
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CHAPTERTONE:TINTRODUCTION 

 

ProjectTOverview 

 

ThisTprojectTisTbasedTonTtheTNAUTCampusTNetworkTdesignTandTimplementa

tionTsecured. 

 

FoundedTinT1933,ToverTtheTyearsTofToperation,TtheTuniversityThasTtrainedTov

erT200,000ThighlyTqualifiedTprofessionals.TAmongTthemTareTacclaimedTscienti

sts,TCEOsTofTairTcarriers,Tenterprises,TorganizationsTandTinstitutionsTensuringT

flights,TaircraftTmaintenanceTandTrepair,TasTwellTasTtransportationTofTpassenge

rsTandTcargo. 

 

Today,TaboutT25,000TstudentsTareTstudyingTinTtheTuniversity,TincludingTnearly

T1,500TforeignersTfromT55Tcountries.TNAUTincorporatesTfiveTinstitutes,TtenTfa

culties,TmilitaryTtrainingTdepartment,TsixTcolleges,TtwoTlyceums,TandTtheTFlig

htTAcademyTinTKropyvnytskyi.TNAUTtrainsTbachelors,Tmasters,Tcandidates,Tan

dTdoctorsTofTscience.TItTbecameTtheTleadingTinstitutionTforTtrainingTspecialist

sTinTcivilTaviation.TSomeTofTtheTalumniTareTnotableTindustryTorganizers,Tscie

ntists,TstateTandTmilitaryTfigures.TTheyTheadTeducationalTinstitutions,TairTcom

panies,TdesignTbureaus,Tfactories,TorganizationsTandTservicesTwithinTdifferentT

departments.TTheTuniversityThasTpowerfulTscientificTschoolsTinTtheTfieldsTofT

mechanics,Tmanagement,Telectronics,TmaterialsTscience,TelectricalTengineering,T

computerTscienceTandTcomputerTfacilities.TAcademicTactivitiesTareTperformedT

byTaThighlyTskilledTscientificTandTpedagogicalTteam,TincludingT15Tacademicia
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ns,TcorrespondingTmembersTofTtheTAcademyTofTScienceTofTUkraine,T184Tdoc

torsTofTsciences,Tprofessors,T677TcandidatesTofTsciencesTandTseniorTlecturers,

T80ThonoredTpeopleTinTscienceTandTengineeringTofTUkraineTandTwinnersTofT

StateTprizes.  

 

RectorTofTNationalTAviationTUniversityTisTaTDoctorTofTBiologicalTSciences,T

Professor,TMemberTofTtheTHigherTSchoolTAcademyTofTSciencesTofTUkraine,T

HonoredTEducationTWorkerTofTUkraineTVolodymyrTIsaienko. 

1.2.1.2TOrganizationalTstructureTofTNAUTCampus 

 

 

FigureT1.1:TOrganizationalTstructureTofTNAUTCampus 

 

1.3TMainTObjectivesTofTProject 

 

OurTmajorTobjectiveTwillTtoTmakeTaTsecureTsystemTthatTisTableTtoTperformT

theTfollowingTsystemTFunctionalities: 

·TIncreaseTspeedTofTprocessingTandTresponseTtime. 

·TDesignTandTimplementationTnetworkTsecurityTandTQos. 

·TIPTAddressTmanagementT&provideTredundancyTlinkTtoTavoidTlinkTfailure. 

·TProvideTflexibilityTtoTmeetTuserTrequirement. 

·TUpgradingTexistenceTLANTandTintegrationTofTvoiceTinTnetwork. 

·TOnceTloginTwithTvalidTusernameTandTpasswordTinTtheTnetworkTtheTadminis

tratorTcanTperformTassignmentTofTAddress,TtroubleshootingTandTconfiguration.
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TToTperformTsecureTloginTandTprovideTremoteTaccessTtoTtheTnetworkTbyTusi

ngTtelnet. 

 

1.4TGeneralTdescriptionTofTtheTprojectTprocess 

1.3.1.4.1TTheTstatementTofTProblem 

TheTcurrentTnetworkTisTfacingTtheTfollowingTproblem; 

 

ØTNoTredundancy:TlargeTfailureTdomain,TdeviceTfailure,TnoTnetworkTsegmen

tationTandTlinkTfailureTalsoTsynchronization. 

 

ØTAccessibilityTandTavailability:TtheTcurrentTnetworkTisTnotTavailableTallTth

eTtimeTdueTtoTfailureTofTdeviceTandTlink. 

 

ØTSecurity:TwithTtheTcurrentTsystemTsecurityTisTnotTimplementedTtoTprotectT

users. 

 

ØTManageability:TdueTtoTlocalTbasedTmanagementTofTnetwork.TNetworkTadm

inistratorTandTtechnicianTareTrequiredTtoTmoveToneTlocationTtoTanotherTandTt

roubleshootingTisTbecoming. 

 

ØTFlatTNetworkTDesign:TnoTscalabilityTandTlargeTpointTofTfailure 

 

1.4.2TProposedTSolution 

 

TheTproposalTsystemTwillTensureTavailability,Tsecurity,Tredundancy,Tmanageabi

lityTandTbetterTperformanceTofTapplication.TWhereTtheTuserTwillTbeTdivideTin

TtermsTofTVLANTandTallTaccessTtoTservicesTwillTbeTallowedTbyTAccessTCo

ntrolTList,TalsoTreduceTlinkTfailureTandTdeviceTfailureTbyTimplementingTrouti

ngTprotocolTandTlastlyTtoTintegrateTvoiceTcommunicationTinTformTofTIPTtelep

honeTinTadditionTweThaveTtoTimplementT2TroutersTtoTmanageTtraffic.TOurTsy
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stemTproposalTnetworkTwillTallowTonlyTnetworkTadministratorTtoTloginTfromT

aTremoteTlocationTforTconfigurationTandTtroubleshootingTusingTtelnetTparticula

rTswitches. 

TheseTareTserviceTwillTbeTprovidedTbyTthisTnetwork; 

üTTelnet 

üTIPTtelephone 

üTVLANT(virtualTlocalTareaTnetwork) 

üTPortTSecurity 

üTRapidTSTPT(rapidTspanningTtree) 

üTHTTP 

üTRoutingTProtocol 

üTDHCPTseverTandTProtocolTtoTprovideTIPTaddressesTtoTdevicesTonTcampus.

TThereThaveTbeenTnoTDHCPToutagesTyearTtoTdate,TexceedingTtheTSLATgoal

TofT99.95%Tavailability. 

1.5TProjectTSchedule 
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CHAPTERTTWO:TMETHODOLOGY 

 

2.0TMethodology 

 

MethodologyTisTtheTsystematic,TtheoreticalTanalysisTofTtheTmethodsTappliedTt

oTaTfieldTofTstudy,TorTtheTtheoreticalTanalysisTofTtheTbodyTofTmethodsTandT

principlesTassociatedTwithTaTbranchTofTknowledge. 

2.1TResearchTMethodologyResearchTcanTbeTdefinedTasTtheTprocessTofTcarryi

ngToutTaTdiligentTinquiryTorTcriticalTexaminationTofTaTgivenTphenomenon-

impliesTanTexhaustiveTstudy,TinvestigationTorTexperimentationTfollowingTsome

TlogicalTsequence. 

ResearchTisTaTprocessTofTarrivingTatTeffectiveTsolutionsTtoTproblemsTthrough

TsystematicTcollection,TanalysisTandTinterpretationTofTdata. 

TheTmainTpurposeTofTresearchTisTtoTdiscoverTanswersTtoTquestions.TResearch

TmethodologyTisTtheTprocessTfollowedTinTconductingTtheTresearch. 

 

2.2TResearchTQuestions 

 

ResearchTquestionsTareTmeantTtoTguideTyourTinformationTgatheringTasTyouTc

onductTyourTresearch.TTheTresearchTquestionsTITusedTcanTbeTviewedTinTtheT

appendixTsection. 

1.4.T2.3TPurposeTofTtheTResearch 

TheTpurposeTofTtheTresearchTwasTtoTfindToutThowTtheTcurrentTsystemsTfunct

ionTandTtoTgetTaTclearTpictureTonTtheTimpactTtheTproposedTsystemTwouldTbr

ing. 
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TheTresearchTwasTalsoTaimedTatTelicitingTuserTchallengesTwithTtheTcurrentTs

ystemTandTwhatTimprovementsTtheyTwouldTlikeTtoTsee. 

2.4TResearchTTechniques/TmethodsTused 

ThereTareTaTvarietyTofTdataTcollectionTandTanalysisTtechniquesTthatTITconside

redTbeforeTselectingTtheTmostTsuitableTmethodTforTthisTproject.TTheseTtechniq

uesTincluded: 

a)TQuestionnaires 

b)TInterviews 

c)TObservation 

d)TRecordTInspectionT/TDocumentTReview 

e)TSampling 

f)T(a)TUseTofTquestionnaires 

 

ATquestionnaireTisTaTspecialTdocumentTthatTallowsTtheTanalystTtoTaskTaTnum

berTofTstandardTquestionsTsetTtoTbeTaskedTtoTaTlargeTnumberTofTpeopleTinT

orderTtoTgatherTinformationTfromTthem.TItTisTusedTwhen: 

·TTheTsystemTanalystTisTlocatedTatTaTconsiderablyTlongTdistanceTfromTtheTre

spondent. 

·TThereTisTaTlargeTnumberTofTrespondentsTsuchTthatTinterviewingTthemTwillT

beTlimitedTbyTtime. 

·TTheTquestionsTtoTbeTaskedTareTsimpleTandTstraightTforwardTandTrequireTdi

rectTanswers 

·TItTisTusedTasTaTmeansTtoTverifyTfactsTfoundTusingTotherTmethods. 

 

AdvantagesTofTusingTquestionnairesTare: 

 

·TTheyTprovideTaTcheapTmeansTofTgatheringTinformationT/TdataTfromTaTlarge

TnumberTofTpeople. 

·TTheyTencourageTindividualsTtoTprovideTresponseTwithoutTfear,TintimidationT

orTvictimization. 
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·TTheTrespondentsTcanTcompleteTtheTquestionnaireTatTtheirTownTconvenienceT

withTminimalTorTlimitedTinterruptionTofTtheirTwork. 

·TQuestionsTareTpresentedTconsistentlyTtoTallTwithoutTbias. 

 

DisadvantagesTofTusingTquestionnairesTare: 

 

·TResponseTisToftenTtooTslowTsinceTtheTrespondentsTcompleteTandTreturnTthe

TformTatTtheirTownTconvenience. 

·TTheyTdon'tTprovideTanTopportunityTforTrespondentsTtoTobtainTclarificationTo

fTquestionsTwhichTmayTappearTvagueTorTambiguous. 

·TDoesTnotTprovideTanTopportunityTforTtheTanalystTtoTobserveTrespondents'Tr

eactions. 

·TTheTdesignTofTtheTquestionnaireTrequiresTanTexpertTwhoTmayTchargeTexpe

nsivelyTandTmayTnotTbeTeconomicallyTwhenTusedTforTaTsmallTgroupTofTuser

s. 

·TAllTformsTmayTnotTbeTreturnedTandTalsoTnotTallTquestionsTmayTbeTanswer

edTwhichTleadsTtoTincompleteTdataTforTanalysis. 

RequirementsTforTpreparingTaTquestionnaireTinclude: 

·TQuestionsTshouldTbeTsimpleTandTclear 

·TTheTquestionsTshouldTbeTobjectivelyTorientedTandToneTshouldTavoidTleadin

gTquestions. 

·TTheTquestionsTshouldTbeTlogicallyTorganized 

·TTheTformTshouldTbeTneat. 

 

(b)TInterviewing 

 

ThisTisTaTdirectTface-to-

faceTconversationTbetweenTtheTsystemTanalystT(theTinterviewer)TandTusersT(int

erviewees).THeTobtainsTanswersTtoTquestionsTheTasksTtheTinterviewee.THeTget

sTtheTinterviewee'sTsuggestionsTandTrecommendationsTthatTmayTassistTduringT
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theTdesignTofTtheTproposedTsystem. 

 

InterviewsTserveTtheTfollowingTpurposes: 

 

·TActsTasTaTmethodTofTfact-

findingTtoTgatherTfactsTaboutTtheTexistingTsystem. 

·TUsedTforTverifyingTfactsTgatheredTthroughTotherTmethods. 

·TUsedTforTclarifyingTfactsTgatheredTthroughTotherTmethods. 

·TUsedTtoTgetTtheTuserTinvolvedTinTtheTdevelopmentTofTtheTnewTsystem. 

InterviewsTareTusedTinTtheTfollowingTcircumstances: 

·TWhenTtheTrespondentsTareTfewTe.g.TcorporateTmanagers. 

·TWhenTtheTrespondentsTareTphysicallyTavailableTandTaccessible. 

·TWhenTtheTmainTemphasisTofTtheTsystemTinvestigationTisTpeople 

·TWhenTtheTanalystTwishesTtoTseekTdirectTanswers,Topinions,TsuggestionsTand

TdetailedTinformation. 

·TWhenTtheTanalystTwishesTtoTverifyTvalidityTofTfactsTcollectedTthroughTothe

rTtechniques. 

·TWhenTimmediateTresponseTisTrequired 

InterviewsThaveTtheTfollowingTadvantages: 

·TTheTanalystTcanTframeTquestionsTdifferentlyTtoTindividualsTdependingTonTth

eirTlevelsTofTunderstanding.TThus,TitTallowsTdetailedTfactsTtoTbeTgathered. 

·TTheTanalystTcanTobserveTnon-

verbalTcommunicationTfromTtheTrespondentsTorTinterviewees. 

·TTheTresponseTrateTrendsTtoTbeThigh 

·TProvidesTimmediateTresponse0 

·TTheTanalystTcanTgetTdetailedTfactsTfromTeachTrespondent. 

DisadvantagesTofTinterviewsTare: 

·TCostlyTandTtimeTconsumingTwhenTusedTonTaTlargeTnumberTofTpeople 

·TSuccessThighlyTdependsTonTtheTanalystThumanTrelationTskills,TexpertiseTand

Texperience 
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·TMayTnotTbeTpracticalTdueTtoTlocationTofTrespondent 

·TMayTmakeTtheTrespondentsTtoTfeelTthatTtheyTareTbeingTsummonedTorTgrill

edTbyTanalyst 

·TInterviewsTcanTfailTdueTto: 

-TAmbiguousTquestionsTbeingTasked 

-TPersonalTquestionsTbeingTasked 

-TInadequateTtimeTallocationTforTtheTexercise 

-TLackTofTearlierTpreparationTbyTbothTparties 

-TWhenTtheTanalystTisTbiasedTonTusingTtechnicalTjargon 

(c)TObservation 

ObservationTisTtheTmostTeffectiveTfact-

findingTtechniqueTbutTrequiresTtheTanalystTtoTparticipateTinTperformanceTsome

TactivitiesTcarriedToutTbyTtheTuser.THeTmayTchooseTtoTwatchTthemTasTtheyT

performTtheirTactivitiesTandTgatherTtheTfactsTintended. 

ThisTmethodTisTbestTusedTinTtheTfollowingTcircumstances: 

·TWhenTtheTvalidityTofTfactsTgatheredTthroughTotherTmethodsTisTquestionable 

·TWhenTcomplexityTofTcertainTaspectsTofTaTsystemTpreventTaTclearTexplanati

onTbyTtheTrespondentsTorTtheTuser 

·TUsedTtoTconfirmTthatTtheTproceduresTspecifiedTinTtheTmanualsTareTbeingTf

ollowed. 

·TWhenToneTneedsTtoTobtainTfirstThandTandTreliableTinformation 

GuidelinesTwhenTusingTtheTobservationTmethodTinclude: 

·TThereTshouldTbeTpermissionTfromTconcernedTauthoritiesTbeforeTtheTexercise 

·TGatheredTfactsTshouldTbeTrecorded 

·TThoseTtoTbeTobservedTshouldTbeTnotifiedTandTtheTpurposeTofTtheTexercise

Texplained 

·TTheTanalystTshouldTbeTobjectiveTandTavoidTpersonalToption.THeTshouldTha

veTanTopenTmind 

·TTheTanalystTshouldTalsoTbeTrecordTordinaryTevents. 

AdvantagesTofTobservationTmethodTinclude: 
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·TDataTgatheredTisThighlyTreliableTthusTtheTmethodTcanTbeTusedTtoTverifyTf

actsTcollectedTthroughTotherTmethods 

·TTheTanalystTcanTseeTwhatTisTbeingTdoneTclearlyTincludingTtheTtasksTwhich

TareTdifficultTtoTexplainTclearlyTinTwritingTorTinTwords. 

·TInaccuracyTorTinaccuratelyTdescribedTtasksTcanTeasilyTbeTidentified. 

·TItTallowsTtheTanalystTtoTeasilyTcompareTgatheredTfactsTthroughTotherTmeth

odsTandTwhatTactuallyThappenedTonTtheTground 

·TRelativelyTcheapTcomparedTtoTotherTmethods 

DisadvantagesTofTobservationTare: 

·TPeopleTfeelTuncomfortableTwhenTbeingTobservedTandTbehaveTabnormallyTth

usTinfluenceTtheTanalyst'sTconclusions 

·TTheTexerciseTmayTtakeTplaceTatToddTtimesTinconveniencingTthoseTinvolved 

·TTheTanalystTmayTobserveTexceptionalTactivities,TleavingTsomeTcriticalTareas.

THisTpatienceTandTexpertiseTplayTaTgreatTrole 

·TtheTtasksTbeingTobservedTmayTbeTinterruptedTandTtheTanalystTmayTgatherT

wrongTfacts 

(d)TRecordTinspectionT/TDocumentTreview 

ThisTmethodTinvolvesTperusingTthroughTliteratureTorTdocumentsTtoTgainTaTbet

terTunderstandingTaboutTtheTexistingTsystem.TExamplesTofTdocumentsTthatTare

TperusedTincludeTsalesTorders,TjobTdescriptions,TexistingTsystemsTdocumentatio

n,TmanagementTreports,TprocedureTmanuals,TorganizedTstructureTcharts,TtradeTj

ournalsTetc. 

ThisTmethodTisTbestTusedTwhen: 

·TTheTanalystTneedsTtoThaveTaTquickToverviewTofTtheTexistingTsystem 

·TtheTinformationTrequiredTcannotTbeTobtainedTthroughTanyTotherTtechniques 

AdvantagesTofTthisTmethodTare: 

·TItTisTcomparativelyTcheapTcomparedTtoTotherTtechniques 

·TItTisTaTfasterTmethodTofTfactTfindingTespeciallyTwhenTdocumentsTtoTbeTco

nsideredTareTfew 

DisadvantagesTofTthisTmethodTare: 
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·TTimeTconsumingTifTtheTdocumentsTareTmanyTorTifTtheyTareTnotTwithinTth

eTsameTlocality 

·TUnavailabilityTofTrelevantTdocumentsTmakesTthisTmethodTunreliable 

·TItsTsuccessTdependsTonTtheTexpertiseTofTtheTanalyst 

·TMostTofTtheTdocumentsTorTinformationTobtainedTmayTbeToutdated 

(e)TSampling 

SamplingTisTtheTsystematicTselectionTofTrepresentativeTelementsTofTaTpopulati

on.TTheTselectedTelementsTareTexaminedTcloselyTandTtheTresultsTassumedTtoT

revealTusefulTinformationTaboutTtheTentireTpopulation. 

ThisTmethodTisTusedTwhenTtheTtargetTpopulation: 

·TIsTtooTlargeTandTitTisTimpracticalTtoTstudyTeveryTelementTofTtheTpopulatio

n 

·TContainsThomogenousTelementsT(elementsTwithTsimilarTcharacteristics) 

 

AdvantagesTofTsamplingTare: 

 

·TItTreducesTtheTcostTe.g.TbyTavoidingTtoTexamineTeveryTdocumentTorTtalkin

gTtoTeveryoneTinTtheTorganizationTtoTgatherTfacts 

·TItTspendsTupTfactTfindingTprocess 

·TItTimprovesTeffectivenessTsinceToneTcanTconcentrateTonTfewTpeopleTandTfe

werTdocumentsTandTgetTadequateTaccurateTinformation 

·TMayTreduceTbiasness,TifTaTrepresentativeTsampleTisTtaken.TAllTtheTelements

TofTtheTpopulationTstandTaTchanceTofTbeingTselected. 

DisadvantagesTinclude: 

·TTheTsampleTmayTnotTbeTrepresentativeTenoughTwhichTmayTleadTtoTincorre

ctTandTbiasTconclusions. 

·TTheTexpertiseTofTtheTanalystTisTrequiredTsinceTsamplingTinvolvesTaTlotTofT

mathematicalTcomputation 

2.5TResearchTTechniqueTused 

TheTresearchTmethodTITdecidedTtoTuseTwasTtheTinterviewTapproach.TITprepar
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edTaTlistTofTquestionsTtoTserveTasTmyTinterviewTguideTthenTvisitedTEasyTco

achTandTconductedTinterviewsTwithTtheTrelevantTpersonnel. 

ITalsoTusedTtheTobservationTtechniqueTtoTsomeTextentTtoTobserveTtheTrateTof

TserviceTinTtheTcompanyTandTalsoTtheTactualTprocessTofTcapturingTparcelTdat

a. 

2.5TProjectTmethodology 

"ManyTnetworkTdesignTtoolsTandTmethodologiesTinTuseTtodayTresembleTtheT"

connect-the-

dots"TgameTthatTsomeTofTusTplayedTasTchildren.TTheseTtoolsTletTyouTplaceT

InternetworkingTdevicesTonTaTpaletteTandTconnectTthemTwithTlocal-

areaTnetworkT(LAN)TorTwide-

areaTnetworkT(WAN)Tmedia.TTheTproblemTwithTthisTmethodologyTisTthatTitT

skipsTtheTstepsTofTanalysingTaTcustomer'sTrequirementsTandTselectingTdevices

TandTmediaTbasedTonTthoseTrequirements".TPriscillaTOppenheimerT(2004)TGoo

dTnetworkTdesignTmustTrecognizeTthatTaTcustomer'sTrequirementsTembodyTma

nyTbusinessTandTtechnicalTgoalsTincludingTrequirementsTforTavailability,Tscala

bility,Taffordability,Tsecurity,TandTmanageability.TManyTcustomersTalsoTwantTt

oTspecifyTaTrequiredTlevelTofTnetworkTperformance,ToftenTcalledTaTserviceTle

vel.TToTmeetTtheseTneeds,TdifficultTnetworkTdesignTchoicesTandTtrade-

offsTmustTbeTmadeTwhenTdesigningTtheTlogicalTnetworkTbeforeTanyTphysical

TdevicesTorTmediaTareTselected. 

1.5.T2.5.1TSystemTDevelopmentTLifeTCycleTApproachTMethodology 

BasedTonTPriscillaTOppenheimerT(2004),TnetworkTdesignTisTdividedTintoTsom

e 

MajorTphases.TTheTphasesTthatTwillTbeTusedTinTthisTprojectTare: 

 

PhaseT1 

Investigation 

H 

PhaseT2 
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Analysis 

PhaseT3 

Design 

PhaseT4 

Simulation 

 

FigureT2.2:TSystemTDevelopmentTLifeTCycleTapproach 

PhaseT1:TInvestigation 

TheTinvestigationTphaseTisTtheTmostTimportantTstepTinTplanningTaTproject;Tth

isTisTtoTfindToutTeverythingTthatTwillTbeTinvolvedTwithTtheTproject.TDuringT

theTinvestigationTphase,TitTdiscoversTthatTtheTneedTforTtheTprojectTsuchTasTw

hatTtheTuser'sTneed,TdoingTaTsiteTsurvey.TForTtheTbuildingsTandTenvironment,

TnumberTofTuserTandTeverything. 

PhaseT2:TAnalysis 

ThisTanalysisTphaseTisTstepTwhenTcommitteesTareTformedTandTcommitteeTme

mbersTdetermineTwhatTneedsTtoTbeTdone.TEachTcommitteeTshouldTcreateTaTta

skTlist.TForTeachTtask,TwriteTdownTtheTresourcesTrequiredTandThowTlongTitT

willTtakeTtoTcomplete.TThisTphaseTisTtoTanalysesTallTtheTdetailsTthatThaveTb

eenTgatheredTinTanTinvestigationTphase.TItTwillTdevelopTanalysisTstrategy;Tdet

ermineTtheTparametersTandTtheTrequirementTforTtheTproject.TTheTanalysesTare

TaboutTuser,Thost,TnetworkTandTfunctionalTrequirements. 

PhaseT3:TDesign 

ThisTdesignTphaseTdecidesTtheTnetworkTarchitectureTofTtheTproject.TItTalsoTin

cludesToverallTsystem,Tinterfaces,Tassumptions,TnodesTandTasTappropriate.TThis

TdeliverableTofTthisTphaseTwillTbeTinTlogicalTdesignTandTphysicalTdesignTsuc

hTasTnetworkTdesignTandTdiagramsTreadyTtoTbeTturnedToverTforTdevelopment 

PhaseT4:TSimulation 

InTthisTphaseTtheTdesignsTareTmappedTtoTtheTsimulationTtool.TTheTconfigurat

ionTforTsimulationTincludesTtheTnetworkTconfigurationTmanagement,Thardware

TconfigurationTmanagementTandTtheTsecurityTofTtheTproject.TTheThardwareTan
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dTsoftwareTareTinstalling 

1.6.T2.5.2TTop-DownTNetworkTDesignTMethodology 

Top-

downTnetworkTdesignTisTaTmethodologyTforTdesigningTnetworksTthatTbeginsT

atTtheTupperTlayersTofTtheTOSITreferenceTmodelTbeforeTmovingTtoTtheTlower

Tlayers.TItTfocusesTonTapplications,Tsessions,TandTdataTtransportTbeforeTtheTs

electionTofTrouters,Tswitches,TandTmediaTthatToperateTatTtheTlowerTlayers.TTh

eTtop-

downTnetworkTdesignTprocessTincludesTexploringTdivisionalTandTgroupTstructu

resTtoTfindTtheTpeopleTforTwhomTtheTnetworkTwillTprovideTservicesTandTfro

mTwhomTyouTshouldTgetTvaluableTinformationTtoTmakeTtheTdesignTsucceed. 

1.7.T2.5.3TPlan,TDesign,TImplement,TOperate,TandTOptimizeT(PPDIOO)Tmetho

dology 

TheTnetworkTdesignTmethodologyTpresentedTinTthisTsectionTisTderivedTfromTt

heTCiscoTPrepare,TPlan,Design,TImplement,TOperate,TandTOptimizeT(PPDIOO)

Tmethodology,TwhichTreflectsTaTnetwork'sTlifecycle.TTheTfollowingTsectionsTd

escribeTtheTPPDIOOTphasesTandTtheirTrelationTtoTtheTnetworkTdesignTmethod

ology,TandTtheTbenefitsTofTtheTlifecycleTapproachTtoTnetworkTdesign.TSubseq

uentTsectionsTexplainTtheTdesignTmethodologyTinTdetail. 

 

 

 

FigureT2.3.TPPDIOOTNetworkTLifecycleTInfluencesTDesign 
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TheTfollowingTdescribesTeachTPPDIOOTphase: 

 

PrepareTphase:TTheTPrepareTphaseTinvolvesTestablishingTtheTorganizationalT(

business)Trequirements,TdevelopingTaTnetworkTstrategy,TandTproposingTaThigh-

levelTconceptualTarchitecture,TidentifyingTtechnologiesTthatTcanTbestTsupportTt

heTarchitecture.TFinancialTjustificationTforTtheTnetworkTstrategyTisTestablished

TbyTassessingTtheTbusinessTcaseTforTtheTproposedTarchitecture. 

 

PlanTphase:TThisTphaseTinvolvesTidentifyingTtheTnetworkTrequirements,Twhic

hTareTbasedTonTtheTgoalsTforTtheTnetwork,TwhereTtheTnetworkTwillTbeTinstal

led,TwhoTwillTrequireTwhichTnetworkTservices,TandTsoTforth.TTheTPlanTphase

TalsoTinvolvesTassessingTtheTsitesTwhereTtheTnetworkTwillTbeTinstalledTandTa

nyTexistingTnetworks,TandTperformingTaTgapTanalysisTtoTdetermineTifTtheTexi

stingTsystemTinfrastructure,Tsites,TandToperationalTenvironmentTcanTsupportTth

eTproposedTsystem.TATprojectTplanThelpsTmanageTtheTtasks,Tresponsibilities,T

criticalTmilestones,TandTresourcesTrequiredTtoTimplementTtheTchangesTtoTtheT

network.TTheTprojectTplanTshouldTalignTwithTtheTscope,Tcost,TandTresourceTp

arametersTestablishedTinTtheToriginalTbusinessTrequirements.TTheToutputTofTthi

sTphaseTisTaTsetTofTnetworkTrequirements. 

 

DesignTphase:TTheTinitialTrequirementsTdeterminedTinTtheTPlanTphaseTdriveT

theTnetworkTdesignTspecialists'Tactivities.TTheseTspecialistsTdesignTtheTnetwork

TaccordingTtoTthoseTinitialTrequirements,TincorporatingTanyTadditionalTdataTga

theredTduringTnetworkTanalysisTandTnetworkTauditT(whenTupgradingTanTexisti

ngTnetwork)TandTthroughTdiscussionTwithTmanagersTandTnetworkTusers.TTheT

networkTdesignTspecificationTthatTisTproducedTisTaTcomprehensiveTdetailedTde

signTthatTmeetsTcurrentTbusinessTandTtechnicalTrequirementsTandTincorporates

TspecificationsTtoTsupportTavailability,Treliability,Tsecurity,Tscalability,TandTper

formance.TThisTdesignTspecificationTprovidesTtheTbasisTforTtheTimplementation

Tactivities. 
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ImplementTphase:TImplementationTandTverificationTbeginsTafterTtheTdesignTh

asTbeenTapproved.TTheTnetworkTandTanyTadditionalTcomponentsTareTbuiltTacc

ordingTtoTtheTdesignTspecifications,TwithTtheTgoalTofTintegratingTdevicesTwith

outTdisruptingTtheTexistingTnetworkTorTcreatingTpointsTofTvulnerability. 

 

OperateTphase:TOperationTisTtheTfinalTtestTofTtheTdesign'sTappropriateness.T

TheTOperateTphaseTinvolvesTmaintainingTnetworkThealthTthroughTday-to-

dayToperations,TwhichTmightTincludeTmaintainingThighTavailabilityTandTreduci

ngTexpenses.TTheTfaultTdetectionTandTcorrectionTandTperformanceTmonitoring

TthatToccurTinTdailyToperationsTprovideTinitialTdataTforTtheTnetworkTlifecycle'

sTOptimizeTphase. 

 

OptimizeTphase:TTheTOptimizeTphaseTisTbasedTonTproactiveTnetworkTmanag

ement,TtheTgoalTofTwhichTisTtoTidentifyTandTresolveTissuesTbeforeTrealTprobl

emsTariseTandTtheTorganizationTisTaffected.TReactiveTfaultTdetectionTandTcorr

ectionT(troubleshooting)TareTnecessaryTwhenTproactiveTmanagementTcannotTpre

dictTandTmitigateTtheTfailures.TInTtheTPPDIOOTprocess,Tthe 

BenefitsTofTtheTLifecycleTApproachTtoTNetworkTDesign 

TheTnetworkTlifecycleTapproachTprovidesTmanyTbenefits,TincludingTtheTfollowi

ng: 

 

loweringTtheTtotalTcostTofTnetworkTownership: 

 

1.TIdentifyingTandTvalidatingTtechnologyTrequirements 

2.TPlanningTforTinfrastructureTchangesTandTresourceTrequirements 

3.TDevelopingTaTsoundTnetworkTdesignTalignedTwithTtechnicalTrequirementsTa

ndTbusinessTgoals 

4.TAcceleratingTsuccessfulTimplementation 

5.TImprovingTtheTefficiencyTofTtheTnetworkTandTofTtheTstaffTsupportingTit 
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6.TReducingToperatingTexpensesTbyTimprovingTtheTefficiencyTofToperationTpro

cessesTandTtools 

 

IncreasingTnetworkTavailability: 

 

1.TAssessingTtheTstateTofTtheTnetwork'sTsecurityTandTitsTabilityTtoTsupportTth

eTproposedTdesign 

2.TSpecifyingTtheTcorrectTsetTofThardwareTandTsoftwareTreleasesTandTkeeping

TthemToperationalTandTcurrent 

3.TProducingTaTsoundToperationalTdesignTandTvalidatingTnetworkToperation 

4.TStagingTandTtestingTtheTproposedTsystemTbeforeTdeployment 

5.TImprovingTstaffTskills 

6.TProactivelyTmonitoringTtheTsystemTandTassessingTavailabilityTtrendsTandTal

erts 

7.TProactivelyTidentifyingTsecurityTbreachesTandTdefiningTremediationTplans 

 

ImprovingTbusinessTagility: 

 

1.TEstablishingTbusinessTrequirementsTandTtechnologyTstrategies 

2.TReadyingTsitesTtoTsupportTtheTsystemTtoTbeTimplemented 

3.TIntegratingTtechnicalTrequirementsTandTbusinessTgoalsTintoTaTdetailedTdesig

nTand 

4.TdemonstratingTthatTtheTnetworkTisTfunctioningTasTspecified 

5.TExpertlyTinstalling,Tconfiguring,TandTintegratingTsystemTcomponents 

6.TContinuallyTenhancingTperformance 

 

AcceleratingTaccessTtoTapplicationsTandTservices: 

 

1.TAssessingTandTimprovingToperationalTpreparednessTtoTsupportTcurrentTandT

plannedTnetworkTtechnologiesTandTservices 
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2.TImprovingTservice-

deliveryTefficiencyTandTeffectivenessTbyTincreasingTavailability,TresourceTcapac

ity,TandTperformance. 

3.TImprovingTtheTavailability,Treliability,TstabilityTofTtheTnetworkTandTtheTap

plicationsTrunningTonTit 

4.TManagingTandTresolvingTproblemsTaffectingTtheTsystemTandTkeepingTSoftw

areTapplicationsTcurrent 

ForTthisTprojectTweThaveTdecidedTtoTgoTwithTSystemTDevelopmentTLifeTCyc

leTApproachTMethodologyBecauseTitTisTefficient. 

2.5TProjectTRequirementTspecification 

 

1.8. T2.5.1TSoftwareTrequirement 

 

üTNetworkTSimulator:TCiscoTPacketTTracerTversionT6.0.1 

üTCodingTInterface:TCiscoTIOSTcommandTLine 

üTMicrosoftTOfficeT2013 

üTMicrosoftTVisioT2013 

üTUMLTDiagrammer 

üTCiscoTAspine 

üTWampServerT2.4 

üTProgrammingTlanguage:TPHPT5.4,TJavaScript,THTML,TAjax,TJQuery 

üTDatabaseTMySQL 

 

1.9.T2.5.2THardwareTrequirement 

 

üTLaptopTorTDesktop 

üTRAMT2TGbTandTabove 

üTINTELTDuoTcoreTandTAMDTProcessor 

 

2.5.3TOperationTSystem 
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üTWindowsT7TandT8 

 

 

 

CHAPTERTTHREE:TLITERATURETREVIEW 

 

1.10.T3.1TIntroduction 

 

ThisTchapterTwillTelaborateTaboutTtheTliteratureTandTfindingTfromTrelevantTart

iclesTorTpapersTaboutTtheTelementTthatTrelatedTtoTthisTproject.TTheTliterature

TreviewTisTaTbodyTtextTthatTaimsTtoTreviewTtheTcriticalTpointsTofTcurrentTk

nowledgeTonTparticularTtopics.TForTthisTproject,TrelatedTtoTnetworkingTareaTa

ndTmoreTspecificsTtoTnetworkTdesignTandTdataTimplementationTofTLAN",Tlite

ratureTreviewTisTimportantTinTorderTtoTstudyTtheTbasicTaboutTtheTsubjectTofT

theTproject.TLiteratureTreviewTisTaTprocessTtoTsearch,Tcollect,TanalyseTandTco

ncludedTallTdebatesTandTissuesTraisedTinTtheTworkTthatTbeenTdone.TItTalsoTp

rovidesTtheTexamples,TcaseTstudiesTandTotherTrelevantTworkTthatThaveTdoneT

byTotherTpeopleTinTtheTpast,TitTgivesTtheTchanceTtoTinvestigateTareasTandTre

adTtheTsubjectTthatTuserTmayTnotThaveTthoughtTaboutTbefore.TTheTliteratureT

reviewTfocusesTonTtheTvariousTtheoryTandTbasicTnetworkTknowledgeTusedTin

TtheTproject.TProjectTmethodologyTwillTdiscussTdetailTaboutTtypeTofTmethodol

ogy,Ttechniques,ThardwareTorTsoftwareTrequirementsTandTprojectTplanningTtoT

developTtheTproject,TsoTthatTtheTplanningTforTtheTprojectTproposedTtoTmeetT

projectTobjectives,TscopesTandTrequirements. 

 

3.2TLANT(localTareaTnetwork) 

 

CodyTL.THortonT(1998).T»InTitsTsimplestTform,TaTLANTisTaTcommunications

TnetworkTthatTprovidesTusersTofTworkstationsTwithTaTtransmissionTmediumTa
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ndTaTpathTforTsharingTlocalTandTremoteTcomputerTresources»T.TATLANTcons

istsTofTtheTnetworkTcableTalsoTcalledTnetworkTmedia,Tprotocols,TandTnetwork

TinterfaceTcardsT(NIC),Tservers,TworkstationsT(clients),TandTotherTnetworkTdev

ices.TLANsTareTseparatedTintoTtwoTbroadTcategories,Tpeer-to-peerTandTserver-

based.TTheTdistinctionTbetweenTpeer-to-peerTandTserver-

basedTnetworksTisTimportantTbecauseTeachTcategoryTprovidesTdifferentTcapabil

ities. 

 

1.11.T3.2.1.TPeer-to-PeerTNetworks 

 

ConnectionTbetweenTsimilarTdeviceT(computerTtoTcomputer)TforTsharingTinfor

mation.TPeer-to-

peerTnetworksTareTsuitableTforTsmallTorganizationsTwhereTtheTnetworkTwillTc

onsistTofT10TorTfewerTcomputers.ATpeer-to-

peerTnetworkTisTworkableTinTsituationsTwhereTnetworkTsecurityTisTnotTimport

ant,TandTnoTcentralizedTnetworkTadministrationTisTrequired.TInTaTpeer-to-

peerTnetwork, 

ComputersTonTtheTnetworkTcanTfunctionTasTbothTclientsTandTservers.TInTthis

TtypeTofTnetwork,TeachTclientTcanTshareTresourcesTwithTanyTcomputerTonTth

eTnetwork,TandTthereTisTnoTcentralizedTcontrolToverTsharedTresources.TTheTp

eerTrelationshipTmeansTthatTnoToneTcomputerThasThigherTaccessTpriorityTorTh

eightenedTresponsibilityTtoTprovideTsharedTresourcesTorTnetworkTmanagement. 

Peer-to-

peerTnetworksTareTnotTcapableTofThandlingThighTvolumesTofTnetworkTtraffic,

TbutTinTnetworksTofT10TorTfewerTtheyTprovideTanTeasyTmeansTofTsharingTd

ataTandTresources.TEachTcomputerTinTtheTpeerTnetworkThasTtheTresponsibility

TofTadministeringTitsTownTuserTdatabase,TwhichTmeansTthatTtheTusersTmustT

haveTaTpasswordTandTuserTaccountTonTeven'TcomputerTinTtheTnetwork.TPeer-

to-peerTnetworksTareTlessTexpensiveTandTeasierTtoTinstallTthanTserver-

basedTnetworks,TbutTtheyTalsoTprovideTlessTfunctionalityTandTareTnotTveryTe
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xpandable.TWhileTitTmayTappearTthatTpeer-to-

peerTnetworksTareTunworthyTofTconsiderationTbecauseTofTtheirTlimitations,Tke

epTinTmindTthatTpeer-to-

peerTnetworksTofferTsomeTpowerfulTinducementsTparticularlyTtoTsmallerTorgan

izationsTandTnetworks.TPeer-to-

peerTnetworksTareTtheTeasiestTandTleastTexpensiveTtypesTofTnetworksTtoTinsta

ll.TMostTpeer-

toTpeerTnetworksTrequireTonlyTanToperatingTsystem,TsuchTasTWindowsTXPTo

rTWindowsTforTWorkgroups,TnetworkTinterfaceTcards,TandTaTcommonTnetwor

kTmedium.TOnceTtheTcomputersTareTconnected,TusersTcanTimmediatelyTbegin

TsharingTinformationTandTresources.T[Tittel,THudson,T1998] 

 

1.12.T3.2.2TServer-BasedTNetworks 

Server-

basedTnetworks,TalsoTknownTasT"client/server"Tnetworks,TrelyTonTspecialTpurp

oseTcomputers 

CalledTserversTthatTprovideTcentralizedTmanagement,TcoordinateTandTsupportTt

oTotherTcomputers,TandTresourcesTonTtheTnetwork.TInTaTserver-

basedTnetwork,TdedicatedTserversTareTinstalledTforTtheTpurposeTofTprovidingT

networkTservicesTsuchTas:TuserTlogons,TmaintainingTtheTauthorizedTuserTaccou

ntsTdatabase,TstoringTfiles,TprovidingTresourcesTandTsharedTapplicationsTtoTuse

rs,TandTprovidingTnetworkTsecurity. 

ThereTareTaTnumberTofTreasonsTtoTimplementTaTserver-

basedTnetwork,TincludingTcentralizedTcontrolToverTnetworkTresourcesTthroughT

theTuseTofTnetworkTsecurityTcontrolToverTtheTnetworkTusingTtheTserver'sTcon

figurationTandTsetup.TServer-

basedTnetworksTareTscalableTandTallowTforTfutureTnetworkTgrowthTandTexpan

sion.TTheseTnetworksTareTrobustTandTcanTsupportTaTlargeTnumberTofTusersTd

ependingTonThowTtheTserverTisTconfigured.TServer-

basedTnetworksTcanTbeTtailoredTtoTmeetTtheTneedsTofTsmallTorTlargeTorganiz
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ations,TandTtheyTcanThandleThighTvolumesTofTnetworkTtraffic.TServer-

basedTnetworksTareTmuchTmoreTpowerfulTthanTpeer-to-

peerTnetworks,TbutTtheyTareTalsoTmoreTexpensiveTthanTpeer-to-

peerTnetworks.TAdditionally,Tserver-

basedTnetworksTrequireTmoreTadministration,TmoreTtraining,TandThigherTlevels

TofTtechnicalTexpertiseTtoTimplementTthanTrequiredTinTpeer-to-

peerTnetworks.ATWANTprovidesTconnectivityTbetweenTmoreTthanToneTLAN,T

andTmostTWANsTareTaTcombinationTofTLANsTandTotherTtypesTofTcommunic

ationsTcomponentsTconnectedTbyTcommunicationTlinksTcalledTWANTlinksT[M

STPRESS,T1996]. 

 

1.13.T3.3TLANTDesign 

 

LANTtechnologyThasTchangedTinTtheTrecentTyearTwithTnewTtechnologiesTsuch

TasTtechnologiesTasTLayerT3Tswitching,TLANTswitching,TandTVLANs,Tbuildin

gTcampusTLANsTisTbecomingTmoreTcomplexTthanTinTtheTpast.TToday,TtheTf

ollowingTthreeTtechnologiesTareTrequiredTtoTbuildTsuccessfulTcampusTnetworks

; 

üTTokenTRingTswitchingTOffersTtheTsameTfunctionalityTasTEthernetTswitching

TbutTusesTTokenTRingTtechnology.TYouTcanTuseTaTTokenTRingTswitchTasTei

therTaTtransparentTbridgeTorTsource-routeTbridge. 

 

üTCopperTDataTDistributedTInterfaceT(CDDI)providesTaTsingle-

attachmentTstationT(SAS)TorTdual-

attachmentTstationT(DAS)TtoTtwoTCategoryT5TunshieldedTtwisted-

pairT(UTP),T100TMbpsTRJ-45Tconnectors. 

 

üTFiberTDistributedTDataTInterfaceT(FDDI)ProvidesTanTSASTorTDASTconnecti

onTtoTtheTFDDI 
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üTBackboneTnetworkTusingTtwoTmultimode,TmediaTinterfaceTconnectorT(MIC)

Tfiber-TopticTconnections. 

"AnTofficeTnetworkTconsistTofTaTLocalTAreaTNetworkT(LAN)TorTgroupTofTL

ANsTthatTallTconnectedTintoToneTenterpriseTnetwork.T(CiscoTDocumentation,T

2006). 

 

3.4TLANTInstallation 

 

TheseTareTinTtermTofTeaseTofTinstallation,TtotalTcost,Treliability,Tperformance

TandTsecurityTasTstateTfromTMitchellT(2007).TTheTarticleTsaidTthatTwiredTLA

NTuseTEthernetTcablesTandTnetworkTadapters.TAlthoughTtwoTcomputersTcanTb

eTdirectlyTwiredTtoTeachTotherTusingTanTEthernetTcrossoverTcableTorTdifferen

tTdevicesTcanTbeTconnectedTusingTstraightTthroughTcable,TwiredTLANTgeneral

lyTalsoTrequireTcentralTdevicesTlikeThubs,Tswitches,TorTroutersTtoTaccommoda

teTmoreTcomputers.TInTtermTofTinstallation,TwiredTLANTusedTanTEthernetTca

bles.TTheTcableTmustTbeTrunTfromTeachTcomputerTtoTanotherTcomputerTorTto

TtheTcentralTdevice.TItTcanTbeTtime-

consumingTandTdifficultTtoTrunTcablesTunderTtheTfloorTorTthroughTwalls,Tesp

eciallyTwhenTcomputersTsitTinTDifferentTrooms. 

 

3.5TLANTSecurity 

 

WithoutTadequateTprotectionTorTnetworkTsecurity,TmanyTindividuals,Tbusinesse

s,TandTgovernmentsTareTatTriskTofTlosingTthatTasset.TNetworkTsecurityTisTthe

TprocessTbyTwhichTdigital.TNetworkTsecurityTisTtheTprocessTbyTwhichTdigital

TinformationTassetsTareTprotected,TtheTgoalsTsecurityTisTtoTprotectTconfidentia

lity,TmaintainTintegrity,TandTassureTavailability.T(SalahTAlabady,T2009)TWithTt

heTcurrentTincreaseTnumberTofTLANsTandTpersonalTcomputersTsecurityThasTb

ecomeTveryTcriticalTissuesTwhenTitTcomesTtoTprotectTusers,TassertsTandTpriva

cyTofTusers.TSecurityThasToneTpurpose,TtoTprotectTassets.TWithTtheTadventTof
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TpersonalTcomputers,TLANs,TandTtheTwide-

openTworldTofTtheTInternet,TtheTnetworksTofTtodayTareTmoreTopen. 

 

 

 

CHAPTERTFOUR:TSYSTEMTANALYSIS 

 

Introduction 

ATsystemTanalysisTinvolvesTevaluationTofTtheTcurrentTsystemTusingTtheTgathe

redTfactsTorTinformation.TSystemTanalysisTinvolvesTunderstandingTandTspecifyi

ngTinTdetailTwhatTtheTsystemTwillTdo.TOneTshouldTevaluateTwhetherTtheTcurr

entTandTprojectedTuserTneedsTareTbeingTmet.TIfTnot,TheTshouldTgiveTaTreco

mmendationTofTwhatTisTtoTbeTdone.TAnalysisTinvolvesTdetailedTassessmentTof

TtheTcomponentsTofTtheTexistingTsystemTandTtheTrequirementsTofTtheTsystem. 

TheTobjectivesTorTaimsTofTsystemTanalysisTare: 

ØTToTdetermineTinformationTneedsTofTanTorganizationTandTtheTusersTofTthat

Tinformation. 

ØTDeterminationTofTtheTcurrentTactivitiesTofTtheTsystemTi.e.TfunctionsTinvolv

edTinTconversationTofTinputsTtoToutputs. 

ØTDeterminationTofTtheTintendedTsystemsToutput. 

ØTDeterminationTofTtheTresourcesTrequiredTforTtheTintendedTsystem. 

ØTDeterminationTofTcapabilitiesTrequiredTinTtheTsystemTtoTmeetTinformationT

needsTofTtheTorganization. 

4.1TSystemTanalysisTactivities 

i)TAnalysisTofTtheTorganizationTenvironment.TTheTanalystTshouldTevaluateT

inTdetailsTinformationTneedsTofTtheTorganizationTenvironmentTe.g.Tinformation

TneedsTofTtheTconsumers,Tsuppliers,Tcompetitors,TgovernmentTdepartmentsTetc. 

ii)TAnalysisTofTtheTpresentTsystem.TTheTanalystTshouldTstudyTtheTcurrentTs

ystemTandTidentifyTitsTweaknessesTandTitsTstrengths.THeTshouldTestablishTthe

TabilityTofTcurrentTsystemTinTmeetingTtheTstatedTinformationTneeds.TThisTgui
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desTaTdecisionTtoTbeTmadeTonTwhetherTtheTexistingTsystemTstandsTtoTbeTim

proved,TchangedTorTdoneTawayTwithTaltogether.TSomeTaspectsTofTtheTexisting

Tcontrols,Tfiles,TuserTinteraction,Tmethods,Tprocedures,TfunctionsTandTexistingT

hardwareTandTsoftware. 

iii)TRequirementTanalysisT-

TinvolvesTdeterminationTofTuserTrequirementsTe.g.TtasksTperformed,ToutputTex

pected,TproposedTsystemTdevelopmentTcycleTandTuserTgoals. 

TheTfollowingTareTalsoTdetermined:T- 

üTMaximum,TminimumTandTaverageTlevelsTofTactivities. 

üTLabourTintensiveTtasksT-

TtheTtasksTthatTareTmanualTandTcanTeasilyTcomputerized. 

üTActivitiesTorTtasksTthatTinvolveTcomplexTorTrepetitiveTcomputation. 

üTProceduresTthatThaveTbecomeTobsolete. 

OnceTallTtheTfactsTareTanalysedTandTdocumentedTaTformalTreportTisTwrittenT

calledTstatementTofTrequirements. 

4.1.0TTheTimportanceTofTsystemTanalysis: 

i)TItThelpsTtheTanalystTorTsystemTdeveloperTtoTgainTunderstandingTofTtheTexi

stingTsystem. 

ii)TItTallowsTtheTanalystTorTsystemTdeveloperTtoTrecordTexistingTsystemTinfor

mationTinTaTstandardTformTtoTaidTdesignTofTaTnewTsystem.TItTalsoTfacilitate

sTunderstandingTofTtheTsystemTbyTtheTuserTstaff. 

iii)TEnablesTtheTanalystTorTdeveloperTtoTdefineTexistingTsystemTprocedureTint

oTaTlogicalTmodel. 

HelpsTtheTanalystTtoTwriteTorTproduceTstatementTofTrequirements,TwhichTguid

esTtheTdevelopmentTteamTthroughoutTsubsequentTstagesTofTtheTdevelopmentTli

feTcycle. 

4.2TRequirementTanalysis 

2.1.T4.3.0TIdentificationTofTLANTdesignTrequirement 

üTHighTspeedTconnectivityTtoTaccessTlayerTswitch 

üTScalabilityT(supportTdata,TvoiceTandTvideo) 
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üTAvailability(24x7) 

üTManageabilityT (VLAN,TTelnet) 

üTSecurityT(implementationTofTVLAN,TACL,TPortTsecurity) 

üTHighTspeedTredundantTlinksTbetweenTswitchesTonTLANTandTtheTaccessTlay

erTdevices 

üTIdentificationTofTavailableThardwareTforTLAN 

2.2.T4.3.1TEquipmentTfeatures 

üT3X1841TRoutersT(Main,TAdmin,TAcademic) 

üT12XSwitchesT(Admin,TDirectors,Tlibrary,Tacademic,Tlab_201,Tlab_203,TACE,

TLB_2,TLB_3) 

üTServerT(DNS,TDHCP) 

üT4XWirelessTrouterT(Academic,TLibrary,TLaw,TServer1) 

üTIPTtelephone 

4.3.2TDesignTRedundancy 

üTUseTofTmultipleTlayerT2TlinkTtoTincreaseTavailableTbandwidth. 

üTDesignTthatTincorporateTredundancyTbyTusingTlayerT3Tswitches. 

üTImplementationTofTroutingTprotocol. 

4.4TExistingTNetwork 

4.4.1TCurrentTNetworkTequipment 

InTtheTcurrentTnetworkTweThaveTtheTfollowingTdevicesTwithTserveTtheTcamp

us: 

üT2THPTSwitchesTinTtheTseverTroom 

üT1THPTswitchTinTlibrary 

üT1TPHTswitchTinTlawTschool 

üT3TLinksysT(Cisco)TWRT300NTwirelessTrouterT(AC-AP) 

4.4.2TPhysicalTconfigurationTstate 

UnderTphysicalTweThaveTtheTfollowing; 

üTLocateTinT6TbuildingT(LB,TAcademics,TBLD,TACE,TLibraryTandTDirectorsT

office). 

üTLANTcableTinTbothTofficesTisTCAT6TEthernet. 
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üTFlatTnetworkTwithoutTredundancy. 

üTTheTcurrentTnetworkTisTinadequateTforTgrowth. 

üT1TconfiguredTVLANTmanagement. 

üTAddressingTandTNamingTareTinconstancyTandTpoorly. 

üT25TPCsTconnectedTviaTwirelessTrouterT(AC-AP)TinTlibrary 

TheTfigureTbellowTshowsTtheTphysicalTconfigurationTstate 

 

 

FigureT4.1:TNAUTnetworkTbuilding 
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FigureT4.2:TphysicalTnetworkTbuilding 

Note:TconnectTcableTusedTinTtheTcurrentTnetworkTare; 

1.TBetweenTswitchTtoTswitchTweThaveTUTPTcableT(crossoverTcable) 

2.TBetweenTcoreTswitchTandTnormalTswitchesTweThaveTFiberTopticTcable. 

PhysicalTnetworkTdesignTinvolvesTtheTselectionTofTLANTandTWANTtechnolog

iesTforTcampusTandTenterpriseTnetworkTdesigns.TPhysicalTNetworkTDesign,T»

TisTtoTgiveTyouTinformationTaboutTtheTscalability,Tperformance,Taffordability,

TandTmanageabilityTcharacteristicsTofTtypicalToptions,TtoThelpTyouTmakeTtheT

rightTselectionsTforTyourTparticularTcustomer.TTheTcablingTthatTconnectsTbuild

ingsTisTexposedTtoTmoreTphysicalThazardsTthanTtheTcablingTwithinTbuildings.

TFigT4TshowsThowTdifferentTswitchesTconnectTfromTdifferentTbuildingTtoTthe

TcoreTswitch. 

4.4.3TNetworkTdesignTtopology 

TheTdefinitionTofTtheTwordTtopologyTstatesTthanTanTitem'sTtopologyTdefinesT

itsTphysicalTappearance.TInTmanyTwaysTaTLAN'sTtopologyTisTtheTsame,TitTis

TrepresentativeTofTtheTLAN'sTphysicalTappearanceTItTisTdeterminedTbyThowTt

ransmissionTchannelsTareTusedTtoTconnectTnetworkTdevices.TTypically,TitTrefer

sTtoThowTtheTLANTisTphysicallyTsetTupTandTtheTcablingTstrategyTbeingTuse

d.TItTisTacknowledgedTthatTtopologyTisTtheTfoundationTofTaTLAN. 

ItTshouldTbeTpointedToutTthatTwithinTtheTcontextTofTLANs,TtheTwordTtopolo
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gyTtakesTonTaTdualTmeaning.TBothTaspectsTareTimportantTtoThowTtheTLANT

willTfunction. 

1.TFirst,TtopologyTrefersTtoTtheTphysicalTappearanceTofTtheTLAN.TThisTisTkn

ownTasTtheTphysicalTtopology. 

2.TTheTsecondTaspectTrefersTtoThowTtheTLANTfunctions.TThisTlogicalTtopolo

gyTisTdeterminedTbyThowTtheTmessagesTareTtransmittedTfromTdeviceTtoTdevi

ce. 

ThereTareTthreeTfundamentalTtopologies,Tstar,TbusTandTring.TFromTtheseTthree

,TaTnumberTofThybridTtopologiesThaveTdeveloped,TincludingTtree,Tstar-

wiredTring,TclusteredTstarTandThierarchicalTstar. 

2.3.T4.4.3.1TStarTtopology 

InTaTstarTtopology,TtheThubTorTswitchTisTplacedTinTtheTlogicalTCenterTofTth

eTnetwork.TTheTremainingTnetworkTdevicesTareTconnectedTtoTthisTcentralThub

TlikeTtheTpointsTonTaTstar. 

2.4.T4.4.3.2TBusTtopology 

ATbusTtopologyTisTaTlinearTconfiguration.TItTplacesTallTofTtheTnetworkTdevic

esTonToneTlengthTofTcable,TsimilarTtoTstopsTonTaTcityTbusTroute.TTheThubs,

Tserver,TstationsTandTperipheralTdevicesTallTuseTtheTsameTcontinuousTlengthT

ofTtransmissionTchannel. 

2.5.T4.4.3.3TRingTtopology 

ATringTtopologyTplacesTallTofTtheTnetworkTdevicesTinTaTcircle.TItTusesToneT

transmissionTchannelTtoTconnectTallTdevices.TEachTdeviceTisTconnectedTtoTthe

TnextTone.TTheTlastTdeviceTisTconnectedTtoTtheTfirstTclosingTtheTcircle. 

2.6.T4.4.3.4TFlatTNetwork 

InTaTflatTnetworkTallTconnectingTdevicesTareTonTtheTsameTlevel 

TableTofTadvantagesTandTdisadvantages 

T Star Bus Ring 

Advant

ages 

üTfaultTeasyTtoTl

ocateTandTisolate 

üTAdaptableTtoTen

vironmentTchanges 

NoTrelianceTonTcentralTdevice 
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üTcentralTmanage

ment 

üTEasyTtoTexpand

TandTaddTdevices 

Disadv

antages 

SingleTpointTofTf

ailure 

LackTofTcentralTco

ntrol 

SingleTpointTofTfai

lure 

DeviceTcanTbeTaddedTonlyTwh

enTtheTnetworkTisTinoperative 

 

TableT4.1.TComparisonTbetweenTnetworkTtopologies 

 

 

FigureT4.3.TFlatTnetwork 

2.7.T4.4.3.5THierarchicalTnetwork 

InTaThierarchicalTdesignTallTconnectingTdevicesTareTstillTonTtheTsameTlevel,T

butTtheseTareTinterconnectedTatTaTlevelTaboveTit 

 

FigureT4.4.THierarchicalTdesign 
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InTtheTtraditionalTCiscoTnetworkTdesignTmodel,TthereTareTthreeTbasicTlevels 

1.TAccess:TWhereTswitchingTisTtheTprimaryTactivity. 

2.TDistribution:TWhereTroutingToccurs. 

3.TCore:TWhichTformsTaTbackboneTforTconnectingTtheTdistributionTlevelTseg

mentsTofTlargeTnetworks. 

DueTtoTsignificantTbenefitsTofThierarchicalTdesignToverTflatTdesignTwhichTincl

uding 

ØTTheTnetworkTisTeasyTtoTscale 

ØTTheTproblemTdomainTcanTbeTmoreTeasilyTisolated 

ØTItTcreatesTlogicalTinterconnectionTpointsTwhereTprotocolsTchangesTcanToccu

rTFailureTin 

TableTcomparisonTbetweenThierarchicalTandTflatTnetworkTdesign 

T FlatTNetwork HierarchicalTNetwork 

Advantag

es 

UsesTforTsmallTnetworkTandTstatics LargeTandTenterpriseTnet

work 

T SingleTcollisionTdomain large 

T T Scalable,Tmanageable 

Limitatio

ns 

LimitedTnumberTofTstations unlimited 

T SingleTpointTofTfailure no 

T BroadcastTdomainTlayerT3TswitchesTand

Trouter 

HaveT3Tlayers; 

Access.TDistributionTandT

core 

 

TableT4.2.TComparisonsTbetweenThierarchicalTandTflatTnetworkTdesign 

Note:TweThaveTdecidedTtoTchooseTthisTmodelTwhichTwillTbeTadequateTforTo

urTnetworkTtoTmakeTitTefficientTcompareTtoTtheTcurrentTnetworkTwhichTuseT

flatTnetworkTdesign. 
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2.8.T4.4.4TCurrentTnetworkTdesignTproblem 

 

FigureT4.5.TCurrentTnetworkTdesign 

TheTredTcircleTrepresentsTtheTproblemTofTtheTcurrentTnetworkTdesign,TwithTn

oTinterconnectionTbetweenTdevicesTthereTisThighTprobabilityTofTfailure.TForTe

xample,TifTweTtakeTtheTlinkTbetweenTcoreTswitchTandTdirector'sTswitch,TinTc

aseTthereTisTaTfailureTorTaTproblemTbetweenTcoreTandTdirectorTallTotherTswi

tchesTcannotTaccessTservice.TThereTisTissueTofTsingleTpointTofTfailureTinTeac

hTsubTnetwork. 

 

2.9.T4.4.4.1TLogicalTconfigurationTstate 
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FigureT4.6.TCurrentTlogicalTdesign 

2.10.T4.4.5.TNetworkTaddressingTSchemaTandTNaming 

ATstructuredTmodelTforTaddressingTmeansTthatTaddressesTareTmeaningful,Thier

archical,TandTplanned.TIPTaddressesTthatTincludeTaTprefixTandThostTpartTareT

structured.TAssigningTanTIPTnetworkTnumberTtoTanTenterpriseTnetwork,TthenT

subnettingTtheTnetworkTnumberTandTsubnettingTtheTsubnets,TisTaTstructuredT(

hierarchical)TmodelTforTIPTaddressing. 

 

FigureT4.7:TAddressingTschema 

4.4.5.1TAuditingTtheTexistingTNetwork 

ItTisTaTprocessTofTacquiringTinformationTaboutTnetwork.TConsideringTtheTexis

tingTinformationTofTusersTprovideTupTtoTdayTinformationT.itTcanTbeTgatherTfr

omTexistingTmanagementTsoftware. 

TypesTofTrouters 

üTAvaya 

üTCiscoTwirelessTrouters 

üTNetworkTservicesTprovidedTbyTtheTcurrentTsystemT(Dhcp,TWi-Fi,TDNS) 

2.11.T4.4.5.2TExistingTnetworkTManagement 
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a.TDifficultTtoTtroubleshootTandTmaintenanceTbecauseTitTrequiredTtoTshutTdow

nTtheTnetworkTandTrequiredTphysicalTpresenceTandTthereTisTnoTremoteTassist

ance. 

b.TNoThelpTdesk,TsupportTwasTprovidedTbyTcallingTtechnicianTphysicallyTusin

g 

IPTtelephoneTwhichTneededTphysicalTandTitTconsumesTtimeTtoTbeTassisted. 

c.TLimitedTnumberTofTIPTaddressTinTsomeTlocationTdueTtoTtheTproblemTofT

VLANs.TSomeTVLANsTwasTassignedTlessTIPTaddressTandTotherTlocationTofTt

heTnetworkTthereTisTnoTVLANsTatTall.TThisTproblemTmakesThardTtoTconnect

TtoTtheTnetworkTorTaccessTtoTserviceTisTnotTavailableTtoTallTuserTeverywher

e. 

4.4.6TSystemTanalysisTofTtheTcurrentTNetworkTManagement 

4.4.6.1THowTtheTcurrentTnetworkTisTmanaged 

a.TinTcaseTthereTisTaTproblemTencounterTbyTtheTuserTtheTneedTtoTcallTtheTI

TTtechnician. 

b.T1stTassessmentTisTphysically,TtheTITTtechnicianTgoTtoTtheTsite/location/build

ingTwhereTtheTproblemTwasTreported. 

c.TTheTtechnicianTchecksTtheTproblemTandTprovideTsolutionTimmediatelyTifTp

ossible,TifTnotTtheTproblemTwillTbeTsolvedTafterTaTparticularTtime. 

d.TAllTtypesTofTassistanceTisTphysicalTwhichTrequiredTtimes 

4.4.6.2TFlowchartTofTtheTcurrentTnetworkTmanagement 

InTcaseTthereTisTaTproblemTencounterTbyTtheTuserTtheTneedTtoTcallTtheTITTt

echnician 

e.T1stTassessmentTisTphysically,TtheTITTtechnicianTgoTtoTtheTsite/location/build

ingTwhereTtheTproblemTwasTreported. 
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FigureT4.8:TflowchartTdiagramTofTexistingTsystem 

4.4.6.3TWeaknessTofTtheTcurrentTsystem 

üTThereTisTnoTreferenceTofTtheTpreviousTproblemToccurredTinTtheTpast. 

üTThoughTtheTmanualTsystem,TitTtakesTaTconsiderablyTlongTtimeTtoTmoveTfr

omToneTbuildingTtoTanotherTforTsolvingTnetworkTissue. 

üTSlowTresponseTtimeTwhichTresultTinTinefficiencyTandTineffectivenessTofTflo

wofTdailyTactivities. 

üTTechnicianTkeepsTonTrepeatingTtheTsameTtaskTforTcommonTforTcommonTpr

oblem 

üTThereTisTnoTpermanentThelpTdeskTserviceTtoTdealTwithTdailyTproblemTand

TqueriesTofTuser/client. 

4.4.6.4TProposedTSolutionTtoTtheTcurrentTsystemTproblem: 

üTTheTnewTsystemTallowsTuser/clientTtoTpostTtheirTproblemTandTqueries. 

üTTheTsystemThelpTuserTtoTcheckTtheirTproblemTsolutionTonlineTwithoutThelp

TdeskTassistance 

üTUserTcanTrequestTforTonlineTassistance 

üTItTwillTsaveTtimeTandTresources 

üTItTallowsTtoTgenerateTaTreportTweeklyTreportTofTuserTqueries 

üTThisTsystemTallowsTtheTnetworkTadministratorTandTtechnicianTtoTtrackTdow

nTtheTproblemTbasedTonTtheTlocationTofTrequest. 

üTTheTqueriesTtrackingTwillTfirstTofTallTcomputerizeTtheTprocessTofTmanagin
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gTtheTclient/user'sTproblemTandTqueries. 

üTTheTadministrationTwillTbeTinTaTpositionTtoTstoreTclient/userTqueriesTonline

TandTtrackTthemTfromTanyTlocation. 

üTThroughTtheTuseTofTaTdatabaseTeachTproblem/queryTwillTbeTuniquelyTident

ifiedThenceTthereTwillTbeTnoTproblemTofTproblemTsharingTtheTsameTIdsTand

TtheTprocessTofTretrievingTpatientTfilesTwillTbeTfaster. 

üTSinceTtheTsystemTisTonline,TtheTadministratorThaveTaccessTtoTqueriesThistor

yTfromTanyTlocationTprovidedTthatTthereTisTinternetTconnectivityTandTthatTthe

yThaveTtheTappropriateTloginTcredentials. 

 

 

FigureT4.9.TFlowchartTofTtheTproposedTsystem 
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FigureT4.10.TActivityTdiagramTofTtheTproposedTsystem 

4.4.6.5TAnalysisTofTnetworkTtraffic 

ThisTstageTinvolvesTtheTverificationTofTsetTofTapplicationTprotocolTusedTinTth

eTnetworkTandTdeterminationTtheTapplicationTtrafficTpattern.TForTourTnetwork

TITusedTtheTWiresharkTNetworkTAnalyzerv.1.106TtoTcaptureTandTanalysesTt

heTtraffic.TTheTfigureTbelowTshowsTtheTnetworkTtrafficTassociatedTwithTproto

col. 
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FigureT4.11:TnetworkTtrafficTandTprotocols 

 

Figure4.12TNAUTnetworkTtrafficTandTprotocols 

FigT10TandT11TshowTtheTtrafficTwithinTtheTnetworkTbyTprovidingTsourceTan

dTdestinationTIPTaddressTduringTtheTtransmissionTofTpackageTandTprotocolsTw

hichThaveTbeenTused. 

4.4.6.6TStrengthTofTtheTcurrentTnetwork: 

·TGoodTqualityTwiring. 

·TReusabilityTofTexistingTequipmentTe.g.,Tswitches.Tetc. 
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·TPhysicalTsecurityTtoTaccessTcriticalTlocation. 

·TAdequateTspaceTforTdataTCenter. 

4.4.6.7TWeaknessTofTtheTcurrentTnetwork: 

TheTcurrentTnetworkThasTtheTfollowingTweakness: 

·TNoTredundancyTwherebyTweThaveTlargeTfailureTdomain,TlinkTfailureTandTd

eviceTfailure. 

·TNoTstateTfullTfirewallTtheTexistingTfirewallTcanTperformTfiltering 

·TPoorTmaintenanceTofTnetworkTinfrastructures. 

·TManageabilityTofTnetwork,TinTcaseTofTproblemTtheTtechnicianTorTnetworkTa

dministrationTneedTtoTbeTphysicalTtoTtheTcampus,TwhichTisTlossesTofTtimeTa

ndTresources. 

·TSwitchTsynchronizationTissue,TinTcaseTthereTisTaTproblemTwithTelectricityTt

heTnetworkTtakeTtimeTsynchronizeTsoTthatTtheTuseTcanTaccess 

·TLimitedTscalability:TtheTnetworkTusersTgrowTrapidlyTthanTexpected,Twhich

TaffectTtheTnetworkTusersTandTrequiredTtoTupgradeTtoTsupportTfutureTusers. 

·TThereTisTonlyToneTVLANTinTtheTcurrentTnetwork,TweTneedTtoTcreateTmor

eTVLANs. 

·TManageTendTpointTtoTprotectTnetworkTbyTverifyTid. 

4.4.7TProposedTsystem 

2.12.T4.4.7.0TPhysicalTdesign 
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Figure4.13.TProposedTphysicalTdesign 

UnderTtheTproposedTphysicalTdesign,TweThaveTaddressTtheTaspectTofTnetwork

TtopologyTdesign,TwhereTbyTinTnewTphysicalTweThaveTtheTaspectTofThierarc

hicalTdesignTtoTavoidTlinkTandTdeviceTfailureTandTsolveTtheTproblemTofTred

undancy. 

TheTmeritTofTthisTnewTphysicalTdesignTis; 

üTAllowTexpansion. 

üTAllowTredundancy. 

üTReduceTfailure. 

üTIncreaseTaccessibilityTandTreliability. 

üTItTusesThybridTtopology. 

4.4.7.1TLogicalTdesign 
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FigureT4.14.TProposedTlogicalTdesign 

TheTmeritsTofTtheTnewTproposedTlogicalTdesignTAres; 

üTMakeTtheTnetworkTscalable 

üTAvailability 

üTReduceTlargeTdomainTfailure. 

üTCreateTlinkTandTdevicesTredundancyTbyTaddingT3TrouterTtoTensureTifToneT

failsT2TwillTkeepTrunningTandTserve. 

üTAllowTintegrationTofTvoiceTandTvideoTinToneTnetwork. 

üTReduceTbroadcastTdomain. 

4.4.7.1TProposedTsecurityTstrategies 

TheTnewTsystemThasTtheTfollowingTsecurityTfeatures; 

a.TPortTshutdownTorTportTsecurity,TwhichTblocksTanyTattemptTofTportTsniffin

g. 

b.TImplementationTofTVLANTvirtualTlocalTareaTnetwork,TthisTsegmentTnetwor

kTintoTsubTnetwork.TWhichTwillTseparateTuserTinTtheTnetwork.TTheTpurposeT

isTtoTdenyTaccessTstudentsTorTunauthorizedTstaffTtoTaccessTcriticalTinformatio

nTlikeTdatabaseTofTmarksTandTfinance. 

c.TSecuredTwirelessTaccessTpointT(WAP)TandTdeployTwirelessTroundTtheTcam

pus. 

2.13.T4.4.7.2TProposedTManagementTstrategies 
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TheTmeritTofTthisTsystemTunderTmanagementTareTfollowing; 

f.TEasyTtroubleshootTandTmaintenanceTwithoutTaffectingTtheTworkTcrucialTtask

s. 

g.TImplementTaTweb-basedTsystemTforTdealingTwithTday-to-

dayTproblemTbyTjustTfillTaTformTandTsendTtoTpeopleTwhoTareTinTchargeTof

Tnetwork.TThisTwillTsaveTofTmovingToneTbuildingTtoTanotherTandTwillTimpro

veTtheTtimeTofTresponseTandTimproveTmanagement. 

h.TWithTtheTimplementationTofTTelnetTservice,TwhichTallowTauthorizedTtechni

cianTorTadministratorTtoTaccessTtheTnetworkTremotelyTandTperformTnecessary

TtaskTrequired.TAnyTaccessTusingTtelnetTmustTbeTsecuredTwhichTwillTrequest

TusernameTandTpasswordTbeforeToperating. 

i.TImplementationTofTDHCPTserverTforTbetterTmanagementTofTIPTaddressTand

TautomaticTgettingTIPTaddressTwithoutTenterTitTmanually. 

2.14.T4.4.7.3TProposedTWAN 

 

FigureT4.15.TProposedTWAN 

MeritTofTproposedTWANTare; 

üTFilterTunwantedTpackageTbasedTonTaccessTcontrolTlist; 

üTReduceTbroadcastTdomain. 

üTSupportTredundancy. 

üTCoordinateTandTrouteTallTtheTtrafficTacrossTtheTnetwork. 

üTSupportTgrowth. 

üTAllTtheseTisTtoTensureTtheTnetworkTmeetTuserTrequirementTatTleastT80% 
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2.15.T4.4.7.4TProposedTAddressTschema 

 

SubnetTnetwork PointTtoTpointT

link 

VLAN Switches 

MainTorTBackbone 

10.20.0.253/24 

10.20.0.1/24 

Se0/1/1 

SeT0/1/0 

NO NO 

T T T T 

AdministratorT192.168.6

0.0/24 

192.168.60.13/3

0 

Se0/1/1 

SeT0/1/0 

T T 

T T StaffT192.168.60.64/2

7 

T 

T T StudentT192.168.60.1

6/25 

192.168.60.67/

29 

T T LectureT192.168.60.3

2/28 

192.168.60.66/

29 

T T AdminT192.168.60.96

/28 

192.168.60.101

/29 

T T T T 

AcademicT192.168.70.0/

24 

192.168.70.9/30 

SeT0/1/0 

SeT0/1/1 

T T 
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T T StudentT192.168.70.3

2/25 

T 

T T StaffT192.168.70.64/2

7 

T 

T T AdminT192.168.70.96

/28 

T 

T T LecturesT192.168.70.

16/28 

T 

DNS 192.168.50.34/2

7 

T T 

T T T T 

 

TableT4.1:TAddressTSchema 

4.4.7.5TGeneralTMeritsTofTproposedTsystem 

TheTmajorTobjectiveTofTtheTNAUTLAN'sTsecurityTisTto: 

i.TIncreaseTtheTefficiencyTofTtheTnetwork 

ii.TImproveTnetworkTspeedTandTbandwidth. 

iii.TImproveTmanagement. 

iv.TSecureTuserTprivacyTandTnetworkTinfrastructures 

v.TAssureTavailabilityT24x7. 

vi.TReduceTlinkTfailureTbyTmakingTtheTnetworkTredundant. 

vii.TReduceTtheTtimeTinvolvedTinTgenerationTreports. 

viii.TGoodTmanagementTofTIPTaddressTandTsupportTscalability. 
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CHAPTERTFIVE:TNETWORKTDESIGN 

 

2.16.T5.0.TDefinition 

DictionariesTgenerallyTdefineTdesignTasTplanningThowTtoTcreateTsomething,Tor

TtheTactualTplansTthemselves.THowever,TwhenTyouTthinkTofTdesigningTsometh

ing,TwhetherTitTisTaTproduct,TanTadditionTtoTaThouse,TorTaTnetwork,TyouTlik

elyTcontemplateTaTbroaderTuseTofTtheTwordTdesign. 

2.17.T5.1.TDesignTprincipals 

CiscoThasTdevelopedTtheTPlan-Design-Implement-Operate-

OptimizeT(PDIOO)TnetworkTlifeTcycleTtoTdescribeTtheTmultipleTphasesTthroug

hTwhichTaTnetworkTpass.TThisTlifeTcycleTphasesTareTbrieflyTdescribedTasTfoll

ows: 

üTPlanTphase:TTheTdetailedTnetworkTrequirementsTareTidentified,TandTtheTex

istingTnetworkTisTreviewed. 

üTDesignTphase:TTheTnetworkTisTdesignedTaccordingTtoTtheTinitialTrequirem

entsTandTadditionalTdataTgatheredTduringTanalysisTofTtheTexistingTnetwork.TT

heTdesignTisTrefinedTwithTtheTclient. 

üTImplementTphase:TTheTnetworkTisTbuiltTaccordingTtoTtheTapprovedTdesign

. 

üTOperateTphase:TTheTnetworkTisToperationalTandTisTbeingTmonitored.TThis

TphaseTisTtheTultimateTtestTofTtheTdesign. 

üTOptimizeTphase:TDuringTthisTphase,TissuesTareTdetectedTandTcorrected,Teit

herTbeforeTproblemsTariseTor,TifTnoTproblemsTareTfound,TafterTaTfailureThas

Toccurred.TRedesignTmightTbeTrequiredTifTtooTmanyTproblemsTexist. 

üTRetirementTphase:TAlthoughTnotTpartTofTtheTPDIOOTacronym,TthisTphase

TisTnecessaryTwhenTpartTofTtheTnetworkTisToutdatedTorTisTnoTlongerTrequire

d. 
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FigureT5.1:TillustrationTofTPDIOO 

NetworkTdesignTshouldTincludeTtheTfollowingTtasks, 

·TDetermineTrequirements 

·TAnalyseTtheTexistingTnetwork,TifToneTexists 

·TPrepareTtheTpreliminaryTdesign 

·TCompleteTtheTfinalTdesignTdevelopment 

·TDeployTtheTnetwork 

·TMonitor,TandTredesignTifTnecessary 

·TMaintainTdocumentationT(asTaTpartTofTallTtheTotherTtasks) 
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FigureT5.2:TillustrateTtheTtasks 

Note:TTheTCampusTLANTDesignTaddressesTfourTprimaryTwiredTLANTrequire

mentsTsharedTbyTorganizations,TincludingTtheTneedTto: 

·TOfferTreliableTaccessTtoTorganizationTresources 

·TMinimizeTtimeTrequiredTtoTabsorbTtechnologyTinvestments 

·TProvideTaTproductiveTandTconsistentTuserTexperience 

·TReduceToperationTcosts 

2.18.T5.2TlogicalTnetworkTtopology 

DesigningTaTnetworkTtopologyTisTtheTfirstTstepTinTtheTlogicalTdesignTphaseT

ofTtheTtopTdownTnetworkTdesignTmethodology.TToTmeetTaTcustomer'sTgoalsT

forTscalabilityTandTadaptability,TitTisTimportantTtoTarchitectTaTlogicalTtopolog

yTbeforeTselectingTphysicalTproductsTorTtechnologies.TDuringTtheTtopologyTde

signTphase,TyouTidentifyTnetworksTandTinterconnectionTpoints,TtheTsizeTandTs

copeTofTnetworks,TandTtheTtypesTofTinternetworkingTdevicesTthatTwillTbeTreq

uired,TbutTnotTtheTactualTdevices. 



66 | P a g e  

 

 

FigureT5.3:TNAUTLANTlogicalTdesign 

2.19.T5.2.1TFlatTversusTHierarchicalTTopologies 

2.20.T5.2.1.0TFlatTnetworkTtopology 

ATflatTnetworkTtopologyTisTadequateTforTsmallTnetworks.TWithTaTflatTnetwor

kTdesign,TthereTisTnoThierarchy.TEachTnetworkTdeviceThasTessentiallyTtheTsa

meTjob,TandTtheTnetworkTisTnotTdividedTintoTlayersTorTmodules.TATflatTnet

workTtopologyTisTeasyTtoTdesignTandTimplement,TandTitTisTeasyTtoTmaintain,

TasTlongTasTtheTnetworkTstaysTsmall.TWhenTtheTnetworkTgrows,Thowever,Ta

TflatTnetworkTisTundesirable.TTheTlackTofThierarchyTmakesTtroubleshootingTdi

fficult.TRatherTthanTbeingTableTtoTconcentrateTtroubleshootingTeffortsTinTjustT

oneTareaTofTtheTnetwork,TyouTmightTneedTtoTinspectTtheTentireTnetwork.TAlt

houghTmeshTnetworksTfeatureTgoodTreliability,TtheyThaveTmanyTdisadvantages

TifTtheyTareTnotTdesignedTcarefully. 
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FigureT5.4:TFlatTnetworkTdesign 

AllTtheTdevicesTareTonTtheTsameTlevel,TcomputersTandTswitches. 

2.20.1.1.T5.2.1.1THierarchicalTDesignTModel 

TheThierarchicalTdesignTmodelTisTusedTtoTbreakTtheTdesignTupTintoTmodular

TgroupsTorTlayers.TBreakingTtheTdesignTupTintoTlayersTallowsTeachTlayerTtoT

focusTonTspecificTfunctions,TwhichTsimplifiesTtheTdesignTandTprovidesTsimplif

iedTdeploymentTandTmanagement. 

ModularityTinTnetworkTdesignTallowsTyouTtoTcreateTdesignTelementsTthatTcan

TbeTreplicatedTthroughoutTtheTnetwork.TReplicationTprovidesTanTeasyTwayTto

TscaleTtheTnetworkTasTwellTasTaTconsistentTdeploymentTmethod.TInTflatTorT

meshedTnetworkTarchitectures,TchangesTtendTtoTaffectTaTlargeTnumberTofTsyst

ems.THierarchicalTdesignThelpsTconstrainToperationalTchangesTtoTaTsubsetTofT

theTnetwork,TwhichTmakesTitTeasyTtoTmanageTasTwellTasTimproveTresiliency.

TModularTstructuringTofTtheTnetworkTintoTsmall,Teasy-to-

understandTelementsTalsoTfacilitatesTresiliencyTviaTimprovedTfaultTisolation. 

AThierarchicalTdesignTincludesTtheTfollowingTthreeTlayers: 

i.TAccessTlayer:TProvidesTworkgroup/userTaccessTtoTtheTnetwork. 

ii.TDistributionTlayer:TAggregatesTaccessTlayersTandTprovidesTconnectivityTto

Tservices. 

iii.TCoreTlayer:TProvidesTconnectionTbetweenTdistributionTlayersTforTlargeTL

ANTenvironments. 
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FigureT5.5:THierarchicalTdesignTforTNAUTCampus 

i.TAccessTLayer 

TheTaccessTlayerTisTtheTpointTatTwhichTuser-controlledTandTuser-

accessibleTdevicesTareTconnectedTtoTtheTnetwork.TTheTaccessTlayerTprovidesT

bothTwiredTandTwirelessTconnectivityTandTcontainsTfeaturesTandTservicesTthat

TensureTsecurityTandTresiliencyTforTtheTentireTnetwork. 

DeviceTConnectivity 

TheTaccessTlayerTprovidesThigh-speedTuser-controlledTandTuser-

accessibleTdeviceTconnectivity.TOnceTexpensiveToptions,Thigh-

speedTaccessTtechnologiesTlikeTGigabitTEthernetTandT802.11nTwirelessTareTno

wTstandardTconfigurationsTonTend-userTdevices. 

 

FigureT5.6:TdeviceTconnectivityTofTNAUTCampus 

1.TSwitchesTusedTinTaccessTlayer 
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i.TSchoolTofTlaw,Tlabs,Tacademic,TnerveTCenterTswitch 

ii.TLibrary,TfinanceTadmissionTswitch 

2.TWirelessTaccessTpintTLinksys 

3.TIPTtelephone 

4.TPrinters 

5.TServers 

6.TDeskTandTlaptop 

ii.TDistributionTLayer 

TheTdistributionTlayerTservesTmanyTimportantTservicesTforTtheTLAN.TTheTpri

maryTfunctionTisTtoTserveTasTanTaggregationTpointTforTmultipleTaccessTlayer

TswitchesTinTaTgivenTlocationTorTcampus.TInTaTnetworkTwhereTconnectivityT

needsTtoTtraverseTtheTLANTend-to-

end,TwhetherTbetweenTdifferentTaccessTlayerTdevicesTorTfromTanTaccessTlayer

TdeviceTtoTtheTWAN,TtheTdistributionTlayerTfacilitatesTthisTconnectivity. 

 

FigureT5.7:TdistributionTlayerTNAUTLANTCampus 

Scalability 

InTanyTnetworkTwhereTmultipleTaccessTlayerTdevicesTexistTatTaTlocationTtoTs

erveTend-

userTconnectivity,TitTbecomesTimpracticalTtoTinterconnectTeachTaccessTswitchT

asTtheTaccessTlayerTgrowsTbeyondTtwoTorTthreeTswitches.TTheTdistributionTla
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yerTprovidesTaTlogicalTpointTtoTsummarizeTaddressingTandTtoTcreateTaTbound

aryTforTprotocolsTandTfeaturesTnecessaryTforTtheTaccessTlayerToperation.TAnot

herTbenefitTofTtheTdistributionTlayerTboundaryTisTthatTitTcreatesTfaultTdomain

sTthatTserveTtoTcontainTfailuresTorTnetworkTchangesTtoTthoseTpartsTofTtheTn

etworkTdirectlyTaffected. 

iii.TCoreTLayer 

InTaTlargeTLANTenvironmentTthereToftenTarisesTaTneedTtoThaveTmultipleTdis

tributionTlayerTswitches.TOneTreasonTforTthisTisTthatTwhenTaccessTlayerTswitc

hesTareTlocatedTinTmultipleTgeographicallyTdispersedTbuildings,TyouTcanTsave

TcostlyTfiber-

opticTrunsTbetweenTbuildingsTbyTlocatingTaTdistributionTlayerTswitchTinTeach

TofTthoseTbuildings.TAsTnetworksTgrowTbeyondTthreeTdistributionTlayersTinTa

TsingleTlocation,TorganizationsTshouldTuseTaTcoreTlayerTtoToptimizeTtheTdesig

n.TAnotherTreasonTtoTuseTmultipleTdistributionTlayerTswitchesTisTwhenTtheTn

umberTofTaccessTlayerTswitchesTconnectingTtoTaTsingleTdistributionTlayerTexc

eedsTtheTperformanceTgoalsTofTtheTnetworkTdesigner.TInTaTmodularTandTscal

ableTdesign,TyouTcanTcollocateTdistributionTlayersTforTdataTCenter,TWANTcon

nectivity,TorTInternetTEdgeTservices. 

InTenvironmentsTwhereTmultipleTdistributionTlayerTswitchesTexistTinTcloseTpro

ximityTandTwhereTfiberTopticsTprovideTtheTabilityTforThigh-

speedTinterconnect,TaTcoreTlayerTreducesTtheTnetworkTcomplexity,TasTshownTi

nTtheTfollowingTtwoTfigures. 

 

FigureT5.8:TNAUTLANTcoreTlayer 

5.3TSwitchingTtechnologies 
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CampusTnetworkTdesignTtopologiesTshouldTmeetTaTcustomer'sTgoalsTforTavaila

bilityTandTperformanceTbyTfeaturingTsmallTbandwidthTdomains,TsmallTbroadca

stTdomains,Tredundancy,TmirroredTservers,TandTmultipleTwaysTforTaTworkstati

onTtoTreachTaTrouterTforToff-netTcommunications. 

2.21T5.3.0TSTPT(SpanningTTreeTProtocol) 

AnTopenTstandardTprotocol,TdocumentedTinTIEEET802.1D,TusedTinTaTswitche

dTenvironmentTtoTcreateTaTloop-

freeTlogicalTtopologyTandTlogicalTtreeTwithTnoTredundancy. 

üTPotentialTloopTdetectionTandTportTblocking 

üTRedundancyTwithoutTswitchingTloops 

üTtoTpreventTswitchingTloops,TSTP: 

1.TForcesTcertainTinterfacesTintoTaTstandbyTorTblockedTstate 

2.TLeavesTotherTinterfacesTinTaTforwardingTstate 

3.TReconfiguresTtheTnetworkTbyTactivatingTtheTappropriateTstandbyTpath,TifTt

heTforwardingTpathTbecomesTunavailable 

DueTtoTtheTweaknessTofTSTPTwhichTare; 

a.TPassivelyTwaitedTforTtheTnetworkTtoTconvergeTbeforeTitTtransitionedTaTpor

tTintoTtheTforwardingTstate. 

b.TToTachieveTquickTconvergence,TaTnetworkTadministratorThadTtoTcarefullyTt

uneTtheTconservativeTdefaultTvaluesTforTtheTMaximumTAgeTandTForwardTDel

ayTtimers,TwhichTputTtheTstabilityTofTtheTnetworkTatTstake. 

TheTimplementationTofTmoreTreliableTSTPTcalledTRSTPT(RapidTSTP)Tintrodu

cedTInT2004,TtheTIEEETincorporatedTitsT802.1wTstandard,T«RapidTReconfigura

tionTofTSpanning 

Tree,T»TintoTtheTIEEET802.1DTstandard.TTheTgoalTofTtheT802.1wTcommittee

TwasTtoTstandardize 

anTimprovedTmodeTofTswitchToperationTthatTreducesTtheTtimeTSTPTtakesTtoT

convergeTtoTaTleast-

costTspanningTtreeTandTtoTrestoreTserviceTafterTlinkTfailures.TWhichTsolvedTa

llTtheTofTnormalTSTPTwithTtheTfollowingTsolution; 
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7.TCanTactivelyTconfirmTthatTaTportTcanTsafelyTtransitionTtoTtheTforwardingT

stateTwithoutThavingTtoTrelyTonTanyTtimerTconfiguration. 

8.TToTachieveTconvergenceTorTconvergenceTinTaTfewThundredTmilliseconds. 

9.TThereTisTnowTaTsynchronizationTmechanismTthatTtakesTplaceTbetweenTRST

P-

compliantTbridgesTsoTthatTtheyTactivelyTbuildTtheTtopologyTasTquicklyTasTpo

ssible. 

 

Figure5.9:TSpanningTtreeTillustrationTinTSwitching 

5.3.1TVLANT(VirtualTLocalTAreaTNetwork) 

ATvirtualTLANT(VLAN)isTanTemulationTofTaTstandardTLANTthatTallowsTdat

aTtransferTtoTtakeTplaceTwithoutTtheTtraditionalTphysicalTrestraintsTplacedTonT

aTnetwork.TATVLANTisTaTsetTofTLANTdevicesTthatTbelongTtoTanTadministra

tiveTgroup.TGroupTmembershipTisTbasedTonTconfigurationTparametersTandTad

ministrativeTpoliciesTratherTthanTphysicalTlocation.TMembersTofTaTVLANTcom

municateTwithTeachTotherTasTifTtheyTwereTonTtheTsameTwireTorThub,TwhenT

theyTmightTbeTlocatedTonTdifferentTphysicalTLANTsegments.TMembersTofTaT
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VLANTcommunicateTwithTmembersTinTaTdifferentTVLANTasTifTtheyTwereTo

nTdifferentTLANTsegments,TevenTwhenTtheyTareTlocatedTinTtheTsameTswitch.

TBecauseTVLANsTareTbasedTonlogicalTinsteadTofTphysicalTconnections,TtheyT

areTextremelyTflexible. 

 

FigureT5.10:TillustrationTofTVLANsTinTNAUTLAN 

SwitchesThaveTbeenTconfiguredTtoTrecognizeTVLANTstudent,TVLANTlectures,

TVLANTstaff,TVLANTtechnicianTandTVLANTadmin,TtheyTcanTexchangeTfram

esTacrossTtheTinterconnectionTlink,TandTtheTrecipientTswitchTcanTdetermineTth

eTVLANTintoTwhichTthoseTframesTshouldTbeTsentTbyTexaminingTtheTVLAN

Ttag.TTheTlinkTbetweenTtheTtwoTswitchesTisTsometimesTcalledTaTtrunkTlinkT

orTsimplyTaTtrunk.TTrunkTlinksTallowTtheTnetworkTdesignerTtoTstitchTtogether

TVLANsTthatTspanTmultipleTswitches. 
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FigureT5.11:TtrunkTportTbetweenTswitches 

2.22.T5.3.2TDesigningTModelsTforTAddressingTandTNumbering 

ATStructuredTaddressingTmeansTthatTaddressesTareTmeaningful,Thierarchical,Ta

ndTplanned.TIPTaddressesTthatTincludeTaTprefixTandThostTpartTareTstructured.

TAssigningTanTIPTnetworkTnumberTtoTaTcampusTnetwork,TthenTsubnettingTth

eTnetworkTnumberTandTsubnettingTtheTsubnets,TisTaTstructuredT(hierarchical)T

modelTforTIPTaddressing. 

ATclearlyTdocumentedTstructuredTmodelTforTaddressingTfacilitatesTmanagement

TandTtroubleshooting.TStructureTmakesTitTeasierTtoTunderstandTnetworkTmaps,

ToperateTnetworkTmanagementTsoftware,TandTrecognizeTdevicesTinTprotocolTa

nalyserTtracesTandTreports.TStructuredTaddressesTalsoTfacilitateTnetworkToptimi

zationTandTsecurityTbecause 

2.23.T5.3.2.0TStaticTandTDynamicTAddressingTforTEndTSystems 

DynamicTaddressingTreducesTtheTconfigurationTtasksTrequiredTtoTconnectTend

TsystemsTtoTanTinternetwork.TDynamicTaddressingTalsoTsupportsTusersTwhoTc

hangeTandTautomationTofTstationTorTLAN.TDHCPTprotocolThaveTminimizeTco

nfigurationTtasksTforTIPTendTsystem.TInTourTnetworkTweTareTusingTbothTstati

cTandTdynamicTaddressingTIP.TStaticTaddressesTareTusedTforTservers,Trouters,

Tswitches,TandTprinters. 

ComparisonTbetweenTstaticTversusTdynamicTaddressingTincludeTtheTfollowing: 

üTtheTnumberTofTendTsystemsTdevices:TWhenTthereTareTmoreTthanT30Tsys
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tems,TdynamicTaddressingTisTusuallyTpreferable. 

üTRenumbering:TIfTitTisTlikelyTyouTwillTneedTtoTrenumberTsystemsTinTtheT

futureTandTthereTareTmanyTendTsystems,TdynamicTaddressTassignmentTisTtheT

betterTchoice.TRenumberingTforTpublicTaddressesTwillTbecomeTnecessaryTifTaT

newTISPTisTselected.TInTaddition,TyouTmightTplanTtoTrenumberTbecauseTtheT

currentTplanTisTnotTwellTstructureTdoorTwillTrunToutTofTnumbersTsoon. 

üTHighTavailability:TStaticallyTassignedTIPTaddressesTareTavailableTanytime.T

DynamicallyTassignedTIPTaddressesThaveTtoTbeTacquiredTfromTaTserverTfirst.T

IfTtheTserverTfails,TanTaddressTcannotTbeTacquired.TToTavoidTthisTproblem,Ty

ouTcanTdeployTredundantTDHCPTserversTorTuseTstaticTaddresses. 

üTSecurity:TWithTdynamicTaddressTassignment,TinTmostTcases,TanyTdeviceTth

atTconnectsTtoTtheTnetworkTcanTacquireTaTvalidTaddress.TThisTimposesTsome

TsecurityTrisk. 

üTAddressTtracking:TIfTaTmanagementTrequiresTthatTaddressesTbeTtracked,Tst

aticTaddressingTmightTbeTeasierTtoTimplementTthanTdynamicTaddressing. 

üTAdditionalTparameters:TIfTendTsystemsTneedTinformationTbeyondTanTaddr

ess,TdynamicTaddressingTisTusefulTbecauseTaTserverTcanTprovideTadditionalTp

arametersTtoTclientsTalongTwithTtheTaddress.TForTexample,TaTDHCPTserverTp

rovidesTaTsubnetTmask,TaTdefaultTgateway, 

2.24.T5.3.2.1THierarchicalTRouting 

HierarchicalTroutingTmeansTthatTknowledgeTofTtheTnetworkTtopologyTandTcon

figurationTisTlocalized.TNoTsingleTrouterTneedsTtoTunderstandThowTtoTgetTtoT

eachTotherTnetworkTsegment. 

HierarchicalTroutingTrequiresTthatTaTnetworkTadministratorTassignTaddressesTin

TaThierarchicalTfashion.TIPTaddressingTandTroutingThaveTbeenTsomewhatThiera

rchicalTforTaTlongTtime,TbutTinTrecentTyears,TasTtheTInternetTandTenterpriseTi

ntranetsThaveTgrown,TitThasTbecomeTnecessaryTtoTaddTmoreThierarchy. 

IdentifiesTaTblockTofThostTnumbersTandTisTusedTforTroutingTtoTthatTblock.TT

raditionalTrouting,TalsoTknownTasTclassfulTrouting,TdoesTnotTtransmitTanyTinf

ormationTaboutTtheTprefixTlength.TWithTclassfulTrouting,ThostsTandTroutersTca
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lculateTtheTprefixTlengthTbyTlookingTatTtheTfirstTfewTbitsTofTanTaddressTtoT

determineTitsTclass. 

ClasslessTroutingTprotocols,TonTtheTotherThand,TtransmitTaTprefixTlengthTwith

TanTIPTaddress.TThisTallowsTclasslessTroutingTprotocolsTtoTgroupTnetworksTin

toToneTentryTandTuseTtheTprefixTlengthTtoTspecifyTwhichTnetworksTareTgrou

ped.TClasslessTroutingTprotocolsTalsoTacceptTanyTarbitraryTprefixTlength,Trathe

rTthanTonlyTacceptingTlengthsTofT8,T16,TorT24,TwhichTtheTclassfulTsystemTdi

ctated. 

2.25.T5.3.2.2TIPTaddressTsubnetting 

2.26.T5.3.2.2.0TVLANS 

TableT5.1:TVLANTtable 

VLANTNumber Name 

VLANT100 Student 

VLANT200 Lectures 

VLANT300 Staff 

VLANT400 Technician 

 

2.27.T5.3.2.2.1TVLANSTIPTaddress 

TableT5.2:TVLANTIPTaddress 

VLANTName IPTaddress SubnetTMask 

192.168.60.0/24 

Student 192.168.60.128/25 255.255.255.128 

Lectures 192.168.60.16/28 255.255.255.240 

Staff 192.168.60.32/28 255.255.255.240 

Technician 192.168.60.48/28 255.255.255.240 



77 | P a g e  

 

Vlans 192.168.60.64/28 255.255.255.240 

192.168.70.0/24 

T 

Student 192.168.70.128/25 255.255.255.128 

Lectures 192.168.70.16/28 255.255.255.240 

Staff 192.168.70.32/28 255.255.255.240 

Technician 192.168.70.48/28 255.255.255.240 

Vlans 192.168.70.64/28 255.255.255.240 

T 

 

2.28.T5.3.2.2.3TPointTtoTpintTIPTaddress 

ThisTisTappliedTonTWANTbetweenT2TorTmoreTrouterTconnectingTdifferentTLA

NS 

TableT5.3:TpointTtoTpointTrouterTIPTaddress 

RouterTname IPTaddress SubnetTmark 

T Interfaces T 

Administration 192.168.60.5/30Ts0/0/1 

192.168.60.6/30Ts0/1/0 

255.255.255.252 

Academic 192.168.70.5/30Ts0/0/1 

192.168.70.6/30Ts0/1/0 

255.255.255.252 

Main 10.20.0.1/24Ts0/0/1 

10.20.0.2/24Ts0/1/0 

255.255.0.0 

 

2.29.T5.3.1.2.4TDNSTandTDHCPTserverTIPTaddress 
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TableT5.4:TDNSTandTDHCPTIPTaddress 

DNSTserver 192.168.60.34 255.255.255.240 

DHCPTserver 192.168.60.33 255.255.255.240 

 

2.30.T5.3.3TNetworkTsecurityTandTmanagementTdesign 

NetworkTsecurityTinvolvedTtheTimplementationTofTtheTfollowingTservices; 

üTPortTshutTdown:TthisTserviceTallowsTtoTshutTunusedTportTofTtheTswitch,T

theTpurposeTisTblockTanyTsniffingTbyTunauthorizedTusers. 

üTImplementationTofTswitchTandTrouterTauthenticationTandTidentificationTwhic

hTallowsTonlyTauthorizedTuserTtoTaccess,TmakeTchangesTandTmakeTconfigurat

ionTatTremoteTlocationTorTlocally. 

üTImplementationTofTaccessTlistTcontrolTtoTassignTprivilegeTtoTauthorizedTuse

sTtoTaccessTandTperformTtaskTaccordingTtoTprivilegeTassigned. 

ManagementTdesignTinvolveTtheTfollowingTservices; 

üTCreationTofTweb-

basedTapplicationTtoTdealTwithTrequestTofTusersTandTprovideTthemTsolution. 

üTImplementationTofTsecuredTtelnetTofTallTswitchesTinTnetworkTtoTallowTeasy

TtroubleshootingTandTmaintenance. 

2.31.T5.4.0TSystemTdesignTofTNAUTnetworkTmanagementTonline 

2.32.T5.4.0.1TIntroduction 

SystemTDesignTisTaTprocessTofTdesigningThowTtheTintendedTsystemTwillTloo

kTlikeTonceTitTbecomesToperational.TItTisTmeantTtoTproduceTaTdesignTspecifi

cationTforTtheTnewTsystem. 

InTsystemTdesign,TITspecifiedTinTdetailThowTtheTpartsTofTtheTsystemTwouldT

beTimplemented. 

ITusedTtheTObject-

OrientedTAnalysisTandTDesignT(OOAD)Tapproach.TThisTisTbecauseTitTprovide

sTaTwayTofTthinkingTaboutTaTproblemTusingTrealTworldTconceptsTinsteadTofT
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usingTadhocTfunctionTconcepts. 

TheTmajorTbenefitsTofTusingTOOADTare: 

i)TItTpromotesTbetterTunderstandingTofTuserTrequirements. 

ii)TItTleadsTtoTcleanerTdesigns. 

iii)TThereTisTdesignTflexibility. 

iv)TDecompositionTofTtheTsystemTisTconsistent. 

v)TSoftwareTcanTbeTreused. 

vi)TItTfacilitatesTeasyTmaintenance. 

vii)TThereTisTimplementationTflexibility 

TheTobjectTorientedT(OO)TmethodologyThasT3TelementsTnamely;Tnotation,Tpro

cessTandTTools. 

a)TNotation 

ThisTisTaTcollectionTofTgraphicalTsymbolsTforTexpressingTtheTmodelTofTtheTs

ystem. 

TheTUnifiedTModellingTLanguageT(UML)TprovidesTaTveryTrobustTsetTofTnota

tionsTwhichTgrowsTfromTanalysisTtoTdesign. 

TheTUMLTisTmainlyTaTcollectionTofTgraphicalTnotationsTthatTmethodsTuseTto

TexpressTtheTdesigns. 

TheTUMLTisTalsoTusedTforTvisualizing,Tspecifying,Tconstructing,TandTdocume

ntingTtheTartifactsTofTaTsoftwareTsystem. 

TheTadvantagesTofTUMLTareTthat: 

i)TItTcapturesTtheTbusinessTprocesses. 

ii)TItTenhancesTcommunicationTandTensuresTtheTrightTcommunication. 

iii)TItThasTtheTcapabilityTtoTcaptureTtheTlogicalTarchitectureTindependentTofTt

heTimplementationTlanguage. 

iv)TItTenablesTreuseTofTdesign. 

TheTUMLTrefersTtoTthingsTlikeTclasses,Tcomponents,Trelationships,Tpackages,T

etc. 

b)TProcessT/TMethod 

ATprocessTisTanTextensiveTsetTofTguidelinesTthatTaddressesTtheTtechnicalTand
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TorganizationalTaspectsTofTsoftwareTdevelopmentTfocusingTonTrequirements,Tan

alysisTandTdesign. 

ProcessTbasicallyTencapsulatesTtheTactivitiesTleadingTtoTtheTorderlyTconstructio

nTofTaTsystemTmodel. 

c)TTools 

ATtoolTisTautomatedTsupportTforTeveryTstageTofTtheTSDLC. 

ItThelpsTtheTdesignerTinTcreatingTdesignsTmuchTmoreTquickly. 

ToolsTsupportTvalidationsTlikeTconsistencyTchecking,TcompletenessTcheckingTa

ndTconstraintTchecking. 

ToolsTalsoThelpTinTcodeTgeneration,TreverseTengineering,TroundTtripTengineeri

ng,TconversionTfromTSSADTtoTOOAD,TquickTdocumentation,Tetc. 

TheTtoolsTusedTincludedTUMLTDiagrammer,TWhiteTstarTUMLTandTMicrosoft

TVisioT2013. 

ModelsTObjectTOrientedTDevelopment 

ThereTareT4T+T1TviewsTofTtheTOOTmodel.TTheseTviewsTare: 

oTtheTprocessTview 

oTDeploymentTView 

oTLogicalTView 

oTDynamicTViewT+ 

oTUseTCaseTView 

ForTeachTdimension,TaTnumberTofTdiagramsTareTdefinedTthatTdenoteTaTviewT

ofTtheTsystem'sTmodel. 

TheTuseTcaseTisTcentralTsinceTitsTcontentsTdriveTtheTdevelopmentTofTotherTvi

ews. 

5.4.0.2TUMLTDiagrams 

TheTfollowingTUMLTdiagramsTwereTusedTinTtheTdesignTofTtheTPatientTRecor

dsTTrackingTSystem. 

i)TUseTcaseTdiagrams 

ii)TBehaviouralTdiagrams:TActivityTdiagrams. 

iii)TInteractionTdiagrams:TSequenceTdiagrams 
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iv)TClassTdiagram 

2.33.T5.4.0.2.0TUseTcaseTdiagrams 

 

FigureT5.12:TuseTcaseTdiagramTofTadministrator 

 

 

 

FigureT5.13:TuseTcaseTdiagramTofTNAUTnetworkTmngntTsystemTonline 

 

 

FigureT5.14:TuseTcaseTdiagramTofTadministrator 

5.4.0.2.1TActivityTdiagrams 
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FigureT5.15:TactivityTdiagramTofTNAUTnetworkTmngntTsystemTonline 
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FigureT5.16:TactivityTdiagramTofTadministrator 

5.4.0.2.2TSequenceTdiagrams 

 

FigureT5.17:TsequenceTdiagramTforTadministrator 
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FigureT5.17:TsequenceTdiagramTforTuser 

5.4.0.2.3TClassTDiagrams 

 

FigureT5.18:TclassTdiagramTofTNAUTnetworkTmngntTsystemTonline 

5.4.0.3TDatabaseTdesign 

DatabaseTdesignTisTtheTprocessTofTproducingTaTdetailedTdataTmodelTofTaTdat

abase.TItTcontainsTallTtheTneededTlogicalTandTphysicalTdesignTchoicesTandTph

ysicalTstorageTparametersTneededTtoTgenerateTaTdesignTinTdataTdefinitionTlan

guage,TwhichTcanTthenTbeTusedTtoTcreateTaTdatabase.TItTcanTalsoTbeTusedTt

oTdescribeTmanyTdifferentTpartsTofTtheTdesignTofTanToverallTdatabaseTsystem

. 
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TheTprocessTofTdoingTdatabaseTdesignTgenerallyTconsistsTofTaTnumberTofTste

psTwhichTwillTbeTcarriedToutTbyTtheTdatabaseTdesigner.TUsually,TtheTdesigne

rTmust: 

·TDetermineTtheTrelationshipsTbetweenTtheTdifferentTdataTelements. 

·TSuperimposeTaTlogicalTstructureTuponTtheTdataTonTtheTbasisTofTtheseTrelati

onships. 

5.4.0.3.0TDesignTprocess 

TheTfollowingTareTtheTstepsTtoTbeTfollowedTduringTdatabaseTdesign: 

i).TDetermineTtheTpurposeTofTtheTdatabaseT-

TThisThelpsTprepareTforTtheTremainingTsteps. 

ii).TFindTandTorganizeTtheTinformationTrequiredT-

TGatherTallTofTtheTtypesTofTinformationTtoTrecordTinTtheTdatabase,TsuchTasT

productTnameTandTorderTnumber. 

iii).TDivideTtheTinformationTintoTtablesT-

TDivideTinformationTitemsTintoTmajorTentitiesTorTsubjects,TsuchTasTproblem.T

EachTsubjectTthenTbecomesTaTtable. 

iv).TTurnTinformationTitemsTintoTcolumnsT-

TDecideTwhatTinformationTneedsTtoTbeTstoredTinTeachTtable.TEachTitemTbeco

mesTaTfield,TandTisTdisplayedTasTaTcolumnTinTtheTtable.TForTexample,TanTA

dminTtableTmightTincludeTfieldsTsuchTasTuserTnameTandTpassword. 

v).TSpecifyTprimaryTkeysT-

TChooseTeachTtable'sTprimaryTkey.TTheTprimaryTkeyTisTaTcolumn,TorTaTsetT

ofTcolumns,TthatTisTusedTtoTuniquelyTidentifyTeachTrow.TAnTexampleTmightT

beTuserTIDTorTProblemTID. 

vi).TSetTupTtheTtableTrelationshipsT-

TLookTatTeachTtableTandTdecideThowTtheTdataTinToneTtableTisTrelatedTtoTth

eTdataTinTotherTtables.TAddTfieldsTtoTtablesTorTcreateTnewTtablesTtoTclarifyT

theTrelationships,TasTnecessary. 

vii).TRefineTtheTdesignT-

TAnalyseTtheTdesignTforTerrors.TCreateTtablesTandTaddTaTfewTrecordsTofTsa
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mpleTdata.TCheckTifTresultsTcomeTfromTtheTtablesTasTexpected.TMakeTadjust

mentsTtoTtheTdesign,TasTneeded. 

viii).TApplyTtheTnormalizationTrulesT-

TApplyTtheTdataTnormalizationTrulesTtoTseeTifTtablesTareTstructuredTcorrectly.

TMakeTadjustmentsTtoTtheTtables 

TheTpersonTwhoTisTdoingTtheTdesignTofTaTdatabaseTisTaTpersonTwithTexperti

seTinTtheTareaTofTdatabaseTdesign,TratherTthanTexpertiseTinTtheTdomainTfrom

TwhichTtheTdataTtoTbeTstoredTisTdrawnTe.g.TfinancialTinformation,Tbiological

TinformationTetc.TTherefore,TtheTdataTtoTbeTstoredTinTtheTdatabaseTmustTbeT

determinedTinTcooperationTwithTaTpersonTwhoTdoesThaveTexpertiseTinTthatTd

omain,TandTwhoTisTawareTofTwhatTdataTmustTbeTstoredTwithinTtheTsystem. 

ThisTprocessTisToneTwhichTisTgenerallyTconsideredTpartTofTrequirementTanaly

sis,TandTrequiresTskillTonTtheTpartTofTtheTdatabaseTdesignerTtoTelicitTtheTnee

dedTinformationTfromTthoseTwithTtheTdomainTknowledge. 

2.34.T5.4.0.3.1TNormalization 

DatabaseTnormalizationTisTtheTprocessTofTefficientlyTorganizingTdataTinTtheT

DB.TItTcanTalsoTbeTdescribedTasTtheTaccurateTpresentationTofTdata,Trelationsh

ipsTandTconstraints.TNormalizationTisTaTsystematicTwayTofTensuringTthatTaTd

atabaseTstructureTisTsuitableTforTgeneral-

purposeTqueryingTandTfreeTofTcertainTundesirableTcharacteristics--

insertion,Tupdate,TandTdeletionTanomalies--

thatTcouldTleadTtoTaTlossTofTintegrity.TTheTmainTgoalsTofTnormalizationTare

Tto: 

i)TEliminateTredundantTdataTinTaTDB. 

ii)TEnsureTdataTdependenciesTmakeTsense. 

 

 

2.35.T5.4.0.3.3TProcessTofTnormalization 

TheseTareTtheTstepsTtakenTfromTtheTunnormalizedTformT(UNF)TtoTtheTnorma

https://en.wikipedia.org/wiki/Database_normalization
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lizedTform.TUNFTisTtheTtableTthatTcontainsToneTorTmoreTrepeatingTforms.TT

heTstepsTare:T 

TableTproblem 

Employe

e 

problemTdes

cription 

FullTNa

me 

Departm

ent 

Build

ing 

DateTofTp

roblem 

TypeTofTp

roblem 

Sta

tus 

T T 

Employ

eeTID 

Depart

ment 

Building DateTofTs

olution 

Soluti

on 

SolvedT

by 

TypeTofTp

roblem 

status 

 

1.TFirstTnormalTformT(1NF) 

TheTfirstTnormalTformT(1NF)TinvolvesTtheTremovalTofTrepeatingTgroups.TThe

TquestionTremains,T"WhatTisTaTrepeatingTgroup?"TexampleTofTrepeatingTgroup

s:TEmployeeTID(JKC-FIN-0100),TFull-

nameT(AdamTJama)Tstatus(Unsolved),TDepartment(Finance,TAcademic),TBuildin

g(LAB,TAcademic),TTypeTofTproblem(NoTconnection,TConnectivity),Tsolution(s

olved),solvedTby,TandTtypeTofTproblemTForTaTgivenTproblemT,ToneTorTmore

TsolutionTandToneTorTmoreTsolutionTcanTexist.TForTeachTrepeatingTgroupTyo

uTencounter,TtheTrepeatingTgroupTisTmovedTtoTaTseparateTtable.TInTthisTcase,

TyouTendTupTwithTtwoTnewTtablesTthatTstoreTtheTcontactTandTcategoryTdata.

TTheTfollowingToutlinesTtheTnewTstructureTandTentities: 

1)TProblemT:TProblemTID(primaryTkey)T,TypeTofTproblemT,TproblemTdescri

ptionT,DateTofTproblemTandTStatus 

2)TEmployee:TEmployeeTID(primaryTkey),TFullTName,TDepartment,TBuilding 

3)TSolution:TSolutionTIDT(primaryTkey),TDateTofTsolution,Tsolution,TSolved

Tby,TStatus 

4)TReport:TReportTID(primaryTkey)T,SolutionTIDT,TEmployeeTID,TDateTofT

report 

TheTproblemTtableTisTaTparentTtoTtheTproblemTidTandTSolutionTtables.TTheTt

woTrelationshipsTareToneTtoTmany.TInTotherTwords,TeachTproblemTcanThaveT



88 | P a g e  

 

oneTorTmoreTsolutionTandTcanTbeTassociatedTwithToneTorTmoreTcategories. 

2.TSecondTnormalTform(2NF) 

SecondTnormalTformT(2NF)TisTtheTsecondTstepTinTnormalizingTaTdatabase.T2

NFTbuildsTonTtheTfirstTnormalTformT(1NF).TAT1NFTtableTisTinT2NFTformTif

TandTonlyTifTallTofTitsTnon-

primeTattributesTareTfunctionallyTdependentTonTtheTwholeTofTeveryTcandidate

Tkey. 

2NFTisTachievedTbyTremovingTpartialTdependencies:TtheTfunctionallyTdepende

ntTattributesTareTremovedTfromTtheTrelationTbyTplacingTthemTinTaTnewTrelati

onTalongTwithTaTcopyTofTtheirTdeterminant. 

IdentificationTofTattribute 

ProblemT(ProblemTID,TDateTofTproblem,TproblemTdescription,TDateTofTproble

mTandTStatus) 

EmployeeT(EmployeeTID,TFullTName,TDepartmentTandTBuilding) 

SolutionT(SolutionTID,TDateTofTsolution,Tsolution,TSolvedTbyTandTStatus) 

ReportT(ReportTID,TSolutionTID,TEmployeeTID,TandTDateTofTreport) 

FunctionalTdependency: 

EmployeeTIDTFullTName,TDepartmentTandTBuilding 

SolutionTIDTSolution,TDateTofTsolution,TstatusTandTsolvedTby 

ReportTIDTEmployeeTID,TSolutionTID,TProblemTID,TDepartmentTandTBuilding 

ProblemTIDTTypeTofTproblem,TproblemTdescription,TDateTofTproblemTandTSt

atus 
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Figure5.20:TfullTdependency 

PartialTdependency 

SolutionTID,TEmployeeTIDTProblemTID,TTypeTofTproblem,TproblemTdescriptio

n,TStatus,TSolvedTby 

ProblemTIDTTypeTofTproblem,TproblemTdescription,TDateTofTproblem 

EmployeeTID,TproblemTIDTbuilding,Tdepartment,TtypeTofTproblem 

3.TThirdTnormalTform(3NF) 

ThirdTnormalTformT(3NF)TisTtheTthirdTstepTinTnormalizingTaTdatabaseTandTit

TbuildsTonTtheTfirstTandTsecondTnormalTforms,T1NFTandT2NF.T3NFTstatesTt

hatTallTcolumnTreferenceTinTreferencedTdataTthatTareTnotTdependentTonTtheTp

rimaryTkeyTshouldTbeTremoved.TAnotherTwayTofTputtingTthisTisTthatTonlyTfo

reignTkeyTcolumnsTshouldTbeTusedTtoTreferenceTanotherTtable,TandTnoTother

TcolumnsTfromTtheTparentTtableTshouldTexist 

ProblemTtable:TProblemTIDT(primaryTkey),TTypeTofTproblem,TproblemTdesc

ription,TDateTofTproblemTandTStatus 

EmployeeTtable:TEmployeeTIDT(primaryTkey),TFullTName,TDepartment,TBuil

ding 

SolutionTtable:TSolutionTIDT(primaryTkey),TDateTofTsolution,Tsolution,TSolv
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edTby,TStatus 

ReportTtable:TReportTIDT(primaryTkey),TSolutionTID,TEmployeeTID,TDate

TofTreport 

5.4.0.2TDatabaseTSchemaTTables 

TableTProblem 

Name DateTtype Null 

ProblemTID IntegerT(12) notTnull 

TypeTofTproblem VarcharT(255) notTnull 

DateTofTproblem TimeTstamp notTnull 

problemed VarcharT(255) NotTnull 

status VarcharT(20) notTnull 

TableTsolution 

Name DateTtype Null 

SolutionTID IntegerT(12) notTnull 

solution VarcharT(255) notTnull 

DateTofTsolution TimeTstamp notTnull 

status VarcharT(20) notTnull 

SolvedTby VarcharT(25) notTnull 

TableTemployee 

Name DateTtype Null 

EmployeeTID IntegerT(12) notTnull 

FullTname VarcharT(255) notTnull 
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Department VarcharT(25) notTnull 

Building VarcharT(20) notTnull 

TableTreport 

Name DateTtype Null 

ReportTID IntegerT(12) notTnull 

EmployeeTID IntegerT(12) notTnull 

ProblemTID IntegerT(12) notTnull 

SolutionTID IntegerT(12) notTnull 

DateTofTreport Timestamp notTnull 

TableTcomment 

Name DateTtype Null 

commentTID IntegerT(12) notTnull 

FullTname VarcharT(255) notTnull 

Date Timestamp notTnull 

message 

 

 

VarcharT(20) notTnull 

TableTuser 

Name DateTtype Null 

ID IntegerT(12) notTnull 

username VarcharT(255) notTnull 

password VarcharT(255) notTnull 
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5.4.0.3TEntityTrelationshipTdiagramT(ERD) 

AnTEntityTRelationshipTDiagramT(ERD)TisTaTdiagramTthatTshowsThowTtables

TinTaTdatabaseTareTlinkedTtogetherTandThowTtheyTinteractTwithTeachTotherTi

nTtheTdatabase.TItTcanTbeTdescribedTasTaTgraphicalTrepresentationTofTtheTdat

aTrequirementsTforTaTdatabase. 

ThereTareT5TmajorTpartsTtoTanTERD: 

a)TEntity 

AnTentityTrepresentsTaTperson,Tplace,TorTthingTthatTyouTwantTtoTtrackTinTaT

database.TE.g.TinTthisTsystem,TaTcustomer,TadminTareTentities.TTheTentityTbec

omesTaTtableTinTtheTdatabase. 

EachToccurrenceTofTtheTentityTisTanT«EntityTInstance».TThisTisTbecomingTaT

recordTorTaT«row»TinTtheTtable.TE.g.TaTsingleTnameTisTanTinstanceTofTtheTe

ntityT-tbl_problem. 

b)TAttribute 

AnTattributeTdescribesTvariousTcharacteristicsTaboutTanTindividualTentity.TThey

TtellTusTmoreTaboutTanTentity.TTheTcharacteristicsTbecomeTtheT«columns»Tin

TtheTtable.TE.g.TeachTproblemThasTanTIdTandTaTproblemTtype. 

c)TPrimaryTKey 

ATprimaryTisTanTattributeTofTgroupTofTattributesTthatTuniquelyTidentifiesTanT

instanceTofTtheTentity. 

d)TRelationship 

ATrelationshipTdescribesThowToneTorTmoreTentitiesTinteractTwithTeachTother.T

ATverbTisToftenTusedTtoTdescribeTtheTrelationship.TE.g.TaTproblemThasTaTuni

queTproblemTID. 

RelationshipsTcanTbeTbetweenTtwoTinstancesTofTentitiesTorTmore.TOtherTtimes

TyouTdon'tTevenTneedTanTinstanceTforTaTrelationshipTtoToccur.TRelationshipsT

areTexplainedTthroughTcardinality. 

e)TCardinality 
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CardinalityTisTtheTcountTofTinstancesTthatTareTallowedTorTareTnecessaryTbetw

eenTentityTrelationshipsTE.g.TATclientTcanThaveTzero,ToneTorTmultipleTproble

m,TbutTeachTproblemTcanTonlyTbelongTtoToneTsolution.TOneTofTtheTwaysTto

TrepresentTcardinalityTinTanTERDTisTbyTuseTofTCrow'sTFootTNotation. 

ThereTareTfourTdifferentTwaysTtoTrepresentTcardinalityTusingTCrow'sTfootTNot

ation. 

·TOne-

MandatoryTmeansTthatTyouTmustThaveTatTleastToneTandTonlyToneTinstance. 

·TMany-

MandatoryTmeansTthatTyouTmustThaveTatTleastToneTinstanceTbutTyouTcanTh

aveTseveralTinstances. 

·TOne-

OptionalTmeansTthatTyouTdon'tThaveTtoThaveTanTinstanceTbutTifTyouTdo,Tyo

uTcanTonlyThaveTone. 

·TMany-

OptionalTmeansTthatTyouTdon'tThaveTtoThaveTanTinstanceTbutTifTyouTdo,Tth

ereTisn'tTaTlimitTasTtoThowTmanyTinstancesTyouTcanThave. 
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FigureT5.21:TERDTdiagram 

5.4.0.4TInterfaceTdesign 

InterfaceTdesignTisTtheTdesignTofTwebsites,Tcomputers,Tappliances,Tmachines,T

mobileTcommunicationTdevices,TandTsoftwareTapplicationsTwithTtheTfocusTonT

theTuser'sTexperienceTandTinteraction.TTheTgoalTofTuserTinterfaceTdesignTisTto

TmakeTtheTuser'sTinteractionTasTsimpleTandTefficientTasTpossibleToftenTreferre

dTtoTasTuser-centeredTdesign. 

5.4.1TGoodTinterfaceTdesign 

ATgoodTinterfaceTdesignTstemsTfromTknowingTyourTusers,TincludingTundersta

ndingTtheirTgoals,Tskills,Tpreferences,TandTtendencies.TTheTfollowingTshouldTb

eTconsideredTwhenTdesigningTtheTinterface: 

·TKeepTtheTinterfaceTsimple.TTheTbestTinterfacesTareTalmostTinvisibleTtoTth

eTuser.TTheyTavoidTunnecessaryTelementsTandTareTclearTinTtheTlanguageTthey

TuseTonTlabelsTandTinTmessaging. 

·TCreateTconsistencyTandTuseTcommonTUserTInterfaceTelements.TByTusin

gTcommonTelementsTinTyourTUI,TusersTfeelTmoreTcomfortableTandTareTableT

toTgetTthingsTdoneTmoreTquickly.TItTisTalsoTimportantTtoTcreateTpatternsTinTl

anguage,TlayoutTandTdesignTthroughoutTtheTsiteTtoThelpTfacilitateTefficiency.T

OnceTaTuserTlearnsThowTtoTdoTsomething,TtheyTshouldTbeTableTtoTtransferTt

hatTskillTtoTotherTpartsTofTtheTsite. 

·TBeTpurposefulTinTpageTlayout.TConsiderTtheTspatialTrelationshipsTbetween

TitemsTonTtheTpageTandTstructureTtheTpageTbasedTonTimportance.TCarefulTpl

acementTofTitemsTcanThelpTdrawTattentionTtoTtheTmostTimportantTpiecesTofTi

nformationTandTcanTaidTscanningTandTreadability. 

·TStrategicallyTuseTcolorTandTtexture.TYouTcanTdirectTattentionTtowardTorT

redirectTattentionTawayTfromTitemsTusingTcolor,Tlight,Tcontrast,TandTtextureTt

oTyourTadvantage. 

·TUseTtypographyTtoTcreateThierarchyTandTclarity.TCarefullyTconsiderTho

wTyouTuseTtypeface.TDifferentTsizes,Tfonts,TandTarrangementTofTtheTtextTtoT

helpTincreaseTscanTability,TlegibilityTandTreadability. 

https://en.wikipedia.org/wiki/Website
https://en.wikipedia.org/wiki/Computer
https://en.wikipedia.org/wiki/Home_appliance
https://en.wikipedia.org/wiki/Communication
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/User_experience
https://en.wikipedia.org/wiki/User-centered_design
https://www.usability.gov/how-to-and-tools/methods/user-interface-elements.html
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·TMakeTsureTthatTtheTsystemTcommunicatesTwhat'sThappening.TAlwaysTi

nformTyourTusersTofTlocation,Tactions,TchangesTinTstate,TorTerrors.TTheTuseT

ofTvariousTUITelementsTtoTcommunicateTstatusTand,TifTnecessary,TnextTstepsT

canTreduceTfrustrationTforTyourTuser. 

 

FigureT5.22:TinterfaceTdesign 

 

FigureT5.23.THomeTpage 

 

FigureT5.24.TLoginTPage 
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FigureT5.26.TProblem 

 

FigureT5.27.TSolutionTandTcomment 

 

FigureT5.28:TFAQ 
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CHAPTERTSIX:TSYSTEMTTESTINGTANDTIMPLEMENTATION 

6.1TCoding 

CodingT/TProgrammingTisTtheTprocessTofTtranslatingTsystemTspecificationsTpre

paredTduringTdesignTstageTintoTaTfullToperationalTsystemT(programTcodeT(sol

ution). 

ThisTwasTdoneTusing: 

·TWampServer 

·TDreamweaver. 

·TPacketTtracerTsimulation 

·TCiscoTiOSTcommand 

6.2TUserTInterface 

TheTfollowingTareTsomeTscreenshots. 
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FigureT6.6:TNetworkTSchema 

 

 

 

FigureT6.7:TStudentTcomputerTDHCP 
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FigureT6.8:TLectureTcomputerTDHCP 
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FigureT6.9:TShowTinterfaceTrouteTfromTDirectorTSwitch 

FigureT6.10:TAccessTcontrolTlistTDirectorTRouter 
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FigureT6.11:TAccessTcontrolTlistTandTlogin 

 

FigureT6.12:TTelnetTandTpingTIPTaddress 
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FigureT6.13:TSpanningTtreeTconfiguration 

 

FigureT6.14:TPingTIPTaddress 
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. 

6.3TSystemTtesting 

SystemTtestingTisTtheTexhaustiveTandTthoroughTprocessTthatTdeterminesTwheth

erTtheTsystemTproducesTtheTdesiredTresultsTunderTknownTconditions. 

TestTdataTmustTbeTcarefullyTprepared,TresultsTreviewedTandTcorrectionsTmade

TinTtheTsystem. 

ToTensureTtestingTisTclearTandTcomprehensiveTaTsystematicTtestTplanTmustTb

eTemployed. 

TheTdevelopmentTteamTandTusersTprepareTTestTplanTwithTdetailsTonThowTtes

tsTwillTbeTcarriedTout.TItTmustTdetail:T-

ExpectedTinputs,TExpectedToutputs,TExpectedTerrorTreactions,TExpectedTcomm

unications,TExpectedTtermination,Tetc. 

6.2.1TMethodsT/TTypesTofTTesting 

6.2.1.1TFunctionalTtesting 

ThisTisTaTsoftwareTtestingTtechniqueTwherebyTtheTinternalTworkingsTofTtheTit

emTbeingTtestedTareTnotTknownTbyTtheTtester.TForTexample,TinTaTblackTbox

TtestTonTsoftwareTdesignTtheTtesterTonlyTknowsTtheTinputsTandTwhatTtheTex

pectedToutcomesTshouldTbeTandTnotThowTtheTprogramTarrivesTatTthoseToutpu

ts.TTheTtesterTdoesTnotTeverTexamineTtheTprogrammingTcodeTandTdoesTnotTn
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eedTanyTfurtherTknowledgeTofTtheTprogramTotherTthanTitsTspecifications. 

AdvantagesTofTfunctionalTtesting 

·TTheTtestTisTunbiasedTbecauseTtheTdesignerTandTtheTtesterTareTindependentT

ofTeachTother. 

·TTheTtesterTdoesTnotTneedTknowledgeTofTanyTspecificTprogrammingTlanguag

es. 

·TTheTtestTisTdoneTfromTtheTpointTofTviewTofTtheTuser,TnotTtheTdesigner. 

·TTestTcasesTcanTbeTdesignedTasTsoonTasTtheTspecificationsTareTcomplete. 

DisadvantagesTofTfunctionalTtesting 

·TTheTtestTcanTbeTredundantTifTtheTsoftwareTdesignerThasTalreadyTrunTaTtest

Tcase. 

·TTheTtestTcasesTareTdifficultTtoTdesign. 

·TTestingTeveryTpossibleTinputTstreamTisTunrealisticTbecauseTitTwouldTtakeTa

nTinordinateTamountTofTtime;Ttherefore,TmanyTprogramTpathsTwillTgoTunteste

d. 

6.2.1.2TWhiteTBoxTTesting 

AlsoTknownTasTglassTbox,Tstructural,TclearTboxTandTopenTboxTtesting. 

ItTisTaTsoftwareTtestingTtechniqueTwherebyTexplicitTknowledgeTofTtheTinternal

TworkingsTofTtheTitemTbeingTtestedTisTusedTtoTselectTtheTtestTdata. 

UnlikeTblackTboxTtesting,TwhiteTboxTtestingTusesTspecificTknowledgeTofTprog

rammingTcodeTtoTexamineToutputs.TTheTtestTisTaccurateTonlyTifTtheTtesterTk

nowsTwhatTtheTprogramTisTsupposedTtoTdo.THeTorTsheTcanTthenTseeTifTtheT

programTdivergesTfromTitsTintendedTgoal. 

WhiteTboxTtestingTdoesTnotTaccountTforTerrorsTcausedTbyTomission,TandTallT

visibleTcodeTmustTalsoTbeTreadable. 

6.2.2TTheTTestingTProcess 

TheTmostTwidelyTusedTtestingTprocessTconsistsTofT5Tstages: 

i)TUnitTtesting 

ii)TModuleTtesting 

iii)TSub-systemTtesting 
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iv)TSystemTtesting 

v)TAcceptanceT(alpha)Ttesting. 

i)TUnitTTesting 

UnitTtestingTisTwhereTindividualTcomponentsTareTtestedTindependentlyTtoTensu

reTtheyToperateTcorrectly. 

ii)TModuleTTesting 

ATmoduleTisTaTcollectionTofTdependentTcomponentsTe.g.TanTobjectTclass,Tan

TabstractTdataTtypeTorTcollectionTofTproceduresTandTfunctions.TModuleTtesting

TisTwhereTrelatedTcomponentsT(modules)TareTtestedTwithoutTotherTsystemTmo

dules. 

iii)TSub-SystemTTesting 

Sub-systemsTareTintegratedTtoTmakeTupTaTsystem.TSub-

systemTtestingTaimsTatTfindingTerrorsTofTunanticipatedTinteractionsTbetweenTs

ub-systemsTandTsystemTcomponents.TSub-

systemTtestingTalsoTaimsTatTvalidatingTthatTtheTsystemTmeetsTtheTfunctionalT

andTnon-functionalTcomponents. 

iv)TAcceptanceTTestingT(AlphaTTesting) 

AcceptanceTtestingTisTalsoTknownTasTalphaTtestingTorTlastTtesting. 

InTthisTcaseTtheTsystemTisTtestedTwithTrealTdataT(fromTclient)TandTnotTsimul

atedTtestTdata. 

AcceptanceTtesting: 

ØTRevealsTerrorsTandTomissionsTinTsystemsTrequirementsTdefinition. 

ØTTestTwhetherTtheTsystemTmeetsTtheTusers'TneedsTorTifTtheTsystemTperform

anceTisTacceptable. 

AcceptanceTtestingTisTcarriedToutTtillTusersT/clientsTagreeTit'sTanTacceptableTi

mplementationTofTtheTsystem. 

NB:TBetaTTesting 

BetaTtestingTapproachTisTusedTforTsoftwareTtoTbeTmarketed.TItTinvolvesTdeliv

eringTitTtoTaTnumberTofTpotentialTcustomersTwhoTagreeTtoTuseTitTandTreport

TproblemsTtoTtheTdevelopers.TAfterTthisTfeedback,TitTisTmodifiedTandTrelease
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dTagainTforTanotherTbetaTtestingTorTgeneralTuse. 

6.2.2.1TTestTData 

Test Action Expected Result 

LoginT

Test 

UserTattemptsTtoTlogin. TheTuserTshouldTbeTr

edirectedTtoTtheTAdm

inTpageTafterTaTsucce

ssfulTloginTattempt 

LoginTsuccessfulTand

TtheTuserTredirected

TtoTtheTAdminTPage

. 

Securit

yTTest 

UserTbrowsesTtheTwebsit

eTpages. 

ATuserTshouldTbeTabl

eTtoTviewTonlyTtheTp

agesTthatThe/sheTisTa

uthorizedTtoTview. 

UserThasTaccessTtoT

authorizedTpagesTand

TdeniedTaccessTtoTu

nauthorizedTpages. 

Informa

tion 

Manage

mentTT

est 

AdminTperformsTCRUD

TdatabaseToperations. 

TheTadminTshouldTbe

TableTtoTperformTthe

TCRUDTdatabaseTope

rations. 

RecordsTsuccessfully

Tviewed,TupdatedTan

dTdeleted. 

FileTpr

oblem 

FileTdetailTtoTtheTdataba

seTcontainingTproblemTd

etails 

TheTuserTshouldTbeTa

bleTtoTsendTtheTrecor

dsTofTtheTparcelTfro

mTtheTdatabase. 

DataTsuccessfullyTad

ded. 

Logout

Ttest 

UserTtriesTtoTlogoutTofT

theTsystem. 

ATuserTshouldTbeTabl

eTtoTsuccessfullyTlogo

ut. 

UserTsuccessfullyTlo

gsToutTofTtheTsyste

m. 

Ping TechnicianTpingTtheTdev

iceTbeforeTtelnet 

TechnicianTknowsTthe

TIPTaddressTofTtheTd

evice 

DeviceTrespondTping 

telnet TechnicianTtriesTtoTlogin TechnicianTshouldTbe SuccessfulTlogin 
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TtoTremoteTdevice TableTtoTaccessTtheT

deviceTbyTprovidingT

correctTcredential 

DHCP StudentsTandTlecturesTtr

yTtoTgetTIPTaddressTaut

omaticallyTonceTconnect

TcableTorTaccessTWi-Fi 

UserTareTsupposedTto

TgetTIPTaddressTandT

accessThisTVLANS 

AutomaticTgetTIPTad

dress 

Access

Trouter

sTandT

switche

s 

TechnicianTtriesTtoTacce

ssTaTdevice 

ProvideTcorrectTpassw

ord 

ForTglobal,TprivilegeT

andTconfigurationTmo

de 

AccessTauthorized 

 

TableT6.1:TTestTData 

6.2.2.2TTestsTJustification 

UnitTTesting 

UnitTtestingTwasTconductedTtoTensureTthatTtheTindividualTsystemTcomponents

TwereTfunctioningTcorrectlyTasTrequired. 

ModuleTTesting 

ThisTwasTconductedTtoTensureTthatTtheTindividualTsystemTmodulesTcouldTope

rateTindependentlyTwithoutTrelyingTonTtheTtrackingTsystem. 

Sub-SystemTTesting 

ThisTwasTconductedTtoTvalidateTthatTtheTsystemTmetTtheTfunctionalTandTnon-

functionalTrequirements. 

AcceptanceTTestingT(AlphaTTesting) 

ThisTwasTconductedTtoTreviewTanyTerrorsTorTomissionsTinTtheTsystemsTrequi

rementsTdefinition. 

WhiteTboxTtesting 

TestTcasesTwereTderivedTthat: 
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·TGuaranteedTthatTallTtheTindependentTpartsTwithinTtheTmodulesThadTbeenTex

ercisedTatTleastTonce. 

·TExercisedTallTtheTlogicalTdecisionsTonTtheirTtrueTandTfalseTstates. 

·TExercisedTinternalTdataTstructureTtoTensureTtheirTvalidity. 

BlackTboxTTesting 

SetsTofTinputsTwereTderivedTthatTfullyTexercisedTallTtheTfunctionalTrequireme

ntsTofTtheTsystem. 

ItTtriedTtoTfindTerrorsTinTtheTfollowingTcategories: 

·TIncorrectTorTmissingTfunctions. 

·TInterfaceTerrors. 

·TErrorsTinTdataTstructuresTorTexternalTdatabaseTaccess. 

·TPerformanceTerrors. 

·TInitializationTandTterminationTerrors. 

6.4TSystemTimplementation 

AfterTthoroughTtestingTbyTtheTprogrammers,TtheTsystemTisTthenTimplemented

TintoTtheTworkingTenvironment,TreplacingTtheToriginalTsystem. 

6.4.1TSystemTchangeTover 

SystemTchangeoverTisTtheTprocessTofTputtingTtheTnewTinformationTsystemTon

lineTandTretiringTtheToldTsystem.TThereTareTfourTstrategiesTthatTcanTbeTused

TtoTdoTthis: 

(i)TParallelTrunning 

(ii)TDirectTchangeover 

(iii)TPilotTrunning 

(iv)TPhasedTchangeover 

6.4.1.1TParallelTrunning 

TheToldTsystemTandTtheTnewTsystemTareTrunTtogetherTforTaTperiodTofTtime.

TTheToldTsystemTisTstoppedTonlyTwhenTitTisTcertainTthatTtheTnewTsystemTis

TrunningTcorrectly. 

WithTthisTstrategy,TtheToldTandTtheTnewTsystemTareTbothTusedTalongsideTeac
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hTother,TbothTbeingTableTtoToperateTindependently.TIfTallTgoesTwell,TtheTold

TsystemTisTstoppedTandTnewTsystemTcarriesTonTasTtheTonlyTsystem. 

Advantages: 

i)TIfTthereTareTinitialTproblemsTwithTtheTnewTsystemTthenTtheToldToneTcanT

stillTbeTused. 

ii)TBothTsystemsTcanTeasilyTbeTcompared. 

iii)TEasyTtoTtrainTstaffTbyTlettingTtheyTlearnTnewTskillsTonTtheTparallelTsyste

m. 

iv)TEasyTtoTevaluateTbecauseTtheTnewTandToldTsystemsTareTbothTrunning. 

Disadvantages: 

i)TExpensiveT-

TbothTsystemsTareTbeingTrunTasTfullyToperatingTversionsTsoTbothTareTdoingT

theTsameTjob.TThisTmayTmeanTduplicationTofTstaffTandThardware. 

ii)TRiskyT-

TthereTisTaTgreaterTchanceTofTconfusionTorTerrorsTifTtheTtwoTdifferentTsyste

msTareTbeingTrunTside-by-side. 

 

6.4.1.2TDirectTchangeover 

TheToldTsystemTisTstoppedTandTtheTfollowingTdayTtheTnewTsystemTisTused.T

ThisTcouldTbeTdisastrousTifTthereTareTerrorsTinTtheTnewTsystem. 

WithTthisTstrategy,TtheTchangeoverTisTdoneTinToneToperation,TcompletelyTrepl

acingTtheToldTsystemTinToneTgo.TThisTusuallyTtakesTplaceTonTaTsetTdate,Tof

tenTafterTaTbreakTinTproductionTorTaTholidayTperiodTsoTthatTtimeTcanTbeTus

edTtoTgetTtheThardwareTandTsoftwareTforTtheTnewTsystemTinstalledTwithoutT

causingTtooTmuchTdisruption. 

Advantages: 

i)TTheTmostTrapidTofTallTtheTstrategies,TprovidedTitTworks. 

ii)TLessTriskTofTconfusionTbetweenToldTandTnewTsystems. 

Disadvantages: 
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i)TMostTstressfulTforTtheTusersT-

TtheToldTsystemThasTgoneTsoTthereTisTnoTgoingTbackTifTtheyThaveTdifficulti

es. 

ii)TMostTdifficultTtoTtrainTstaffTonTasTtheTnewTsystemTwasTnotTinTplaceTtoT

learnTbeforeTtheTchangeover. 

iii)TMostTstressfulTforTtheTdevelopersT-

TallTtheTdataTandTfilesTfromTtheToldTsystemTwillThaveTtoTbeTconvertedTread

yTforTuseTonTtheTnewTone. 

iv)TMostTriskyT-

TifTtheTnewTsystemTdoesTnotTworkTproperlyTthenTthereTisTnothingTtoTfallTb

ackTon. 

6.4.1.3TPilotTrunning 

TheTnewTsystemTcouldTbeTtriedTbyTpartTofTtheTcompanyTsuchTasToneTbranc

h. 

IfTallTgoesTwell,TthenTtheTrestTofTtheTcompanyTcanTchangeTtoTtheTnewTsyst

em 

WithTthisTstrategy,TtheTnewTsystemTreplacesTtheToldToneTinToneToperationTb

utTonlyTonTaTsmallTscale.TForTexample,TitTmightTbeTtriedToutTinToneTbranc

hTofTtheTcompanyTorTinToneTlocation.TIfTsuccessfulTthenTtheTpilotTisTextend

edTuntilTitTeventuallyTreplacesTtheToldTsystemTcompletely. 

Advantages: 

i)TEasyTtoTcontrol,TtheTpilotTcanTbeThaltedTatTanyTtime. 

ii)TEasyTtoTevaluateTbecauseTtheTnewTandToldTsystemsTareTbothTrunning. 

iii)TLowTrisk,TifTaTsmall-scaleTpilotTfailsTthenTnotTtooTmuchThasTbeenTlost. 

iv)TEasyTtoTtrainTstaffTbyTlettingTthemTlearnTnewTskillsTonTtheTpilotTsystem. 

Disadvantages: 

i)TItTcanTbeTslowTtoTgetTaTpilotTtoTcompletelyTreplaceTtheToldTsystem. 

ii)TATpilotTmayTnotTshowTupTproblemsTthatTaTfull-

scaleTimplementationTwould.TThisTisTbecauseTaTsystemTcanTworkTwellTasTaT

small-
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scaleTpilotTbutThasTdifficultiesTwhenTitTisTscaledTupTtoTaTfullToperatingTsyst

emTwithTmoreTrealisticTvolumesTofTdataTtoTbeTprocessed. 

6.4.1.4TPhasedTchangeover 

WithTthisTstrategy,TtheTnewTsystemTisTbroughtTinTinTstagesT(phases).TIfTeach

TphaseTisTsuccessfulTthenTtheTnextTphaseTisTstarted,TeventuallyTleadingTtoTth

eTfinalTphaseTwhenTtheTnewTsystemTfullyTreplacesTtheToldTone. 

Advantages: 

i)TVeryTstructured,TeachTphaseTcanTbeTfullyTevaluatedTbeforeTmovingTontoTt

heTnextTone. 

ii)TLowerTrisk,TaTwell-

plannedTandTcontrolledTintroductionTofTtheTnewTsystem. 

iii)TEasyTtoTtrainTstaffTbyTlettingTthemTtoTlearnTnewTskillsTonTeachTphaseTa

sTitTisTintroduced. 

Disadvantages: 

i)TSlowerTthanTdirectTimplementation. 

ii)TAlthoughTeachTphaseTisTeasyTtoTevaluate,TyouThaveTtoTwaitTuntilTallTthe

TphasesTareTcompleteTbeforeTyouTcanTevaluateTtheTwholeTchangeTover. 

6.5TChangeoverTTechniqueTUsed 

AfterTthoroughTevaluationTandTscrutiny,TtheTchangeoverTtechniqueTthatTITdeci

dedTtoTuseTwasTtheTparallelTrunningTtechnique.TThisTisTbecause: 

·TItTallowsTforTeaseTofTimplementation. 

·TEndTusersTareTmoreTlikelyTtoTrespondTpositivelyTandTofferTlessTresistanceT

toTtheTnewTsystem. 

·TIfTthereTareTinitialTproblemsTwithTtheTnewTsystemTthenTtheToldToneTcanTs

tillTbeTusedTasTtheTproblemsTareTgettingTfixed. 

·TItTisTeasyTtoTtrainTstaffTbyTlettingTthemTlearnTnewTskillsTonTtheTparallelT

system. 

·TItTisTeasyTtoTevaluateTbecauseTtheTnewTandToldTsystemsTareTbothTrunning. 

6.6TChosenTstrategy 

ThisTtheTtypeTofTimplementationTusedTourTnewTnetworkTsystemTsinceTthereTi
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sTanotherTsystemTrunningTcurrently.TTheT2TsystemTwillTrunTtogether 

ThisTtheTtypeTofTimplementationTusedTourTnetworkTmanagementTsystemTsince

TthereTwasTnotThelpTdeskTsystem.TItTwillTtakeToverTtheTmanualTsystem. 
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CHAPTERTSEVEN:TPROJECTTAPPRAISAL 

 

7.1TObjectivesTmet 

TheTNAUTNetworkTManagementTSystemTOnlineTwasTableTtoTmeetTallTitsTob

jectives.TThatTinclude: 

·TATsecureTworkingTDMBSTforTsendingTproblemTdetail. 

·TATsuccessfullyTdesignedTuniversalTdatabaseTforTparcelTrecordsTdataTsharing. 

·TATsystemTthatTwouldTqueriesTproblemTandTsolutionTinformationTbyTaTclien

t,TdepartmentTandTbuildingTfromTanywhere 

·TItTalsoTsatisfiedTclientTproblem. 

·TTheTdifferentTmodulesTworkedTasTspecifiedTinTtheTrequirementsTspecificatio

nTsection. 

TheTdesign,TimplementationTandTmanagementTofTNAUTsecuredTLANTwasTabl

eTtoTmeetTallTitsTobjectives.TThatTinclude: 

·TATsecureTadministratorTloginTaccess. 

·TPerformTsecuredTTelnetTrequestingTaccurateTcredential. 

·TAllowTstudent,TlecturesTandTstaffTtoTgetTdynamicTIPTaddressTusingTDHCP 

·TSuccessfulTimplementationTofTVLANsTandTaccessTlistTcontrol. 

·TAllowTredundantTlinkTbetweenTnetworksTinTcaseTofTfailure. 

·TItTalsoTsatisfiedTclientTproblem. 

7.2TAchievements 

AchievementsTincludedTSystemTandTPersonalTachievements. 

7.1.1TSystemTAchievementT 

TheTsystemTmetTallTtheTspecifiedTfunctionalTrequirements.TThatTinclude: 

·TTheTsystemTisTableTtoTsolveTproblemTencounterTbyTclientTandTallowTclient

TtoTpostTproblem 

·TInformationTareTsavedTinTaTdatabaseTthatTcanTbeTremotelyTaccessedTbyTaut

horizedTpersonnel. 

·TTheTsystemTalsoTprovidesTsecurityTtoTtheTconsignmentTrecords. 

·TTheTnetworkTprovidesTsecurityTtoTaccessTswitchesTandTrouters 
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·TBetterTIPTaddressTmanagementTbyTusingTDHCP 

·TSecuredTnetworkTremoteTaccessTusingTtelnet 

·TSecuredTVLANsTaccessTbyTimplementingTACL 

7.1.2TPersonalTAchievement 

·TThisTprojectTenabledTmeTtoTapplyTmostTofTtheTconceptsTIThaveTlearnt. 

·TITwasTalsoTableTtoTgainTexperienceTinTusingTmanyTsoftwareTe.g.TDreamwe

aver,TUMLTdiagrammed,TAJAX,TjavaTscript,TMicrosoftTVisioTandTWampServe

r. 

·TITwasTableTtoTlearnTnetworkingTandTitTconfigurationTandTthisThelpedTmeTt

oTgrowTasTaTnetworkTdesignerTandTanalyst. 

·TITgainedTexperienceTinTusingTnetworkTsimulationTsoftwareTe.g.TpacketTtrace

r,TciscoTiOSTcommandTline. 

7.2TLimitations/TshortcomingsTencountered.T 

TheTfollowingTlimitationsTwereTencounteredTduringTtheTsystemTdevelopment: 

·TItTtookTaTlotTofTtimeTtoTlearnTagainTnetworkTconfigurationTandTdesign 

·TShortageTofTdevicesTduringTimplementation 

·TATlotTofTerrorsTwereTencounteredTduringTtheTdevelopmentTofTtheTsystem. 

·TATlotTofTerrorsTandTmisconfigurationTwereTencounteredTduringTtheTdevelop

mentTofTtheTsystemTandTtheTnetwork. 

·TThereTwereTfinancialTconstraintsTencountersTduringTtheTdevelopmentTofTthe

Tsystem. 

·TThereTwereTtechnicalTsupportTconstraintsTencountersTduringTtheTdevelopment

TofTtheTsystem. 

·TAtTtimes,TthereTwasTnoTinternetTconnectivityTandTthereforeToneTcouldTnotT

seekThelpTfromTtheTonlineTcommunityTorTconductTresearch. 
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3.TConclusion 

AllTinTall,TtheTNAUTnetworkTmanagementTonlineTandTdesign,Timplementation

TandTmanagementTofTsecureTLANTwereTaTsuccessTsinceTitTmetTallTitsTobjec

tivesTandTitTsatisfiedTtheTuserTspecificationsTandTclientTneed. 

TheTsystemTisTalsoTinTlineTwithTtheTVisionT2030TofTincorporatingTInformatio

nTTechnologyTinTourTworkplaces. 

ItTshowsThowTdifferentTtechnologiesTWAMPTseverTandTCiscoTPacketTTracer)

TcanTbeTintegratedTtoTcreateTgoodTuserTapplicationsTwhichThelpTreduceTtheT

costTofToperations. 
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7.3TRecommendations 

i).TTheTnetworkTmanagementTdatabaseTshouldTbeTbackedTupTatTdifferentTserv

ersTtoTallowTredundancyTofTtheTrecords. 

ii).TTheTnetworkTshouldThaveTmoreTbeTbackedTupTserversTtoTallowTredundan

cyTinTtheTnetwork. 

iii).TATscanningTmoduleTshouldTbeTaddedTtoTallowTscanningTofToldTrecordsT

toTbeTaddedTinTtheTdatabase. 

iv).TTheTuniversityTrequiresTtoTaddTmoreTaccessTpointTtoTfacilitateTavailabilit

yTofTtheTnetwork 

v).TTheTnetworkTshouldTbeTableTtoTextendTtoTaccommodateTgrowingTnumber

TofTstudentsTandTapplicationThostedTin. 

vi).TTheTsystemTshouldTalsoTbeTextendedTtoTcapture 
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