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D. O. Iarovyi  
 

TOPICAL RESEARCH OUTLETS OF THE COMMUNICATIVE 
MECHANISMS OF COUNTER-TERRORISM ACTIVITY 

 
This article is the research of the media component of modern counter-terrorism opera-

tions, based on the analysis of modern literature in the sphere of communication and security 
studies. Its key points are defining the connection between media and terrorism, presenting 
several models of their interaction, suggesting the communicative mechanisms of counter-
terrorism activity and making the outline for the further research. 

The main idea of the article is that proper media relations are vital for effective counter-
terrorism operations at the stage of the fourth communication revolution. The practical im-
portance of this report lies in the fact that it is a critical summary of different approaches to-
wards media-security relations with specific propositions of the further analysis and possible 
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implementation. 
The initial implications for the research were given by the theory of weak ties by Mark 

Granovetter, which implies that diffuse networks are more survivable than organized and in-
terconnected ones. The nature of the weak ties network should largely determine counter-
terrorism policy in social media. But still, the asymmetry and high level of freedom are not 
the unique characteristics of the Internet, as nowadays the media of the developed democrat-
ic countries is mostly free and independent, and it encompasses all the society [1]. 

 The understanding of the role of media in security and preventing terrorism is not uni-
lateral, and supporters of different theories have their important points. 

Anita Peresin, Croatia, claims that despite media and terrorists are sometimes in symbi-
otic relationship, in democratic country it is possible to turn media into a useful ally of coun-
ter-terrorism and benefit from it. She agrees with the notion that primary objective of terror-
ists now is not to get casualties, but to increase fear, and modern media provide them with 
«oxygen of publicity» [2]. 

Peresin stresses the importance of balance between safety of information and right for 
speech in the context of freedom-security dilemma. She notes the aside from the paradigm 
that mass media influence towards terrorists is significant, there is the «weak mass media 
paradigm», developed by Ieva Cepulkauskaite. This paradigm assumes that «the influence of 
mass media grows in cases when they are the only source of information», and in other cases 
it is minimal. But I consider that this notion is now out of date, as it has been suggested be-
fore 9/11. The empirical observations are bringing us to the thought that now this theory lost 
its point, but it still requires further research [3]. 

The possibility of democratic public opinion to mobilize society’s resistance against ter-
rorism is expressed by Paul Wilkinson. He stresses the importance of informing people 
through media on how to act in dangerous situations, spreading awareness about relations 
between terrorists and groups, future threats and signs of upcoming attack, and discussing 
negative implications of terrorism towards society and development [4]. 

In his book Wilkinson also suggests three options of cooperation with media. The first 
one is the policy of laissez faire, which may undermine the security and turn media into di-
rect ally of terrorists. The second strategy is media censorship or statutory regulation, block-
ing channels of information, transmitting terrorists propaganda. Still, Wilkinson emphasizes 
that the optimal strategy of media relations is voluntary self-restraint - a process of opposing 
manipulation, self-organized by media. It may include elaborating guidelines for the staff, 
recommending «to commit thoughtful, conscientious care and restraint» in producing the 
news and to avoid spreading terrorist ideas and making their story sound persuading for pub-
lic. 

The latter option is very important in the modern conditions of the exponentially rapid 
development of civil society. This concept provides us with a basis for further research of 
how should be this process organized, and what is the role of government in developing it. 

A critical approach towards the role of media in security sphere is presented by Vladimir 
Dolinec, who says that media are often representing the interests of arms corporations and 
become their leverage of influence for increasing unnecessary securitization. Dolinec claims 
that mass media «affect the way people prioritize issues», and makes audience to exaggerate 
the threats, including terrorism. According to his paradigm, media are framing the infor-
mation, which leads to the adoption of extraordinary security measures, e.g. military inter-
vention (the example of invasion to Afghanistan after 9/11) [5]. 

The critique represented in this article is important as a view from another unexpected 
angle. It discloses the interest of military-industrial complex as one of the key lobbyists in 
the government, and induces us to examine if there is a direct link between their financial or 
political interest and media campaigns regarding terrorism. 

The practical models of media relations in security sphere are suggested by Ali Alkarni. 
His research focuses on the interaction of media and terrorist groups, but covers other im-
portant actors involved, namely government and public, which have the same object of in-
fluence – events. He stresses that presentation of terrorist messages in media is firstly an eth-
ical question, as media poses terrorists as political figures, legitimizing them to a certain ex-
tent. Alkarni suggests that media are not effective in motivating people in taking actions to 
increase their state of security. They are only increasing the level of fear, «but without influ-
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encing people to change their daily lives» [6]. 
Still, the opposite point is presented by Cristian Delcea, who has conducted experiment 

with media consumers in Romania aimed at «collecting objective data on attitudinal changes 
in respect of terrorism». The research included 99 subjects, who were surveyed with a ques-
tionnaire regarding their attitude towards the level of terrorist threat, than exposed reading 
terrorist content messages, and then surveyed again. The hypothesis was that people will 
change their attitude towards the problem of terrorism, and it has been proved, leading to the 
growth of the level of civic consciousness [7]. 

This distinction calls on the further research, which will assess the impact of the messag-
es in media at the people, concerning their readiness to cooperate with security agencies, to 
provide government with the information, to protect their private data etc. Possibly it should 
cover several focus groups, which is more representational for developing media relations 
policy. 

Alkarni mentions three approaches of governmental interaction with media: formal cen-
sorship, free press approach and informal censorship, which has parallels with the policy of 
«voluntary self-restraint», proposed by Wilkinson. It is an impulse to concentrate on the fur-
ther research of that strategy [4]. 

Alkarni’s articles contain links to other valuable examples of successful media strategy 
against terrorism. The first one is Indian «non-military approach», which assumes providing 
affected people with access to media and making them understand what the world thinks 
about terrorism. The government focuses on preventing terrorists to acquire an image of he-
roes or martyrs [8]. 

The second model mentioned by Alkarni implies a completely different lever of public 
consciousness. It was used in Philippines, assumed restricting the access of media to local 
terrorist groups, such as Abu Sauaf. Despite the willingness of the latest to cooperate with 
media, the journalists were frightened to connect with them, as the terrorists had an image of 
ruthless killers. Thus the media preferred to rely on official sources in presenting information 
[9]. 

In order to get the complex understanding of media-security relations it is vital to men-
tion the approach of military researchers to the problem. One of the aspects is set forth in the 
report of James M. Mayre «The Media and National Security Decision-Making». Despite 
this paper is focused mainly on the field operations, it has also some implications which may 
be used in counter-terrorism war. Mayre stresses that national security strategy should take 
into consideration power of media and see all the pros and cons of press freedom. He implies 
that presence of news agencies in the battlefield raises the level of consciousness of military 
decision-makers and makes the goals of the security agencies more clear to public. Still, he 
admits that rapid information flow may also affect the reaction time of commanders and en-
danger the course of military actions. Moreover, the enemy also has a possibility to observe 
process of war and predict the further actions, which is undesirable [10]. 

To sum it up, the reviewed literature on the topic provides the basis for future analysis 
and enables us to formulate a group of research tasks. In order to estimate the degree of im-
portance of the research we should study, if the weak mass media paradigm has its base it the 
modern conditions or it has lost its relevance. Yet if the influence of media is strong, it is rea-
sonable to examine if the terrorist content in media improves level of civic consciousness 
against terrorists, or increases social fear without making behavior more responsible. 

I suggest that the model of voluntary self-organized media restraint (Wilkinson), or in-
formal censorship (Alkarni), should be a theoretical backing of counter-terrorism activities in 
media sector. Still, this model requires deeper research in order to set the principles of regu-
lation, to figure out the actors etc. It is also worthwhile to specify the implications of the 
fourth communication revolution towards the counter-terrorism policy. 

The critical view at the influence of media on security and terrorism presented by Doli-
nec should be researched by altering Alkarni’s «Media/Terrorism Model» by expanding it 
with the fifth actor, military-industrial complex. The analysis of the interaction of that sub-
ject with the others shall clarify, if it is worth to treat it as an independent actor of the model. 

Finally, the hypothesis of Mayre regarding the necessity of training media experts affili-
ated with military will be expanded towards the sphere of counter-terrorism. Relying on the 
aforementioned outputs of my research, I am planning to draw the approaches to counter-
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terrorism activity in modern media, including the Internet, and to suggest the methods of 
preparing counter-terrorism communication specialists. 
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