IiHHKX Marepis nepeadadae TakoK HANAHHA MOJATKOBHUX MBI HA JOXOTH 3
WX 1HBCCTHIIH, MO CTHMYJIFO€ OLITBIIE 0Ci0 BKJIATATH TPOMIi B KHUTIOBHH CCK-
TOp);

¢ TPAMHIA 3B'I30K 3 IHBSCTHLLAMH (3a0C3MCUCHHSA NMPSAMOTO 3B'A3KY TPO-
IIOBUX PECYPCiB HACCJICHHS 3 IHBECTHISIMH B KHTJIOBHH CEKTOP AOIOMArae
VHHKHYTH TOCCPEIHHIBKOI JiAIBHOCTI OaHKIB 1 BixpaxyBaHHS OaHKiIBCHKOL
Mapxi).

3aranom, Ol MIX0JH MOKYTh CIIPHATH 3aJIyHCHHIO OlbIe KOmTiB 17t (ho-
HIB >KUTJIOBOTO OYAIBHUNTBA TA CHPUITH PO3BUTKY JKHTIOBOTO CEKTOPY, 3ME-
HIOIyrouH (piHAHCOBI Oap'epw ULl IHBECTOPIB 1 CTBOPIOIOYH IIPO30PHI Ta IPUBA-
OMBHI iHBOCTUIIIHHN KTIMAT.
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PRIVATE CLOUD PLATFORM BASED ON HCI TECHNOLOGY:
SELECTION CRITERIA DEFINITION

This article aims to investigate the essential selection criteria when choos-
ing a Private Cloud platform based on Hyper-Converged Infrastructure (HCT)
technology. As the interest in private cloud and HCI intensifies, a clearer un-
derstanding of the factors influencing selection can guide organizations in mak-
ing informed decisions.

Private Cloud platforms offer businesses the ability to deploy cloud infra-
structure on-premises, ensuring better data security, reduced latency, and more
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control over their resources. Combining this with HCI, which main advantages
over converged and silo-based infrastructure provides the possibility to build
services with high availability, fewer components and at lower costs, which is
possible by virtualizing storage resources with the same hypervisor that pro-
vides Virtual Machines (VM) [1]. However, given the multitude of available
options, having a robust set of criteria for selection becomes paramount.

In our research, we delved into the HCI solutions that were highlighted in
the Gartner Magic Quadrant for Hyperconverged Infrastructure Software [2].
Specifically, we focused on the offerings available and popular in the Ukrainian
market. Among these, three major players stood out based on their prominence,
capability, and market penctration: VMware [3], Nutanix [4], and Microsoft
[3].

Each of these solutions offers unique advantages tailored to different organ-
izational needs, and their selection often hinges on factors such as existing in-
frastructure, desired scalability, budget considerations, and vendor relation-
ships.

To ensure a robust and comprehensive assessment of HCI solutions suitable
for the Ukrainian market, we designed a multifaceted set of technical selection
criteria:

¢ Available Workloads: Assesses the diversity and types of workloads the
HCI solution can handle out of the box, including whether they support VMs,
Kubernetes, and other Platform-as-a-Service (PaaS) offerings. Data Security
and Compliance: Evaluates solutions' adherence to regulatory standards and
their innate protective mechanisms, underlining the importance of safeguarding
enterprise data.

¢ Integration Capabilitics: Assesses the ease and efficiency with which the
HCI solution can meld with existing systems, ensuring a seamless IT environ-
ment.

¢ Management and Operational Simplicity: Emphasizes user-friendly in-
terfaces and streamlined administrative tasks, a crucial aspect in an era of
evolving IT complexities.

¢ Vendor Support and Ecosystem: This criterion looks into the reliability
and reputation of the HCI provider, ensuring they offer robust support and a
thriving community for continued innovation.

¢ Resilience and Availability: Prioritizes ensuring business continuity in
the face of unexpected disruptions.

e Multi-Cloud Management Capabilities: Ensures the HCI solution's
adeptness in handling resources across various cloud platforms, given modern
enterprises' leanings towards diversified cloud environments.

¢ Enterprise-ready Kubernetes Capabilities: With containerization gaining
traction in the IT domain, this criteria assesses the solution's competence in
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supporting container orchestration seamlessly.

By adhering to these criteria, we aim to provide a comprehensive frame-
work for evaluating the most popular HCI solutions in the market (Table 1).

Table 1
Multi criteria analysis of Private Clouds based on HCI

VMware | Nutanix |Microsoft

Available Workloads

Virtual machines + + +
Kubernetes + + +
Database as a Service out of the box - + +/-
Top hypervisors support: AHV, vSphere, +/- + +/-
Hyper-V

External marketplace with workloads + + +
Custom tepmlate workloads + + +
Integration Capabilities

REST API for integration with third-party + + +
systems

Single self-service portal with API support + + +
for workloads full lifecycle management

RBAC model integration with Azure AD/ + + +
on-premise Active Directory

Native integration with Ansible, Chef, Pup- + + +
pet

Integration with modern I'TSM platfroms + + +
Native integration with Terraform + + +
Management and Operational Simplicity

Self-service portal (SSP) for end-users with + + +
product catalogue

Single management console for Virtual Ma- + + +
chines (VMs), Kubernetes and PaaS/SaaS

management (create, provision, reconfigure,

decommission) capabilitics

Single management console with ability to + + +
create provisioning processes including

apporvals

Budget and performance management & + + +

optimization
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Automated patches and updates of HCI in- + + +
frastructure

Day-0 and Day-1 administration + + +
Vendor Support and Ecosystem

Production 24x7 support + + +
Significant amount of documentation and + + +
trainings

Avalability of engineers on local market + - +/-
Resilience and Availability

Multi-site Disaster Recovery in autodated + + +
manner

Multi-site active-active schema + + +
High-availability in HCI cluster + + +
Updates without downtime of workloads + + +
Multiprocessor fault tolerance for workloads + - -
with zero downtime and zero data loss

Multi-Cloud Management Capabilities

Ability to manage entire lifetime of work- + + +
loads incl. scheduling on public cloud

Ability to fully manage workloads on Mi- + + +
crosoft Azure in single SSP

Ability to fully manage workloads on AWS + + +
in single SSP

Ability to fully manage workloads on GCP + + +
in single SSP

Enterprise-ready Kubernetes Capabilities

Enterprise-ready Kubernetes management + + +
platform as native part of solution

Automated Kubernetes cluster provisioning + + +
and update capabilitics

Certified Kubernetes Conformance Program + + +
Cluster Rolling Update without impact on + + +
availability of workloads

Installation of additional packages on Work- + - -

er OS

38




As a result of our research, we established criteria, from availability out-of-
box workloads to Kubernetes features, and a foundational guide for organiza-
tions navigating complex decision-making process of selection the Private
Cloud platform based on HCI technology. When these factors are given due
consideration, businesses stand to not only optimize their IT infrastructures but
also to secure a strategic edge in a competitive landscape.
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TH®OOPMAIIHHE 3ABE3NNEYEHHS CTPATETTYHOT O
MJIAHYBAHHS CTAJIOTO PO3BHTKY TEPHTOPIAJILHUX
TPOMAJ

INMotpeba y axHadmBmImii BiaOYI0BI KPaiHM Ta €BPOIHTETPALIHHUN Kypc
PO3BHTKY €KOHOMIKH, SIK HIKOIIM PAHIINE aKTyaNi3yIOTh YAOCKOHAJCHHS 3acas
MYHIIMIATPHOTO YTPABIIHHA HA MICHCBOMY Ta PETIOHATPHOMY PIBHIX, a
TAKOK MIABHINCHHS C(PESKTHBHOCTI Ta PE3yIbTATHBHOCTI (DYHKLIOHYBAHHSI
TEPUTOPIATPHUX TPOMAA. 3MIHH V COLIAIBHO-EKOHOMIYHOMY PO3BHTKY TEPH-
TOpiaTbHUX TPOMAJ MPU3BOAATH 10 IOSIBH HOBHX BHMOT JI0 VIIPABJIIHHA Ta PO-
3BUTKY. Y KOHTEKCTI X 3MiH CTA€ aKTYaJIbHHM BHKOPHUCTAHHS KOMIUICKCHOTO
Ta CTPATETIYHOTO MiAXOAY IO YIPABIIHHSA CKOHOMIYHUMH ITPOLIECAMH HA MYHI-
munaxbHOMY piBHI. TepuropiaxbHi TpOMagu pearyloTh HA I 3MIHHM TO-
Pi3HOMY, OCKLIBKH YV KOKHIH T'pOMaJi € CBOi VHIKAJIbHI OCOONMBOCTI Ta MOK-

39


https://blogs.vmware.com/virtualblocks/2021/11/24/vmware-fifth-time-leader-gartner-magic-quadrant-hyperconverged-infrastructure-software/
https://blogs.vmware.com/virtualblocks/2021/11/24/vmware-fifth-time-leader-gartner-magic-quadrant-hyperconverged-infrastructure-software/
https://www.vmware.com/cloud-solutions.html
https://www.nutanix.com/
https://azure.microsoft.com/en-us/products/azure
https://azure.microsoft.com/en-us/products/azure

